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PopuLATION: 21 million
PARTLY

INTERNET FREEDOM STATUS N/A FREE INTERNET PENETRATION 2012: 17 percent

SociAL MEDIA/ICT Aprps BLOCKED: No
Obstacles to Access (0-25) n/a 15

— POLITICAL/SOCIAL CONTENT BLOCKED: No

Limits on Content (0_35) n/a 6 BLOGGERS/ICT USERS ARRESTED: Yes
Violations of User Rights (0-40)| n/a 13 PRESS FREEDOM 2013 STATUS: Not Free
Total (0—100) n/a 34

* 0=most free, 100=least free

KEY DEVELOPMENTS: MAY 2012 — APRIL 2013

Parliamentary elections held in August 2012 saw the innovative and widespread use of
digital media tools that aimed to advance electoral transparency (see LIMITS ON
CONTENT).

An investigative report conducted by an exile news outlet revealed in April 2013 that
the Angolan state security services may be planning to implement an electronic
monitoring system that could track e-mail and other digital communications, with
assistance from Germany (see VIOLATIONS OF USER RIGHTS).

A journalist for the online radio news outlet, Voice of America, was assaulted in
December 2012 for his reporting on human rights issues, political violence, and
corruption in Angola. The journalist’s e-mail was also hacked (see VIOLATIONS OF
USER RIGHTS).

A targeted malware attack was launched against a prominent Angolan writer and

blogger in early 2013, purportedly to compromise his communications during an
ongoing defamation lawsuit lodged against him (see VIOLATIONS OF USER RIGHTS).
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INTRODUCTION

Since the end of the Angolan Civil War in 2002 that ravaged the country from its start in 1975,
access to information and communication technologies (ICTs) has improved dramatically.
Throughout the war, the country’s telecommunications were run primarily by the state under the
ruling People’s Movement for the Liberation of Angola—Labour Party (MPLA), with the party’s
Angola Telecom holding a monopoly of the sector. Toward the end of hostilities in 2001, the
government began adopting regulations to liberalize the telecom industry, which enabled private
investments to revitalize the country’s ICT infrastructure that had been severely damaged by the
decades-long conflict. Today, Angola has one of the largest mobile telecom markets in sub-Saharan

Africa and internet access is growing steadily.

Despite such improvements that have occurred in tandem with Angola’s phenomenal economic
growth since 2002," political rights and civil liberties remain tightly controlled and restricted by the
MPLA under President Jose Eduardo dos Santos, who has been in power for over 34 years. Recent
parliamentary elections in August 2012 led to a highly flawed vote that kept dos Santos in power,2
in spite of the unprecedented flurry of social media activity and use of innovative digital media tools
that endeavored to combat electoral fraud. Nevertheless, such use of ICTs illustrated the
empowering ability of the internet and social media for journalists, activists, and opposition parties
who are increasingly turning to digital platforms as a means to sidestep the country’s longstanding
restrictions on traditional media.

While there are no administrative or systematic restrictions on ICT content in Angola, the
government has indicated its intent to limit internet freedom through legal measures, such as the
alarming draft “Law to Combat Crime in the Area of Information Technologies and
Communication” introduced by the National Assembly in March 2011. Often referred to as the
cybercrime bill, the draft law was ultimately withdrawn in May 2011 as a result of international
pressure and vocal objections from civil society. If enacted, however, the new law would have
legally empowered the authorities with the ability intercept information from private devices
without a warrant and imposed harsh penalties for objectionable speech expressed via ICTs and on
social media platforms, among other restrictions.

In 2012 and early 2013, internet freedom in Angola was limited primarily by increasing violations
of user rights. For example, in April 2013, a news report revealed that the Angolan intelligence
services may be planning to implement an electronic monitoring system that could track e-mail and
other digital communications. Violence against journalists typically experienced within the
traditional media sphere seeped into the online sphere in December 2012 when a journalist for the
online radio news outlet, Voice of America, was assaulted for his reporting on human rights issues,
political violence, and corruption in Angola. Meanwhile, technical attacks against independent and

critical news websites, blogs, and opposition voices are common.

! Characterized by an average annual GDP growth rate of nearly 12 percent. See, Estefania Jover et al., “Angola, Private Sector
Country Profile,” African Development Bank, September 2012, http://bit.ly/14Y27HZ.
% Freedom House, “Angola,” Freedom in the World 2013, http://www.freedomhouse.org/report/freedom-world/2013/angola.
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OBSTACLES TO ACCESS

Access to ICTs in Angola has improved markedly with increasing investments in the

telecommunications sector since the end of the country’s civil war in 2002. First introduced in
1996,° the internet in Angola reached a penetration rate of 17 percent in 2012, up from just over 3
percent in 2007, according to the International Telecommunications Union (ITU).* Fixed-line
broadband subscriptions, however, remain low with a penetration rate of only 0.16 percent in
2012, and are largely concentrated in the capital city, Luanda, due to the country’s high poverty
rate and poor infrastructure in rural areas. By contrast, access to mobile phones is much higher with
a penetration rate of 49 percent in 2012 S

In addition to infrastructural limitations and widespread poverty characterized by more than 36
percent of Angolans living on less than $2 a day,7 access to ICTs is further hindered by the
country’s fractured electricity system that serves only 30 percent of the population. In rural areas,
where more than 58 percent of the poor population lives,® less than 10 percent have regular access
to electricity.9 Consequently, radio, television, and print outlets—which are subject to high levels
of government interference—remain the primary sources of information for the majority of
Angolans.

Luanda is reputed to be the second most expensive city in the world,"’ and for those able to access
the internet in urban areas, internet subscriptions start at $50 per month but can cost as high as
$100 per month for connections via satellite or WiMax. Unlimited internet subscriptions cost an
average of $140, while USB dongle devices that provide wireless access cost between $50 and $60.
Mobile internet packages come at a monthly cost of about $45. 1" Already expensive for the vast
majority of Angolans, voice and data services in rural areas can be twice as expensive and of much
poorer quality, subject to frequent cuts and extremely slow connection speeds. According to the
ITU, Angola’s mobile-cellular sub-basket of prices at purchasing power parity (PPP)—which
“expresses the price of goods in terms of buying power and adjusts exchange rates to facilitate

? Silvio Cabral Almada and Haymee Perez Cogle, “Internet Development in Angola, Our contribution,” Network Startup
Resource Center, http://nsrc.org/AFRICA/AO/20060300-Internet-Development-in-Angola.pdf.

* International Telecommunication Union, “Percentage of Individuals Using the Internet, 2000-2012,”
http://www.itu.int/en/ITU-D/Statistics/Pages/stat/default.aspx.

® International Telecommunication Union, “Fixed (Wired)-Broadband Subscriptions, 2000-2012.”

® International Telecommunication Union, “Mobile-Cellular Telephone Subscriptions, 2000-2012.”

? “Angola,” African Economic Outlook, 2013,
http://www.africaneconomicoutlook.org/fileadmin/uploads/aeo/2013/PDF/Angola%20-
%20African%20Economic%200utlook.pdf.

8 “Angola,” African Economic Outlook, 2013.

9 “Angola,” U.S. Energy Information Administration, last revised January 8, 2013,
http://www.eia.gov/countries/analysisbriefs/Angola/angola.pdf.

10 Ami Sedghi, “Which is the World’s Most Expensive City? Cost of living survey 2012,” Guardian, June 12, 2012,
http://www.theguardian.com/news/datablog/2012/jun/12/city-cost-of-living-2012-tokyo.

" Interview with a source based in Angola.
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international comparisons”—was $28 in 2011, while the fixed-broadband sub-basket at PPP was
$74."2 Due to these high prices, most internet users log online at their workplaces.

Angola’s domestic backbone is currently comprised of microwave, VSAT, and fiber-optic cables,
while the government’s Master Plan for ICT development envisions connecting the country’s 18
provinces through a national fiber optic-backbone. Connection to the international internet goes
through the South Atlantic 3 (SAT-3) cable, over which the state-owned Angola Telecom has a
monopoly. Angola is also looking to connect to the Africa Coast to Europe (ACE) cable and the
West Africa Cable System (WACS) in the future, in addition to establishing a submarine cable
between Northeastern Brazil and Luanda to reduce the bandwidth costs associated with the distance

that internet traffic currently has to travel from Europe and the United States. '’

According to the telecoms regulator, the Angolan National Institute of Telecommunication
(INACOM), there are currently five fixed-line operators in Angola—the state-owned Angola
Telecom, Mercury (owned by the state-owned petroleum company, Sonangol), Nexus, Mundo
Startel, and Wezacom—while Angola Telecom’s Multitel and a number of smaller private ISPs
provide internet services.

Mobile services are provided by two private operators—Movicel and Unitel." Portugal Telecom
and state-owned Sonangol each have a 25 percent stake in Unitel. Investigative reports have
revealed that the president’s daughter, Isabel Dos Santos, also holds a 25 percent stake in Unitel, in
addition to sitting on the telecom provider’s board. ® Meanwhile, as of 2009, 80 percent of Movicel
is split between four private Angolan companies—Portmill Investimentos e Telecomunicagdes
(with 40 percent), Modus Comunicare (19 percent), Ipang—Indastria de Papel e Derivados (10
percent), Lambda (6 percent), and Novatel (5 percent)—while the remainder of Movicel’s capital
is held by two state enterprises, Angola Telecom and Empresa Nacional de Correios e Telegrafos
de Angola, with 18 percent and 2 percent, respectively.16

An ITU profile of the Angolan ICT sector characterizes competition in the international gateway,
wireless local loop, and fixed-wired broadband markets as monopolistic; by contrast, it describes
the markets for mobile, internet, and DSL services as competitive.'’ Based on research conducted
by an independent analyst, however, no real competition exists in the provision of mobile and
internet services as most of the companies have shares belonging to senior government officials."

12 |nternational Telecommunication Union, “Measuring the Information Society,” 2012, http://www.itu.int/en/ITU-
D/Statistics/Documents/publications/mis2012/MIS2012 without Annex 4.pdf.

13 Estefania Jover et al., “Angola, Private Sector Country Profile.”

% |ntituto Angolano das Comunicacoes “Sector Telecom,” accessed August 30, 2013,

http://www.inacom.og.ao/Inacom home page.htm.

1 Kerry A. Dolan, “Isabel Dos Santos, Daughter Of Angola’s President, Is Africa’s First Woman Billionaire,” Forbes, January 23,
2013, http://www.forbes.com/sites/kerryadolan/2013/01/23/isabel-dos-santos-daughter-of-angolas-president-is-africas-first-
woman-billionaire/.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption,” Maka Angola (blog), accessed August 30,
2013, https://wikileaks.org/gifiles/attach/169/169476 A0100805.pdf.

7 |nternational Telecommunication Union, “Angola Profile (Latest data available: 2012),” ICT Eye, accessed August 30, 2013,
http://www.itu.int/net4/itu-d/icteye/CountryProfile.aspx.

18 Rafael Marques de Morais, “The Angolan Presidency: The Epicentre of Corruption.”
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Similar to other countries in sub-Saharan Africa, China has emerged as a key investor and
contractor in Angola’s telecommunications sector. In 2008, the Angolan government contracted
the Chinese telecom ZTE to head the operations of the previously state-owned Movicel," which
makes the country’s second largest mobile network highly vulnerable to government interception
and interference without oversight, particularly given China’s own reputation for such ICT
abuses.” Other research accounts report that ZTE has been involved with assisting with the
Angolan military’s telecommunication,?' though in what capacity is unknown. More recently in
March 2012, ZTE and Huawei, another major Chinese telecom, were both contracted to develop
4G and LTE networks for Movicel.”

Meanwhile in June 2012, the country’s other private mobile operator, Unitel, launched a project in
partnership with the education ministry and Huawei to provide free access to the internet for
secondary school students in both public and private schools across the country’s 18 provinces.
Known as “E-Net,” the project aims to benefit over 18,000 students with computers supplied by

Huawei and internet access provided by Unitel >

The Ministry of Post and Telecommunications (MCT) is responsible for oversight of the ICT
sector, while the Angolan Institute for Communications (INACOM)), established in 1999, serves as
the sector’s regulatory body. Reporting to the MCT, INACOM determines the sector’s regulations
and policies, sets prices for telecommunications services, and issues licenses. The regulatory body
was set up as an independent public institution with both financial and administrative autonomy
from the ministry,24 though in practice, it has a limited measure of autonomy. According to reports
by the ITU and the World Bank, INACOM is not autonomous in its decision making process,” in
part due to the ministerial appointment of the director general who can be dismissed for any
reason. In addition, the MCT has been known to influence staff appointments, while other
ministries are often involved in sector policy, leading to politically influenced regulatory

d .. 26
€cC1s10ns.

19 “Angola: China’s ZTE Takes on Operational Management of Movicel,” Macauhub, October 30, 2008,
http://www.macauhub.com.mo/en/2008/10/30/5992/.

2 john Reed, “Africa’s Big Brother lives in Beijing,” Foreign Policy, July 30, 2013,
http://www.foreignpolicy.com/articles/2013/07/30/africas_big brother lives in beijing huawei china surveillance.

2 Roselyn Hseuh and Michael Byron Nelson, “Who Wins? China Wires Africa: The Cases of Angola and Nigeria,” paper prepared
for presentation at NYU/Giessen Development Finance Conference, NYU School of Law, April 9, 2013,
http://iili.org/newsandevents/documents/hsueh.pdf.

2 Michael Malakata, “Angola’s Movicel launches LTE,” Computer World Zambia, April 23, 2012,
http://www.pcadvisor.co.uk/news/network-wifi/3353225/angolas-movicel-launches-Ite/; Egon Cossou, “High-speed Internet:
Angola’s big 4G leap,” Africa Review, May 1, 2012, http://www.africareview.com/Business+++Finance/Angolas+big+4G+leap/-
/979184/1397314/-/bnmay/-/index.html.

2 “MED, Unitel Design Internet Access Project,” ANGOP, June 7, 2012, http://bit.ly/17jusc).

24 Russell Southwood, “The Case for ‘Open Access’ Communications Infrastructure in Africa: The SAT-3/WASC cable — Angola
case study,” Association for Progressive Communications, accessed August 30, 2013,
http://www.apc.org/en/system/files/APC SAT3Angola 20080523.pdf: 5.

% International Telecommunication Union, “Angola Profile.”

% “private Solutions for Infrastructure in Angola: A Country Framework Report,” Public-Private Infrastructure Advisory Facility
and the World Bank Group, 2005, http://www.ppiaf.org/sites/ppiaf.org/files/publication/Angola-CFR.pdf: 92.
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LIMITS ON CONTENT

To date, there have been no known incidents of the government blocking or filtering ICT content
in Angola, and there are no restrictions on the type of information that can be exchanged through
digital media technologies, aside from child pornography and copyrighted material.”” Social media
and communications apps such as YouTube, Facebook, Twitter and international blog-hosting
services are freely available. In addition, there have been no reported issues of intermediary liability
for service or content providers, nor have there been known instances of take-down notices issued
for the removal of online content. Nevertheless, according to an independent analyst, the
government has been known to deliberately take down its own content when the authorities have
wanted to prevent the public from accessing certain government information, such as specific

laws.?®

While there has been no evidence of government efforts to interfere with or manipulate online
content, censorship of news and information in the traditional media sphere is common, leading to
worries that similar efforts to control the information landscape will eventually affect the internet.
The president and members of the ruling MPLA party own and tightly control the most of the
country’s media outlets, including those that are the most widely disseminated and accessed. Of the
dozen or so privately owned newspapers, most are held by individuals connected to the
government.

Self-censorship is commonly practiced by journalists in both state-run and private print outlets. As
a result of the limited space for Angola’s independent voices in the traditional media, many writers
and readers are increasingly distributing and reading news online.” In addition, journalists,
bloggers, and internet users have been generally less fearful expressing themselves and discussing
controversial topics online than they might be offline. There is more open criticism of the president
and ruling party circulating on blogs and social media pla‘cforrns,30 though taboo topics related to
land grabs, police brutality, and demolitions are often avoided.

Due to the concentration of internet access and use in urban areas and the limited space for critical
voices in Angola’s general media sphere, the online information landscape is still lacking in diversity
and unable to represent a variety of groups and viewpoints throughout the country. Independent
news outlets critical of the government do exist, with Folha8 and Agora being the most prominent,
though their audiences are reached primarily through their print publications. Moreover, the
economic viability of independent outlets, both online and print, is constrained by the lack of

z “Angola, Country Profile,” Global Resource & Information Directory, last updated July 16, 2012,

http://www.fosigrid.org/africa/angola.

8 |nterview with a Freedom House consultant.

2 Danny O’Brien, “Using Internet ‘Crime’ Laws, Authorities Ensnare Journalists,” Attacks on the Press in 2011, (New York:
Committee to Project Journalists, February 2012), http://cpj.org/2012/02/attacks-on-the-press-in-2011-regulating-the-
intern.php.

% | ouise Redvers, “Angola Victory for Cyber Activists?” BBC News, May 27, 2011, http://www.bbc.co.uk/news/world-africa-
13569129.
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advertising revenue from both state and private sources, since it is often denied to news outlets that

publish critical stories. 31

In recent years, citizens have increasingly taken to the internet as a platform for political debate, to
express discontent with the country’s current state of affairs, and to launch digital activism
initiatives. Similar to many other African countries, the Angolan youth have embraced social media
tools and used them to fuel protest movements across the coun‘tlry.32 The positive impact of digital
media tools in Angola was particularly pronounced during the August 2012 parliamentary elections
when ICTs were used in innovative ways to advance electoral transparency. For example, citizens
were able to report electoral irregularities in real time on the monitoring website Elei¢des Angola
2012,* while the National Electoral Commission used the internet and iPads to scan voter
registration cards.** A Gallup poll cited by the African Media Initiative found that the internet and
smartphones had eroded the government’s control over news and information, with only 16
percent of polled Angolans giving the president a thumbs-up rating.35 Nevertheless, the president’s
ruling MPLA party still swept the elections with over 70 percent of votes.*®

VIOLATIONS OF USER RIGHTS

In the past year, concerns over state surveillance of ICTs increased when an investigative news
report published in April 2013 said that the Angolan intelligence services were planning to
implement an electronic monitoring system that could track e-mail and other digital
communications, with equipment and expertize from Germany. One case of violence against a
journalist for the online news radio site, Voice of America, was assaulted for his critical reporting,
while the prominent writer and blogger Rafael Marques de Morais had his personal computer
attacked with malware in a purported attempt to compromise his communications during an

ongoing defamation lawsuit lodged against him in early 2013.

The Angolan constitution provides for freedom of expression and the press, and in 2006, Angola
became one of the first African countries to enact a freedom of information law. In practice,
however, accessing government information remains extremely difficult. The judiciary is subject to
considerable political influence, with Supreme Court justices appointed to life terms by the
president and without legislative oversight; nevertheless, the courts have been known to rule
against the government on occasion, including most recently in May 2012 when the court rejected

31 Freedom House, “Angola,” Freedom of the Press 2013, http://www.freedomhouse.org/report/freedom-press/2013/angola.
2 sara Moreira, “Year of Change in Angola, But Everything Stays the Same,” Global Voices, December 29, 2012,
http://globalvoicesonline.org/2012/12/29/angola-2012-year-of-change-everything-stays-the-same/.

33 EleicBes Angola 2012: http://eleicoesangola2012.com/

3 “Angolans Vote in Booths Armed with iPads,” news24, August 31, 2012, http://www.news24.com/Africa/News/Angolans-
vote-in-booths-armed-with-iPads-20120831.

* African Media Ini., Twitter post, August 31, 2012, 7:21am, https://twitter.com/African_Media/status/241480901308063744.
3% “Angola’s Ruling Party Declared Election Winner,” CNN, September 3, 2012,
http://www.cnn.com/2012/09/02/world/africa/angola-elections.
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the appointment of the MPLA-favored candidate to head the National Electoral Commission in

advance of the August parliamentary elections.’’

Meanwhile, stringent laws regarding state security and insult run counter to constitutional
guarantees and hamper media freedom, such as the Article 26 state security law passed in 2010
known as that allows for the detention of individuals who insult the country or president in “public
meetings or by disseminating words, images, writings, or sound.”®® Politicians, on the other hand,
are immune. Defamation and libel are crimes punishable by imprisonment. In recent years, a
number of journalists in the traditional media sphere have been prosecuted for criminal defamation
in lawsuits initiated by government officials,® though such actions have not been taken against

online journalists or internet users as of yet.

In August 2011, a new Law on Electronic Communications and Services of the Information Society
was enacted, which delineated citizens’ rights to privacy and security online, among other
provisions related to regulating the telecommunications sector. Despite these acknowledgments,
the Angolan government has become increasingly keen on limiting internet freedom through legal
measures, as indicated by the alarming Law to Combat Crime in the Area of Information
Technologies and Communication introduced by the National Assembly in March 2011. Often
referred to as the cybercrime bill, the law was ultimately withdrawn in May 2011 as a result of
international pressure and vocal objections from civil society. The new law aimed to limit freedom
of expression more harshly online than offline by increasing penalties prescribed for offenses laid
out under Angola’s criminal code committed through electronic media. For example, Article 16 of
the cybercrime bill increased the penalty for defamation, libel, and slander conducted online over
the penalty defined in the criminal code by a third. "

If passed, the law also would have empowered the authorities with the ability to intercept
information from private devices without a warrant™ and prosecute individuals for objectionable
speech expressed using electronic media tools and on social media platforms. Sending an electronic
message interpreted as an effort to “endanger the integrity of national independence or to destroy
or influence the functionality of state institutions” would have yielded a penalty of two to eight
years in prisons, in addition to fines. The law would have further criminalized the dissemination of
any “recordings, pictures and video” of an individual without the subject’s consent,” even if
produced lawfully, which could have impeded journalists’ ability to report on public protests or

37 “Angola Court Removes ‘MPLA’ Election Head Susana Ingles,” BBC News, May 18, 2012, http://www.bbc.co.uk/news/world-
africa-18117413.

38 “Angola: Revise New Security Law, Free Prisoners in Cabinda,” Human Rights Watch, December 9, 2010,
http://www.hrw.org/news/2010/12/08/angola-revise-new-security-law-free-prisoners-cabinda.

39 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch, August 12, 2013,
http://www.hrw.org/news/2013/08/12/angola-defamation-laws-silence-journalists.

0 AVM Advogados, “News from Angola,” newsletter, August 2011, http://www.avm-
advogados.com/newsletter/2011.08/2011-08 avm-newsletter eng.html#NFA-01.

M “Angola: Withdraw Cybercrime Bill,” Human Rights Watch, May 13, 2011, http://www.hrw.org/news/2011/05/13/angola-
withdraw-cybercrime-bill.

42 “Angola Clamps Down on Internet, Social Media,” Journalism, April 15, 2011, http://www.journalism.co.za/index.php/news-
and-insight/news130/165-media-freedom1/4034-angola-clamps-down-on-internet-social-media.html.

3 Committee to Protect Journalists, “Angola,” Attacks on the Press in 2011, February 2012, http://cpj.org/2012/02/attacks-on-
the-press-in-2011-angola.php.
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instances of police brutality using digital tools. The bill additionally prescribed penalties between 8
and 12 years in prison for espionage and whistle blowing activities, which would have included the
act of seeking access to classified information on an electronic system “in order to reveal such
information or to help others to do so.” The same penalty was provided for accessing unclassified
information that could be deemed as endangering state securi‘ty.44

In an unexpected move, the Angolan government in May 2011 decided to remove the proposed
cybercrime legislation from parliament moments before it was due to be voted into law, in large
part as a result of widespread opposition and pressure from civil society.45 However, a government
minister publicly stated the same year that special clauses regarding cybercrimes would instead be
incorporated into an ongoing revision of the penal code, leaving open the possibility of internet-
specific restrictions coming into force in future.

There are no restrictions on anonymous communication such as website or SIM card registration
requirements, and to date, there is little evidence that the state illegally monitors and intercepts the
electronic communications of its citizens. Nevertheless, an investigative report conducted by the
exile news and information outlet Club-K revealed in April 2013 that intelligence and state security
services were planning to implement an electronic monitoring system that could track e-mail and
other digital communications. According to Club-K, the sophisticated monitoring equipment was
imported from Germany and included German technicians who assisted in the system’s installation
on a military base in Cape Ledo.* The details of Club-K’s findings could not be corroborated as of
August 2013.

Meanwhile, there is no concrete evidence of whether or to what extent ICT service providers are
required to assist the government in monitoring the communications of their users, though the
strong presence of the state in the ownership structure of Angola’s telecoms, particularly of mobile
phone operators, suggests that the authorities are likely able to wield their influence over service
providers if desired. Cybercafes, however, are not known to be subject to such requirements.

Attacks and extralegal violence against journalists in the traditional media sphere are unfortunately
common in Angola,47 and these actions may become more common against online journalists and
social media users as the internet increasingly becomes an empowering tool for citizens to vocalize
discontent and mobilize against the government. One case of violence against Antonio
Capalandanda, a journalist for the online news and radio site Voice of America, was reported in
May 2012, when the journalist was approached by an individual who identified himself as a state
security agent and threatened to harm Capalandanda if he continued to report on topics the

a “Angola: Withdraw Cybercrime Bill,” Human Rights Watch.

** Louise Redvers, “Angola Victory for Cyber Activists?”

* “Alem3es montam sistema de escuta em Angola” [Germans assemble listening system in Angola], Club-K, April 23, 2012,
http://www.club-k.net/index.php?option=com content&view=article&id=14932:alemaes-montam-sistema-de-escuta-em-
angola&catid=11:foco-do-dia&Itemid=130.

47 According to the Committee to Protect Journalists, at least 10 journalists have been killed in Angola since 1992. See, “10
Journalists Killed in Angola since 1992/Motive Confirmed”, Committee to Protect Journalists, accessed August 2013,
http://www.cpj.org/killed/africa/angola/. ; “Angola: Stop Stifling Free Speech,” Human Rights Watch, August 1, 2012,
http://www.hrw.org/news/2012/08/01/angola-stop-stifling-free-speech.
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government deemed objectionable. Known for his reporting on human rights issues, political
violence, and corruption in Angola, Capalandanda was later assaulted in December 2012 by two
unidentified assailants who also stole his camera, voice recorder, and notepads. In January 2013,
Capalandanda’s e-mail account was hacked by an unknown entity.48

Independent and exile news websites have also been subject to technical violence such as hacking
and denial-of-service (DDoS) attacks, particularly during periods of political contestation. For
example, at the height of anti-government protests in February 2011, the website of the
independent outlet Club-K was met with frequent interruptions to the point of temporary
disablement. The popular blog Maka Angola, produced by the renowned critical writer Rafael
Marques de Morais, was also subject to a number of targeted DDoS attacks in 2011.* More
recently in early 2013, Morais’s personal computer was attacked with customized malware,
purportedly to compromise his communications during an ongoing defamation lawsuit lodged
against him for his 2011 book, Blood Diamonds: Corruption and Torture in Angola.”

a8 “Angola: Continued Threats, Acts of Intimidation and Surveillance of Journalist Mr Antonio Capalandanda,” Frontline
Defenders, January 8, 2013, http://www.frontlinedefenders.org/node/21235.

9 candido Teixeira, “So This is Democracy, 2011 — National Overview Angola 2011,” Media Institute of Southern Africa, 2011,
http://www.misa.org/downloads/2011/Angola STID2011.pdf.

30 “Angola: Defamation Laws Silence Journalists,” Human Rights Watch.
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