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ELECTRONIC COMMUNICATIONS PRIVACY ACT

THURSDAY, SEPTEMBER 26, 1985

HousE oF REPRESENTATIVES,
SuBcoMMITTEE ON COURTS, C1viL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subconuuittee met, pursuant to call, at 10 am., in room
2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the subcommittee) presiding. :

Present: Representatives Kastenmeier and Moorhead. o ‘

Staff present: Deborah Leavy and David W. Beier, assistant coun
sclel; l;Ioseph V. Wolfe, associate counsel; and Audrey K. Marcus,
clerk.

Mr. KasteNMEIER. The committee will come to order.

This morning we begin a series of hearings on H.R. 3378, the
Electronic Communications Privacy Act of 1985. This bill is the’
product of more than 2 years of work by this subcommittee, and, I
em happy to say, enjoys the cosponsorship of the ranking minority
member, my distinguished colleague the gentleman from Califor-
nia, Mr. Moorhead, as well as other subcommittee members—MTr.
Morrison, Mrs. Schroeder, and Mr. Berman.

When Congress passed the wiretap law! in 1968, there was a
clear consensus that telephone calls should be private. Earlier Con-
gresses had reached that same consensus regarding mail and tele-

grams.

But in the almost 20 years since Congress last addressed the
issue of privacy of communications in a comprehensive fashion, the
techré:llcl)gies of communication and interception have changed dra-
matically. -

Today we have large-scale electronic mail operations, cellular
and cordless telephones, paging devices, miniaturized transmitters
for radio surveillance, lighg::;fht compact television cameras for
video surveillance, and a ing array of digitized information
networks which were little more than concepts two decades ago.

These new modes of cornmunication have outstrip the legal
protectiogrgrovided under statutory definitions boun b{ old tech-
nologies. The unfortunate result is that the same technologies that
hoid such promise for the future aiso enhance the risk that our
communications will be interce&tod by either private parties or the
Government. Virtual'y every day the press reports on the unau-

t Title {11 of the Omnibus Crime Control and Safe Streets Act of 1968, 18 US.C. 2510 ot uq.‘
(h
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thorized interception of electronic communications ranging from
electronic mail and cellular telephones to data transmissions be-
tween computers.

The communications industry is sufficiently concerned about this
issue to have begun the process of seeking protective legislation.
This bill is, in large part, a response to these legitimate business
concerns.

The situation we face today was clearly foreseen by Justice Bran-
deis in 1928 when he said:

The progress of science in furnishing the government with the means of espionage
is not likely to stop with wiretapping. Ways may some day be developed by which
the government, without removing papers from secret drawers, can reproduce them

in court, and by which it will be enabled to expose to a jury the most intimate oc-
currences of the home.2

Congress needs to act to ensure that the new technological
equivalents of telephone calls, telegrams, and mail are afforded the
same protection provided to conventional communications. It is my
hope that in the weeks and months ahead the affected parties will
work with the subcommittee in the spirit of cooperation and com-
promise to forge a bill which meets this urgent problem.

I would like to yield to my colleague, the gentleman from Califor-
nia.

Mr. MoorHEAD. Thank you, Mr. Chairman. I would like to com-
mend you, Mr. Chairman, and your staff, and along with Senator
Leahy and Senator Mathias and their staffs for developing this key
initiative. I think it is clear that the need for legislation to ensure
privacy in the dynamic area of communications has been well-rec-
ognized and well-documented both in the hearings held before this
subcommittee last Congress as well as in hearings held before
other subcommittees in both the House and the Senate.

As your remarks upon the introduction of H.R. 3378 indicate,
you have worked carefully with the affected industries, the Depart-
ment of Justice, and civil liberties groups in developing the legisla-
tion. This is significant for the days ahead. I am optimistic that
each of these groups will, in turn, endorse H.R. 3378 which careful-
ly balances the need for privacy against the legitimate interests of
law enforcement. '

In reviewing the legislation I was pleased to note that the bill
leaves unchanged the carefully balanced provisions of the Foreign
Intelligence Surveillance Act of 1978.

In any event, Mr. Chairman, I look forward to working closely
with you and other members of the subcommittee toward the en-
aciment of H.R. 3378. :

I especially want to welcome our friend, Senator Pat Leahy, this
morning to testify before us. .

Mr. MEeIER. I thank my colleague for his statements, and
along with him I would also like to welcome my good friend and
3olleague, Senator Pat Leahy of Vermont. It is a great pleasure to

0 80.

Senator Leahy is vice chairman of the Senate Select Committee
on Intelligence and ranking member of the Senate Subcommittee
on Patents, Copyrights and Trademarks. Along with Senator

YOlmstead v. United States, 217 U S. 438,474 (Brandeis, J., dissenting).
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Charles McC. Mathias, he is a sponsor of the Senate bill S. 1667,
which is identical to H.R. 3378. I have enjoyed working with him
on this and other legislation to cope with the new technologies,
such as our successful effort last year to grant protection to semi-
conductor chips.

Senator Leahy, we are delighted that you could be with us this
morning. We are privileged to have you here. We have your state-
ment; you may proceed from it if you wish—it is brief—or in any
other fashion you care to.

Senator LEany. Thank you. Could I ask John Podesta, our coun-
sel, to come and join me at the table? -

Mr. KASTENMEIER. Mr. Podesta.

TESTIMONY OF HON. PATRICK J. LEAHY, A U.S. SENATOR FROM
THE STATE OF VERMONT, ACCOMPANIED BY JOHN PODESTA,
COUNSEL

Senator Leany. Mr. Chairman, I thank you for those kind words.
It is an honor to be here with you and my good friend Congress-
man Moorhead. The three of us, along with Senator Mathias, have
discussed this issue here on the Hill and other places around the
~ountry. It is something that has been a matter of interest to all of
us. It truly is a privilege to be here.

As you know, we have joined with you and Congressman Moor-
head to provide major privacy protection to new forms of electronic
communication. Our bill, S. 1667, is identical to the bill you have
introduced in the House. At this time of the year, nearing the end
of the first session of the Congress, it helps things considerably to
be moving on two fronts with identical bills.

I began working on the legislation over 1 year ago, when I wrote
to the Attorney General to ask whether he believed interceptions
of electronic mail and computer-to-computer communications were
covered by the Federal wiretap law. I received a reply from the
Criminal Division of the Department of Justice which stated that
Federal law protects electronic communications from unauthorized
acquisition only where a reasonable expectation of privacy exists.

In a mastery of understatement, the Justice Department said:

In this rapidly developing area of communications which range from cellular to
cellular nonwire telephone connections to microwave-fed computer terminals, dis-

tinctions, such as (whether there does or does not exist a reasonable expectation of
privacy) are not always clear or obvious.

Well, I didn’t find that statement very informative. I didn't find
it very reassuring, either. And more importantly, the American
people and American businesses are no lonTer assured that the law
protects their right to communicate privately.

Our primary wiretap law, title III of the Omnibus Crime Control
and Safe Streets Act of 1968, fails to cover the unauthorized acqui-
sition of data transmissions. That includes everything from inter-
bank orders to private electronic mail hookups—some of the fastest
growing areas of communications today.

When Congress enacted that law it had in mind a particular
kind of communication—voice—and way of sending that communi-
cation—via common carrier analog telephone network. Only unau-
thorized “‘aural” acquisition of information was covered by by title
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III. The Supreme Court has interpreted this to mean that in order
to engender pri\;?-?' protection, a communication has to be capable
of being overheard. Data communications simply are not covered.
The new technologies leave this statute hopelessly out of date.

There is no adequate legal protection against the unauthorized
interception of data transmissions.

There is no adequate legal protection against the unauthorized
interception of communications in private, noncommon carrier net-
works, even though these are proliferating everywhere, in every
single State in' the Union.

There is no adequate legal protection against the unauthorized
access of electronic communications system computers to obtain or
alter the communications contained in those computers.

There is no adequate legal protection afforded to cellular radio
telephones, electronic pagers, and the private transmissions of
video signals such as those used in teleconferencing, even if in that
teleconference new discoveries or trade secrets are discussed.

Our bill is aimed at all these problems. It will go a long way
toward providing the legal protections of privacy and security
which are necessary to ensure the continued growth of new com-
munications technologies. It will help protect private communica-
tions from interception by an eavesdropper, whether the eavesdrop-
per is a corporate spy, a police officer without probable cause, or
just a plain snoop.

Mr. Chairman, in the interest of time I am not going to recount
the details of the bill. This will be included with my statement. But
let me just say that we have worked hard over the past year, lis-
tening to all affected interests, to accommodate the legitimate
needs of law enforcement while securing the privacy rights of users
and operators of electronic communications systems.

And, Mr. Chairman, and Con man Moorhead, I want to com-
pliment you and your staff for tEe work already done.

There are a number of tough questions that have to be answered.
I am hopeful that the hearings will provide these answers.

In closing, I would remind the committee that from the begin-
ning of our history, first-class mail has had the reputation for pre-
serving privacy, while at the same time promoting commerce. Both
of these important interests must continue into our new informa-
tion age. We cannot let any American feel less confident in putti
information into an electronic mail network than he or she woul
in '&ntting it into an envelope and dropping it off at the post office.

omas Jefferson once observed that “Laws and institutions
must go hand in hand with the vess of the human
mind * * * As new discoveries are madl; * * * institutions must
advance also, and keep pace with the times.” What Jefferson said
200 years ago is just as important today. There are a marvelous
array of possibilities for better and faster communication world-
wide, but we must keep faith with our 200-year history of privacy.
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Protection of our communications privacy can go hand in hand
with progress, but now is the time to make that a reality.

Mr. Chairman, again 1 compliment you and Mr. Moorhead and
the subcommittee for the work you }Ynave done and for holding
tS};ese hearings. I look forward to this legislation progressing in the

nate.
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+ U.S. SENATOR PATRICK LEAHY

VERMONT

STATEMENT OF PATRICK LEANY
. ON_THE INTRODUCTIQN OF
THe ELecTrRoNIC CoMmMuNICATIONS PRIVACY ACT OF 1985°
SEPTEMBER 19, 1985

MR. PRESIDERT, FOR YEARS THIS BODY MAS TALKED ABOUT THE
POTENTIAL L0SS OF PERSONAL PRIVACY WHICH COULD RESULT FROM THE
ELECTRONIC REVOLUTION. TODAY, | AM INTRODUCING THE “ELECTRONIC
ComMuN:CATIONS PRIVACY ACT OF 1985" WHICH AIMS AT ENDING THE TALK
AND BEGINNING THE PRG.ESS OF ENSURING THE PRIVACY OF
COMMUNICATIONS OF INDIVIDUAL AMERICANS AND AMERICAN BUSINESSES-

! AM VERY PLEASED TO BE JOINED IN THIS EFFORT BY MY DISTINGUISHED
COLLEAGUE FROM MARYLAND, SENATGR MATHIAS.

LET ME DESCRIBE A PROBLEM THAT GROWS AS WE SIT HERE.

AT THIS MOMENT PHONES ARE RINGING, AND WHEN THEY ARE
ANSWERED, THE MESSAGE THAT COMES OUT IS A STREAM OF SOUNDS
DENOTING ONE’S AND ZERO’S. NOTHING MORE. | AM TALKING ABOUT THE
STREAM OF INFORMATION TRANSMITTED IN DIGITIZED FORM, AND MY
DESCRIPTION COVERS EVERYTHING FROM INTERBANK ORDERS TO PRIVATE
ELECTRONIC MAIL HOOXUPS.

By NOW THIS TECHNOLOGY IS NOTHING REMARKABLE. WHAT IS
REMARKABLE IS THE FACT THAT NONE OF THESE TRANSMISSIONS ARE
PROTECTED FROM JLLEGAL WIRETAPS, BECAUSE OUR PRIMARY LAW, PASSED
BACK IN 1968, FAILED TO COVER DATA COMMUNICATIONS, OF WHICH
COMPUTER-TO~COMPUTER TRANSMISSIONS ARE A GOOD EXAMPLE-

WHEN CONGRESS ENACTED THAT LAw, TiTLE |1l oF THE OmNiBUS
CriMe ConTROL AND SAFE STREETS AcT OF 1968, 1T HAD IN MIND A
PARTICULAR KIND OF COMMUNICATION=<VOICE~-AND A PARTICULAR WAY OF
TRANSMITTING THAT COMMUNICATION-"VIA A COMMON CARRIER ANALOG
TELEPHONE NETWORK. CONGRESS CHOSE TO COVER ONLY THE “AURAL
ACOUISITION® OF THE CONTENTS OF A COMMON CARRIER WIRE
COMMUNICATION. THE SUPREME [OURT HAS INTERPRETED THAT LANGUAGE
TO MEAN THAT TO BE COVERED BY TITLE [Il, A communicATION MUST BE
CAPABLE OF BEING OVERMEARD. THE STATUTE SIMPLY FAILS TO COVER
THE UNAUTHORIZED INTERCEPTIOK OF DATA TRANSMISSIONS.

SIMILARLY, THERE IS NO ADEQUATE FEDERAL LEGAL PROTECTION
AGAINST THE UNAUTHORIZED ACCESS OF ELECTRONIC COMMUNICATIONS
SYSTEM COMPUYERS TO OBTAIN OR ALTER THE COMMUNICATIONS CONTAINED
IN THOSE COMPUTERS.

PROBLEMS ALSO EXIST WITH REGARD TO THE LEGAL PROTECTION
AFFORDED TO CELLULAR RADIO TELEPNONES, ELECTRONIC PAGERS AND THE
PRIVATE TRANSMISSIONS OF VIDEO SIGNALS SUCH AS THAT USED IN
TELECONFERENCING-

THERE MAY HAVE BEEN A DAY WMEN GOOD LOCKS ON THE DOOR AND
PHYSICAL CONTROL OF YOUR OWN PAPERS GUARANTEED A CERTAIN DEGREE
OF PRIVACY.

BUT THE NEw INFORMATION TECHNOLOGIES HAVE CHANGED ALL THAT.

HEARINGS |N THE LAST CONGRESS HELD BY SENATOR MATHIAS AND
MYSELF IN THE SENATE JuDICARY COMMITTEE AND By (ONGRESSMAN ROBERT
KASTENMETER IN THE HousE JUDICIARY COMMITIEE CLEARLY DEMONSTRATE
TME SCOPE OF THESE PROBLEMS AND THE NEED TO ACY.

CoNGRESSMAN KASTENMEIEN, SENATOR MATHIAS AND | WAVE SEEN
WORK (NG FOR OVER A YEAR wiTH THE JUSTICE DEPARTHENT AND MANY
INDIVIDUALS, BUSINESSES AND INDUSTRY GROUPS WHO ARE CemCERNED
WiTH UPDATING THE LAW 10 BETTER PROTECT COMMUNICATIONS PRIVACY.



THE PRODUCT OF THAT EFFORT IS THE BILL WHICH SENATOR MATHIAS
AND | ARE INTRODUCING TODAY. (ONGRESSMAN KASTENMEIER IS
INTRODUCING IDENTICAL LEGISLATION IN THE HOUSE.

The ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1985 CONTAINS A
NUMBER OF IMPORTANT CHANGES:

-~ THe Act AMENDS TiTLE I} oF THE GmniBus CriMe CoNTROL AND SAFE
STREETS ACT OF 1968--THE FEDERAL WIRETAP LAW.

-~ DEFINITICKS CONTAINED IN TITLF 1]l ARE AMENDED TO BROADEN
PROTECTION FRUM ONLY VOICE TRANS:.ISSIONS TO ALL ELECTRONIC
COMMUNICAT]IONS INCLUDING CATA AND VIDEO CARRIED ON NON-PU: IC
SYSTEMS. THE REQUIREMENT THAT TO FALL WITHIN THE COVERAGE OF
T;TLE I1l AN INTERCEPTION HAS TO BE BY “AURAL ACQUISIT!ON?, IS
DROPPED.

-~ PROTECTION OF ONLY COMMON CARRIER TELEPHONE SYSTEMS IS
BROADENED TO INCLUDE ALL ELECTRONIC COMMUNICATIONS SYSTEMS UNLESS
DESIGNED TO BE ACCESSIBLE BY THE PUBLIC.

-~ THE BILL CONTAINS CRIMINAL PENALTIES FOR UKATHORIZED ACCESS TO
THE COMPUTERS OF AN ELECTRONIC COMMUNICATION SYSTEM, IF MESSAGES
CONTAINED THEREIN ARE OBTAINED OR ALTERED. IF DONE FOR
COMMERCIAL GAIN OR FOR MALICIOUS REASONS, THE CRIME COULD BE
PROSECUTED AS A FELONY OFFENSE-

~- To OBTAIN COMMUNICATIONS CONTAINED IN THE COMPUTERS OF AN
ELECTRONIC COMMUNICATION SYSTEM, SUCH AS AN ELECTRONIC MA!IL
SERVICE, THE GOVERNMENT wOULD BE REQUIRED TO OBTAIN A WARRANT
BASED ON A PROBABLE CAUSE STANDARD.

-~ AN OPERATOR OF AN ELECTRONIC COMMUNICATIONS SYSTEM IS
RESTRICTED FROM DISCLOSING THE CONTENT3 OF AN ELECTRONIC MESSAGE
EXCEPT IN SPECIFIED CIRCUMSTANCES OR UNLESS AUTHOR!ZED BY THE
PERSON SENDING THE MESSAGE.

=~ AN ELECTRONIC COMMUNICATIONS SYSTEM AND THE USERS OF THE
SYSTEM ARE GRANTED A FEDERAL CAUSE OF ACTION TO SEEK CiVIiL
DAMAGES FOR VIOLATION OF ANY OF THE RIGHTS CONTAINED !N THE AcT.

== FINALLY, THE BILL PROVIDES THAT LAW ENFORCEMENT AGENCIES MUST
OBTAIN A COURT ORDER BASED ON A REASONABLE SUSPICION STANDARD
BEFORE INSTALLING A PEN REGISTER OR BEING PERMITTED ACCESS TO
RECORDS OF AN ELECTRONIC COMMUNICATIONS SYSTEM WHICH CONCERN
SPECIFIC COMMUNICATIONS.

THE BILL DOES NOT AFFECT THE CAREFULLY BALANCED PROVISIONS
GOVERNING FOREIGN INTELLIGENCE SURVEILLANCE CONTAINED IN THE
ForerGN INTELLIGENCE SURVEILLANCE AcTt oF ]1978.

THESE CHANGES WILL GO A LONG WAY TOWARDS PROVIDING THE LEGAL
PROTECTIONS OF PRIVACY AND SECURITY WHICH THE NEW COMMUNICATIONS
TECHNOLOGIES NEED TO FLOURISH.

AS | SAID EARLIER, WE HAVE WORKED HARD OVER THE PAST YEAR T0
LISTEN TO ALL AFFECTED INTERESTS AND TO ACCOMMODATE THE
LEGITIMATE NEEDS OF LAW ENFORCEMENT WHILE SECURING THE PRIVACY
RIGHTS OF USERS AND OPERATORS OF ELECTRONIC COMMUNICATIONS
SYSTEMS.

A WUMBER OF TOUGH QUESTIONS REMAIN TO BE ANSWERED. L(HIEF
AMONGST THESE 1S WHCTHER ELECTRCNIC COMMUNICATIONS SYSTEMS WHICH
ARE NOT DESIGNED TO PROTECT THE PRIVACY OF THE COMMUNICATIONS
SEING CARRIED SHOULD BE AFFORDED LEGAL PROTECTION.

BuY RAISING THIS QUESTION SHOULD IN NO WAY SUGGESYT THAT
COMMUNICATIONS PRIVACY 1S JUST AN INDUSTRY PROBLEY.

11 §S NO SOLUTION TO SAY THAT ANYBODY CONCERNED ABOUT THE
PRIVACY OF THESE COMMUNICATIONS CAN PAY FOR SECURITY BY PAYING
FOolt ENCRYPIION.

EncryrTion CAN BE BROKEN.  But MORE IMPORTANTLY, THE LAW
MUST PROTECT PRIVATE CONMUNICATIONS FROM INTERCEPTION BY AN
LAVESDROPPER, WHLINENW THE EAVESDROPPER 1§ A CORPORATE SPY, A



POLICE QFFICER WITHOUT PROBABLE CAUSE OR JUST A PLAIN SNOOP.

UNAUTHORIZED ACQUISITION OF INFORMATION IS NOT JUST A
THEORETICAL PROBLEM, OR ONE CONFINED TO HARMLESS TEENAGE HACKERS.
COMMUNICATIONS COMPANIES HAVE BEEN FACED WITH GOVERNMENT DEMANDS,
UNACCOMPANIED BY A WARRANT FOR ACCESS TO THE MFESSAGE CONTAINED IN
ELECTRONIC MAIL SYSTEMS. AND THE UNWANTED PR:VATE INTRUDER,
WHETHER A COMPETITOR OR A MALICIOUS TEENAGER, CAN DO A GREAT DEAL
OF DAMAGE BEFORE BEINZ, OR WITHOUT BEING, DISCOVERED.

FROM THE BEGINNING OF OUR HISTORY, FIRST=CLASS MAIL HAS HAD
THE REPUTATION FOR PRESERVING PRIVACY, WHILE AT THE SAME TIME
PROMOTING COMMERCE-.

BOTH OF THESE IMPORTANT INTERESTS MUST CONTINUE INTO OUR NEW
INFORMATION AGE. WE CANNOT LET ANY AMERICAN (EEL LESS CONFIDENT
IN PUTTING INFORMATION INTO AN ELECTRONIC MAIL JETWORK THAN HE OR
SHE WOULD IN PUTTING IT INTL AN ENVELOPE AND DROPPING IT OFF AT
THE PosT OFFIcCE.

THOMAS JEFFERSON ONCE OBSERVED THAT, “LAWS AND INSTITUTAONS
MUST GO HAND-IN-HAND WITH THE PROGRESS OF THE HUMAN M'ND....As

NEW DISCOVERIES ARE MADE-;-INSTITUTIONS MUST ADVANCE ALSO, AND
KEEP PACE WITH THE TIMES-.

AMERTCAN BUSINESSES HAVE PRODUCED A MARVELOUS ARRAY OF
POSSIBILITIES FOR BETTER AND FASTER COMMUNICATION WORLDWIDE. Now

IS THE TIME FOR OUR LEGAL INSTITUTIONS TO ALSO ADVANCE AND KEEP
PACE WITH THE TIMES.

THE PROTECTJON OF COMMUNICATIONS PRIVACY CAN GO HAND-IN-HAND
WITH PROGRESS. UR JOB IS TO MAKE BOTH A REALITY. Now IS THE

TIME TO ACT.

I ASK UNANIMOUS CONSENT THAT A SUMMARY OF THE BIL:. : .  .°§
TEXT BE PRINTED IN THE RECORD AT THIS POINT.
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New Law to Protect Computer Data Sought|
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January 26, 1984

The Honorable William French Smith
Attorney General of the United States
Departument of Justice

10th Street and Constitution Avenue, N.W,
Washington, D.C. 20530

Dear Attorney General Smith:

Recent newspaper and magazine articles have focused public
debate on the question of whether federal government law enforce-
ment agents may, as a matter of law, secretly and without a
warrant or court order employ electronic surveillance of wire
communication that does not ifavolve the "aural acquisition" of
information. (See, e.g., znclosed published materials.) Such
comunication would include, but would not be limited to, digital
communication and any form of "pen register' or "touch tone
decoder” device which is used to acquire from the contents of a
wire communication the identities or locations of the parties to
the comunication, but which has been held to be outside the
protections of the Fourth Amendment as well as the coverage of
Chapter 119 of Title 18 of the United States Code (Chapter 119).

From published articles it would appear that the Deputy
Assistant Attorney General for the Criminal Division has expressed
some public views on this subject. According to reports he
has indicated that as a matter of policy, in many cases the Depart-
ment would advise seeking a warrant or court order. However, he
did not appear to conclude that there was currently a statutory
requirement for a warrant or court order to conduct electronic
surveillance involving nonaural acquisitions. *

On the other hand, there has been regorted a contrary view
of a Senate expert that the Foreign Intelligence Surveillance,’

Act of 1979 (FISA) criminalizes the conduct of all such wiretaps --
whether for domestic law enforcement or foreign surveillance --

if conducted without warrant or court order. The argument is

based on the provisions of section 109 of FISA, 50 U.S.C. 1809.
That section makes it an offense to engage in electronic sSurveil-
lance under color of law except as authorized by statute. The
argument maintains that the nonaural electronic surveillance at
issue falls within the definition of electronic surveillance in
FISA and that Chapter 119 does not specifically provide a

statutpr{ exception for nonaural communication even though that
section by its own terms does not make nonaural interception
subject to that chapter’'s legal requirements.
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Page 2

In light of these inconsistent views of current statutory
requirements, an attorney from my staff contacted the Department
of Justice to ascertain whether the views of the Department were
correctly reported and if not, what were those views. Apparently,
the matter is currently under consideration, and the Department‘'s
answer is expected shortly. I currently am reviewing §Ei.
question and would very much appreciate receiving the Department's
written views on this question as expeditiously as possible.

Thank you for your attention to this matter.

Sincerel

ited States Senator

PJL:mn

 ~Epclosure
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U.S. Department of Justice

\?%ﬁ Criminal Division

Assistant Attorney General Waghtngton, D.C. 20530

MAR 91984

Honorable Patrick Leahy
United States Senate
Washington, DC 20510

Dear Senator leahy:

The Attorney General has asked me to reply to your letter of January 2€,
1984, concerming the Department of Justice's views on the guestion whether
federal law enforcement officials may, as a matter of law, conduct warrant-
less electronic surveillance of wire cammunications when the surveiliance
does not involve the aural acquisitior of the contents of such cammnica-
tions.

. A3 you know, Title II11 of the Qmibus Crime Control and Safe Streets
Act of 1968, 18 U.S.C. Sections 2510-2520 (Title II1) does not govern the
electronic and mechanical interception of wire and oral commmnications
unless the interception accomplishes "the aural acquisition of the con-
tents” of the communication. 18 U.S.C. Section 2510(4). As the legisla-
tive history of Title III makes clear, that statute "protect[s] the privacy
of the commnication itself and not the means of commnication.” S. Rep.
Mo, 1097, 90th Cong., 2d Sess., 90 (1968), reprinted in [1968] U.S. Code
Ceng. & Admin, News, pp. 2112, 2178, The Supreme Court has recognized that
interceptions that do not secure the "aural acquisition® of the contents of
a commnication, and thus do not "overhear" the substance of a conversa-
tion, are not within the scope of Title III. United States v. New Yorh
Telephone Co., 434 U.S. 159, 166~168 (1977).

Nonaural interceptions of wire commnications, while not within the
purview of Title I1I, may, in certain instances, be regulated by the
Foreign Intelligence Surveillance Act of 1978, 50 U.S.C. Sections 1801-1811
(FISA). Although the procedural provisions of FISA apply to electronic
survei!lance within the United States for foreign intelligence, and not for
domestic law enforcement purposes, the definitional and criminal penalties
provisions of the act appear to have a broader applicability. The proce-
dural requrements of FISA specifically attach only to electronic surveil-
lance, as defined in that act, when the surveillance is employed for the
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purpose of cbtaining foreign intelligence information, but the criminal
penalties section of FISA is nowhere limited to the intelligence gathering
function, That section states that a person is quilty of an offense if he
intentionally engages in "electronic surveillance®™ under color of law
except as authorized by statute. 50 U.S.C, Section 1809(a)(1). An affirm-
ative defensc is provided for law enforcement officers who engage in
electronic surveillance pursuant to a search warrant or court order.

S0 U.S.C. Section 1809(b).

Since FISA requires a court order, but not a warrant, Congress presum—
ably would not have made the defense applicable to law enforcement officers
acting pursuant to both court orders and warrants had it not intended that
the criminal sanctions apply to electronic surveillance beyond the foreign
intelligence gathering area. Support for this position is found.in the
House Conference Report on the bill that eventually became FISA wherein it
was noted that House amendments to the bill “"provide for separate criminal
penalties in this act, rather than by conforming amendments to Title 18,
for any person who intentionally engages in electronic surveillance under
color of law except as authorized by statute. A defense was provided for a
defendant who was a law enforcement or investigative officer engaged in the
ocourse of his official duties and the electronic surveillance was authorized
by and conducted pursuant to a search warrant or court order of a court of
campetent jurisdiction.” House Conf. Report No. 95-1720, 95th Cong.,
2d Sess., 33 (1978), reprinted in U.S. Code Cong. & Admin. News p. 4062
{emphasis added). We would conclude, therefore, that a court order or
warrant must be obtained whenever a surveillance technique employed in a
domestic criminal investigation falls within FISA's definition of "elec-
tronic surveillance,®

We do not believe, however, that 50 U.S.C. Section 1809 constitutes a
statutory prohibition against all warrantless electronic surveillance
involving nonaural acquisitions of canmnications because FISA's definition
of "electronic surveillance" does not apply to all such cammnications.
"Electronic surveillance," as defined in FISA, includes:

(1) the acquisition by an electronic, mechanical, or other
surveillance device of the contents of any wire or radio cawmni-
cation sent by or intended to be received by a particular, known
United States person who is in the United States, if the contents
are acyuired by intentionally targeting that United States person,
under circumstances in which a person has a reasonable expectation
of privacy and a warrant would be required for law enforcement
purposes;
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(2) the acquisition by an electronic, mechanical, or other
surveillance device cof the contents of any wire cammmnication to
or fram a person in the United States, without the consent of any
party thereto, if such acgquisition occurs in the United States;

{3) the intentional acguisition by an electronic, mechanical,
or other surveillance device of the contents of any radio communi-
cation, under circumstances in which a person has a reasonable
expectation of privacy and a warrant would be required for law
enforcement purposes, and if both the sender and all intended
recipients are located within the United States; or

{4) the installation or use of an electronic, mechanical,
or other surveillance device in the United States for monitoring
to acquire information, other than fram a wire or radio communi-~
cation, under circumstances in which a person has a reasocnable
expectation of privacy and a warrant would be required for law
enforcement purposes.

50 U.S.C. Section 1801(f). All the definitions of "electronic surveil-
lance® quoted above, except for subsection 1801(f) (2) limit the term by
making it applicable when there exists "a reasonable expectation of privacy."
Subsection 1801 (f) (2) applies more broadly to a "wire cammmication,® which
is defined as "any commnication while it is being carried by wire, cabie,
or other like connection.® 50 U.S.C. Section 1801(1) {(emphasis added).

As you probably know, however, many long distance calls today are
transmitted partly by wire and partly by radio camunications, and it
appears that a warrant is not required for the nonaural interception of the
radio or microwave portion of a cambined wire-radio transmission. This is
$0 because the radio or microwave portions of such commnications are not
governed by Section 1801(f) (2). They fall within either Section 1801(f) (1)
or 1801(f) (3), both of which define “electronic surveillance® in terms of
an individual's expectation of privacy in the camunication intercepted.
As the Senate Report explains:

Because most telephonic and telegraphic cammnica’ions
are transmitted at least in part by microwave transmissions,
subdefinition (2] is meant to apply only to those surveil-~
lance practices which are effected by tapping into the wire
over which the comminication is being transmitted. The inter-~
ception of the microwave radio transmission is meant to be
covered by subdefiniton [3] . . . or by subdefinition {1] . . .
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S. Rep. No. 604, 95th Cong., 2d Sess., 33 (1977), reprinted in {1978)
U.S. Code Cong. & Admin., News, pp. 3904, 3934.

Thus, the guestion whether a warrant or court order is legally
required to conduct a nonaural interception of the radio portion of a
hybrid wire-radio cammunication is, in our view, dependent upcn whether
there exists a reasonable expectation of privacy on the part of the indi-
vidual whose communications are to be intercepted. If there exists such an
expectation, a search warrant or court order is clearly necessary. If
however, the individual can claim no such justifiable privacy expectation
in the cammmnicatién, neither FISA nor the Fourth Amendment prohibits the
warrantless interception of that communication. See Katz v. United States,
389 U.S. 347 (1967); Smith v. Maryland, 442 U.S. 735, 740-741 (1979).

In this rapidly developing area of commnications which range fram
cellular non-wire telephone connections to microwave-fed computer termi-
nals, distinctions such as that set out above are not always Clear or
obvious. Consequently, while we do not believe that there is currently a“
statutory requirement that a court order or search warrant be obtained in
all instances involving nonaural interception, it is the policy of the
Department of Justice to obtain such an order or warrant when nonaural
electronic surveillance techniques are employed and our analysis indicates
there is a reasonable expectation of privacy.

We hope that this letter has clarified the Department‘’s position with
respect to the current legal requirements for nonaural interceptions.
However, if we can be of any further assistance, please do not hesitate to
contact me.

Sincerely,

Stephen S. Trott
Assistant Attorney General
Criminai Division

By A C 7)¢M\,

John C. Keeney
“ Deputy Assistant Attorney Gene:al
- Cruminal Dlvision
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U.S. Departmment of Justice

Criminal Division

Office of the dssistant Attorney General badacng D C J0530

JUN 14 v

Honorable Patrick Leahy
United States Senate
Washington, D.C. 20510

Dear Senator Leahy:

By letter dated March 9, 1984, the Department of Justice
responded to your letter concerning warrantless electronic
surveillance of wire communications when the surveillance does
not involve the aural acquisition of the contents of such
communications. On the third page of our response, we suggested
that "many long distance calls today are transmitted partly by
wire and partly by radio . . . and it appears that a warrant is
not required for the nonaural interception of the radio or
microwave portion of a combined wire-radio tramsmission.”

We wish to make clear that we believe that the microwave
radio portion of a telephone call is normally accompanied by a
justifijable expectation of privacy. Consequently, a judicial
warrant would be required for the nonconsensual interception of
such calls.

We regret any confusion created by our former letter,
Sincerely,
STEPHEN S. TROTT

Assistant Attorney General
Criminal Division

By: o
- ’{-w (./l /ja-w'\
JOHN C. KEENEY

. Deputy Assistant Attorney General
Criminal Division



18

Mr. KasTeNMEIER. Well, I commend you, Senator Leahy, for your
headership in this field and the work that has led up to this intro-

uction.

I have a question or two and I will be very brief. As a former
prosecutor, former vice president of the National District Attorneys
Association, and also as vice chairman of the Intelligence Commit-
tee of the Senate do you feel that the bill as proposed is consistent
with the Foreign Intelligence Surveillance Act, in terms of balanc-
ing the legitimate interests of both law enforcement and privacy to
the extent that it is possible?

Senator LEany. On the latter part, we have looked at it through
FISA and I feel that FISA protects our legitimate foreign policy,
intelligence, and counterespionage considerations. I know, Mr.
Chairman, you are also a member of HPSCI—the House Intelli-
gence Committee—and I think what I could say in an open session
is I think our interests are well protected. I mean our legitimate
national interests as well as the interests that we have always pro-
tected under FISA of Americans’ right of privacy.

In the law enforcement arena, yes, I thirk that it does take into
consideration legitimate interests. You know, when we considered
the question of wiretapping, in the first place, we had to go
through this discussion of balancing American citizens’ interests
and legitimate interests of law enforcement. We basically took the
approach that we take in any kind of a search-and-seizure question.
We know that our homes are sacrosanct, our businesses are sacro-
sanct; and if the law enforcement want to go in there, they do it
only with probable cause and a warrant. The original wiretap legis-
lation required that.

Now we have gone to a new way of communication the rights of
privacy—the anticipation of privacy—of Americans is still the
same. And to the extent that law enforcement is going to have to
intercept those things, they must do it with probable cause and
with appropriate warrant.

The rules don’t change at all. The technology changes. All the
legislation does is to make sure that the rules stay consistent with
the technology.

Mr. KasTeNMEIER. I understand.

The gentleman from California.

Mr. MooRrHEAD. I just wanted to indicate I think we are going to
have the support of the Attorney General’s Office——

Senator LEany. I think we will. :

Mr. MoorHEAD [continuing]. In spite of the letter. And there m:
have to be a minor amendment here or there that we didn't thin
o}f; in a:}llvance, but I think we will produce a good bill and it will get
through.

One of the major newspapers in Los Angeles has been editorializ-
ing on this problem for some time. I believe that people throughout
the country will be happy to get rid of the kinds of eavesdropping
on cellular phone calls and other things that really are no one
else’s business but the people who are making the calls.

Mr. KasTeNMEIER. One last 1ueetion I have is, Can you share
with us any information or intelligence on what plans you and Sen-
ator Mathias might have for processing this or similar legislation?
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Senator LEaHY. Chairman Mathias and I hope to have hearings
by the end of October and to move forward as quickly as we can. I
don’t know how long we are going to be in session this year. The
tax bill and other agenda items will affect that. I would hope,
though, that we could have a subcommittee markup on S. 1667
before Thanksgiving. I don’t know if this is realistic, but certainly
we will have our hearings before then.

To the extent that both bodies can concur on a basic package,
this legislation could move very rapidly.

Mr. KasTenMEIER. Well, that is good news.

Again, we are very indebted to you for coming over from the
Senate and sharing with us your views on this important question.
Thank you, Senator Leahy.

Senator LEany. Thank you, Mr. Chairman.

Mr. KastenMEIER. The committee, because there is a vote on in
the House, will be in recess for about 10 minutes, after which time
we will call on Mr. Walker, who is our next witness. Until then,
the committee stands in recess.

[Recess.] ) )

Mr. KAsTENMEIER. The committee will be in order.

Our next witness in this morning’s hearings is Philip Walker,
general regulatory counsel to GTE Telenet Inc. and vice chairman
of the Electronic Mail Association. Mr. Walker is one of the found-
ers of Telenet and is coauthor of a book, “Computers and Telecom-
munications: Issues in Public Policy.” He brings us the benefit of
both legal and technical expertise. He holds a B.S. in electrical en-
gineering from Yale; an M.S. in management from M.IT.; and a
dJ.D. from Georgetown. ,

Mr. Walker, we have your statement. You may proceed as you
wish. Actually your statement is onl{efive pages long, so if you
would just care to read it, that would be fine. We are glad to have
you here, Mr. Walker.

TESTIMONY OF PHILIP M. WALKER, GENERAL REGULATORY
COUNSEL, GTE TELENET INC., AND VICE CHAIRMAN, ELEC-
TRONIC MAIL ASSOCIATION, ACCOMPANIED BY MICHAEL F.
CAVANAGH, EXECUTIVE DIRECTOR, ELECTRONIC MAIL ASSO-
CIATION

l\v%r. WALKER. Thzlalnk you, Mr. Chairman. h As
e appreciate the opportunity to appear this morning. you
noted, I am appearing on behalf of the lsleectronic Mail Associati,:m,
and I have with me this morning Michael Cavanagh, the associa-
3?-“’8 executive director, who has been very active in working on

is area.

First, I think it mi?ht be helpful to provide a little background
gn the Electronic Mail Association and the electronic messaging in-

ustry.

Thrg Electronic Mail Association is a Washi n-based trade as-
sociation created 2 years agogs' several of the leading firms in the
industry. We now have over 60 members spread across the United
States and Canada; and in Europe as well. Our board of directors
includes firms such as GTE, » Western Union, MCI, IBM, Digi-
tal Equipment, and Citibank.
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A mag']or part of our mandate is to address keg policy issues
facing the burgeoning electronic mail industry, and it certainly I
think is fairly obvious that privacy and security are right at the
head of that list. ‘

Electronic mail is a product, an application, of the melding of
computer and communications technology. It allows virtually in-
stantaneous communication with similarly equipped users around
the globe. In addition to speed, electronic mail is useful because it
permits a user to send a message to a friend or colleague even
when the recipient is not available at his or her desk. When the
recipient returns from a meeting, from lunch, or whatever, he will
find the message in his electronic mailbox.

Also, the message, be it a few words or a lengthy document
stored in computer memory, can be sent to one recipient or simul-
tt:’aneously to literally hundreds of recipients with the push of a

utton.

With the rapid proliferation of personal computers, communicat-
ing word processors, and so forth, it is easy to understand why the
industry is growing at a rapid rate.

Most industry analysts estimate that the computer-based messag-
ing industry has around $250 million of annual revenues at the
present and will grow to the range of $2 to $3 billion in annual rev-
enues by the early 1990’s. There are curren_tlf' several hundred mil-
lion messages sent annually. This figure will grow into the tens of
billions in less than a decade. It is reasonable to assume that
during the 1990’s electronic mail will become a regular and impor-
tant part of the communications mix that a substantial number of
Anlericans use in their workplace, and also increasingly at home as
well.

Mr. Chairman, with those comments as a preface to underscore
the importance of this subject, let me say on behalf of the Electron-
ic Mail Association that we would like to commend you and Sena-
tor Leahy for developing this vitally important legislation.

We believe that the measure, as introduced, deals with che key
concerns regarding electronic mail privacy and security that need
congressional action. We were pleased to make recommendations to
leou and your staff during the drafting process for this bill, and we

ope to be of assistance as the measure moves through the legisla-
tive process. We have distributed the bill to our membership, and
will report any detailed comments from our members to the staff.

Mr. Chairman, H.R. 3378 goes to the heart of the electronic mail
concerns by prohibiting unauthorized access to electronic communi-
cations systems. This 18 essential since the most likely method of
privacy invasion comes when someone attempts to enter an elec-
tronic mailbox of a system user without proper authorization. Mes-
sages are sitting in the computer waiting properly authorised
access by the recipient. Just as letters sitting in conventional mail-
boxes at the cu.bside are afforded legal protection, we strongly be-
lieve gle public has a right to privacy for their electronic messages
as well.

The bill you and Senator Leahy have introduced provides a struc-
ture encompassing several different levels of civil and criminal
penalties for privacy violations. We believe this differentiation
mukes sense for it can provide for appropriately heavy penalties
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for cases of corporate espionage, while permitting lesser sanctions
against the stereotypical young hacker. The bill does make clear,
however, that a youngster with a personal computer is committing
a crime when he or she violates someone’s privacy, just as if they
stole the contents of someone’s conventional mailbox.

We also wholeheartedly endorse the concept of recovery of civil
damages which is incorporated in the bill. Citizens who have had
their right of privacy violated should have the opportunity to sue
the guilty parties. We see this as potentially an outstanding deter-
rent as well.

The kill includes a provision which prohibits employees of service
providers from divulging the contents of any communication which
they might inadvertently gain awareness of. We support this con-
cept. It tracks similar provisions which have been in effect in the
telephone and telegraph industries for decades. However, we are
unclear at this point whether section 705 of the Communications
Act, or your bill, would apply to the subpoena of electronic mes-
sages in certain civil lawsuits. This may be simply a matter of clar-
ification, which we will undertake to resolve with your staff.

Mr. Chairman, you have highlighted the need for legal mecha-
nisms to be established to regulate Government access to electronic
mail messages. We concur since at the present time companies in
our industry are faced with no clear standards when Government
agencies seek access to subscriber information. This has not, as yet,
become a common occurrence, but without congressional action the
uncertainty will continue. We believe the approach taken in your
bill is a sound one since it establishes clear procedures, just as pro-
cedures currently exist for telephone wiretaps and for surveillance
of U.S. postal mail.

We also agree with the provision mandating that this legislation
will cover any provider of electronic communications service, not
just communications common carriers. As you know, the Federal
Communications Commission has defined electronic mail as an
“enhanced service,” not subject to common carrier regulation.

Also, electronic mail systems are widely operated by corpora-
tions, nonprofit organizations, and Government agencies for their
own internal use. During the next decade these various discrete
systems will increasingly become interconnected with each other.
Electronic mail users obviously deserve privacy protections regard-
less of what type of entity runs their system.

In summary, the Electronic Mail Association believes this is
truly landmark legislation. Chairman Kastenmeier, we wish to
commend you, Senator Leahy, and your cosponsors for taking the
initiative on a subject that will be ever more important to the
American public in the years ahead. We strongly support your ef-
forts and we would only hope that with such a fine starting point
final pals‘cage can be achieved during the present Congress.

Thank you.

Mr. KasTeNMEIER. | share that hope. And thank you very much
for that concise but clear statement, and a very useful one I might
add. In fact, if anything, the complexity of the subject and specula-
tion about the applicability of it is such that it probably doesn’t im-
pinge on certain areas which we might later want to discuss.
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But let me at the outset ask you several questions for back-
ground for the hearings. With respect to the interception of elec-
tronic mail today, what do you understand to be the current Feder-
al and State law? Please generalize; I guess it would be a little
hard to be specific with reference to every State.

Mr. WaALKER. I can generalize by saying that unfortunately it is
rather murky at this point. There is no clear Federal law that
would prohibit that interception in all cases. Section 705 of the
Communications Act may apply in certain instances to interception
of a message in transit, but does not appear to apply to unauthor-
ized access to the message once it has been received and is stored
in the computer’s memory bank. And that frankly is where most of
the unauthorized access problems have arisen.

There are other Federal statutes that may apply in certain in-
stances, but frankly it is unclear in mang' cases and, as a result, it
has heen difficult sometimes to obtain a basis for prosecution in an
instance where the Government clearly wishes to bring a criminal
prosecution. They need a basis for that.

At the State level, some States in the last several f'e'ars have
adopted, enacted computer crime laws which may apply to inter-
ception or unauthorized access to electronic messages. But those
are not uniform. A number of States have no such legislation at
all. So, you end up with sort of a crazy patchwork quilt of legisla-
tion depending on the jurisdiction. And that is particularly impor-
tant when you consider that electronic mail by its nature is typical-
ly an interstate-type of activity. You will have the computer in one -

tate, the sender of the message in a second State, and the recipi-
ent or recipients in any number of additional States. So, trying to
get a local Sprosecul:or to bring an action under State law, even if
there is a State law, in one of those States may be very difficult.

Mr. CAvaANAGH. Mr. Chairman, could I, also, in relation to that?

Mr. KasTeENMEIER. Of course. We are pleased, Mr. Cavanagh, to
have your comments. :

Mr. CavaNaGH. The additicnal problem with the question of the
electronic mail technology is, in fact, even if a sender and a recipi-
ent are across the street, as Mr. Walker says, the computer could
be in another State. But also, we may well have someone sending
that message not from his home or his office, but rather while they
are attending a business meeting in another State and sending it to
the recipient who will not be receiving it at their home or office
location as well, but may be accessing it someplace else. So, it is
:}::!:rimely difficult to deal just with a State law in this respect we

ink.

Mr. WALkER. Mr. Chairman, one other point occurred to me that
I think is important to note. And that is, on the civil side of things
the bill establishes & civil right of action to provide a means of re-
dress for privacy violations in this area. That to my knowledge is
not %r:sently available at all as a general matter, and I think it
will be very important both as a supplement to the poesibility of
cr;n;lminal prosecution and also to provide an independ\ent avenue for

ress. :

Mr. KastenMeier. What other differences or advantages m]qht
this bill have as you see it as compared to the narrower, so-called
computer crime bills? There was, of course, a very limited form of
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a computer crime bill enacted in the 98th Congress which is cur-
rently law, although its scope is not general and certainly not com-
mercial. I think for comparative purposes it might be useful for
your comment, Mr. Walker, or that of Mr. Cavanagh’s, on the sub-

Ject.

- Mr. WaLker. Well, Mr. Chairman, I think this bill might proper-
ly be viewed as complemen to the computer crime bills that we
have seen. As you mentioned, the bill that was passed last year
does not cover all computer systems. Its scope is narrowly focused.
It covers Federal Government systems, it covers systems operategl
by certain financial institutions, for example; but, in general, pri-
vate sector computers are not covered. And that is where, of
course, our industry operates. So, on the Federal side current exist-
ing computer crime legislation is not all-encompassing in terms of
the systems covered. ‘ i

Second, of course, it does not cover interceptions of messages in
transit. The computer crime legislation deals: with unauthorized
penetration of the computer only, as I recall it. ,

Third, it is not clear in all instances that a mere interception or
reading of a message would trigger an offense under some of that
legislation. I am speaking now dparticularly at the State level. If
there has been some malicious damage done or something of that
sort, then clearly it would be covered. But under some of those bills
it is possible, as I understand it, that a mere reading of a message
or interception of a message might not be covered.

So, if you look at it from the standpoint of privacy protection,
those bills mag miss the mark. That is why I say it seems to me
this bill and the computer crime legislation are complementary to
e.ach‘.; other. I wouldn't think that either one alone would be suffi-
cient.

Mr. KASTENMEIER. Do you think—I don’t know whether yon dis-
cussed that point—whether or not the term “electronic communica-
tion service provider” is defined clearly enough? As you say, it
must go beyond common carriers to be effective. But should we at-
tempt to be specific in our definition of “electronic communication
service providers'? Do we know what is included and what is not?

Mr. WaLkEeR. We are quite satisfied with the definition contained
in the bill. It is a general definition, and by its nature would then
encompass a system operated by a commercial company for hire; a
private commercial system, such as one that a corporation might
operate for its own in-house employees; a Government agency; a
nonprofit organization, such a8 a university or something like that
which markets access to outsiders. So, we feel that the scope of the
definition is appropriate. :

Mr. KASTENMEIER. My question derives from that, perhaps, but is
larger conceptually. Looking at history, is the bill broad enough in
terms of future technology or developments in technology so as to
comprehend that which reasonably might eventuate in the next
few years or a decade or 80; or is it vulnerable to oheolescence even
as the 1968 law has proved to be?

Mr. WaLkxr. Well, I wouldn’t presume to speak for all as of
the communication industry. But from the perspective of the elec-
tronic mail industry, I think it will survive a test of time because
of the fact that it is written in a general way that applies to all
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electronic communications and applies to both interception and un-
authorized access. As clear as our crystal ball is at this point, I
can't—or as murky as it may be, I can’t envision a privacy invasion
that didn't involve either an unauthorized interception or an unau-
thorized access.

Mr. KasTeNMEIER. One other question. It is easy when you are
dealing with wiretapping in terms of the old technology. en you
wiretap you really are aggressively attempting to intercept that
which is intended to be private. It is easy to contemplate the differ-
ence with the old party telephones where you would hope your con-
versation would be private but your expectation is conditioned by
the knowledge that your neighbors are on the line.

—W.ith that as sort of historical background, my question is what
about inadvertent interception? Is the new technology so pervasive
and ubiquitous that inadvertent interceptions are common and the
test of who is violating this privacy becomes somewhat murky as
compared to an earlier time where one needed to be more aggres-
sive in terms of the interception and violation of privacy?

Mr. WaLker. Well, again from the perspective of the electronic
mail field, I don’t believe that the possibility of inadvertent inter-
ception is anywhere near so great that that would be a concern. 1
think that the way these electronic mail systems are operated the
user first of all will access the computer over some form of a dedi-
cated channel, be it a dial-up telephone line or an in-house commu-
nications link, say, within a corporate office complex, or something
like that—And normally one could not intercept communications
:::ill'fss that line without intentionally doing so, wiretapping if you

I am talking now the authorized user. Once he accesses the com-
puter, let's say that a message is going to be transmitted to a
second user; the sender will enter the message into the computer
using a specific mailbox address for the recipient, and that will go
into a computer file earmarked for the recipient, which is protected
with passwords and so forth. So that again no one but that recipi-
ent could access that file unless someone tried, intentionally tried
to evade those safeguards.

Mr. CavaNAGH. Perhaps the password could be considered simi-
lar to sealing the envelope when you send first-class mail. There

—-clearly is an action there that does suggest privacy.

Mr. KAsTENMEIER. | appreciate that response because I think you
know what the background of the question is. It is not clear some-
times within systems. If you intend an electronic message for A,
but B is in the same complex and uses the same computer system,
whether or not B—possibly even in the same office—may inadvert-
ently enter somebody else’s mailbox would be a legitimate ques-
tion, whether we are protecting discretely intended messages or
otherwise. - :

Well, thank you. o

- 1 would like to yield to my coll e from California.

Mr. MooruzAD. Thark you, Mr. irman.

"And I want to thank you, Mr. Waiker, for your expertise on the
subject, which has been very helpful.

you believe that the civil and criminal penalties in this legis-
lation are sufficient to handle the problems?
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Mr. WaLKER. Well, as far as we can tell at this point, I think
they are. They represent a giant step forward from where we are
today and provide a graduated range of responses depending upon
the nature of the problem. For example, on the civil side you have
fairly minimal statutory penalties ranging up to on the upper end
a fairly sizable statutory amount and the opportunity for actual
damages, so that vou can cover a spectrum of different types of of-
fenses very appropriately. .

Mr. MoorHEAD. You indicate on page 4 of your statement that it
has not become a common occurrence for the Federal Government,
or its agencies, to seek access to subscriber information. When they
have done so, have they sought to get the information through a
warrant or have they just plowed in to get it?

Mr. WaALKER. Well, I am personally only aware of one instance
that has been brought to our attention involving a public electronic
mail provider. And in that instance I believe that the company was
served with a subpoena by the law enforcement authorities.

Mr. MoorHEAD. That approach, going through the courts and get-
ting a subpoena, would still be available if they were working on
a-——

Mr. WALKER. Yes; what the bill does is provide a clearer stand-
ard that must be met by Government in order to obtain that court
order. A standard that, as I understand it, is not presently in exist-
ence for access to information of this sort; that is, information
stored in electronic mail systems.

Mr. MoorHEAD. I think from the public’s point of view the big-
gest problem that they see is with these cellular phones. People are
selling devices that they advertise can scan the airwaves to pick up
cellular telephone conversations. People can hear all kinds of
gossip that is of no business to them or even pick up information
that can be useful in the financial world and elsewhere. Maybe you
can stop the sale of these devices or force them to make them such
that they cannot be used to get this particuiar area of the spectrum
where cellular calls are coming in. But I wonder how you are ever
going to stop the public that have those devices from using them. It
would be very, very difficult—

Mr. WaLkEr. Well, Mr. Moorhead, followin%ux;:e is a witness from
the cellular communications industry, and I think I would prefer to
let him respund to that question in terms of the particulars as it
relates to cellular. I would only say again with reference to the
electronic mail industry fortunately for us there seems to be no
counterpart. You car’t scan the airwaves, if you will, and intercept
electronic mail in the same fashion. What you can do is sit down at
your personal computer and access a system somewhere and try to
devise a method of cracking the security safeguards on that system,
amti” gen&trate the system and then access information in the com-
puter’s files.

And this, frankly, doesn’t have to be electronic messages. It could
be data files. It could be any information stored in that computer.
That has become a serious problem across the country, and our in-
dustry .:&g:te concerned about it, as I think you will find the com-
puter industry generally is concerned. -

Mr. MoorHEAD. Thank you very much.
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Mr. KAsTENMEIER. One last question which is really a followup of
my colleague’s question. Do I understand the present practice with
respect to governmental investigative agencies, either for criminal
or intelligence purposes, in obtaining copies of messages sent by
electronic mail has been for them to get a court order, or is that
somewhat in the murky area, too?

Mr. WaLkiRr. Well, again I am only aware of one instance that
has been reported. In that case, the Governme:it obtained a subpoe-
na I am told.

Mr. KasTeENMEIER. The Government subpoenaed——

Mr. WALKER. The document.

Mr. KASTENMEIER [continuing]. Rather than obtain a warrant as
they would under——

Mr. WALKER. That’s my understanding; yes. But I can’t say that
represents a general pattern. I don’t know that you can generalize
from one instance.

Mr. KasTeNMEIER. I think in my experience, having been
through the late 1960’s, that there was a period of time in which
telephone companies, banks, and others chose not to cooperate sub
rosa with Government agencies. They found themselves very vul-
nerable in terms of customer relationships and the law because
people started to litigate these questions. So, it gave rise to broad
su‘)port for clear governmental procedures under which records
held privately could be released to the Government; that is, under
warrants or other court orders. That seems agnin to be the case
today. There is a corollary in which there is some uncertainty in
the role of communications service providers with respect to Gov-
ernment agencies, either for criminal or intelligence purposes.

Mr. WaLker. That is right. As providers of electronic mail serv-
ices, we feel it is very important to that we protect the privacy of
our customers to the utmost, and not release any information that
we may have available in our computers. Yet we, on the other
hand, feel there are legitimate law enforcement objectives that
need to be served, and it would put the service provider in a very
difficult position if a request were made for information and there
;vas ez:lo clear standard as to whether that information should be re-
eased.

So, the bill in providing that guidance I think will set at ease the
minds not only of the service providers, but also the users.

Mr. KasTeNMEIER. According to a recent Office of Technology As-
sessment study, there are at least six Government sgencies that
resort to interception of electronic mail. So, as you say, we certain-
ly have to clarify the situation.

I have no further questions. ] want to thank you very much, Mr.
Walker and Mr. Cavanagh, not onlx for your testimony here today,
but for the work that you have done preceding this in working
with the Conﬁreu in this important area, and also to say to you
that we doubtless will have to talk to you again, perhaps at some
length, as legislation goes through the route and we develo a
better understanding of some of the subtle impacts the legislation
may have, not only on your industry, but generally.

"In any event, thank you very much.

Mr. WaLker. Thank you, Mr. Chairman. We look forward to con-
tinuing that dialog.
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Mr. KAsTENMEIER. Our next and last witness for this morning is
Mr. Philip J. Quigley, president and chief executive officer of
PacTel Mobile Co.’s of Costa Mesa, CA. PacTel is the Nation’s larg-
est cellular telephone company with 35,000 customers. Mr. Quigley
has been in the telecommunications industry since 1967, when he
started with Pacific Telephone.

Mr. Quigley, we are delighted to welcome you here this morning.
We have your statement, and you may proceed from it if you wish,
or however you care to. We are happy to have you.

TESTIMONY OF PHILIP J. QUIGLEY, PRESIDENT AND CHIEF EX-
ECUTIVE OFFICER, PACTEL MOBILE CO.’S, ACCOMPANIED BY
ROBERT W. MAHER, EXECUTIVE DIRECTOR, CELLULAR TELE-
COMMUNICATIONS INDUSTRY ASSOCIATION

Mr. QuiGLEY. Good morning, Mr. Chairman, and members of the
subcommittee. I would like to take this opportunity to thank you
for allowing us to testify today in support of H.R. 3378, the Elec-
tronic Communications Privacy Act of 1985, and particularly com-
mend the chairman and my fellow Californian, Congressman Moor-
head, for their sponsorship of this very important bill.

I have with me today, Bob Maher, who is the executive director
of the Cellular Telecommunications Industry Association. That is
the group and the members of which I represent today. As I am
sure you know, cellular telecommunications is an advanced form of
mobile telephone service that weds computer technology with radio
spectrum into a highly efficient and reliable communications tool
for people who conduct business out of their office and are general-
ly on the move. CTIA represents all segments of the industry, in-
cluding both wireline and nonwireline carriers, resellers of cellular
service, and also manufacturers of cellular equipment. Our associa-
tion represents almost 90 percent of the cellular operators operat-
ing in the United States.

Let me begin by saying the right of privacy is a fundamental per-
sonal right. Many times, under varied circumstances, the Supreme
Court has upheld this right, finding that it emanated “from the to-
tality of the constitutional scheme under which we live.” As Jus-
tice Brandeis explained more than 50 years ago, privacy is “the
zxzaggt comprehensive of rights and the right most valued by civil-

men.

It has often been noted that the development of electronic com-
munications has brought the people of our Nation and the world
closer together, and has served to create new business and personal
relationships and to enhance:old ones. With these benefits, unfortu-

dt:iy, the development of electronic communications has also pro-
vi unscrupulous individuals with the opportunity to intrude
upon the rrivaca' of a conversation through the use of wiretapa or
radio receiving devices. '

The authors of the 1968 wiretap law sought “to prevent or deter
improper invasions of privacy,” in y &robscting telephone
conversations against interception. However, the law equated tele-
phone conversations with wire communications. As technology has
developed to transmit telephone conversations over radio frequen-
cies as is the case with cellular, rather than through wires or

58-844 0 - 86 - 2
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cables, the applicability of the 1968 act has become increasingly un-
clear and murki.rl

In effect, technology has leapfrogged the law. We are pleased
with H.R. 3378 and today’s proceedings because they are, we hope,
-witness that Congress is moving to reassert the original intent of
the 1968 act, safeguarding the fundamental right of our citizens to
privacy.

The issue of nonwire telephony goes beyond cellular communica-
tions. Even calls made over conventional telephones today in the .
home or office may be transmitted only in part over wires. For
much of the distance they travel, such calls are often transmitted
by radio in the form of terrestrial microwave or satellite. Recause
these calls are transmitted over both wire and radio, there is some
question as to the applicability of the privacy law. If, for examgle,
a call is intercepted on the radio leg of a transmission rather than
on the wire leg, the law may offer little or no privacy protection.

Almost since the Privacy Act was passed, courts have had to con-
sider whether and to what extent the statute applies to the commu-
nications transmitted in part by wire and in part by radio. The re-
sults have been mixed. In 1970, for instance, one Federal court held
there was no reasonable expectation of privacy for calls transmit-
ted over a mobile car telephone when the conversations could be
easily overneard with an FM radio receiver. Three years later, an-
other Federal court concluded that the statute offered no privacy
protection to calls placed from one radio-telephone to another, but
tha’ radio-telephone conversations were protected if they traversed
2. conventional telephone network.

More recently, a number of State courts have addressed the vest-
ing question of applying the 1968 act to conversations over mobile
and cordless telephones. These courts concluded that conversations
transmitted over the radio spectrum are neither wire communica-
tion, because they are transmitted at least in part by radio, nor
oral communication, because a person communicating by radio has
no reasonable expectation of privacy, and so fall outside the sco
of the current Privacy Act regardless of whether they traverse the
conventional wired telephone network. -

While none of these cases involved cellular service, their incon-
sistent approach to the law cast a shadow of uncertainty over the
g:ivacy rights of all users of mobile communications. It is incum-

nt upon Congress to make explicit that the law is not technology
specific, but lguaranhees the ;lu'ivacy of all electronic communica-
tions. CTIA feels very strongly that advances in communications
technology should in no way diminish the right of privacy. To the
contrary, the right of privacy must be protected especially in the
face of technological change. .

Today, for instance, r 13 years of regulatory delay at the
FCC, cellular communications t:gat‘ems are u: and operating in 80
markets throughout the Uni States, and cellular is riding a
steep growth curve. It is anticipated that within 5 ysars there will
be almost 2 million zubscribers of cellular service, and industry
will equate to approximately $2 billion in revenue.

I mentioned in the osen that we are in the process of build-
ing, continuing to build one of the largest systems in the world.
Currently, in Angeles we have almost 85,000 nubocripeu that
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not only use their service in Los Angeles, but also in San Diego and
Sacramento and, as I did yesterday as I came from California, stop- -
ping in Houston, while I was still on the plane used this portable
telephone to call my office to see what was in abeyance, what
action was required since I had left the office.

These portable phones are going to become more and more
common and I am sure, Congressman, as you leave Washington to
meet with your own constituency you find that you have a need to
communicate back with the office or forward to your next destina-
tion. This kind of portable technology is not the thing of the future,
it is really today's technology. And I submit that you, as other busi-
ness people throughout the country today, will have a continuing
need to move ahead with this new technology and experience its
benefits of productivity. _

The substantial demand for high-quality, mobile communications
is not surprising. Again, a need to keep in touch with efficient com-
munications; that works when you want it to work.

However, the growth of cellular and its contribution to economic
development are closely tied to the legislation before this subcom-
mittee today. Users of sophisticated communications services like
cellular have a reasonable expectation of privacy when they pick
up the phone, as they should. Without the certainty of legislation,
however, the task of defending the right could take years of litiga-
tion in the courts. '

For these ‘reasons, CTIA supports H.R. 3378. This bill would
remove the cloud over the privacy rights of cellular communica-
tions by revising the privacy statute to replace wire communica-
tions with electronic communications, the willful interception of
which would be prohibited under the criminal code. The Electronic
Communications Privacy Act of 1985 will bring the historic Ameri-
can guarantee of privacy protection into the information age. By
protecting the security of conversations regardless of the medium
of transmission, the legislation will encourage the continued
growth and development of new and more effective means of com-
munication, including cellular communications.

Of course, even if H.R. 3378 is enacted, there will still be some
people who flout the law and intentionally listen in on private con-
versations transmitted via the radio spectrum. Individuals can use
scanning devices today. And it is not cur intent to impose any re-
strictions on the common public channels that are available for
scanning today, but frankly to merely excise out of those scanning
caYBabilities the capability that exists today to zone in on the chan-
nels and the frequencies that are associated with cellular telepho-

ny.
One way to close this loophole would be to limit the frequencies
ain that scanners can receive. We have had discussions with the
, and it is very unclear as to what their position is. I am cer-
tain that this legislation will have a serious impact on influencing
their view of what might be done to control scanning devices.
Again, I would like to thank the subcommittee for their action in
sponsoring this bill and inviting us to appear today, and at this
point I would be hafn' to answer any questions.
[The statement of Mr. Quigley follows:)
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STATEMENT OF PHILIP J. QUIGLEY

PRESIDENT AMND CHIEF EXECUTIVE OFFICER, PACTEL MOBILE COMPANIES

BEFORE THE SUBCOMMITTEE ON COURTS. CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE

oN
H.R. 3378, THE ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 198S
SEPTEMBER 26, 1983

Mr. Chairman, Members of the Subccamittee:

My name is Philip J. Quigley. I am the President and
Chief Executive Officer o2 PacTel Mobile Companies., whose
subsidiary, PacTel Hollino Access, provides cellular
communications services in California. Thank you for the
opportunity to testify this morning in support of H;R. 3378,
the Electronic Communications Privacy Act of 198S.

1 am appesaring before you today on behalf of the
Cellular Telecommunications Industry Association. Cellular
communicstions is an advmcod'fom of mobile telephone service
that wads computer technology and the radio spectrum into a
hignly efficient and reliable communications tool for people
who conduct business out -of the o!ﬁci. and for others in our
society who find themselves increasingly away from home. CTIA
raptesents all segments of the cellular industry, including
both “wireline" carriers -- cellular carriers affiliated with
conventional local telephone companies -- and “non-wireline"
carriers; resellers of cellular service; and nﬁutlcturorl of
cellular equipment. CTIA'S members represent almost 90 percent
of all cellular operators.

Cellular Telecommunications Industry Association
1150 17th Street, N.W. ¢ Suite 607 + Washington, D.C. © (202) 785-0081
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The right of privacy is a fundamental personal right.
Many times, under varied circumstances, the Supreme Court has
upreld this right, finding that it emanated “from the totality
of the constitutional scheme under which we live."*’ As
Justice Brandeis explained more than 50 years ago, privacy is
“the most comprehensive of rights and the right most valucd by
civilized men."%”

It has often been noted that the development of
electronic communications has brought the people of our nation
and the world closer together, and has served to create new
business and personal relationships and to enhance old oaes.
With these benefits, unfortunately, the development of
electronic communications has also provided unscrupulous
individuals with the opportunity to intrude upon the privacy of
a conversation through the use of wiretaps or radio receiving
devices.

The authors of the 1968 wiretap law sougnt “to prevent
or deter improper invasions of privacy,"%” in part by
protecting telephone conversations sgainst interception.

However, the law equated “telephone conversations” with “wire

L Poe v. Ullman. 367 U.S. 497, 517 (Douglas, J.,
dissenting).
& Olmstead v. United States, 277 U.S. 438, 478

(1927)(Brandeis, J., dissanting).

v Zweibon v. Mitchell, 606 F.2d 1172, 1182 (D.C.Cir.
1979), cert. denied. 453 U.S. 912 (1981).
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communications.” As technology has developed to transmit
telephone conversations over radio frequencies rather than
through wires cr cables. the applicability of the 1968 act has
become increasingly unclear.

In effect. technology has leapfrogged the law. We are
pleased with H.R. 3378 and today's proceedings because they
are, we hope. witness that Congress is moving to reassert the
original intent of the 1968 act -- safequarding the fundamental
right of our citizens to privacy.

The issue of "non-wire" telephony goes beyond cellular
communications. Even calls made over “conventional" telephones
in the home or office may be transmitted only in part over
wires. For much of the distance they travel, such calls are
often transmitted by radio in the form of terrestrial microwave
or satellite. Because these calls are transmitted over both
wire and radio, there is some question as to the applicability
of the privacy law. If, for example, a call is intercepted on
the "radio” leg of the transmission rather than on the "Vité"
leg, the law may offer iittle or no privacy protection.

Almos* since the privacy act was passed, courts have had
to consider whether and to what extent the statute applies to
communications transmitted in part by wire and in part by
radio. The results have'been mixed. 1In 1970, for instance,.
one Federal court held that there was na reasonable expectation
of privacy for calls transmitted over a mobile car telephone

when the conversations could easily be overheard with an FM
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radio receiver.*’

Three years later, another Federal court
concluded that the statute offered no privacy protection to
calls placed from one radio-telephone to another, but that
radio-telephone conversations were protected if they traversed
a conventional telephone network.*’ '

More recently, a number of state courts have addressed
the vexing quesiion of applying the 1968 act to conversations
over mobile and cordless telephones. Those courts concluded
that conversaticns transmitted over the radioc spectrum are
neither wire communication (because they are transmitted, at
least in part, by radio) nor oral communication (because a
person communicating by radio has no reasonable éxpectation of
privacy). and so fall outside the scope of the current privacy
act reqgardless of whether they traverse the conventicnal wired
telephone network.*”

Wnile none of these cases involved cellular service,
their inconsistent approaches to the law cast a shadow of
uncertainty over the privacy rights of all users of mobile

communications. It is incumbent upon Coaqgress to make explicit

that the law is not technology-specific, but guarantees the

L/ United States v. Hoffa. 436 F.2d 1243 (7th Cir. 197¢),
cert. denied, 400 U.S. 1000 (1971).

L7 United States v. Hall, 488 F.2d 193 (9th Cir. 1973).
L Rhode Island v. Delaurier, 488 A.2d 688 (R.I. 198%);

Kansas v. Howard., 679 P.2d 197 (Kans. 1984); Dorsey v. Florida,
402 So.2d 1178 (Fla. 1981).
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privacy of all electronic communications. CTIA feels strongly
that advances in communications technology should in no way
diminish the right of privacy. To the contrary. the right of
privacy must be proterted especially in the face of
technological change.l’

Today. for instance. after 13 years of regulatory delay
at the FCC, cellular communications systems are up and
operating in 80 markets throughout the United States -— and
cellular is riding a steep growth curve. Within five years,
there will be almost two million subscribers of cellular
service, including not only the now-familiar car telephones but
also portable “"pocket phones" like those demonstrated last week
at an industry trade show.

The substantial demand for high-quality mobile
communications is not surprising, given the increasing mobiliﬂy
of American soriety and the constant need for many,
particularly in business, to "keep in touch” with the office,
customers, or clients. Moreover. the more efficient
communications made possible by the cellular indusfry will
enhance the productivity and competitive edge of American

business.

7 See., e.g.. Olmstead v. United States. 277 U.S. 438,
473-4 (Brandeis, J.., dissenting); Silverman v. United States.
365 U.S. 505, S508-12.
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However, the growth of cellular -- and its contribution
to economic development -- are closely tied to the legislation
before this Subcommittee today. Users of a sophisticated
communications service like cellular have a reasonable
expectation of privacy when they pick up the phone -- as they
should. Without the certainty cf legislation, however, the
task of defending that right could take years of litigation in
the courts.

For these reasons, CTIA supports H.R. 3378. H.R. 3378
would remcve the cloud over the privacy rights of cellular
communications by’révising the privacy statute to replace "wire
communication” with “"electironic communication,” the willful
interception of which would be prohibited under the criminal
code.®’ The Electronic Communications Privacy Act of 1985
will bring the historic American gquarantee of privacy
protection into the Information Age. By protecting the
security of conversations regardless of the medium of
transmission, the legislation will encourage the continued
qrowth and development of new and more effective means of

communication, including cellular communications.

L "Electronic communication” is defined as “any

transmission of signs, signals, writing, images, sounds., data
or intelligence of ary nature in whole or in part by a wire,
radio, electromagnetic or photoelectric system that affects
interstate or foreign commerce.” H.R. ., 99th Cong., 1st
Sess., § 101(a)(1) (1385).
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Of course, even if H.R. 3378 is enacted, there will
still be some people who will flout the law and intentionally
listen in on private conveirsations transmitted via the radio
spectrum. Today. these people can use scanning receivers —-—
popularly Kknown as "scanners" -- to eavesdrop on cellular
conversations, because scanners are engineered to receive not
only communications readily available to the public (such as
police and fire communications) but also communications in the
frequency bands reserved for cellular.

One way to close this loophole would be to limit the
frequencies that scanners can receive. CTIA is not interested
in preventing any person from interceptiig "public”
comnunications such as police or fire calls, and we endorse the
provisions in the pending legislation that exempt such
communications from the privacy law. However, there is no
reason why scanning equipment should be designed to receive
frequencies that have been reserved for private
communications. CTIA believes that an appropriate technical
modification in the FCC's rules governing scanners is a
necessary adjunct to the privacy legislation being considered
by this Subcommittee.

We believe that the FCC currently has the authority to
make such a modification. We are hopeful that the
Congressional interest in privacy will make the agency more

responsive to the problem than it has been in the past.
Again, I would like to thank the Subcommittee for
jnviting me today. I would be happy to answer any questions

you may have.



317

Mr. KasTENMEIER. Thank you very much, Mr. Quigley. I am cer-
tainly impressed by your industry, what it has already achieved
and its potential. I have two or three questions, but I would like to
first yield to my colleague from California, Mr. Moorhead, a spon-
sor of the bill.

Mr. MoorHEAD. Thank you, and welcome back here to Washing-
ton from Costa Mesa.

I understand that the 800 frequency is the one that is basicall
used by the cellular phones. These scanners that are sold are suc
that ﬁg can tune in on that particular frequency and find out who
ﬁ: tgl i hgt "and what might be interesting that they could pick up; is

at right?

Mr. QuiGLEy. That is correct. '

Mr. MoorHEAD. Is there any other purpose for that particular
frequency besides the czllular phones?

Mr. QuiGLEY. No; that frequency bandwidth is dedicated entirely
to cellular. And it is not the entire 800-megahertz frequency but
only portions of it which are dedicated solely to cellular.

., Mr. MoorHEAD. Would it be possible to forbid the use of that par-
ticular frequency to these scanners? Would there be any legitimate
purjose that would be thwarted if you did that?

Mr. QuUIGLEY. Yes, it is ible. While I am not representing the
manufacturers in terms of their technical ca&ability today, it is my
understanding that it is possible to restrict the scanning capability
to only those frequencies that might be allowed by law. And as a
consequence, those that are involved in the private communica-
tions sense, such as cellular, where, by the way, Congressman
Moorhead, approximately 85 percent of the calls that are made
over cellular phones are to landline or received from landline cus-
tomers. And that certainly they have the same expectation of pri-
vacy that landline customers have today, and that what you are
suggesting is technically feasible; however, the scanners t are
g:nt‘lixe market today do allow that random access of that frequency

Mr. MoorHEAD. I know this has become a major issue in some of
the media in southern California and they have gone out them-
selves to see what they can listen to, to try to discover how many -
gple are eavesdropping on others, and so forth. There has even

n editorials about the subject.

Do you feel that this legislation that we are working on now will
take care of the problem?

- Mr. QuiGLEY. Just a comment on your comments on the editorial
coverage in southern California. Let me quote from one of the ex-
cerpts of KNX Radio, from one of the regorters. He says: “These
devices monitor random phone calls and only within a limited
radius. But as I found out, you can hear entire conversations from
beginning to end, one right after another. These are very private :
conversations between attorneys and clients, husbands and wives,

movie stars and their agenta.”

Our analysis of your bill, Co man, will do exactly what y
propose it will do. No. 1, it set that standard of privacy that’
people expect and will encou other agencies to respond to_the.
need to restrict devices to only those frequencies that one should be '
allowed to hear conversations on."And that once that bill is enacted
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the momentum will have gained. The individuals in the industry
will understand the protections of the law. And when I am before
the press, as I am often, I can respond as I have recently after the
passage of the bill in California on privacy, recently signed by Gov-
ernor Deukmejian, that in fact, yes, it is illegal to intercept and
misuse private conversations.

Mr. MoorHEAD. One question that has to come up: How can you
stop the folks who already have scanners from using them just to
satis;'y their curiosity cbout other people’s affairs and their busi-
ness!?

——Mr: QuicLEY. Well, I think practically speaking it would be diffi-
cult to recall scanners that have been sold on the market. But cer-
tainly a signal would be sent if there was a restriction on mapufac—
turers proliferating those scanners. Again, I think maybe this is a
bizarre analogy, but the fact of the matter is there are a lot of
handguns on the market today and a few of them are misused. And
again, if a standard is established and if the law is understood,
then, hopefully, people will abide by that law.

Mr. MoorHEAD. Thank you.

Mr. KasTeNMEIER. One thing the bill does not precisely define is
“electronic communication providers.”’ I raised this question before.
Do you-think the bill should or should not be amended to provide a
much more specific definition of a “service provider” or should we
encourage the FCC to define the term?

Mr. QuiGLEY. It is our view that the definitional issue is best
handled in Congress and should be very specific. Now one thing
that one would observe in the previous Privacy Act is that it limit-
ed its applicability. It appears that this bill does not, that it does
cover the pervasive issues associated with today’s electronic issues
as well as in the future. ,

Mr. KasTeNnMeiER. What relationship would you see to law en-
forcement or other legitimate governmental purposes? If the casual
person, through a scanner, is able to intercept calls—even though
we take pains in this legislation to proscribe that activity—should
we also insist that the Government in order to overhear such calls
obtain specific authority through warrants or other means such as
in wiretapping?

Mr. QuiGLEY. Yes; we believe the same principles would apply.

- And in fact, today, just in our normal course of business we re-
spond to various agencies for information; not of a scann.ms :er.

 but of conversations or people who are customers of ours and their
usage information. We do require that information by law, and I
think that bill would protect that right also. .

Mr. KastenMmeiEr. Would it not be the case that it would be an
advantage to your industry? Your industry would be able to be

. more attractive, in terms of customers, if the public thought that

- calls being made were in fact protected by privacy, either from a

:  technol standpoint or from a law standpoint, rather than

. easily intercepted? ‘

Mr. QuicLzy. As a matter of fact, Mr. Chairman, that expecta-
~ tion exists today with our customers. I have besn asked by prospec-
. tive major account customers as to the privacy aspects of this tech-
 nology. There is no question that the expectation is there today,
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tlt!at the industry will benefit, proliferate with further assurances
of privacy.

e of the questions that 1 often received, or one of the responses
that I get when I ask the question about the technological aspects
that could ensure priva?' are as follows: I met with Motorola the
day before yesterday and we talked about the issue of privacy and
from a public policy standpoint how it should be addressed versus a
technology standpoint. And there is no encryption solution today or
in the near term that would assist privacy. And when it comes
about, which is estimated probably in about 5 years, it would prob-
ably cost an individual about $500 to ensure privacy of his or her
conversations.

There is no doubt in my mind that it is a basic underlying expec-
tation of the ]public. There is no question that most of the conversa-
tions are to landline customers or over landline facilities, in addi-
tion to radio facilities, and, in fact, this business would benefit by
the provisions contained in this bill.

Mr. KasteNMEIER. We don’t want to get too technical, but one of
the assumptions is that before seeking legal protection through
such a bill or law as this that the electronic communication provid-
er itself take steps to prevent easy interception before rehylifxég on
government. In that connection, noting that it would be difficult,
what steps have the cellular phone companies actually taken to
protect the privacy of the calls made over your phones?

Mr. QuicLEy. Well, our fundamental principle that we have been
operating on is that it is a basic constitutional right to privacy that
everybody has. Again, from a technology standpoint, internally we
assure our customers that their conversations are not going to be
used or observed in any way to disadvantage them. Strictly from
an internal and an operational standpoint we protect their rights
to privacy. Unfortunately, because airwaves are airwaves it is very

ifficult to come up with a technological solution to protect them to
the d we would like to. :

We have had ongoing conversations with manufacturers in the
industry, and it is a very, very difficult technological challenge,
again, to ensure the right to privacy through encryption devices. It
is down the road, it is going to be a very costly alternative and,

ain, that is why we feel that the basic right being a constitution-

one should be preserved.

Mr. KasTeNMEIER. Of course at the present time I take it you are
exclusively in aural communications. Is there any possibility that
you will go to video as well as aural at some point in time? :

Mr. QuiGLEY. There are data ah;:flications currently being used,
and there is no question that while they are not available today
that textual matter and video could be the next of evolution
in cellular technology. It is not impossible at all. No. 1, it is an
issue of market; and, second, whether or not the cost will bear up
under the market demand.

Mr. KastenMEzR. From your pers ve, as one who has looked

::c ;‘h;glbill anai su it, l:‘lo yo:) s it sufficiently anticipates
an pr& ems re
Mr. é.gom. Our view is it ou.er%rmn. in that it be-

come:m' definition a reference to the evolving electronic solutions
that come out to the transfer of voice and data, as you say, and
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other types of dlsplayed mformatlon It appears to meet that test to
us; yes.

Mr. KASTENMEIER Mr. Quigley, we apprecmt.e your testimony
here this morning. It has been very helpful. Obviously, your indus-
try is one that plays a central role in terms of the need and use of
such legislation. We appreciate that.

In any event, as with the prior witness, we also may need to be
in touch with you and your industry before we conclude legislative
processing of this bill, but we appreciate the contribution you have
already made in this area. Thank you very much.

Mr. QuicLEY. Thank you, Mr. Chairman. Again, we commend
you and members of the subcommittee for drafting this very impor-
tant bill. I think it is an enlightened attempt and will result in ex-
aclztly what we feel is necessary in the telecommunications market-
place.

Mr. KasteNMEIER. This concludes the hearing today, the first
hearing on the question of communications privacy legislation. A
subsequent hearing date will be announced shortly.

[Whereupon, at 11:32 a.m., the subcommittee was adjourned, to
reconvene subject to the call of the Chair.]
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THURSDAY, OCTOBER 24, 1985

HoUSE OF REPRESENTATIVES,
SuBcoMMITTEE ON COURTS, CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to adjournment, at 10:15 a.m.,
in room 2226, Rayburn House Office Building, Hon. Robert W. Kas-
tenmeier (chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier, Boucher, Schroeder,
Kindness, Berman, Moorhead, Coble, and Swindall. '

Staff present: Deborah Leavy and David Beier, counsel; Joseph
V. Wolfe, associate counsel; and Audrey Marcus, clerk.

Mr. KASTENMEIER. The committee will come to order.

Without objection, the committee will permit the meeting this
morning to be covered in whole or in part by television broadcast,
radio broadcast, and/or still photography, pursuant to rule V of the
committee rules.

This morning the subcommittee is holding its second day of hear-
in%s on H.R. 3378, the Electronic Cornmunications Privacy Act of
1985. I'm also pleased to release a study by the Office of Technolo-
Assessment [OTA], on electronic surveillance and civil liberties.

is study, responding to a request I made 2 years ago, is an
expert, nonpartisan examination of new communications technol-
%::s and the privacy protection that is afforded under current law.

is study identifies problem areas and provides Congress with the
intellectual groundwork for legislative solutions.

During our hea.ringmtoday, we will receive testimony from the
OTA summarizing this important work. The subcommittee will
also hear from representatives of two trade associations, ADAPSO
and Telocator.

The subcommittee appreciates the strong showing of interest in
this legislation. We expect to conduct one, poasibly two more hear-
ings on the bill this year, and move to markup tKex'lul not this
year but, certainly, early next year. Meanwhile, the s ttee
staff will be m with representatives of the De t of
Justice, the FCC, and various trade and industry tions in an
effort to clear the way and s how we ht resolve minor
drafting issues. It is my intention either to print a series of these
amendments in the Co onal Record, or, with the cooperation
of my colleagues, to reintroduce a clean bill prior to markup.

Now I would like to as our first witness this morning Mr.
Fred W. Weingarten, ram Manager for the Communications

(41)
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and Informations Technologies Program of the Office of Technology
Assessment. Mr. Weingarten came to the OTA in 1980 from the
National Science Foundation, where he developed the first program
support for computer science research. Mr. Weingarten has been
very helpful to this subcommittee on a number of occasions as a
witness, as director of this study and on another study on copyright
a}r:d tlechnological change which, I understand, will be forthcoming
shortly.

Mr. Weingarten, I would like to welcome you here this morning.
We have your statement and you may proceed as you wish.

TESTIMONY OF FRED W. WEINGARTEN, PROGRAM MANAGER,
COMMUNICATION AND TECHNOLOGIES PROGRAM, OFFICE OF
TECHNOLOGY ASSESSMENT

Mr. WEINGARTEN. Yes, sir. Thank you very much, Mr. Chairman.

Mr. KasTeNMEIER. We will receive, make part of the record, the
report you tender, together with your statement and the appen-
dixes to it. You may summarize your statement if you wish.

Mr. WEINGARTEN. Thank you very much, sir. It certainly is a
pleasure to be here on a dual occasion for us: One, to participate in
the hearings on your bill, H.R. 3378; and second, to participate in
your release of our report, ‘“Electronic Surveillance and Civil Liber-
ties.”

Before I comment on that report, I would like to acknowledge a
couple of people who worked very hard on that. I sometimes feel
guilty in being the representative of work that is done by other
_ people in my program.

Dr. Fred Wood, behind me, is the project director of the larger
project on Government information technologies in which this par-
ticular piece of work was done. And Dr. Priscilla Regan, seated
next to Dr. Wood, was the principal author of this specific study. If
at a later time we get into discussions specifically addressing the
content of the study, I might ask them to answer some of the ques-
tions of the committee. .

Mr. KastenMeier. That would be fine. I certainly want to ask
members of this committee and others interested to avail them-
selves of this 72-page report. It took about 2 years to compile. But I
am well aware of how difficult it is if you are monitoring a number
of different Federal agencies to determine what their practices are,
over a period of time. It takes a long time.

Mr. WEINGARTEN. Yes, sir, and this is also of a much broad-
er comprehensive look that we're doing at that study; that is, ad-
dreesing other issues of civil liberties and management and admin-
istration of Government information practices. More parts of that
will be released over the next few months.

The most fundamental summary I could make of my testimony
and of this report is that the telecommunications infrastructure in
this country is undergoing a revolution. That word is used very
cften these days, with a number of technologies. In this case, it is
used quite accurately. The revolution has been taking place over

the past decade or two, and probably will continue to take place
through the foreseeable future.
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To illustrate, I would like to refer to two figures that appear in
the back of my written testimony. Figure 1 represents the meta-
phor, or model, of the telecommunications network that was used
for the original consideration of wiretapping legislation about 17
years ago. Figure 2 is my attempt to sketch what the communica-
tions network of today and tomorrow is turning into.

Because of time demands and the schedule date of this hearing,
at some point I had to stop developing that figure. Day by day I
added new services, new connections, and new technologies to it. It
is still a very incomplete figure. The point of it is, however, that
the information infrastructure in this country is exceptionally com-
plex and growing more complex, and any legislation thet attempts
to address that infrastructure, provide a road map, rules of the
road, so to speak——

Mr. KasTENMEIER. Mr. Weingarten, if I could just interrupt. For
visual purposes, I'm going to hold up the report, since the impact is
lost without seeing it. It’s too bad we don’t have a large chart.

Here iou have a phone, copper wire, and then you're suggesting,
that either by wire or by radio there’s a further transmission to
the copper wire and the phone at the other end. That was simply
how telephone communications were regarded a decade or two ago.
But now, you’ve suggested that techno has this very complex
system of multiple ways of transmission through the new technolo-
gy, and of the complex involvement of a number of systems. -

I don’t think it would pay for us to ask you to explain that, but
let’s just say the quantum of complexity and difficulty has grown
enormously. Will the laws and statutes written in former days
become inapplicable as they are increasingly out of touch with!'con-
temporary technology?

r. WEINGARTEN. Yes, sir. In fact, what happened was that an
attempt to provide a simple illustration to my testimony ended up
with the basic metaphor of our report and of this testimony—that
the system itself was undergoing such an enormous, fundamental
chrglr;lge that the Congress is confronted, with a variety of legisiative
problems. -

A variety of new technologies is involved, from cellular tele-
phones, to cordiess telephones, to satellite transmission and fiber
optic transmissions. :

There is a variety of system operators. We are no longer dealing
with a single monopoly provider of public communications, but a
variety of operators competing in the marketplace. In many cases
banks and other large organizations design, own, and operate their
telecommunications systems. As individuals, we own far more of
that network than we did in the . '

Finally, there's a variety and increasing value of information
that is flowing through the network, from what used to be aimple
telephone conversations to stock market transactions, electronic

, ing meesages, and comfuter data of all kinds flowing
mﬂ"’:ﬁ network. The complexity of it is illustrated by the

shape of the drawing, rather than the details of it.

One of most important points that comes from 2 i
that any attempt to try to define leghhtive 8 ¢ paths
through this network, to call one path a “phone call,” another path
‘“electronic mail,” another path ‘‘electronic funds transfer,” is like
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trying to write with ink on flowing water. The nature of the serv-
ices and the nature of the network is changing so rapidly, is in
such a state of flux, that such attempts are bound to fail, to end up
being ineffective almost before the legislation has been printed.

Lest this seem to be a very futuristic view, I'd like to bring in an
example, without naming names, that I came across just yesterday.
When in a local bank, I was handed a brochure describing a new
investment service. A person could have their home computer con-
nected through a telephone network to a bank computer that kept
records on the investment portfolio and transactions of that person.
That, in turn, was connected to a stock market quotation data base
providing instant quotations on the price and volume, transactions
on any stock. The user is also connected to a transaction system
through which one could order the sale or a purchase of securities.
This is an example of the variety of new services that are being
developed on top of this network that seem to warrant protection.
Much is unprotected, technologically and legally, in that kind of an
application. . '

Furthermore, the value of the information is much greater to the
owner. In past discussions about wiretapping, people would often
say, “I don't care if anybody overhears my phone conversations.
They're innocuous; there’s noth.inq of value in them. It's usually
my teenager talking to her friends.” Now, it’s investment decisions,
it’s financial information flowing from the home over that network
to some computer. :

The value of the information is greater not only to the owner or
user of that network, but to somebody else from the outside who
would like access, either for legitimate or ille%itimate purposes. If I
were a client, someone who could penetrate that system could pur-
chase or sell securities in my name, or could get access to my fi-
nancial information for a variety of purposes, including law en-
forcement.

There are two dangers in leaving this type of new application un-

. One danger, of course, is a ual erosion of privacy, a
oss of the right to whisper and to keep our dealings confidential.
The other danger is that we may be denied useful applications and
useful new technologies because they're unl?rotected. Consumers
and users simply will not use these services if they are not proper-
ly protected, and they will not be developed and offered in the mar-

ketplace. ,

S‘n’nce we are entering what some people call an information age,
in which our dependence on these new nigh technologies is increas-
ingly profound. There is an importent motivation for making sure
that our laws and rules that regalate this technology are up to
date and reflect the state of the technology. ‘

In summary, OTA found, first that, due to the technological ad-
vance, protections previously accorded to certiin forms of commu-
nication are being eroded and new applications and forms of com-
munication are silx:!:ly not covered er current law.

Second, in an ohrmiron society, the_ stakes in providing such

Finally, if Congress wishes to restore these old protections and

e new ones, a comprehensive approach represented by, for in-
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stance, by bill H.R. 3378, may well be the only technologically fea-
sible approach.

Mr. Chairman, I appreciate the opportunity to testify and will be
glad to answer any questions.

[The statement of Mr. Weingarten follows:]
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TESTINONY OF FRED W. WEINCARTEMN
PROCRAM MANACER, COMMUNICATION AND TECHNOLOGIES PROGRAM
OFFICE OF TECHNOLOGY ASSESSMENT
U.S. COMGRESS
BEFORE THE HOUSE JUDICIARY SUBCOMMITTEE OM COURTS, CIVIL LIBERTIES,
AND ADMINISTRATION OF JUSTICE
OF THE HOUSE COMMITTEE ON THE JUDICIARY

ELECTRONIC SURVEILLANCE AND CIVIL LIBERTIES

October 24, 1985

Thank you Mr. Chairman. I am Fred W. Weingarten of the Office of
Technology Assessment. I appreciate the opportunity to testify today on
changing communication technologies as part of this Subcommittee's
congideration of your bill H.R. 3378, the Electronic Communications Privacy
Act of 1985.

I am also pleased on behalf of the Office of Technology Assessment that
you are taking this occasion to release our new reports Zlectron.c

Surveillance and Civil Liberties. The report is part of 1 larger study of the

affects of new information technologies on the Federal Government, which was
requested by this subcommittee and by the Senate Committee on Covernment
Affairs. We expect that the other pieces of that study will be completed in a
few months.

In this study, we examined how new information technology i3 affecting
the important issues of wiretapping and other forms of electronic
surveillance, by providing new tools and opportunities that seem :o be either
not covered at all or ambiguously covered by current !aw. [t is important to
note, however, that we did not look specificaily at technologies developed or
used by national security agencie:, nor did we examine policies concerning
sirveillance for national security purposes.

Qur basic conclusion is as follows:
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"The existing statutory framework and judicial interpretations
thereof do not adequately cover new and emerging electronic

surveillance technologies."

In otner words, technology, while providing the proverbial cornucopia
of exciting new communications media and services, also seems to be in part
responsible for chipping away inexorably at our personal privacy. It may be
robbing us of our "right to whisper,” to communicate in confidence. We have
suggestive albeit incomplete evidence of the pervasiveness of electronic
surveillance. For example, although our study revealed that little is known
about the extent of electronic saurveillance in the private sector, the
responses to our Federal agency data request illustrate the scope of
electronic surveillance on the part of the Federal Government and, as a
result, suggest the importance of the issue tec the Congréss. In summary, we
found that about 252 of the agency responses to our request indicated some use
of electronic surveillance for law enforcement purposes and that its use is
increasing. (Intelligence agencies were not included in the data request.)

This seems to be an area in which technology is rapidly outpacing law,
and in which a carefully constructed historical balance between the need to
maintain civil liberties and the need for government investigations has been
upset. Your bill, H.R. 3378 addresses this issue.

Since our report provides a detailed analysis of the issues involved in
surveillance legislation, [ would like to spend my time before this
subcommittee discussing in broader terms how technological change has
presented us with these problems and the ways in which it creates stre.ses

among the so-called "delicate balances” in our society.



The Communications Revolution

We in the United States and, indeed, people all over the globe are
experiencing a major revolution in how we communicate, why we communicate, and
what we communicate. That revolution, which started a decade or two ago and
will continue at least into the start of the next century, is driven by a
combinarion of technological, institutional, economic, and social change.

Figures 1 and 2 represent graphically the change and illustrate why the
term “revolution" is not an exaggeration, but is appropriately used to
describe what is happening. Figure 1 represents the telecommunications system
that held sway in this country for nearly a century. Althuugh already
starting to undergo a transformation, it was the model that was imbedded in
the wiretapping provisions of the 1968 Omnibus Crime Control and Safe Streets
Act. Figure 2 represents a partial view of the likely evolution of tha
rtelecommunications system of the future. Technology offers new media for
communicating, as well as new tools for creating, storing, displaying and
manipulating information. Deregulation and other forces in society are
radically altering the structure of the industry that provides information and
communication products and services. Computer~based automation in all sectors
of industry iﬁcreases the amount and value of information and information
services to the health and competitiveness of our economy. Finally, the
vaiues, choices, and imaginations of individuals are shaping the demands for
and the uses of information products and services -- trom portable telephones
to electronic bulletin boards and financial transactions.

The details of Figure 2 are not important. Many more services could be
added to figure 2 and more connections could be illustrated. What is

important are the characteristics of the new system that are illustrated,
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including:
[} The variety of technological media used at various points.
° The incredible complexity of the system and the extent of
interconnection.‘
o The variety of types of information all transmitted in the same

forms over the same channels.

[} The variety of institutions involved, from public common carriers,
to specialized service providers, to individuzals and firms that

privately own portions of their communications sytems.
These characteristics greatly complicate the problems of striking an
acceptable balance in electronic surveillance policy that will be robust over

a reasonable length of time.

Three Expectations

Although the underlying technology and uses of communication systems
change, people seem to hold more constant cxpectations concerning their
privacy and they may not be alert to a rapid change in the vulnerability of
their communication to eavesdropping. These expectations are expressed in
personal values and mores -- codes of behavior, as well as in law. (Secretary
of State Henry L. Stimson, commenting on the interception by the U.S.
vaernmcnt of international message traffic, 1s reported to have stated,

"Centlemen do not read each other's mail."” The Bill of Rights, particularly
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the Fourth Amendment, codifies some of those expectations as fundamental
principles.)

In the debate over wiretapping and gther forms of electronic
surveillance, one comes frequently across ihe term "reasonable expectation of
privacy.” In asking how technology affects achieving the basic goals of
public policy in this area, fet us take ‘the concept of "expectation” one step
deeper in order to identify those goals. In particular, for analytical
purposes we can identify three basic "expectations” that the public seems to
have of Government in the area of surveillance.

1) The Right to Accesa: Individuals expect to have conveniently and

publicly available charnels of communication which they can enjoy with a
reasonable level of privacy and protection from both private and unijustified
government snooping. Public telephone service and first class mail are
examples from the past of services protected by force of criminal law from
unauthorized tampering. As we have aczen, technological change, by removing
certain traditionally protected channels of communication from protection, may
deny people such access unless those protections are restored.

2) The Right to Knowledge: People have the right to know in advance
what their protections and rights are in protected communications. One might
expect those protections to be easily understood, consistent, and ‘
predictable. As our report states, technological change has thrown some law
into a highly ambiguous state in which the level of protection is unknown and
possibly considerably less chan a citizen might expect. In some cases, (z.g.,
telephone calls) some protections afforded seem to depend on the particular
technologies used, even though to most people these differences are

incomprehensible and/or irrelevant.

3) The Rigkt to Protection: Since the privacy of some communications



51

may serve brosder societal as well as individual interests, a presumption
rather than option of privacy is granted. Th;se communications may not be
optional and/or may contain potentially very sengsitive i:{-rmation. For
example, information communicated by a citizen to a Covernment agency such as
the IRS or the Census Bureau are protected, as is the communication with a
legal counsel, psychiatrist, or priest. New communication technology may
offer new applications for which specific laws regarding privacy are needed.
Congress has already had to act to specifically protect the privacy of cable

television subscribers, for example.

Counterbalancing Considerations

Our society cperates in a rough balance between openness and
confidentiality. For most of this testimony, as well &s in our report, we
have focused on how new technology may be shifting that balance by eroding the
privacy of personal life and communication. However, dangers could result
from an overcorrection that shifts the balance toc much in the other
direction. Just as there are expectations of privacy, there are social
interests in openess and in minimizing Federal control over human behavior.
Let me mention a couple that have been raised in ;he course of our inquiry;

both for this and other information policy studies.

o Criminalize Bad Manners: Not all instances of bad manners or

unethical tenavior are illegal. Behavior such as eavesdropping on
privace conversations and snooping into private papers by
individuals is not totally covered b} law. Instead, society
regulates it through a less formal system cI sucial rewards and

punishments. As communications increasingly take electronic form
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and as lavs and regulations are passed, such behavior may become
subject to formal criminal rather than informal social sanction.
Maybe in many cases it shouid be treated so, but we may need to
build sufficient flexibility into ;he law to avoid criminalizing all

bad manners.

) Decrease Social Accountability: The fact that communications are to

some degree open, whether intentionally or through "leakiness,"
helps enforce public accountability f-r the behavior of people and
organizations. Of course, we have already pointed out that the need
for effective law enforcement is the most visible motivation for
allowing controlled access to normally private communications, but
such interests extend much further. For example, the investigative
press, public interest groups, and even the Congress, itself, depend
to some extent on open of leaky information flows to monitor for
threats to the public interest in both the private and public
sector. In this case, the danger may come from the accumulation of
laws responding to the challenges of new information technology,
covering issues ranging from intellectual property to wiretapping to
computer crime. Each law may be uell-é;unded, responsive to an
important policy. (Certainly, we are not endorsing the right of
anybody to wiretap, trespass, or break into computer data banks.)
Yet, the net effect of the sum total of such laws could be to seal

information, to create very large access barriers to the public.

Effects of New Information Technology

The new communication and information technologies complicate efforts
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to regulate surveillance in several ways. Most of the problems arise from the
fact that policy has traditionally, and quite naturally, varied depending on

the characteristics of the particular technology and uses concerned. However,
the natural result of this history has been to make the policies sensitive to

technological change in several specific ways:

-] Change in the Physical Medium: Some policies have assumed a

particular ‘technological model of communication. For example, the
Omnibus Crime Control Act has been interpreted to cover voice
telephone communications carried over a wire in analog form. Hence,
as we point out in the report, the coverage of technoiogies such as
digital transmission, cellulat.phones, cordless phones, eléctronic

mail, and data communication in all forms is uncertain, at best.

o Change in Information Carried and Available: Traditionally, policy

has concerned itself with the interception or recording of human
conversations. As Figure 2 illustrates, the nature of data carried
in a present or future system that provides information about an
individual is much broader: electronic messages; personal notes and
reminders, appointment calendars, and other information stored in an
"automated desk-top;" video and facsimile data: and so on. Much of

the data coilected, stored, and transmitted by these new

applications is not covered by current law.

o New Tools for Inferring [nformation: Powerful new computational

techniques provide additional tools for deriving more information

from the interception of even traditional communications. These
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include voice and image recognition technology, as well as speech
underatanding systems, and even, possibly in the future, techniques
for inferring stress or emotional states. These technologies would
increase the value, and hence, the potential sensitivity, of

electronic eavesdropping.

New Tools for Mass Surveillance: Surveillance, even in electronic

form, has traditionally been labor intensive and expensive. Hence,
it has been directed at specific individuals, and resource
limitations have tended to be a disincentive for wide-scale use.
Some new forms, such as video monitoring, may retain that
charncteris£ic. gouever, new computer technologies, such as image
and speech understanding systems, can also provide improved
economies of scale and essentially sutomate surveillance. For
éxample, an increasing amount of information flows through certain
identifiable central points in a communications network in digital
form that is easily manipulated by comﬁuter. Hence, the ability to
engage in mass surveillance may be greatly increased. The
distinction between individual and mass surveillance has been
crucinL in assessing the civil liberties implications of

surveillance.

Less Detectable Monitoring: In some ca;es, technology change makes

some forms of surveiliance less detectable. Tapping the teiephone
copper wire “local loop" has been, by and large, dotectable -- at
least to technical experts. Other forms of surveillancs, the

television camera in the bank, the helicopter flying overhead, and
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so on are also highly visible, sometimes deliberately so. Some
forms of modern surveillance technology are far less detectable,
even by thg operators of a communication neﬁuork. Since policy has
depended in part on the visibility of the surveillance this change
may be important. Furthermore, to some, it also raises questions of

enforcement and accountability.

o Inappropriate Mudels: The law, particularly as interpreted by the

courts, often is based on identifying and applying historical
analogies and definitions to new problems. But such analogies can
be false and misleading in the new electronic world. For example, &
glance at Figure 2 might lead one to wonder what will constitute a
"telephone call" in the future when a single "call" may combine
simultaneously or at various times such components as voice, video,
facsimile, computer data, and financial transactions. Similar
problems occur when we try to think about "electronic mail" as a
form of mail or an "electronic bulletin board" as a form of bulletin
board. Even traditionally useful concepts such as "public" and

“private" become blurred in the electronic environment.

Sumpary

In sum, OTA found that new information and telecommunication
technologies provide a potentially significant threat to the traditional
privacy of communications and create new forms of surveillance that are no:
well covered by present law. The courts have requested guidelines fror the
Congress, and clarificstion of the rules would serve the needs of the criminal

justice comwmunity as well as protect personal privacy. HR 33?8 is an
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important effort at addressing the needs for legislative response.

It is a difficult area in which to legislate. Balances are difficult
to achieve, and yet the desire for a robust law that will survive
technological change is frustrated by the fast advance of electronics and the
fertile imaginations of entrepreneurs who constantly dream up unexpected new
ways 'to use that technology.

Mr. Chairman, again thank you for this opportunity to testify. I would

be glad to answer any questions tha subcommittee might have.



57

- olpey - ;
18ddoD L)

womsy ki !ei.te_o
" 02ue8p-0usy 33_
10ude nang o
P nhauS 307

HOMIOU UOHEDIUNLILIOINIS) (RUOIIIPRI SyL—'} 8InBiy



......

wejehS SUOHEIUNUNLOSNSL 2iniNg 8YL 1O MAIA ¥—T sinByy




59

Federal Government Information Technology

Electronic Surveillance
and Civil Liberties

OTA Reports are the principal documentation of formal assessment projects.
These projects are approved iz advance by the Technology Assessment Board.
At the conclusion of a project, the Board has the opportunity to review the
report, but its release does not necessarily imply endorsement of the results
by the Board or its individual members.

~r

A CONGRESS OF THE UNITED STATES
; Ofice of Technology Assessment
S washegion D C 20510

$8-844 0 - 8G - 3



Foreword

Public policy on the use of information technology to electronically monitor
individual movements, actions, and communications has been based on a careful
balancing of the civil liberty versus law enforcement or investigative interests.
New technologies—such as data transmission, electronic mail, cellular and cord-
less telephones, and miniature cameras—have outstripped the existing statutory
framework for balancing these interests.

The primary technical focus of this report is on technological developments
in the basic communication and information infrastructure of the United States
that present new or changed opportunities for and vulnerabilities to electronic
surveillance, not on the details of specific surveillance devices. The primary pol-
icy focus is on domestic law enforcement and investigative applications, not on
foreign intelligence and counterintelligence applications.

Thus, this report addresses four major areas: 1) technological developments
relevant to electronic surveillance; 2) current and prospective Federal agency use
of surveillance technologies; 3) the interaction of technology and public law in the
area of electronic surveillance, with special attention to the balancing of civil lib-
erty and investigative interests; and 4) policy options that warrant congressional
consideration, including the amendment of existing public law to eliminate gaps
and ambiguities in current legal protections.

Conducted at the request of the House Committee on the Judiciary, Subcom-
mittee on Courts, Civil Liberties, and the Administratioa of Justice, and the Sen-
aie Committee on Governmental Affairs, this report is one component of the OTA
asgsessment of “Federal Government Information Technology: Congressional Over-
sight and Civil Liberties.” Other topics covered in the assessment include: infor-
mation technology management, planning, procurement, and security; computer
crime; computer matching and privacy; electronic dissemination of Government
information; and computer-based decision support, modeling, and Government
foresight. These will be published under separate cover.

In preparing this report on electronic surveillance, OTA has drawn on work-
ing papers developed by OTA staff and contractors, the comments of participants
at an OTA workshop on this topic, and the results of an OTA Federal Agency
Data Request that was completed by over 140 agency components. The draft of
this report was reviewed by the CTA project advisory panel, officials from the
U.S. Department of Justice, and a broad spectrun: of interested individuals from
the governmental, academic, private industry, and civil liberty communities.

OTA appreciates the participation of the advisory panelists, workshop par-
ticipants, external reviewers, Federal agency officials, and others who helped bring
this report to fruition. The report itself, however, is solely the responsibility of
OTA, not of those who so ably advised and assisted us in its preparation.

JOHN H. GIBBONS
Director
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Chapter 1
Summary

In the last 20 years, there has been a virtu-
al revolution in the technology relevant to elec-
tronic surveillance. Advances in electronics,
semiconductors, computers, imaging, data
bases, and related technologies have greatly
increased the technical options for surveillance
4ctivities. Closed circuit television, electronic
beepers and sensors, and advanced pen regis-
ters are being used to monitor many aspects
of individual behavior. Additionally. new elec-
tronic technologies in use by individuals, such
as cordless phones, electronic mail, and pagers,
can be easily monitored for investigative, com-
petitive, or personal reasons.

The existing statutory framework and judi-
cial interpretations thereof do not adequately
cover new electronic surveillance applications.
The fourth amendment—which protects “the
right of the people to be secure in their per-
sons, houses, papers and effects, against un-
reasonable searches and seizures” —was writ-
ten at a time when people conducted their
affairs in a simple, direct, and personalized
fashion. Telephones, credit cards, computers,
and cameras did not exist. Although the prin-
ciple of the fourth amendment is timeless, its
application has not kept abreast of current
technologies.

The majcr public law addressing electronic
surveillance is Title I11 of the Omnibus Crime
Control and Safe Streets Act of 1968 which
was designed to protect the privacy of wire
and oral communications. At the time Con-
gress passed this act, electronic surveillance
was limited primarily to simple telephone taps
and concealed microphones {bugs). Since then,
the basic communications infrastructure in the
United States has been in rapid technological
change. For example, satellite communication
systems and digital switching and transmis-
sion technology are becoming pervasive, along
with other easily intercepted technical appli-
cations such as cellular mobile radio, cordless

telephones, electronic mail, computer confer-
encing, and electronic bulletin boards. Con-
tinued advances in computer-communications
technology such as the Integrated Services
Digital Network (ISDN), now close to imple-
mentation, are likely to present additional new
opportunities for electronic surveillance.

The law has not kept pace with these tech-
nological changes. The courts have, on several
occasions, asked Congress to give guidance.
Most recently, U.S. Circuit Court Judge Rich-
ard Posner, in a case involving the use of video
surveillance in a law enforcement investigs-
tion, said:

. . . we would think it a very good thing if Con-
gress responded to the issuves discussed in this
opinion by amending Title II1 to bring tele-
vision surveillance within its scope . . . judges
are not authorized to amend statutes even to
bring them up to date.

In legislating the appropriate uses of elec-
tronic surveillance, Congress attempts to
strike a balance between civil liberties—espe-
cially those embodied in the first, fourth, and
fifth amendments to the U.S. Constitution--and
the needs of domestic law enforcement and in-
vestigative authorities for electronic surveillance
in fighting crime, particularly white-collar and
organized crime, and generally for drug, gam-
bling, and racketeering investigations.

Law enforcement and investigative agen-
cies, at least at the Federal level, are making
significant use of electronic surveillance tech-
niques and are planning to use many new tech-
niques. Based on a review of available reports

'ISDN permits the transmission of voice. video, and data sig-
nals nknuded over a common multi-purpose communications
network.

*Note: This study did not review technology or policy 1ssues

concerning foreign intellig
cations of electronic surveillance.

W



1d the results of its Federal Agency Data Re-
uest,’ OTA found that:

¢ The number of Federai court-approved
bugs and wiretaps in 1984 was the high-
est ever.

e About 25 percent of Federal agency com-
ponents responding (35 out «f 142) indi-
cated some current and/or pianned use of
various electronic surveillance technol-
ogies, including, but not limited to, the
following:

—closed circuit television (29 agencies);

—night vision systems (22);

—miniature transmitters (21);

~—electronic beepers and sensors (15);

—telephone taps, recorders, and pen reg-
isters (14}

—computer usage monitoring (6);

--—glectronic mail monitoring or intercep-

tion (6):

—cellular radxo interception (5);

—pattern recognition systems (4); and

—sgatellite interception (4).

* About 25 percent of Federal agency com-
ponents responding (36 out of 142) report
use of computenzed record systems for
law enforcement, investigative, or intel
ligence purposes:

—agencies reported a total of 85 com:
puterized systems with, collectively,
about 288 million records on 114 million
pevsons;*

—examples of four such systems that
could be used in part for data base sur-
veillance purposes are the:

1. rg‘auonal Crime Information Center
(FBI),

2. Treasury Enforcement Communica-
tions System (Treasury),

3. Anti-Smuggling Information System

. (Immigration and Natunhzatwn Serv-

ice—INS), and
4. National Automated Immigration
Lookout System (INS).

the 1 and to 20 selected independent
agencies. Due to the unclassified focus of this study, two
te—the National Security

Agency snd Defenss Intelligence Agency—along with the Cen-
tral Intalligence Agunicy were exciuded from the dats request.
‘Extent of multiple records on the same person is unknown,

*The deta was sent to all major components within -
eﬁnm -pnd-

—none of the 85 system operators pro-
vided the requested statistics on record
quality (completeness and accuracy).
Most do not maintain such statistics.

After conducting a review of the technology
and policy history of electronic surveillance,
OTA found that:

¢ The contents of phone conversations that
are transmitted in digital form or calls
. made on cellular or cordless phones are
not, clearly protected by existing statutes.
¢ Data communications between computers
and digital transmission of video and
graphic images are not protected by ex-
isting statutes.

o There are several stages at which the con-
tents of electronic mail messages could be
intercepted: 1) at the terminal or in the
electronic files of the sender, 2) while be-
ing communicated, 3) in the electronic
mailbox of the receiver, 4) when printed
into hardcopy, and 5) when retained in the
files of the electronic mail company or pro-
vider for administrative purposes. Exist-
ing law offers little or no protection &t
most of these stages.

» Legislated policy on electronic physical
surveillance (e.g., pagers and beepers) and
electronic visual surveillance (e.g., closed
circuit TV and concealed cameras) is am-
biguous or nonexistent.

¢ Legislated policy on data base surveil-
lance (e.g., monitoring of transactions on
computerized record systems and data
communication linkages) is unclear.

¢ There is no immediate mhndm
swer to protection agsinst most i
i "

tachniques to protect communication sys-
tems from misuse or eavesdropping (e.g..
low-cost data encryption).®

OTA identified a range of policy options for
congressiona) consideration:

¢ Congress could do nothing and lsave pol-
___icymaking up to the development of case
:tudy on "NnConmﬂ::h' 'l'odmoh; 1 O‘l":

ll’ﬂvuyuds-wms Wuhmwumw
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law and administrative discretion. How-
ever, this would lead to continued uncer-
tainty and confusion regarding the pri-
vacy accorded phone calls, electronic mail,
data communication, and the like, and
ignores judicial requests for clarification
in areas such as electronic visual sur-
veillance.

Congress could bring new electronic tech-

nologies and services clearly within the

purview of Title I11 of the Omnibus Crire

Control and Safe Streets Act, for exam-

ple by:

~~treating all telephone calls similarly
with respect to the extent of protec-
tion against unauthorized interception,
whether analog or digital, cellular or

. cordless, radio or wire;

—legislating statutory protections against
unauthorized interception of data com-
munication;

—legislating a level of protection across
all stages of the electronic mail process
8o that electronic mail is afforded the
same degree of protection as is pres-
ently provided for conventional first
class mail;

—subjecting electronic visual surveillance
to a standard of protection similar to
or even higher than that which cur-
rently exists under Title 111 for bugging
and wiretapping.

Congress also could set up new mecha-

nisms for control and oversight of Federal

data base surveillance, for example by:

uiring congressional approval of spe-

cific Federal data base surveillance ap-
plications (e.g., by statutory amend-
ment or approval of House and Senate
authorizing committees);
—establishing a data protection board to

administer and oversee general statu--

tory standards for creating and using
. data bases for purposes of surveillance.
Congress also could amend the Computer
Fraud and Abuse Act of 1984 to cover in-
terstate computer crime.
—This option, not detailed here, could pro-

vide additional legal protection against
unauthorized penetration (whether for
surveillance or other reasons, e.g., theft
or fraud) of computer systems.®

Chapters 2 through 5 of this report provide
technical and policy analyses relevant to pro-
posed legislation on electronic surveillance and
civil liberties, such as the “Electronic Com-
munications Privacy Act of 1985”" and the
“Video Surveillance Act of 1985."*

*See the computer crime chapter of ths fi ing OTA re-
port on “Federal Government lnfmumm
Trends and Policy Issues™ for discussion.

"H.R. 3378 introduced by Rep. Robert Kastanmeier and S.
1667 introduced by Sen. Patrick Leshy. Ses U.S. couu-u.
House of Representatives, Congressional Extension of
Rcmarks.Scpt 19, 1985, p.E-CIZG.ndUS.OuamS&-

te, Congressional Record, Sept. 19, 1985, p. S-11798.

'Hnatss mnuod\mi b Repreaentative Ksstenmeier.

S. Congress, House of Representatives, Congressional
ard Extension of Remarks. Sept. 30, 1985 p- E-4269.
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Mr. KasTeNMEIER. Thank you, Mr. Weingarten. I compliment
you on your statement and on your work.

I have several questions. They're going to be general questions to
zet an overview.

You suggested that some years ago a telephone call, or a with-
irawal or cashing of a check at a bank, or posting of a letter were
distinct and discrete, presumably unrelated activities. However,
with the age of telecommunications, they have tended to merge.
They all, now, have characteristics in common. Do you think that
they can be treated legislatively as a single grouping or do you
think that they have to be treated discretely, for purposes of pre-
serving privacy protection?

Mr. WEINGARTEN. It seems based on our study that it is increas-
ingly difficult to distinguish among the variety of communications
that take place over a telecommunications network. This problem
is compounded by the fact that communications that previously
took place on pieces of paper—bank transactions, letters, and so
on—are also becoming digitized and transmitted over a network.
Technologically, they are indistinguishable, they are all merely
datakthat flow through and sometimes even reside within the net-
work.

There still may be certain kinds of information flows that, be-
cause of their sensitivity either to national security or to their tre-
mendous economic value, may require special treatment. I can’t
think of specific examples in this case, but I would not be prepared
to say that all information should be treated the same. There may
be some exceptions. At the same time I think, for the bulk of infor-
mation flow in our society, it is increasingly difficult to make those
kinds of distinctions. : ‘

Mr. KASTENMEIER. Let me ask you another question about predic-
tion.

We've had, in technology of communications, a move from a
more simple system to a very much more complex one; now we're
attempting to legislate, at this point in time, confronting this new
technology. My question is: With the explosion of chanﬁe, can we
adequately legislate today and have such legislation effective, be
contemporary, for very long?

Are there basic principles that we could legislate that would per-
severe, notwithstanding inevitable changes, in technology in tele-
communications? ‘

Mr. WeINGARTEN. I think the approach taken by this legislation,
for examgle, is necessary in order to achieve that goal.

I would hesitate to predict or to state a negative, that we would
never have to again address these kinds of problems. It is 17 years
since the Omnibus Crime Control Act was passed, and peo?le use
the term “already” to describe the need to revisit it. Qur ability to
predict new technologies gets pretty shaky at the 20-year horizon,
80 %mding on what the Congress means by “long term,” it may
be It to predict that this approach somehow will resolve the
problem for that time. In some sense, eternal vigilance seems re-

uired. At the same time, this approach seems far more robust, in
ﬂxht of technological change, than past approaches that have tried
to define specific paths of information flow.
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I should also mention that our study did uncover instances
where the courts have had :rouble in applying the law to new tech-
nologies. That problem is also hard to predict. Sometimes the judi-
cial branch simply does not cope well with trying to take new tech-
nological applications and apply legislative language to them in
ways that we might think would be——

Mr. KasteNMEIER. That would seem to suggest an additional
burden on us to attempt to clarify policy for the courts.

Mr. WEINGARTEN. I would think so, yes, sir.

Mr. KasTeNMEIER. Here is my last question, for the time being at
any rate. .

You said there’s danger that the erosion of privacy was at such a
stage that we should really not defer protection. As a matter of
fact, I would ask if perhaps in some cases, some technologies, it
might not be too late. Might we already encounter difficuities,
where you have current accessibility, to try to snuff that out?

For example, let’s say people operating scanners are intercepting
private cellular conversations, might we be already too late in at-
tempting to reorder what is permissible and impermissible in
termg of, let’s say, casual interception of electronic communica-
tions? '

Mr. WEINGARTEN. That may be, but I guess I'm not prepared to
be quite that pessimistic. In fact, there are two answers one might
offer to that question.

In the first place, the need for legislative guidelines and a state-
ment on what is proper or improper behavior may be appropriate
even if it is easy to violate. It’s easy {o steam open an envelop, and
it has been relatively easy to tap telephone conversations on copper
wire for some time. At the same time, Congress has seen fit to say
that should not be done; it is a criminali offense to do that.

Second, the technological controls for securing and protecting
communications are advancing. In some ways it is a race: New
technologies for communicating come along; new ways to protect
those communications also come along. So, I think we should not
assume that, a priori, they are, by their very nature, too open to
even think about protecting.

Mr. KasTENMEIER. Thank you, Mr. Weingarten.

I yield now to my friend from Ohio, Mr. Kindness.

r. KINDNESS. k you, Mr. Chairman. .

And thank you, Mr. Weingarten, for your good testimony here.

I would like to explore two aspects of the matter, and ask wheth-
er you and your associates have had the opportunity to consider,
perhaps in the broader study, either of these matters. One is the
international aspect, which might be subdivided into governmental
and nongovernmental concerns.

But loo at the nongovernmental side of it for the moment, or
principally the nongovernmental side, have you and your associ-
ates had an opportunity to expiore and determine whether there
mi{nt be any negative implications associated with restrictions
such as we are considering in H.R. 33787 For example, on the sale
of information services by U.S. concerns to go7ernments or private
concerns in other nations. Realizing that, of course, we alrsady
. have some problems in that area with other nations that have gov-
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ernmental monopolies on the transmission of information by mail
and electronic means.

And the other aspect of that is whether there might be any nega-
tive implications for the flow of international trade in information
services. I think we're dealing with a somewhat abstract area, be-
cause we don’t really know what may be developed down the road
in those portions of commerce. However, recent years have shown
us that we have some problems with other nations in this area of
sale of information services, if I may use that term, and, of course,
we don’t want to create any greater obstacles to advancement in
that area.

Is this within the scope of an‘y of the inquiry that you and your
associates have made up to now?

Mr. WEINGARTEN. It is not covered specificglly in this report. At
the same time, my program has looked at information policy issues
as they interact with other nations in the intermgtional regime. In
fact, this drawing could have been even more plex because, of
course, the U.S. domestic system interconnects internationally.
That can create serious problems because each component of the
system, then, is under a different regime of law.

It certainly is conceivable, although we don’t have any reason to
think it is true, that this kind of protection could inhibit trade. I
can think of a couple of reasons that we have come across in our
work why it mi%ht, in fact, help or encourage trade.

In general, foreign countries that have studied and thought
about these problems on their own systems tend to be passing very
strong rules regarding the privacy of information systems; and, if
anything, the United States is being pushed to strengthen those
kinds of controls. If those controls are not there may be locked out
of certain kinds of markets or certain kinds of service offerings
internationally; because our systems are not protected to the
d that, say, the Europeans or Japanese protect their systems.

nd, in my comments 1 mentioned the r that if protec-
tions are not provided, certain kinds of new technologies might not
be developed, Lecause there might not be a market place for them.
In-home and office information services—banking, videotex, and s«
on—might simply not be developed in the United States because
consumers, concerned about their privacy, would not use them. If
use of cellular telephones were to be inhibited because ;fxaople were
concerned about their privacy, the U.S. development of that tech.
nology could also be inhibited; resulting in a negative impact on
our trade in these products and services.

Mr. KinpNEss. Let me put it this way, realizing that we're ad-
dresging a somewhat indefinite mass of information in itself: I
wonder if it is proper, within the scope of your functioning, to ask
that as the rest of this more global study proceeds, that your office
could make available to this subcommittee any thoughts that m.{
occur to those wor in that area with respect to the questions
asked. Perhaps it could be put both positively and ne{ltively, but I
think the posgzive aspects are, perhaps, more ap

I was just searching ‘0 be sure that we don't find ourselves coucxg
un ly into an area of negative implication legislatively whi
is t to recognize at this point. With the benefit of the exper-
tise of your oifice it couid be very useful for the subcommittee to




71

consider suggestions that may be even rather indistinct but
thoughts that occur to your people who are dealing in this area.

Mr. WEINGARTEN. Yes, sir. In fact, the overall study is still going
on, and I will go back and talk to my staff about the degree to
which we've explored that question in the study. And we would, of
course, be pleased to provide written answers to questions that the
subcommittee might have based on this testimony. ‘

Mr. KINDNESS. Mr. Chairman, if I may pursue one other area for
a moment, I'll try to keep my time down here.

I'm concerned about how realistic we can be in terms of the en-
forcement of the law as proposed to be changed in a measure such
as H.R. 3378. And I'm not being critical of the bill, as a cosponsor
I'm quite interested in it. However, at the same time, I recognize
that we’re very possibly dealing with somewhat unenforceable
legal mechanisms, and that the reliance may, indeed, have to be
upon protection within the systems that are used, such as scram-
bling and the like rather than on enforcement by law enforcement
personnel or what have you. o

In the studies of your office in this area, I would ask whether
you have become aware of any developing technologies that could
have an effect upon the enforcement side or detection. For exam-
ple, the obtaining of proof of violation of law and that sort of thing,
that may be developing and might be applicable to future law en-
forcement efforts in this area. Also, whether there are any peculiar
problems about detection and providing evidence or proof of viola-
tiox:is of the law that have become evident to your office in this
study. A _

Mr. WEINGARTEN. We are continuing to look at telecommunica-
tions technology and the questions of security and privacy in those
systems. We have a new study that has started up in that area, so
we will be continuing to look at it.

On the protection side, technology is developing, encryption tech-
nology and various other technological controls. 1 should point out
that there are negatives as well as positives from depending on
technological protection: '

First, if the technology is terribly expensive, it might provide pri-
vacy only to those who can afford thousands of dollars for those
‘kinds of protections.

Second, it may deny lawful and legitimate access by law enforce-
meni agencies to the information stream. We have been told that
there is some concern that the widespread encryption might de-
prive law enforcement officials of information necessary to carry
out their responsibilities.

Mr. KinpNess. Thiank you very much. And, again, I would sug-
est that it would be very much appreciated by this subcommittee
, in the pursuit of the remaindar of the more global study fur-

ther tl:: n htlhalong tl;i:hline %.;le dzveloped, we would ce ap-
precia e sha of them. Thank you. _ A '

Thank you, Mmmm. '

r. MEIZR. The Chair would now like to yield to the gen-
m from Colorado, Mrs. Schroeder, who is also a cosponsor
Mrs. Scurozuzr. Thank you, Mr. Chairman, and I appreciate it.
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I don’t know if this study went into this, but you mentioned it
while you were talking, and that was that other countries have
gorl1e further than the United States in protecting these new tech-
nologies. : : _

I take it you mean in a legal form; is that correct?

Mr. WEINGARTEN. Yes. _ ,

Mrs. ScHROEDER. Comparing this bill that we have in front of us,
how does it stand up to what other countries have done in that
kind of protection of theirs? Is this as strong as, or is it weaker
than, or is there any way to put it on some kind of-a scale to say
whether we’re going to then be in parity with other developed na-
tions that are working in this area?

Mr. WEINGARTEN. It is very difficult to compare them in that
sense of strength, partly because our legislative approach reflects
the way telecommunications and information flows in our society
and the particular legal regimen that we have regarding it. )

I was thinking more in terms of the broader privacy legislation
that most European nations have that put fairly stringent controls
on access to personal data banks in the private sector. There is no
corresponding legislation in the United States.

Mrs. ScHROEDER. So, in other words, their legislation is much
more comprehensive than what we're talking about here; is that
what you’re saying? ~

Mr. WEINGARTEN. It's more comprehensive for certain kinds of
information systems. One of the reasons they haven’t had to worry
about this type of legislation is that the telecommunications sys-
tems in most of those countries are monopolies run by the Govern-
ment, and so one of the problems this bill is addressing is the prob-
lem that there is a wide variety of actors in our telecommunica-
tions industry.

Mrs. ScHrROEDER. Have you looked at how well they’ve been able
to enforce those laws that they do have on the books in other coun-
tries? I mean, are thcgufairly stringent in enforcement? ‘

Mr. WEINGARTEN. Our broader study that will be out in a couple
of months is doing some comparative work on foreign privacy laws.
Some sections of that report will cover data privacy in a broader
sense. We will do some comparison. However, it has not been a cen-
tral focus of our work. : A '

Mrs. SCHROEDER. I realize it's hard to do, but one of the things
you keep getting into as you try and apgroach this is, there con-
stantly seems to be a group of people who think that the law is
now passé in trying to deal with this area, that you have to go look
to technolog instead of the law, that technology, as evidenced by
your own charts, has moved way beyond anything that the law can
really monitor. And yet, you say other countries have tougher laws
than we do on the privacy, and that those laws have been helpful. I
think that is important information for us to have as we’re talking
about updating our laws and making the case that laws are not
m;lé at this point, that technology isn’t the only way out of the

Mr. WEINGARTEN. We are continuing to look at that. It is of in-
creasing importance to the United States in general, whether laws
in other countries regarding information—such as copyright and
privacy—are inconsistent with U.S. law. Certain kinds of ti-



k you much. '
N v% Weingarten, for your testimo-
ny this morm&‘ ;

Next, the ir would like to call as a witness Mr. Michael
N\%chairman of the Communications Privacy Committee of
AD; ). ADAPSO is the computer software and service industry
which has 260 member companies. Mr. Nugent is also couasel to
the Electronic Data Systems Corp.

Mr. Nugert, during the course of ihe last many months, has
made a number of helpful suggestions on early drafts of H.R.
8378, and we certainly look forward to hearing his comments

I suspect that since the House now has before it a pending
quorum call, that rathert.haninterrugt your remarks in midflight;
we can defer them for a period of 10 minutes, during which the:
subcommittee will stand in recess.
Mr. NuGknT. Thank Mr. Chairman.

Mr. KASTENMEIER. committee stands in recess for 10 mm-
%.Km]lmnm.%eeommmeewﬂlcometooxder.

At the time the commitiee recessed, we had greeted our next wit-
mMr.MichadN%chairmnoﬂheCommuniaﬁmPﬁva—
cy Committee of AD .
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Mr. Nugent, you may proceed as you wish. We have your state-
ment. You may proceed from it, since it is a relatively short state-
ment, or in any other manner you see fit.

TESTIMONY OF P. MICHAEL NUGENT, CHAIRMAN, COMMITTEE
ON COMPUTER SYSTEMS AND COMMUNICATIONS PRIVACY,
ADAPSO, AND GOVERNMENT AFFAIRS COUNSEL FOR ELEC-
TRONIC DATA SYSTEMS CORP., REPRESENTING ADAPSO

Mr. NugenT. Thank you, Mr. Chairman.

Members of the committee, honorable staff, we thank you for de-
veloping this necessary and truly seminal legislation. Electronic
Data Systems—] am government affairs counsel for Electronic
Data Systems, which is now a subsidiary of the General Motors
Corp.— worked actively in conjunction with ADAPSQ, which
represents the computer software and services industry. There are
about 800 members of ADAPSO. Some 260 of these members are in
a section of which I am president, the network-based informatior.
services section.

Mr. KasTeNMEIER. 1 might say, for the benefit of the audience
and others, that ADAPSO at one time was an acronym for some-
thing but currently is not a viable acronym.

Mr. NuagenT. It's kind of like MCI. ADAPSO once stood for the
Association of Data Processing Service Organizations. And now,
gince there are so many different ways of delivering information
services, they ¢ their name. Some of the other associations
have great names, but this one is a very strange rame; but it re-
flects the fact that ADAPSO has been around for 25 years, since
mrvice bureau industry really began in the 1956 IBM consent

Mr. KasTeENMEIER. They’re sort of stuck with the name.

Thank you for that explanation.

Mr. NuGgenT. Thank you, Mr. Chairman.

We believe this legislation, even as is—although we are pushing
for explicit clarification or expansion—is n for the evolu-
tion of an information-based economy in society. lack of the
protections accorded by H.R. 3378 and by computer W-
tion—the lack of that computer crime legislation—will and
will impede the development and the public acceptance of high
communicating and processing technology.

The protections in H.R. 3378 should, if broadly applied, prevent
customers from losing their privacy rights when they resort, as
they must in this day and age, to third-party processors and trans-
mitters of data.

The protections of this bill, if broadly applied, would prevent
that loss of business which we have to undergo. In other words, we
lose money, we lose the opportunity to make money, when we must
shut down, in effect, our computer system to search for records in
response to warrants, or subpoenas that are overly broad or just
unwarranted.

As a matter of fact, this bill has significant international trade
implications. As you mentioned and as Mr. Kindness mentioned,
international t is obviously a high-priority issue.
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Some people characterize the privacy rules of other countries as
trade barriers. However, we fundamentally believe that these pri-
vacy guidelines are attempts to deal with what are problems and
historical developments in the various countries.

The Asia-Pacific region has not really developed to a great extent
their privacy protection guidelines. Europe has been in the fore-
front of this. The Organization of Economic Cooperation and Devel-
opment and the Counsel of Europe each have set down guidelines.
Essentially what this means, however, is that if the guidelines ap-
plicable in one country are not matched or given equal dignity by
the guidelines or rules in another country, then the firm involved
cannot process or fransmit data outside the country which has the
stronger protection rights. So, it is a trade barrier in a sense.

So, for instance, if we wanted to process German data on an Aus-
trian computer, or French data on a United States-based computer,
the problem is—one problem that arises—is can that data achieve
the same type of protections as would be accorded by French law or
German law. So, in effect, this bill is basically saying to our part-
ners overseas that we recognize privacy interests and that we are
dealing with them in a very forthright and extensive manner.

Mr. Chairman, those are very general comments about the abso-
lute need for this legislation. This bill grants privacy protections
for data in transit, regardless of the technology used, as with EDS,
be it microwave, wire line leased from AT&T, satellite services,
fiber optics, or et cetera.

This bill grants privacy protections for data in transit, regardless
of the nature of the data in transit, be it voice, image, or informa-
tion, be it personal, corporate, or institutional, and regardless of
the regulatory status of the provider of electronic communications
service, be it unregulated or common carrier. For instance, EDS
has a very extensive international network which is composed, in
part, from AT&T’s private lines, GTE’s unregulated services—al-
though they are a nondominant carrier—as well as our own micro-
wave systems, as well as our own fiber-optics system. This is world-
wide, and we’re doing this in a very tight time schedule for Gener-
al Motors and for our own customers.

In granting private protections for data in transit, H.R. 3878 up-
dates the law to reflect how voice, and image, and information aze
conveyed today, and extends these privacy protections for the elec-
gnionfi‘cl:tcommunications that we see exist today and for the foreseea-

e future.

To fully protect the privacy and the sanctity of data of electronic
communications, this bill wisely reaches beyond the mere transmis-
sion of data, or image, or voice, to information, image or voice data
which are stored in connection with the gmvhiou of an electronic
transmission or communication. H.R. 8378 does this with its unau-
thorized access and disclosure provisions. In doing s0, the bill
nizes that privacy protection for an electronic communication is
solutely meaningless withoui. complementary protection of the elec-
tronically coramunicated data, be it voice, image, or information,
while stored along the transmission path or in the computer or

communications systems at the origina or termina t of
ths transmission. ting ting poin
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ADAPSO is ‘here today, Mr. Chairman, and EDS supports
ADAPSO in this regard, seeking explicit clarification or expansion
of the disclosure and access provisions of H.R. 3378, in order to re-
alistically, and, we believe, fully, apply these provisions and these
protections to electronic communications today.

We are looking for expansion or explicit clarification of the
phrase “electronic computer systems” to baswally include all com-
puter systems used by service vendors to transmit or to process cus-
tomer data which is electronically transmitted to such system.

We are also seeking explicit clarification or expansion of the
bill’'s access and disclosure provisions to apply to electronically
transmitted data, not only while it is in transit to and from the
service vendor’s computer equipment or in temporary storage along
the transmission path, but also while it is stored by the service
vendor in connection with the service vendor’s provision of a data
communication or remote data processing service.

We firmly believe, and it is a problem that is going to be growing
as we go through the information age, that our customers should
not lose their privacy rights and communication when relying on
third party providers of data processing and data transmission
services. The results of that, of course, are, we may lose business,
so that’s why we’re here.

Also, our interests in the privacy rights of our customers are tan-
tamount to the privacy interests of our customers, because if we do
not accord or deal with these very basic concerns, we may not get
the business. Often, the hardware, the software, the technology, is
as important to the customer as privacy protection; put it the other
way, privacy protection is as important as the service that we per-
form. So, therefore, we believe that our customers shouldn’t lose
their rights when they go outside for data processing and data
transmission services as they must in this day and age.

In that sense, we would like to have clarified the disclosure and
access provisions of H.R. 3378, which are intended to prevent or
limit service vendors from divulging electronically communicated
information to non-Government parties in response to subpoenaes
in civil litigation. If that is not the intention or if that is not the
case, we firmly believe that third-party recordkeepers, or third-

recordkeeplﬁsprovisions, something along the lines of what
is included in the Code, should be included. In other words, the
customer who is the object of the subpoena should be notified by
those seeking the information. That customer should have standing
to sue or to otherwise contest the subpoena, and there should be a
realonable opportuni ugl for that customer to deal with this matter.
are the summation of our comments, Mr.
Chairman I would be happy to take any comments or questions
that the committee may have. .
(The statement of Mr Nugent follows:]
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PREPARED STATEMENT or-'_P_._ MicHAEL NUGENT

Mr. Chairman and Distinguished Members of the Subcommittee:

My name is Michee]l Nugent and 1 am the Government Affairs Counsel for
Electronic Data Systems Corporation (EDS), a subsidiary of the General Motors
Corporation. 1 am here today representing ADAPSO, the trade association for this
nation's software and services industry. I am Chairma of ADAPSO'S Committee on
Computer Systems and Communications Privecy. 1 am also a Board member of the
Association and President of its Network-Based Information Services Section which
represents the 250 ADAPSO member companies providing domestic and/or international
information managément and dats distribution services, remote access computing

services, remote access database services and electronic mail services.

We welcome this opportunity to adcress the Subcommittee on this vitally
necessary legislation. At the outset, let me express ADAPSO's strong support for H. R.
33178, subject only to the absolute need for elarification or expansion of certain premises
and provisions embodied in the bill. Indeed, members of ADAPSQO's Privacy Committee
have spent many long hours over the past year on earlier staff drafts of this legislation.
ADAPSO, of course, has no expertise or experience to relate regarding pen registers or

tracking devices.

Before addressing the provisions of the bill, allow me to describe the business

activities of this industry which ADAPSO represents.

The member companies of the Network-Based Information Services Section of
ADAPSO operate remote access computer systems for the purpose of providing a wide

variety of commercial computer-based services to their respoctive customers. All of
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these services involve the electronic transmission of data between customer terminals
and the vendor's computer system which is operated for the purpose of providing such

service.

Some of these services - such as electronic mail servicres -~ clearly constitute
electronic communication services. Others, however, which also involve the electronic
transmission of customer data to and from the computer center, cre not so readily
classifiable as electronic communication services. This is the case, for instance, where
the service consists of the processing of a service order application. In such a case the
service customer's sales people use terminals to electronically transmit sales order
information from geographically dispersed locations to the service vendor's computer
center, at which point the data is made available to the customer's headquarters,
fectory, shipping, and other facilities for use in the performance of various business
funetions relating to the order information. These include production and delivery of
goods, material ordering, work scheduling, inventory control, shipping, billing, accounts
receivable, management, and an almost endless variety of other business management
functions.

There are other examples of remote computer services which involve electronie
transmission of rustomer data to and from the venders computer center. These include
interactive data services. Such interactive services includes (1) remote access to
databases; (2) communicating word processors and work stations; (3) inquiry/response
activities between customer terminals and central computer locations, such as status
checks for aisline flights or financial modeling applications; and (4) transactions such as
electionic funds teansfers. Data transmission capabilities also are used by the computsr
service industry to provide bulk data transfer applications. Such applications include
transfer of large data files between computers for processing and generation of desired
functions (e.g., nightly transfer of billing data from remote locations to a central

computer.)
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While the services which are performed by means of the transmission and
processing of data which are electronically transmitted rom and to the customer might
not commonly be thought of as electronic communications services, they are functionally
indistinguishable. We believe, moreover, that the data which are electronically
transmitted to and from the service vendor's computer system in connection with the
provisic.: of such commercial services should nevertheless be entitled to communications
privacy protection to the same extent as if the service could be more obviously perceived

by a lay person as an electronic communication service.

With this background, 1 now wish tc more specifically address a number of
provisions of the Electronic Communications Privacy Act.

ADAPSO wholeheartedly endorses and supports the concept of recognizing and
protecting privacy interests in electronic data transmissions. Since we believe that the
legitimate interest in the privacy of data electronically communicated is the same
regardless ;t whether that dats is trsnsmitted for the purpose of receiving a
communication service or a data processing service (asguming that it is possible to
clesrly distinguish between the two), we believe that the term “electronic
communication system” as used in Section 102 (a) and () of the bill should be broadly
dc{ﬁnd to include all computer systems which are used by service vendors to transmit or
proces® customer data which is oMMiuﬂy transmitted to such a system. These
protections shouid apply to such data not only while it is in transit to or from the service
vendor's computer equipment, but also while it is held by the service vendor in
connection with the vendor's provision of a data communication o¢ remote processing

service.
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It is not clear to us from the current language of the bill, however, exactly what

_. the intent is in this regard. We urge, however, that th—e ambiguity be clearly resolved in
favor of the broad interpretation which includes remote computing service systems
within the scope of the term "electronic communication system," and which includes
remote computing services within the meaning of the term "electronic communication

service."

A contrary construction of this section of the bill would lead to adverse results. If
an "electronic communications system™ does not embrace all computer systems relying
on data transmission, then H. R. 3378 will beg the question of how to distinguish between
information or data stored in an "electronic communieations system™ and information or
data stored in a computer system that relies on data transmission to furnish services. We
can well imegine that such a result will launch enforcers of H. R. 3378 into the now
nearly 20-year old process by which the FCC has tried to draw a bright line between
communications and remote data processing. As you know, the Commission has just
launched its Third Computer Inquiry.

Another adverse consequence of unrealistic and overly narrow construction of the
— phrase “electronic communications systems" is frustration of the purpose underlying
Section 102. As you have noted yourself, Mr. Chairman,

"It would be inconsistent to prohibit the interception
of . . . information in transit and leave unprotected
. « « such information while it is being stored.”
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ADAPSO has several concerns with the “disclosure™ provisions of Bection 102.
First be assured that this industry w;neh provides information services has no interest in
seeking ways to abuse the privacy rights of our customears. That is one of the quickest
ways for those of us who have to compete for business, to lose business. The privacy and
security of customer information s, more often than not, as important o our customers
as the capabilities of the hardware, software and services which are the objects of the
transaction itself. Rather, this industry and its customers need legal bases to withstand
the ever-increasing quest by government and third parties to obtain sccess to the

enormous amounts and wide range of personal and corporate data residing in our
computer/communications systems.

It is not clear, however, whether the provisions of Section 102(b) are intended to
prohibit service vendors from divulging the contents of their customers' electronic
communications to non-governmental parties in response to subpoenas served in eivil
litigations, or whether Section 102(b) is intended only to limit the ability of government
agencies to require the disclosure of customer data in criminal proceedings. If the
former is not intended, then we believe that procedural safeguards similar to the third-
party recordkeeper provisions contained in the Internal Revenue Service Code (1.R.C.
Section 7609) which give bank customers the right to receive notice of and standing to
contest IRS subpoenas which require the disclosure by banks of information about their_
cmto.tpcri, would be appropriate. Pomﬁ who slectronically communicate data to a
service vendor for the purpose of obtaining communication after transmission or
processing services should no.t be in & worse position with regard to the protection of the
privacy of that data than they would be in if they elected instead to use only internal
systems to perform the same functions. Otherwise, only those companies who were large
enough and financially able to afford to maintain and operate their own private networis
would be able to protect their privacy interests, and there would be a definite

disincentive to the use of commercial systems, which Is definitely not in the national
interest,
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ADAPSO also suggests that consideration be given to the following specific

recommended language clarifications and corrections:

1. at page 2, lines 20 et seq.:

"g) It shall not be unlawful under this chapter for any
person —

i) to intercept an electronic communication
made through an electro:ic communication

system designed for the purpose of making an
electronic communication readily accessible
to_the publie.

2. at page 6, lines 1-8:

The meaning of the words "user” and "authorization" needs
to be clarified so as to make clear that the "user” and the
party giving "authorization" are, in fact, bona fide
customers of an electronic communications service.

3. atpage?,line?:

Omit the word "employed™ and substitute instead "whose
services or facilities are used." This will ensure that
providers of service will be permitted to disclose when
they assemble a network from different providers of
transmission services or facilities,

4. atpage 7, line 9:

The phrase "business activity" should be construed broadly
enough 30 as to include activities related to the
maintenance of the security of the electronic
communications system. This would permit a provider of
service to disclose an electronic communication to law
enforcement authorities where the originator of such
communication was not a customer of the electronic
communications provider, but a hacker or other trespasser.

5. at page 8, line 9:

The "and" in line 9 should be changed to "or" in order to
protect from disclosure not only a record kept by the
provider in the course of providing that communication
service, but also a record relating to any particular
communication made through that service. This will

protect not oniy records generated or created the
service provider, but also records supplied % the
customer.
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CONCLUSION

ADAPSO applauds you, Mr. Chairman, Senator Leahy, and your
cosponsors for tackling what is & very difficult issue, but one whose
resolution is strategically immrmt in the evolution of our information
society and economy. You are updating the law tc reflect the enormous
changes and consequences prompted by technology, technology that has
changed fundamentally how much, what and how we commumicate. We
hope our comments will assist you in consideration of legisiation that fully
and realistically grants privacy protections to electronic communications.
The computer software and computer services industry nesds this
legisiation because our customers need recognition and protection of the
privacy interests that ADAPSO has set out before you today. We support
your efforts, we welcome H. R. 3378 as truly seminal legislation, and we
Jook forward to continued cooperation and work with your fine staff as this
legislation evolves.

In closing, however, 1 also wish to make it clear that our support of
electronic communicetions privacy legislation is not intended to exclude
support of other much needed computer crime légishtion. We do believe
that in addition to legislation which recognizes and protects fully the
privacy of electronic data communications, there is also a need to provide
private sector computer systems with criminal law protection against
unauthorized computer trespass. In our opinion, however, these are two
separate issues, both of which deserve legislative nmedy.
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Mr. KasteNMEIER. Thank you very much, Mr. Nugent.We will
certainly take under consideration the several suggestions you
ix%;re made for clarification or for corrections in the language of the

ill.

In terms of international trade and the ability for the computer
and software industries of this country to compete favorably
abroad, do you believe that there ought to be compatibility among
the trading nations with respect to privacy laws, just as there is
technically among systems employed or, in intellectual property
laws, copyright and patents, where the laws of the various nations
are either subject to an international convention or at least accom-
modating with respect to one another?

I take it 3378 wouldn’t go that far, would it? '

Mr. NuGeNT. No, Mr. Chairman. But I don’t think it’s necessary,
nor have I heard from our folks who are djsplayini:ur network
worldwide for General Motors and for EDS, saying that incompati-
bility among privacy rules from country to country is a problem, so
long as those rules are explicitly stated. Because there is a very
firm recognition that information is power, and there’s a very clear
concern about U.S. domination of information processing and man-
agement within various given countries. It's a very valid concern.

So, the dissimilarity from country to countlrty, in our view, is not
a problem. What is a problem, however, is if we want to process
data, say, in the United States, for a company or a customer in an-
other country, if our laws are not commensurate in terms of pro-
tection with those laws, then we will lose the business. There have
been instances where companies have lost business because of pri-
vacy dissimilarity in terms of protection.

So, I think the most important part of this legislation and the
way it i)romotes trade is that it gives our trading partners, it gives

articularly the Europeans, recognition, and establishment in U.S.
aw of privacy protection for data. '

And that deals not only with unlawful or criminal interception
but also Government access. You can imagine how the French Gov-
ernment may feel about United States Government subpoena of
our data bases of their budget data. There is a very, very sensitive
concern in that regard. So, this law is a very important law in
terms of promotion of international matters.

Mr. KasTENMEIER. One suggestion you made was that, of course,
the subject or object of a subpoena involving disclosure of informa-
tion by a Government agency, private business ought to necessar:'y
involve notice to the target or to the person affected.

Is that a general l\rroposition? Would there be any -exception:, if
the target were a Mafia member or a suspected terrorist or &iy-
thing else? Would you make exceptions, or would fyou say that, no,
you ought o adhere generally to the proposition of notice?

Mr. Nucent. There probably should be exceptions, Mr. Chair-
man. And as I've been following different IRS and Treasury at-
tempts to target money laundering and other criminal matters in-
volving, really, bank data; there probably should be exceptions.
There are very valid reasons for that. And that’s not the problem,
because that can be incorporated with the way we do business.

The real problem, and this is particularly for smaller companies,
is that there are no rules essentially governing the situation. We
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need to take their data out of their homes or their buildings in
order to truly apply the efficienc}e@ and the cost effective data
processing and data transmission. If they lose their rights in thﬁ
process, then we'’re going to lose business, and then, also, we wi
not have any guidelines.

It is sufficient enough of a problem that EDS has built it into
their contracts in terms of how we're going to deal with that prob-
lem. But it will continue to be a problem as more and more folks
realize how much data is being held in third party systems.

Mr. KAsTENMEIER. Thank you for that explanation of your view.
b I ;vould like to yield to my colleague from California, Mxr. Moor-

ead.

Mr. MoorHEAD. Thank you, Mr. Chairman.

To your knowledge are there any communications techrologies
that are new, that H.R. 3378 doesn’t cover that should be included
within the scope of the bill?

Mr. NuGenT. No, Mr. Moorhead. As far as we can tell, because
the terms that are used deal with transmission, which is a functior:
rather than a technology, we believe that all the pertinent technol-
ogies have been covered—cellular, wires, private lines leased from
regulated proprietors, satellite, fiber optics, microwave. We believe
that they are all covered, because this bill has wisely taken the ap-
proach of “let’s talk about what the function is concerned here,
let’s not deal with specifics of what kind of technology or what
kind of provider is involved.”

Mr. MoorHEAD. Do you feel that the remedies that are provided
in this legislation are sufficient to ensure the privacy of your cus-
tomers?

Mr. NuGenT. We believe so, Mr. Moorhead, but we are trying to
get, as you may imagine, broader interpretation of the data which
is protected. So, for instance, we get data from our customers for
processing. They give it to us electronically, essentially, over an
nunlx‘ber of facilities. We then send the solutions or the results bac
to them.

That is not, an “electronic communication” in the sense that we
are not selling that, per se, and for its own value; we're using a
technology to deliver a service. So, from that point of view, elec-
tronic communications and the definitions, et cetera, if thought of
in terms of us normal people, the way we look at electronic com-
munications, that-may not be included. So, we’re trying to see that
extyanded to include electronic communications of voice, image and
information.

Mr. MOORHEAD. Are there ways that you can detect whether
people are listening in or tapping in, to access information that
should be private?

Mr. NUuGenT. Yes; there are a number of wayr. Sometimes it
takes some time to detect the problem; but, for instance,
companies in this industry challenge an auditor, an outside audi-
tor, to come in and break their codes and find out what is going on.
'tlg\el; are also operational steps, the constant audits at the end of

e day.

So, there are a number of steps, both technological and oper
ational, and, I guess, even administrative, which are used to do a
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check and balance of the systems. Most people get caught, but
sometimes it takes a little longer than one would like.

Mr. Moorizéap. Have any of the members of ADAPSO raised
any spec:fic problems with unauthorized accessing of the remote
access coraputer systems that they operate?

Mr. NUGENT. Probably not. Excuse me, let me step back: I have
not heard, in terms of the electronic transmission section of the
bill, that that has been a major problem, but primarily because
most people assume that it is protected; that is electronic transmis-
sion, re%ardless of the type of technology, regardless of who is pro-
viding the service, be it a common carrier or a noncommon carrier.

ause we hold so much information in our computers, that’s
where we have our problem, both data that sits there and doesn’t
really go anywhere and data which we are storing and processing
for the purposes of transmission. So, the bulk of our complaints
have come in the area of the taking of data or the obtaining of un-
authorized access, using electronic communications facilities or
services to get into our computer systems.

So, we don’t have that degree of problem. Most of those com-
plaints would go to the people we do business with, AT&T, GTE,
and other providers of services.

Mr. Moorueap. Well, they’ve got some very real complaints, be-
cause——

Mr. NuGeNnT. Yes; and we share those concerns with them, be-
cause—— o

Mr. MoorHEAD. Advertisements that are being made, promising
people that if they buy the services of a particular organization
they will be able to eavesdrop.

Mr. NugenT. That’s right.

And it's getting more sensitive in the sense that technology, the
‘way it is going, you're going to have voice and data on one channel,
so to speak, and then you may even have car design data bein%
sent to robots on factory floors. So, the technology is such that ai
sorts of data and all sorts of purfoses are being incorporated
within the pipe; no longer is it just for voice or is it just for data,
they're all being combined in one facility.

Mr. MoorHEAD. We appreciate you coming and testifying today.

Mr. NucgenT. Thank you.

Mr. KAsTENMEIER. The gentleman from California, Mr. Berman.

Mr. BERMAN. Are there State laws that now encompass the kind
of problem this bill seeks to deal with?

r. NugeNT. Well, I'm not quite sure of the extent of State law.
There are some State laws that deal with this, but not as fully as
this bill does. And they don’t deal with interstate transmission.

And it’s really hard to find a network that’s not interstate these
daK{s; 80, there’s that problem. There's also——

r. BERMAN. Are States preempted from dealing with this prob-
lem? Assuming the interception takes place or is ciganized in the
jurisdiction, is there something that preempts the State from doing
something here? : _

Mr. NugenT. At this point I don’t think so. The FCC, to the
extent it has jurisdiction over a question, will preempt any State
law which is incompatible and which would impede the develop-
ment of a network. _
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Mr. BErMAN. See, I'm thinking of individual State laws, say, on
wiretapping or something like that. Are they framed in such terms
that thﬁy would deal with this kind of interception as well?

Mr. NucenTt. But only within a State. Yes, to the extent there
are laws that—and I'm not quite sure of the number of laws that
deal with this area. They're not as broad as this law in terms of
covering all the types of technology that are being used, and they
only deal with the problem on an intrastate level, maybe even a
local exchange level.

The real problem, however, is interstate networks, where there
are remote computers, for instance; and EDS has about seven or
eight major processing centers. And then we transmit data to these
centers from all over the country. So, we dun’t really use an intra-
state network, per se, in that sense.

There is also the problem of where is data intercepted. Some-
times it is very difficult to determine that: is it intercepted on this
side of the Missouri line or the California line versus that line?

There is also that K;oblem that you could go interception shop-
ping, depending on what the law says from State to State; in other
words, get it on the other side.

Mr. BerMaAN. I was wondering. I didn’t think that a State-by-
State solution to this problem would be a viable alternative.

Mr. NuGeNT. I'm not quite sure of the extent of State laws that
are dealing with this. Computer crime laws, for exampie; there are
a number of computer crime laws on the State level, probably 40 or
80 computer crime laws.

Mr. BERMaN. | have no further questions, Mr. Chairman.

Mr. KasTeENMEIER. The gentleman from Georgia, Mr. Swindall.

Mr. SwinpaLL. My only question is, Do you think this will be a
difficult bill, once enacted, to enforce?

Mr. NucenT. I don’t believe so, for the following reasons. We
have pointed out in our testimony some of the problems with what
is electronic communications and what is an electronic communica-
tion system.

We think, in some senses, if the law is cut back too far, in other
words only deals with data that i8 in a modem versus in a comput-
er, that you're going to get into what the FCC is getting into, which
is now its third computer inquiry. The first one was in the late
1960’s. So, that is our—that may pose a problem.

However, when dealing with this in the computer crime context,
those who are victimi will bring the case situation to the law
enforcement authorities and technology people can explain it. A
good prosecutor can make it clear what a computer is to a jury,
what a transmission is, what is data when it is stored, when it 1s
transmitted; so we don’t think that it is going to be difficult to en-
fcf).‘r’ce, particularly if the industry gets behind this enforcement
eftort. :

Mr. SwinpaLL. Looking at it from an enforcement berspective,
other than the correction that you have recommended in your tes-
timony with respect to the bill, are there any other corrective
measures that you think need to be considered at this point with
reagect to making prosecution of violations more expeditious?

r. Nucent. Well, none come to mind | know some of the—in
the computer crime context again, there have been some concerns
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with definitions of “access,” definitions of ‘“computer.” There are
some problems with the definition of “user”: What is a user? What
is a bona fide user? What is authorization?

So, we think we need a legislative history which gives a very
commonsense explanation of it; and really, this all can be reduced
to common sense, because we're talking about functions and pur-
poses rather than technology or applications of technology.

Mr. SwinpaLL. My concern is that when you put criminal sanc-
tions in any bill, you have a much more stringent constitutional
test with respect to vagueness. And I'm concerned about potential
defenses being raised on the vagueness of various definitions and
having the entire case thrown out as a result.

Mr. NucenT. That’s one of our concerns, because we believe even
as is, without a broader interpretation or clarification, this bill is
an excellent bill which deserves to pass. But one of the problems is,
for instance, what is a definition of an “electronic communications
system’: Is it a communications process or, say, something that
does multiplexing, which puts data together for packet switching,
or does it also include a computer which receives transmitted data,
processes transmitted data, and then sends it on along the path?

So, there are some definitional problems which can be cleared up
in legislative history.

Mr. SwinpaLL. Well, what I would like to ask you to consider
doing is to have some of your folks look at this bill from the per-
spective that they are now seeking prosecution under it——

Mr. NUGENT. Yes.

Mr. SwiNDpALL [continuing]. And anticipate now, before we pass
this bill, any definitional vaguenesses that we need to address, and
supplement your testimony accordingly. .

r. NuGenT. We will, sir. We've been working with the staff and
they’re very good to deal with, very open with us. We will.
| Mr. SwinpaLL. Thank you. I would just rather do it now than
ater.

Mr. NUGENT. Yes.

And, to tell you the truth, this has been our major problem. This
industry has a whole bunch of crazy terms and technologies which
may differ from company to company or division to division within
a company. So, it’s a problem that we continually wrestle with, but
there are ways to get clear, readable language.

Mr. SwinpaLL. And look at it from a constitutional perspec-
tive——

Mr. NuGenT. And from a criminal perspective.

Mr. SwiNDALL [continuing). And from a criminal perspective.

Thank you.

Mr. NuGenT. Thank you.

Mr. KasrenMmeigr. I'm sure Mr. Nugent will continue to work
with out committee staff to that end, and | appreciate my colleague
raising that question. '

I would like to now recognize the gentleman from Virginia, Mr._
Boucher.

Mr. Boucrer. Thank you, Mr. Chairman.

First, I would like to commend the Chair for bringing H.R. 3378
before the subcommittee for its consideration.
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And, Mr. Nugent, we are very happy to have you with us here
today as well.

Mr. NucGenT. Thank you, sir.
Mr. BoucHER. I know you are aware of the Supreme Court’s deci-
sion in the Miller case, which says that there is no standing on the
g_art of bank customers to block release of their bank records. Our
ill, H.R. 3378, takes a very different view and says that with cer-
tain exceptions a court order will be required for the release of
records. I happen to prefer the approach of the bill, and I would
assume that you do as well.

What I would like for you to tell us today is why, from a business
standssoint, your company would object to the disclosure of the
records of your customers in civil litigation to third parties without
notice to the customers?

I think it is helpful for us to know why, from your business
standpoint, that is objectionable.

Mr. NucenT. The disclosure, per se, is not objectionable. The
problem is how you disclose and what steps you take without get-
ting your customer mad, and without inviting use of your computer
by those who are just looking for information and not paying you
for business.

And this particularly applies with the smaller companies. If you
get a very overbroad subpoena or a warrant that really isn’t based
on probable cause, you're literally asking that computer compang
to shut down that which gives it profit and business to do a searc
of the records to comply.

I mean, one could take the example of Medicare/Medicaid data,
which EDS does extensive processing of. We get a request, for ex-
ample, to look at all the doctors in the State of Missouri for the
last 15 years. We would spend a lot of our computer time, which is
what we make money off of, and %eople, our rescurces, spending
their time. We have no objection, but we would like to have the
rules clarified so that we can inform our customer what the rules
are. It is a source of irritation in the sense of the uncertainty in
this area—who is responsible, who owns the data, whose rights are
to be asserted in this case.

I guess a final area is that there is a very reai problem in this
sense as more and more. people, and institutions, and businesses
rely on third-party technology. If they ‘giet the perception that they
have fewer rights, they're going to develop their own systems
which will not be as effective, or they will resort to lower level
technolog-{‘. or they will have tc lose their rights when they go out-
side. So, there are some very real problems with what may be con-
sidered the real privacy issues. .

Mr. BoucHer. Well, I find your latter point quite persuasive, that
under traditional technoloyies individuals keep their papers and
documents in a secure place at their home and their business.

Mr. NUGENT. Yes. i

Mr. BoucHERr. And in that context those papers and possessions
are protected under the fourth amendment, so the individual can
be secure in their possession; but once those items are turned over
to a third party and stored in a data bank, present law doesn’t
extend fourth amendment protections to that storage.

Mr. NucenT. That's right.
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Mr. BoucHER. And so the absence of that protection creates a dis-
incentive for individuals to use the new technology; would you
agree with that? , }

Mr. NuGeNT. Absolutely. Because really, now, the file cabinet is
being entered into a computer, so to speak. Now, if it is kept on
your premises in a personal computer, perhaps that is a good sub-
ject, in terms of data bases, for computer crime. But we believe
when it is transmitted electronically to a computer site, then that’s
pguxzt of the process of communication and it should be covered by
this.

Mr. BoucHER. I notice from your festimony that your conclusion
is that this legislation before the subcommittee now is compatible
with computer crime legislation, both in effect and also being ac-
tively considered. I wonder what you would think of this sugges-
tion.

It has been said that perhaps this legislation should be narrowed
in such a way that it only addresses the interception of a broadcast
signal, while we leave to the computer crime area sanctions against
the accessing for improper purposes of a data base. What is your
reaction to that?

Mr. NuGenNT. Our reaction is basically one of disagreement. The
way communications is accomplished these days—

Let me step back. We think that computer crime should deal
with data bases that reside within a computer system and go no-
where, and there is a wealth of that occurring either on a PC level
or in a mainframe level, where the data that is in the data base
doesn’t go anywhere. And this would be at the point of the origina-
tion or the termination of electronic transmission. But we believe
that when data is electronically transmitted for the purpose of
processing at another site, then that should be included, because
that really is part of the communication process, that is communi-
cations privacy. We believe computer crime should deal with this
access, unauthorized access, to data bases, we just have a very
severe problem with that unrealistic restriction of what is commu-
nications.

We really are talking about the sanctity of communications as
we communicate today, both in terms of voice and of data. It’s very
much like a telephone, a telephone just takes the data, which is
your voice sine wave, and reconverts that into a digital format and
then sends it along to another path. And that, basically, is what is
occurring with the computer services business.

Mr. BoucHer. I gather you think there iz some advantafe in
having in one legislative package, in one section of the code, legis-
lation that pertains both to the re~e=ipt of signals for improper pur-
posltlas and the accessing of data : .- - for improper purposes, as
well.

Mr. NuGeNnT. It would be a very 3 .d sign to the public, and to
our foreign partners, and to our customers, and to our industry,
that we've got something going. '

Mr. BoucHeR. Let me get you to tell us, if you can, about how
frequently your records are presently disclosed either to Govern-

mi:.nt investigators or in the course of civil litigation to third par
tics, .
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And as a second part of that question: What do you presently do
to notify your customers that that kind of disclosure is occurring?

Mr. Nucent. How frequent is very difficult, because we have so
much of network data bases involved. It is frequent enough that we
have built contract provisions to deal with it. And basically what
we do is that as soon as we or even our customers, if our data is on
their premises, get a subpoena, they alert us. We then give, at the
request of the customer, written request, we will oppose discov-
ery—and, of course, it is at their expense—and will cooperate with
whoever is looking for the data.

So, we do deal with that contractually. However, that’s always
the source of irritation, because the assumption is, “Wait a minute,
whose data is this?”’ And it becomes, sometimes, a very contentious
point in dealing with a customer; and not only that, it’s very un-
clear whether this is the way to proceed without Government and
esgzcially legislative policy behind it.

r. BoucHER. Let me ask one final question. And I'm asking
- these questions, by the way, very much as a devil’s advocate, be-
cause | support the thrust of this legislation and find your testimo-
ny with regard to it very helpful.

But why would you say that inscription devices, encoding de-
vices, scrambling devices, would not be just as useful as legislation
such as this to address the same goal? Why can’t we do technically
what this legislation suggests we do through the law?

Mr. NucGenT. Well, we can. Again, part of what we do in terms of
selling is not only touting the capabilities of what we’re selling, but
it’s the privacy aspects that are as important to our customer as
the functions of what we are doing. ' :

The problem with data security measures is that they are very
expensive. Sometimes a transaction, for one reason or another, and
usually it is at the customer’s request, may not demand that t
of expense. For instance, I would wonder how far ATM’s would go
if they had heavy duty security applied to an ATM transmission
{‘)rom the microcomputer in the A machine to the bank’s data

ase.

In other words, we are developirg technology that protects the
data, but we need a supplement to that technology and a suppie-
ment to Federal prosecutorial tool: when we deal in this area. We
really do need a message from the Government, an unequivocai po-
sition, that unauthorized access, interception, invasion of privacy in
this new age is still as bad as it was in the old days. And without
all that, without that context, it is very difficult to sell to business
what you are trying to do.

Mr. BoucHeRr. So, to sum that up, you would say that technology
can, to a certain extcnt, help proiect the security of a data base,
but to make the data base more usable to more people at a lesser
cost, we need to legialation that will accomplish thet result.

Mr. NuGeNT. thin , and we're really kind of caught "be-
tween a rock and a hard place’” in some areas, and the customer
ma{ not insist on the type of privacy protection we think or should
be in there. But this would be a suitable overlay, a reasonable over-
lay, to supplement our efforts and the tools that the prosecutors
have to take people to task on these.

Mr. Boucxer. Thank you, Mr. Nugent.

58-8511 O - bb - 6
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Thank you, Mr. Chairman. '

Colzllr. KasTENMEIER. The gentleman from North Carolina, Mr.
e.

Mr. CosLE. Thank you, Mr. Chairman. I have no questions.

Mr. KasteNMEIER. In which case we thank Mr. Nugent for his
testimony this morning. You've been very helpful, as you have
been during this entire process working with the committee. Doubt-
less, we will be in further touch with you as the weeks and months
go on.

Mr. Nugent. Thank you, Mr. Chairman.

Mr. KasTeNMEIER. Our final witness this morning is John Stan-
ton, chairman of Telocator Network of America. Mr. Stanton is ex-
ecutive vice president of McCaw Communications Co., which pro-
vides mobile communications services in markets in 21 cities across
the country. '

Mr. Stanton, we are pleased to welcome you here this morning,
and you may proceed as you wish. We have your statement, which
is, I believe, rather brief. If you like you can proceed from it.

TESTIMONY OF JOBN W. STANTON, CHAIRMAN, TELOCATOR NET-
WORK OF AMERICA, AND EXECUTIVE VICE PRESIDENT, McCAW
COMMUNICATIONS CO., INC.

Mr. StanToN. Thank you. And good morning, Mr. Chairman and
members of the committee. :

My name is John W. Stanton. I am executive vice president and
chief operating officer of the personal communications group of
McCaw Communications. We are a paging and cellular telephony
company providing service in a couple of dozen markets, primarily
_ in the West. I am also the chairman of Telocator Network of Amer-
ica. Telocator is our national association for all nontelephone com-
pany paging and cellular telephone companies.

I have submitted written testimony to the committee this morn-.
ing. I'm going to briefly sumnmarize my testimony and then answer
any questions that you mirht have.

In 1968, when the Omr.ibus Crime Control and Safe Streets Act
was passed, my industry was very small. Less than 1 million people
were served by pagers. Those pagers were primarily tone only
pagers, pagers that just went ‘“‘beep.” Mobile telephony was limited
to roughly 100,000 customers that had to, in most cases, use a push-
to-talk radio or call-in operator ii1 order to make a telephone call.

Over the last 20 years, technology has revolutionized my indus-
try. Today, we serve over 5 million customers with devices that
have been transformed from those that would require a backpack
to carry around to those that are very small.

I have brouiht just a couple of devices, this morning, to demon-
strate to you the changes in the technology:

This is a cellular telephone that can be raounted either in a vehi-
cle or carried around, as I've brought it to the hearing room today.

I have also brought a portable cellular telephone that can be con-
veniently carried around in a pocket. Either of these devices can
easily access the telephone network, making calls locally, national,
over the interstate or State long-distance network, or international.
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The convenience nf dialing this phone is just as that of your
home or office telephone. The quality of the signals received and
sent by that phone are the same as the quality you would except
from your home telephone. Many of the customers that we have
can’t tell the difference between the quality of service that they re-
ceive from cellular telephony and the quality that they receive
from their home or office phone. And in most cases those people
who are receiving calls from someone calling on a cellular tele-
phone aren’t \aware that that call is being transmitted over radio -
as opposed to conventional wire line telephone.

In addition, the pagers that were offered for service in 1968,
when the Omnibus Act was passed, were roughly the size of the
cellular telephone. Most of the pagers in service today are much
smaller and conveniently carried arou.id on a belt, such as this dig-
ital display pager that is much like the one that I use today. We
are just introducing in many of our markets pagers that are so con-
venient they are the size of a pen that you would carry around in
your pecket. ' :

All of these devices have developed and improved in the time
since the 1968 act was passed; and yet, due to the judicial interpre-
tation of the 1968 act, while our industry has evolved the law pro-
tecting the privacy of my customers has not evolved.

I believe that the privacy of my customers is a basic right. They
expect that their rights are protected, particularly as in the case of
the cellular telephone call that I described before. I may be calling
my office. My secretary may not know that I'm calling from the
cellular telephone. She may not realize that her rights to privacy,
Jjust as mine, are not fully protected under the current law, because
she is not even aware that the call is going over radio waves.

The absence of the law has, and I believe will continue to inhibit
the growth of the industry, and inhibit the improvement in tech-
nology. Ultimately, for us to be able to offer service to the public at
a reasonable cost, it is necessary for us to provide service to a large
group of subscribers. The inhibition of the growth of cellular tech-
nology and paging technology, forced by the lack of privacy, is
unfair because if precludes customers, potential customers, citizens,
from getting access to a new technology that will provide service
and allow them to live their lives more conveniently and in a
better way. ' '

Ultimately, I believe that cellular technology, in particular, re
resents the bringing together of various kinds of technologies. In
his testimony this morning, Dr. Weingarten described in two
graphs the increase in complexity of the industry. What I would
submit to you is that most of the customers that use those devices
that are described aren’t even aware of the increasing complexity.
They aren’t aware that, in many cases, the conversations that
years ago were carried exclusively by copner wire are, in many
cases, carried by microwave, which the AT&T witnesses, which tes-
tified at an earlier hearing, indicated may not be protected by the
current law either.

It is the growth of the techno:gﬁy and the need to contipue that
growth that this bill addresses a{. In my opinion, the most de-
sirable role of this law will be to allow the technologies to benefit
from the same protection of privacy that conventional wire line te-
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lephony experiences, and, therefore, our industry will grow and
eventually, in many cases, become a substitute for the use of con-
ventional wire line telephones, but in all cases be able to provide
the lowest cost service to the public.

In my written comments, we suggested some slight modifications,
most of which can be handled through the report language. Ulti-
. mately, in the role of communications technology, 20 years ago the
only communications that would be protected by the Omnibus
Crime Act are those that are being handled by that beige telephone
over on the press desk. Today, these cellular phones and paging de-
vices that are on this desk, here, many of the microcomputers that
the reporters here have today, the pagers that the television cam-
eramen have on their belts and many of the members, I'm sure,
have, are not protected. And it is the protection of those forms of
communication that this bill addresses and that I urge you to take
under serious consideration.

Thank you. Thet concludes my remarks, and I'll be available to
answer any questions.

[The statement of Mr. Stanton follows:]}
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TELOCATOR Al NETWORK OF AMERICA

O

STATEMENT OF JOHN STANTON
CHAIRMAN
TELOCATOR HETWORK OF AMERICA
' BEFORE THE SUBCOMMITTEE .
ON COURTS, CIVIL LIBERTIES AND THE ADMINISTRATION OF JUSTICE
HOUSE JUDICIARY COMMITTEE
OCTOBER 24, 1985

HEARING ON H.R. 3378, THE ELECTRONIC COMMUNICATIONS PRIVACY ACT

Good morning, Mr., Cha!rman and members of the Committee. My
name is John Stanton., | want To thank you for providing me wirth
the opportunity to testify wlth regard to H.R. 3378, the Electronic
Communications Prlvacy Act of 1985. | am the Exacutive Vlice
Presidany of McCaw Communicatlions Companies, Inc., which provides
mobile communications services !n many parts of the United S+*tztes,

This morning, | am festityIng on behalf of Telocator Network cf
America. Telocator Is the naiional assoclation of non~telephone
company radio common carrfers which provide cellular *elephcre,

two-way radlo, and pag!ng services to the public.

SATE 280 J000MSTREL NW  WASHINGION X P003R v wiarn



96

According to several recent studies, public demand for paging
and cellular radlo services Is lncreasing at+ a rapld pace. Arthur
D, Littie, Inc., an investment research firm, projects that there

will be 10 miilion pagers In service In the United States by 1990 =

and that the Industry wliit grow about 2.5 *imes in the next five

o~

years, for a compounded growth rate, In terms of subscribers In
place, of more than 20 percent.

Similarly, market studlies of the celliular Industry predict that
there wil! be 2.5 to 4 mitllon subscribers to ceiluiar radiotele~
phone service by 1990.

Ceiiular and modern paging teiecommunicatlions services are
products of the technoiogy revolution that |s still underway.
Signlificant changes have taken place In personal communicatlions
services -=- changes that were not foreseen In 1968 when the Omnibus
Crime Control and Safe Streets Act was passed. That federal act,
which would be amended by H.R., 3378, severely [imits the
circumstances in which an Individual!s teiephone conversation can
be intercepted and d!sciosed. It was passed at a time when
telephone conversations were aimost exclusively transmitted over
wire, from one statlionary telephone to another, and pagers were
primarity limited to emitting a "beep™ tone only‘. The amount of
mobile two-way radlio service then was smali because the technology
was lnadequate and few radlo channels werae ailocated for suth
service. Congress, therefore, desligned Its statutory protection
malniy for the privacy of the traditlional teiephone conversation,

' Vvolice ang tone pagaers raepraesented 5% or l1ess of paging In the
U. 5. at that time.
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Since then, technology hes advanced and hundrecds of new
channels have been made avalliable for cellular mobile
communications to meet the demands of a highly mobile population.
Today's sophlisticated paging systems are capable of sending
. alphanumeric messages cf 80 or more characters, and similar systems
are expected, In the near future, to have the capacity to transmit
conslderably longer messages. (n additlion, the Federal
Commun icatlions Commission (FCC) last year adopted procedures
governing the [ icensing and use of radlo frequencies to provide
natlonw de network paglngz.

Thus, technology has provided us with entirely new modes of
commun ications. Yet, recent State Supreme Court declislons have
heid that communicatlions received over radio ars not “wire
commun ications®™ within the meaning of Title 111 of the Omnibus
Crime Control and Safe Streets Acf3. thereby denying privacy
protectlion to one of the fastest growling segments of the
commun ications Industry. These Jjudlclal decisions are based on the
technology iInvolved =-- radio technology wes not accorded a
‘reasonable expectation of privacy because the technology made It
easy to eavesdrop. Hoiever. the general publ ic does néf
distingulish between a telephone conversation transmitted by wire or
by radio in terms of privacy. The right of privacy iIs a
fundamental right irrespective of the means by which the messags |Is
carrled.

2 A network paging system would enable a subscriber to recelve
pages when travel ing outslide the local service area.

3 Rhode Istand y. Delauclar, 488 A.2d 688 (R.!. 1985)
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it is, therefore, Incumbent upon Congresg not to aiter certain
privacy expectations, but to develop leglisliative gulidel ines so that
natfonal poiicy may keep pacs with technoiogicai advancement.
Fallure to modernize the privacy statute to account for new
technologles and services could discourage use of moblle
commun Ications services, thereby stifliing emerging Industries and
Iimiting the benefits of enhanced mobll Ity of te!ecommunications to
the pubiic.

The Federal Communications Commission (FCC) also expressed Its
concern about the privacy Issue [(ast year In the Natfonwide Pagling
Service proceeding as follows:

..ow® would | lke to exprass our concern about the
privacy of subscribers using alphanumeric paglng
equlpment....thess systems are vulnerable to
{nterception by undesired third parties and the
messages conveyed are essy to store and sort wlth
computers. This can pose a threat to the privacy of
subscribers. While we do not have a record at this
pofnt on which to propose a speclfic actlion, we would
Ilke to polnt out to the operators of all
sophlsticated paging systems our concern In this
area...

For these reasons, Telocator Network of America supports *the
need for leglsiation such as H.R. 3378. The Electronic
Communications Privacy Act would provide the cruclal legal
protection necessary to prevent unauthorized accass or I[nterceptlion
of electronic communicatlions, Including celliular telephony and
paging. It would bring the Unlted States Criminai Code up to date
with the electronic revolution and establ Ish criteria so that

privacy protection can catch up with technology.
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While Telocator heartily supports the broadening of Titie 11
privacy protection to Include electroni~ communications, several
provisions In the leglisiation, as Ir.roduced, may be cause for
concern, For example, H., R. 3378 would exempt from privacy
protection communication systems that are "readlly accessibie to
the pubi Ic". Because over-the-alr radio transmissions can be
intercepted, thls somewhat vague exception from protection could be
construed to cover, for example, cellular communications which the
legislation Is otherwise Intended to protect.

Also, the blll prohiblts the [pstallation or usea of
"tracklng devices™ without a court order. Presumably, this
prohibition Is Intended to reach only those devices that are used
solsly or primarily to track persons or objects. However, the
deflinition of the term "tracking device™ in the current bill Is
broad enough that It could be read as Including paging or cellular
equlpment,

Telocator bel leves that these provisions can be easily
clarifled without Impairing the baslic purpose of the |egls|§f!on
and we are ready to work with the Subcommlittee and staff lﬁ
crafting any necessary modificatlions to the blil.

in summary, Telocator Network of America strongly endorses the
expansion éf privacy protection to electronic communicatlions as
embodied in H.R. 3378 and we would 1ike to thank the Chalrman for
his conflnpod efforts toward this end.

Thank you for allowing me the opportunity to testify this

morning. 1| will be happy to answer questions at this time.
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Mr. KasTenMEIER. Thank you for that most interesting presenta-
tion, brief as it was.

What is the basic difference between the walkie-talkie of World
War II and the technology used in the contemporary cellular tele-
phone, the portable telephone that you've referred to?

Mr. StanTON. The walkie-talkie of World War II utilized one
radio channel and was obviously extraordinarily large. A number
of techunological developments over the last 40 years have come to-
gether to produce this telephone.

The two most important technological developments are the de-
velopment of the microcomputer technology, which will allow in a
highly miniaturized form this radio to automatically select any one
of 666 radio channels over which the conversation will take plaes. -
That microcomputer, combined with the second technology, that is
the miniaturization of both transceiver and battery technology, has
allowed us to introduce a celluler phone, this phone is roughly 28
ounces, and phones that we will be introducing before the end of
the year are roughly 15 ounces, so that miniaturization and, in par-
ticular, the reduction in the weight of the units, have been the
most important changes that have occurred in the last 40 years.

The one other change I might point to is not a technological
change as much as a regulatory change. The radio spectrum avail-
able for the use in the radio common carrier industry was very lim-
ited, really, until just the past few years. The FCC has recently
made available a number of paging channels and cellular channels
over which two-way and one-way communications can be offered,
and it is the growth of the number of channels that has increased
the number of competitors, and, therefore, also the innovation in
the business.

Mr. KasTENMEIER. You heard the preceding witness, representing
ADAPSO, talk about European efforts to protect the privacy of
some telecommunications Can you tell us whether thet would have
included cellular telephones, paging devices, and the technology
that you represent?

Mr. StanToN. I can’t speak with authority as to the particulars
of the European laws. I can tell you, however, that most of the Eu-
ropean countries either have implemented or are in the process of
implementing the cellular systems of some configurations utilizing
either the American technology or slightly different technologies.

It is my understanding, in particular from the comments of the
representative from ADAPSO, that their communications privacy
laws would protect them, although it would have to be something
that our staff would have to get back to you and your staff on in
more detail.

Mr. KastenMEIER. Yes; ] would appreciate once you've deter-
mined the answer to that question, if you would get back to us.

Mr. SranToN. We would be happy to.

(The following informe=tion was subsequently provided to the
committee:]

Currently, many European countries have more stringent statutes with regard to
record systems protection than the United States does. However, communications
privacy does not enjoy the same protection. For example, in England, where cellular
systems are just going on-line, a spokesperson for one of the two licensed cellular
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systems reports that privacy protection is one of two top objectives for cellular
system providers (the other being spectrum allocation).

Mr. KasTeNMEIER. The OTA report assessing the impact of
emerging technologies on privacy obviously did include cellular
telephones.

In light of the relative ease with which such calls can be inter-
cepted by scanners and regular radio, is it realistic in your view to
provide statutory protection? or

Mr. StanTON. From our perspective the key issue really is one of
establishing national policy. The privacy of wire communications
has always been respected and understood; the protection afforded
to a user of cellular technology has not always been understood
and is not, today, understood.

I was just on the plane on the way in last night, reading an arti-
cle from the Boston Globe that described in almost frivolous detail
a conversation between a boss and his secretary, and in that con-
versation, itself, the customers would have w to be protect-
ed, but it’s apparent that they were not pro , for the privacy
of the conversation.

You cannot, I don’t believe, legislate any perfect world or
produce for us an environment in which the privacy of our custom-
ers is absolutely protected; but by establishing a national policy
that clearly identifies the intent of the Congress to protect cellular
communications and other forms of communications from illegal
access, a statement can be made and penalties can be established
that then can be worked with. 5

Mr. KasTeNMEIER. Early last year the Office of Legal Counsel of
the Department of Justice concluded that there were at least three
kinds of pagers, and that the nature of the legal protection afford-
ed each of them depended on the technology ir.volved. For example,
one, the tone-only pager, required no court order to be intercepted;
two, a tone and digital read-out pager, required a search warrant
based on probable cause; and three, a tone-and-voice pager, re-
quired a title 3 court order before it could be intercepted.

Does this differentiation, in your view, make good sense? Or
should we have legislation to change this outcome?

Mr. StanToN. In my view all of the types of rs really should
be protected. But from a simply practical point of view, the analy-
sis of the Department of Justice seemed to miss one salient point,
and that is, in virtually every market in the country, including this
one, a single frglency is used to provide service to all of those
kinds of pagers. So, this pager, which uses the 158.7 megahertz fre-

uency, commonly known as P6, provides services to this digital

isplay pa‘fer; it also provides service to tone-and-voice rs; it
also provides service to tone-only ers, as well as a new kind of
pager that is only peripherally addressed, in that analysis, in an
alpha-numeric display pager, in which a customer receives an
alpha-numeric printout of numbers and characters.

All four of those kinds of rs really are carried over the same
frequency; and as a result, E‘ you intercept a tone-only pager,
you're also going to inberee‘)t tone-and-voice rs, you're also
gging to intercept digital display and alpha-numeric display rs.

, to provide protection only to tone-and-voice rs is rulfv‘ to
_provide protection to all of the types of pagers; but, conversely, to
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give access to a paging frequency that allows tone-only pagers in
effect violates that standard of giving people access to a tone-and-
voice pager. '

Mr. KasteNMEIER. Your conclusion is that we need to protect
each of the technologies involved in a similar fashion; that is,
they're all part of the same family which require protection.

Mr. StanTON. In effect—it would be like saying that for some
reason you could not read the sports section of the newspaper but -
you could read the classified ad section of a newspaper. If you bu
a newspaper, you get the whole paper, and it’s kind of tough to dif-
ferentiate once it’s in someone’s possession, what pages that person
would read.

Mr. KasteENMEIER. Thank you.

I would like to now yield to the gentleman from North Carolina,
Mr. Coble.

Mr. CosLE. Thank you, Mr. Chairman. No questions. '

Mr. KAsTENMEIER. The gentleman from Virginia, Mr. Boucher.

Mr. BoucHeR. Thank you, Mr. Chairman.

I was very interested in the chairman’s first question, and I
would like to follow up just a bit on that with you.

A lot of individuals who own scanners and I understand there
are millions of them nationwide have focused on this suggestion
that we prohibit the interception of cellular telephone call signals,
which, of course, can be picked up just on regular scanners.

Now, if we do that, aren’t we going to be criminalizing the con-
duct of millions of people, who, if the-ly fust happen to turn the dial
one notch too far and pick up a cellular telephone call," are then
committing a crime? Isn’t that a problem?

Mr. StanToN. Initially, it seems to me that the issue is one of
national policy. That is, should the conversation that people expect
to be private be protected by the privacy legislation? And my
answer, as I've made clear today, is unequivocally yes. .

There are technical issues that;we don’t need to go into in detail
here, that many of those scanners to which you refer really cannot
access, or do not access, the cellular frequencies today. And, in par-
ticular, it is very difficult, and it requires a new kind of scanner
that has only been introduced in the last few months to really ef-
fectively access the cellular frequencies. Because, in effect, this
phone uses two frequencies at the same time, one for the conversa-
tion to go from this phone to the base station and one for the con-
versation to go from the base station to the phone, and you
have to intercept both. But it's only scanners that do that that
really are effectively handled, and there are very few of those scan-
ners that are out so far. '

Mr. BouchsR. Let me tIiusi: stop you at that point.

When you say “very few out so far,” the information that I had,
and perhaps it's incorrect, is that there are millions of scanners in
common u::ﬁ: today that have the capacity to intercept cellular
telephone ; is that not correct? :

r. SranTON. They have the capacity—many of them, not all of
them, had the capac*ty to intercept one-half of a cellular call, but
not necessarily receive both of them. Nonctheless, half of the pro-

tection of privacy, it seems to me, is as important as complete pro-
tection of privacy. po P P
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Mr. BoucHER. Put 4 understand your suggestion to be that any
interception of a cellular telephone call, whether it be from one

arty or the other, would be criminalized; is that not correct?

-Mr. StanToN. I guess, frankly, the fact that those people use
scanners to eavesdrop does not in any way legitimize that behavior;
so, I guess the simple answer to your question is “Yes, it would.”

Mr. BoucHiRr. Well, I understand your concern, and, frankly, I
share it; but I also sense some very serious technical problems with
the enforcement of such a bruad provision. And it occurs to me
that perhaps we should examine two other alternatives.

The first of those is some sort of encryptiun by the cellular
system, itself, of the signal. And I notice that new technology now
makes that available. AT&T has a pamphlet here indicating that
encryption can be provided.

I would like to get your comments on why it isn’t simpler, given
the fact that millions of people own scanners that could, inadvert-
ently even, intercept a signal which wouvld then be declared crimi-
nal under this legislation, why can’t we use this instead; isn’t this
a simpler approach?

Mr. StantoN. The legislation clearly is not a substitute for en-
cryption; nor is encryption a substitute for legislation in my opin-
ion. »

McCaw Communications has contracted with AT&T to be one of
the first office applications for the encryption devices described in
the pamphlet you held up. It will be introduced in one of our mar-
kets later this year.

There are some technical problems with it, primarily that the
conversations can be somewhat scratchy using the encryption de-
vices, and those units that have the encryption device have a diffi-
cult time conveniently roaming from system to system; which is
one of the chief attributes of the innovation of cellular, that is a
national system. And encryption does inhibit them.

But many of our customers, particularly State governments, the
Department of Defense, large contractors such as Boeing, are very
concerned about the privacy of the conversation and are willing to
work with us on the encryption devices. We are, therefore, going to
offer it to customers that make that request; but frankly, it is at a
substantial cost. ‘

The investment per customer, for those customers demanding en-
cryption, will be roughly 30 percent more for the base station and
switching unit and 100 percent more for the phone itself. As a
result the customer is goxng to have to pay much higher rates in
order to enjoy the benefits of that privacy.

“And I guess I would just a policy question as to whether pri-
vacy should be available o { to those people who can afford it and
those people who can use it. It seems to me that the desirable thing
to%o Ml:llnihavgthetwoigo!.::gnélinilgllumd.ti for th oo who

e and we are introdu en on for those people
can specifically use it and are specifically willing to 8cospt, the dis.
advan the somewhat scratchy transmicsion and the
lems of both cost and limited roaming. But it seems to me that all
of our customers ess of whether they can afford en on
devices or not, should be afforded the privacy that this legislation

es. .
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Mr. BoucsHer. Well, I'm pleased to hear that encryption is, per-
haps, a partial answer to the problem, and I'm glad to hear that
the technology is coming forward to do that.

My concern that we may criminalize the inadvertent behavior of
a very large number of people who accidently happen upon a chan-
nel where there is some broadcast of a cellular call still concerns
me. And another possible way to address that is to refine the defi-
nition of what is criminal in the statute.

Now, I know that the State of California, in adopting a State law
on the subject, has indicated that the only conduct which is crimi-
nal is the interception of the signal for, I believe they say, mali-
cious purposes. What would you think about having that kind of
definition in the Federal legislation?

Mr. StanToN. I have seen the California law. I would be reluc-
tant to give you a definitive opinion on whether it addresses all of
the concerns.

1 guess from my perspective the key is to inhibit behavior that is
simply undesirable from a policy point of view. The notion that
that information can’t be used against someone or in some way, as
described by the California law, takes us part way, clearly is not,
however, adequate, in my opinion, given that you can inadvertently
obtain information. Imagine a stockbroker, for example, or a busi-
nessman calling his stockbroker and saying, “buy this stock, I have
this information, this is going to be happening,” and, thus, that
kind of a conversation could be inadvertently intercepted and used
against someone.

We provide service in Austin, TX. There’s been a great deal of
controversy, recently, because the existing two-way service that is
being provided and being used by some State legislators in Austin
has been intercepted by local folks in order to get a jump on what
legislation is going to be happening, is going to be proposed and in-
troduced, and also, apparently certain private conversations that
were somewhat embarrassing were made available in the public
press. The point is that everyone should have the right to privacy
whether or not that information is used. '

Mr. Boucnkr. Well, I think gour answer is a good one. I'm not
sure that I'm entirely satisfied by it.

I think we have two values that conflict here. On the one hand
we want to stimulate to the greatest extent that we can the use of
cellular calling, because that is a technology that I think millions
of people can enjoy. On the other hand, we want to make sure that
the inadvertent conduct of people who owr scanners, in simply -
happening across a channel that contains a cellular call in trans-
mission, is not made criminal. And I think that is something we'll
carefully have to weigh, and your advice today is most useful.
Thank &ou. sir. ‘

Mr. StanNTON. Thank you.

Mr. Boucuzr. Thank you, Mr. Chairman.

Mr. Kastenueizr. On the point of a typical CB broadcast or com-
munication from a car, can it not act as a scanner for purposes of
in ing cellular teiephone calls?

Mr. STANTON. It doss not.

Mr. KastEnMEizr. It does not.
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Mr. STANTON. And .nost of the scanners that are available today
primarily access those CB frequencies. The cellular frequencies are
in the 800-megahertz spectrum band. As I indicated, two radio
channels are used for every conversation, and as a result the
number of scanners that are actually used for or could conceivably
access the cellular frequencies is fairly limited.

I'll make sure that our people get back to the staff with more
information as to the scope of that.

[The following information was subsequently provided to the
committee:]

Three companies comprise approximately 95 percent of the scanner manufactur-
ing industry. Of those three, only one company has a scanner on the market capable
of scanning the 800 Mhz band for cellular frequencies. That particular model has

bgen on the market for less than 6 months and sales figures are currently unavail-
able.

Mr. KASTENMEIER. Scanners may also be used news rooms for
news gathering purposes. This may raise another question: Is there
somev first amendment right in using scanners to find breaking
news?

Have you considered that question, the relationship of scanners
in used in the news gathering process versus the privacy of persons
with the cellular devices and others who would have an expecta-
tion of privacy?

Mr. StaNTON. I am not an attorney, and I'm not in a position to
give you an opinion on first amendment rights. I guess I could only
comment in terms of a couple of our customers.

We have newspapers that are customers to our services in Seat-
tle, Portland, Oklahoma City, Kansas City, and those newspapers, I
think, expect a certain amount of privacy in utilizing their phones
to transmit data, transmit stories back to their newsroom, that
they expect will not be intercepted.

And, in a sense, it would seem to me that while your question
poses a first amendment question that would suggest open access to
the radio waves, it would seem to me that there are some first
amendment issues that would suggest that, in fact, the radio waves
should be protected in privacy to protect those stories before they
are printed so that the newspapers enjoy the {reedoms that they've
always enjoyed.

Mr. KasTENMEIER. Thank you very much, Mr. Stanton, for your
testimony today. You have been very helpful, and obviously
is high interest in the technology that your industry represents;
the expectations for it are almost limitless. To the extent that pri-
vacy is involved and new laws can be considered which positively
effect that area of communications, you are playing an obviousl K
1mp}:>rtant role. This committee would expect to be in further touc
with you

Mr SranToN. Thank you, Mr. Chairman and members

Mr. KASTENMEIER. concludes this morning’s hearings o
telecommunications privacy and on the bill H.R. 3378. There will
be a further hearing, possibly two hearings, in the near future.
Until that time the committee stands adjourned.

[Whereupon, at 12:25 p.m. the subcomunittee was adjourned.)
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ELECTRONIC COMMUNICATIONS PRIVACY ACT

THURSDAY, JANUARY 30, 1986

HoUSE OF REZRESENTATIVES,
SuBCOMMMTEE ON COURTS, CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE,
COMMITTEE ON THE JUDICIARY,
_ Washington, DC.

The subcommittee met, pursuant to call, at 10:10 am., in room
2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier, Berman, Boucher, Moor-
head, Swindall, and Coble.

Staff present: Deborah Leavy and David Beier, assistant counsel;
Joseph V. Wolfe, associate counsel, and Audrey K. Marcus, clerk.

Mr. KasTENMEIER. The committee will come to order.

This morning the subcommittee is conducting the third day of
hearings on the Electronic Communications Privacy Act of 1986.

During today’s hearing we will be hearing from representatives
of telephone companies; radio users and hobbyists and a manufac-
turer of radio scanner equipment. It is my hope that through these
hearings the committee will obtain greater insights into the
strengths and the weaknesses of this legislation.

As the testimony of the witnesses will demonstrate, the subject
matters that are covered in the legislation are as diverse as they
are complex. During the course of our deliberations we have
learned a great deal about the array of new communication tech-
nologies. The very complexity of these communications techniques
may mean that inevitably there will be conflict among stakehold-
ers in the communications process.

For example, it is clear that the users of cellular telephones
desire that their commu~ications be protected against interception.
On the other har:l, hoblyists and others who use and operate radio
systems wiii to be able to freely use the radio spectrum. These
radio operators claim that the use of scanners and other devices in-
g\arliltsably result in interceptions, for example, of cellular phone

These two groups of people have differing and conflicting inter-
ests. It is our task to reconcile these conifiicts. One way of accom-
lishing this task would be to make inadvertent interceptions
awful. Another approach would be to require a minimum level of
encryption before cellular telephone calls are afforded statutory
protection against interception.

8o, these conflicting interests are important and deserve our at-
tention. I wish to assure those with an interest in this bill that
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before this bill reaches the end of the legislative road the views of
all affected constituencies will be heard. It is possible—perhaps
likely—that some interested parties will differ with the policy judg-
ments that this committee makes. These differences of opinion will
nonetheless inform our deliberations.

This morning I would like to begin with a panel of two witnesses.
First, Mr. Neal J. Amick of American Telephone & Telegraph. Mr.
Amick is a specialist in corporate security for AT&T. He also has a
background in law enforcment. "

Also on our first panel is John Kelly, an attorney with South-
western Bell, a regional Bell operating company. Although Mr.
Kelly does not represent all seven regional Bell operating compa-
nies, let me say that all seven have submitted their comments to
the cc:lmmittee and, without objection, they will be made part of the
record.

Also, without objection, consent will be granted that the meetin,
today may be covered in whole or in part by television, radio hroad-
crglst, and/or still photography, pursuant to rule V of the committee

es.

Gentlemen, Mr. Amick and Mr. Kelly, if you would come for-
ward. Mr. Amick, we will call on you first. I know that you have
extensive statements together with appendices. Without objection,
your statement in its entirety together with the appendixes, will be
received and made part of the record, and you may proceed as you

wish from your own statement or you may summarize your views if
you wish.

TESTIMONY OF NEAL J. AMICK, DIVISION MANAGER FOR CORPO-
RATE SECURITY, AMERICAN TELEPHONE & TELEGRAPH CO.,
AND JOHN W. KELLY, JR., ATTORNEY, SOUTHWESTERN BELL
TELEPHONE CO.

Mr. Amick. Thank you, Mr. Chairman, distinguished members of
the committee.

My name is Neal Amick, division manager—corporate security
for the American Telephone & Telegraph Co.

My organization’s responsibilities include the protection of the
frivacy of AT&T’s own communications and those of its customers.

n this capacity we interface with local, State, and Federal law en-
forcement officials seeking access to AT&T's records and facilities,
and we regularly deal with the provisions of title III of the Omni-
bus Crime Control and Safe Streets Act of 1968, which would be
amended by H.R. 3378. ,

It is an engrained principle of AT&T's corporate culture that our
customers are entitled to use our facilities with the same degree of
privacy that they would er\ig{ lin face-to-face discussions, and that

ple

any deviation from this prin would seriously impair the useful-
ness and integrity of our services.
Mr. Chairman, in sum H.R. 8378 at its introduction

identified seven major features. My remarks will address each of
them in turn.

The first major feature is an extension of the protection against
interception from voice transmission to virtually all electronic com-
munications. AT&T wholeheartedly supports this ohjective. We
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have, however, suggested to your staff some minor clarification and
a broadening of the bill’s definition of the word “intercept.”

The second major feature of the bill is an extension of protection
to private as well as common carriers. As a common carrier, a user
of remote computer services, and a transmitter of our own proprie-
tary data over internal corporate networks, AT&T supports this
change as well. :

The third major feature is the creation of both criminal and civil
penalties for persons who, without authorization, obtain or alter a
communication stored in an electronic communications system.
AT&T believes that the language employed requires some expan-
sion as the operations of a hacker or saboteur that may not
amount to the obtaining or altering of a stored electronic communi-
cation can result in a costly interruption or denial of access to cus-
tcmers and service providers.

For example, by altering the service provider’s software, access
to the system can be partially or totally blocked.

We further believe that the provision would be much more effec-
tive if it were clear that access can be authorized only by users
who are themselves authorized, and that the obtaining or altering
even a portion of a stored communication would be unlawful.

The fourth major feature of the bill provides that an electronic
communication service may not disclose to a governmental author-
ity its records concerning a communication unless the governmen-
tal authority obtains a court order for such disclosure.

AT&T believes there must be exceptions to this prohibition for
each of the following three situations:

First, with the consent of one party to a communication made in
the furtherance of a criminal act, such as extortion, kidnaping, or a
bomb threat.

Second, communications consisting of an abuse of service or
other illegal act, including obscene calls, theft of communication
service, and computer abuse.

Third, communications indicating a threat to life or property—
when a missix;f child calls for assistance or an elderly person col-
laﬁs while king on the telephone to an operator.

e fifth of the bili's major features expands a list of crimes for
which an interception order may be obtained.

AT&T supgorts these changes and suggests also including viola-
tions of 18 United States Code section 1030 on computer crimes,
and section 2511 on interception of electronic and oral communica-
tions be added to the list of those crimes.

The sixth major feature involves updating the wiretap laws basic
provisions and includes the addition cf a provision that no order
may require the particig‘ation of any electronic communication
system employee in the physical entry into a suspect’s premises in
order to install a bug or tap. -

AT&T wholeheartedly supports this portion of the bill.

As its seventh and last major feature, the bill would add new
provisions prohibiting the use of pen registers and tracking devices
without a court order.

We recommend that there be an exception tRermitt‘.im; service

ders to use pen registers in protecting themselves against
ud or abuse of their services or customers. 4
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The new provisions also contain a requirement that common car-
riers afford technical assistance to accomplish the installation of
pen registers or tracking devices when a law enforcement officer
determines that an emergency exists. In this case, a carrier is re-
quired to act at its peril since there is no way to determine wheth-
er the officer’s assessment is justified.

We urge that a provision be added to the bill making a good
faith reliance on such an assessment a complete defense to any
civil or criminal action brought against the carrier or any of its
employees.

My comments today have necessarily been broad brush in
nature. We have recommended other important changes to the bill
and they are described in the appendix to my written statement.

We appreciate the opportunity to participate in these early
stages of the legislation. Mr. Chairman, that concludes my pre-
pared statement. I would be happy to answer any questions as ap-

‘propriate.
[The statement of Mr. Amick follows:]
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PREPARED STATEMENT OF NEAL J. AMICK

Mr. Chairman and Distinguisbed Members of the Subcommittee:

My name is Neal Amickz I am Division Manager for
Corporate Security at American Telephone and Telegraph
Company, a leader in the provision of voice and data
transmission products and services.

My Organization's responsibilities include the
protection of the privacy of AT&T's own communications and
those of its customers. In this capacity we interface with
local, state and federal law enforcement ofiicials seeking
access to AT&T's records and facilities, and we regularly
deal with the provisions of the wiretap law passed by
Congress in 1968,* which would be amended by H.R. 3378.

Our communications protection efforts within AT&T
have for many years involved a vigorous employee compliance
program centered around a code of conduct that is
republished and redistributed annually to all of our
employees, of which there are currently over 350,000. As a
result, it has become an ingrained principle of AT&T's
corporate culture that customers are entitied to use our
facilities with the same privacy that they enjoy in face to
face discussions, and that any deviation from this principle

would seriously impair the usefulness of our services.

' Title III of the Omnibus Crime Control and Safe Streets
Act of 1968.
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For protection against external interception of
communications, AT&T substantially relies on the deterrent
effect of the existing wiretap law. We reinforce this
deterrence by'actively supporting the prosecution of
violators.

But as the Chairman observed in introducing
H.R. 3378, “"new modes of communication ﬁave outstripped the
legal protection provided under statutory definitions bound
by ©ld technologies.” The protection against the
unauthorized “aural acquisition” of the contents of a
communication that was enacted in 1968 appears anachrcnistic
when it is applied to AT&T's business today.

AT&T is not only a provider of public switched,
private line and data services, but it is also engaged in
the management and processing of information and the
provision of computer-based systems. In supporting its
network, AT&T maintains over 40 millfon lines of computer
softwarte. Our 4ESS switching systems, today's lérgest.
processes over 700,000 communication calls per hour by means
of an AT&T central computer that has over a million lines of
software instructions. Our computer systems (e.g., the 3B
line of minicomputers), information networks (e.g., Commcn
Channel Interoffice Signalling and Information Systems
Networks), management information systems (e.g., System 75 &

85) and switching systems (e.g., No. 5ESS) provide a variety
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of products, networks and services to handle our customers’
information needs.

From the vantage point of our telecommunications
operations we ‘have observed that the dissemination of data,
electronic mail, graphics, and other ncn-voice
communications is\ever—increasing and rapidly becoming
indistinguishaﬁle.duting transmission from voice
communications. As an example, most long distance systems,
and a growing percentage of local systems, digitize voice
signals for improved transmission speeds, storage and
processing.

AT&T therefore enthusiastically suppbtts
H.R. 3378's expansion of wiretap law protection to digital,
data and other non-voice communications. At the same time,
however, we believe that the bill requires a number of
revisions if it is to be fully effective in protecting
electronic communications and fully workable from the
standpoint of electronic communication service providers.

The Chairman, in summarizing the bill at its
introduction, identified seven major features. My remarks
today will address each one of them in turn.

‘ The first major feature of H.R. 3378 is the
extension of the protection against interception from voice
transmission to virtually all electronic communications.

|
AT&T wholeheartedly supports this objective but believes
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that a better definition is required for the word
"intercept.” which is the obvious linchpin of the provisions
making it unlawful to intercept electronic or oral
communicationg. The H.R. 3378 "definition is ambiguous
hecause is involves the definition of a term with a

qfrivation of the same term. It reads:

"intercept” means the interception of the contents
of any electronic or oral communication through the

‘'use of any electronic, mechanical or other device."

We recommend that the word "interception” be replaced with a
series of words that would include, as a minimum:
acquisition, reception, recording and copying. We aiso
recommend that the word "contents"” be deletel because the
person who intercepts a digital message and leaves its
tecoding for anéther would not be intercepting the
“contents® of the message under the 18 U.S.C. § 2510(8)
definition of the term. Finally, we recommend that the
definition of "intercept"” be reworded to include the
interception of any portion of a communication.

The second major feature of the bill is the
extension of protection to private carriers. At present
only common carriers are covered by the wiretap law's

protection of wire communications. As a business
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corporation that is a common carrier, a user of remote
computer services, and a transmitter of its own proprietary
data over internal corporate networks, AT&T supports this
change wholehéartedly. .

The third major feature is the creation of both
criminal and civil penalties for persons who, without
authorization, obtain or alter a communication stored in an
electronic communication system. As the Chairman has
pointed out, it would be inconsistent to prohibit the
interception of digitized information while it is in tranmsit
and leave unprotected the accessing of such information
while it is being stored. The provision in question reads

as follows:

{(3) Unless authorized by the person or entity
providing an electronic communication service or by
a user of that service, and exéept as otherwise
authorized in section 2516 of this title, whoever
willfully accesses an electronic communication
system through which such service is provided or
willfully exceeds an authorization to access that
electronic communication service and obtains or
alters that electronic communication while it is

stbred in such system shall -~
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(a) if thg offense is committed for purposes
of commercial advantage, malicious destruction
or damage, or ﬁriyate commercial gain --
(i) be fined not more than $250,000 or
imprisoned not more than one year, or
both, in the case of a first offense
under this subparagraph; and
(ii) be fined not more than $250,000 or
imprisoned not more than twc years, or
both, for any subsequent offense under
this subparagraph; and
(B) be fined not more than $5,G00 or
imprisoned not more than six months, or both,

in any other case.

AT&T believes that the language employed by the bill
requires some expansion and clarifiéation. The language
does not take into account the fact that the operations of a
hacker or sabcteur that may not amount to obtaining or
altering a stored electronic communication can result in a
costly interruption or denial of access to customers and
service providers. (For example, by altering the service
provider's software, access to his system can be partially
or totally blocked.) We further believe that the provision

would be much more effective if it were clear that access
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can be authorized only by users who are ;hemselves
authorized, and that the obtaining, etc. of even a portion
of 2 stcred communication would be unlawful,.

We tﬁerefote recommend that the provision be
revised so as to apply to one whon, not having received
authorization from‘the service provider or from an
authorized user, "obtains, alters. or interrupts or prevents
access to, an electronic communication, in whole or in part,
while such communication is stored in the system.” We also
believe that internal numbering should be employed for

improved clarity. Our proposed vecrsion is as follows:

(3) Unless authorized by the person or entity
providing an electronic communication service or by
a user of that service acting within the scope of
authority granted by such person or entity, and
except as otherwise authorized in section 2516 of
this title, whoever (i) willfully accesses an
electronic communication system through which such
service is provided or willfully exceeds an
authorization to access that electronic
comnunication service and (ii) obtain;, alters, or
interrupts or prevents access to, an electronic

communication, in whole or in part, while the

communication is stored in the system shall --
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The fourth major feature of the bill provides that

a provider of electronic communication service may not

disclose to a governmental authority its records concerning

a communicatidn made through its service unless the

governmental authority obtains a court order for such

disclosure. AT&T believes there should be exceptions to

this prohibition that would permit disclosure without a

|

court order for each of the following situations:

a)

b)

c)

With consent of one party to a communication made
in furtherance of a criminal act (e.g., extortion,

kidnapping, or bomb threat).

Communications constituting an abuse of service or
other illegal act (e.g., obscene calls, theft of

communication service, computer abuse).

Communications indicating a threat to life or
property (e.g., a4 missing child czlls for
assistance or an elderly person collapses while

talking to an operator.)

The fifth of the bill's major features is its

permitting Acting Assistant Attorney Generals (as well as

Assistant Attorney Generals) to approve interception
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applications and its expanding the list of crimes for which
an interception order may be obtained. AT&T supports these
changes and suggests that consideration be given to
including violations of 18 U.S.C. § 1030 (computer crimes)
and 18 U.S.C. § 2511 (interception of electronic and oral
communications) in the list of crimes.

The sixth major feature involves updating the basic
provisions of the law with respect to the content of wiretap
applications, the government's reporting obligations, the
placement of certain mobile interception devices and the
authorization of physical entry into a suspect's premises in
order to install a bug or tap. The last mentioned provision
provides that no order may require the participation of any
individuals operating or employed by an electronic
communications system in such physical entry. AT&T supports
these portions of the bill.

As its seventh and last major feature, the bill
would add new provisions prohibiting the use of pen
registers and tracking devices without a court order. AT&T
considers inadequate the wording of the subsection providing
an exception for the use of a pen register by a provider of
electronic communication services. The exception permits
such use "relsting to the operation, maintenance or testing
of an electronic communication service."” We urge that the

exception be expanded to permit service providers to use pen
\
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-
registers in protecting against fraud or abuse of their

services.

The new provisions concerning pen registers and
tracking deviées also contain 3 requirement that
communications common carriers afford technical assistance
necessary tn accomplish the installation of pen registers or
tracking devices when this is directed by a court order or
upon the determination of an investigative or law
enforcement officer that an emergency exists. In the latter
case, 'a carrier is required to act at its peril since there
is no way to determine whether the officer's assessment is
justified. Wg urge that a provision pe added to the bill
making a good faith reliance on such an assessment a
complete defense to any civil or criminal action brought
against the carrier or any of its employees.

My comments today have necessarily been broad brush
in nature. AT&T has recommended other important changes in
H.R. 3378, and these are described in the detailed written
analysis, dated October 25, 1985, which has been provided to
the Subcommittee staff. In response to our analysis, and
those of other entities. the staff has distributed for
comment a draft revision of the bill dated November 11,
1985. AT&T's detailed comments on the draft are attached as

an appendix to my written statement.
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In conclusion, AT&T commends the Subcommittee's
efforts to produce a sorely needed wiretap statute for the
Information Age. We greatly appreciate fhe opportunity to
participate in these early stages of legislation which wquld
have a significant impact on our business. Needless to say,
AT&T will continue to work with the Subcommittee staff which
has been working diligently and tirelessly with our industry.

Mr. Chairman, that concludes my prepared statement

and I would be happy to answer any guestions at this time.



122

APPENDIX

JANUARY 30, 1986

AT&T'S COMMENTS CONCERNINC THE NOVEMBER 11, 1985
DRAFT REVISION OF H.R. 3378 PREPARED BY THE
STAFF OF THE HOUSE SUBCOMMITTEE ON COURTS,

CIVIL LIBERTIES AND THE ADMINISTRATION
OF JUSTICE

The November 11, 1985 draft makes substantial
improvements in the existing bill. The following comments

concern matters that AT&T believes still require attention.

Section 101(a) - Draft p. 2

One of the cornerstones of the bill is the
prohibition of the interception of electronic
communications. As amended by Sec. 101(a)(2) of the bill,
the definition of “intercept” in 18 U.S.C. § 2510(4) would

be as follows:

(4) “"intercept"” means interception of the contents of
any electronic or oral communication through the

use of any electronic, mechanical, or other device.

This involves the definition of a term with a

derivation of the same term. “"Interception” should be
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replaced with a series of words that would include as a
minimum: acquisition, reception, copying and recording.
Moreover, we believe that the definition should be revised
to cover the interception of even part of a communication.
Finally, the word "contents” should be deleted because the
person who intercepts a digital message and leaves its
decoding to another would not be intercepting the "contents*®

as defined in 18 U.S.C. § 2510(8).

Section 101(a) - Draft p. 2

It is unclear why H.R. 3378 deletes the word
"existence” from the definition of “"contents” in 18 U.S.C.
§ 2510. We pointed out in our October 25, 1985 comments
that this deletion would create a divergence from the
language of Communications Act Section 705. The Novgmbet 11
draft revision of H.R. 3378 would prevent such divergence by
deleting "existence" from Section 705 as well. However,
doing so would weaken Section 705 by permitting carriers to
disclose at will any available infotmatioh concerning the
date of and parties to an interstate or foreign
communication, whether the information is in the form of "t
billing records or otherwise. 1In contrast, Section 102(b)
of H.R. 3378 would have the effect of narrowing the latitude
allowed to carriers by Section 705, which permits carriers

to disclose even the contents of a communication if they

58-844 0 - 86 - 5



124

receive a subpoena or demand of other lawful authority.
Section 102(b) would accemplish such narrowing by
prohibiting ektectronic service providers from disclosing
their records concerning a communication to the government
in the absence of a court order. It is more in keeping with
the spirit of H.R. 3378 to leave "existence” in Section 705
even tiough the bill deletes the word from the wiretap law's
definition of “"contents." The two statutes differ
fundamentally in any event since Section 705 extends to
non-intercepted communications that are beyond the scope of

the wiretap law.

Section 101(a) - Draft p. 2

We believe that the bill requires a definition of
"electronic communication system" to ensure that computers
are covered by Section 102(a)'s proscription of the willful,
unauthorized obtaining or altering of electronic
communications stored in electronic communication systems.
Our suggested definition of “"electronic communication
system®” would be "any means of transmitting, receiving,
processing, storing, retrieving or retransmitting electronic

communications.”

Section 101(b) - Draft pp. 3, 4
The bill carves out a number of exceptions to the

prohibition of the interception of electronic
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communigations. The first such exception permits the
interception "of an electronic communication made through an
electronic coimunication system designed so that such
electronic communication is readily accessible to the
public.®” The broadness of this exception could deny
protection to systems whose communications are readily
susceptible to, but not intended for, intetcepgion by the
public. We propose that the following phta;e be added to
the exception: "and the public is intended as the recipient
of or participant in such communications.” We also propose
the addition of an exception to allow the release of
call-tracing results to other electronic service providers
and/or law enforcement officers as required by the
circumstances of emergency, life threatening, harassing or
fraudulent communications.

The new exceptions to the prohibition agairst
interception should also expressly permit the “"disclosure
and use” of the information obtained. This would be
consistent with the wording of existing exceptions contained
in 18 U.S.C. § 2511(2)(a)(1) and (2)(Db).

A revision on page 3 of the draft would permit the
interception of elecﬁtonic communications if it were done
within the context of “conducting lawfully authorized

intelligence activities in the normal course of such
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person's official duties." As"frequent public debate in
recent years had made clear, there is often disagreement
within the go;ornﬁont on the permissible scope of
intelligence activities. PFurthermore, a broad
interpretation of "intelligence activities™ would make the
exception available to numerous agencies. This exception
may therefore equate, as alpractical matter, to a government
carte blanche to circumvent the privacy protections intended
by the bill.

‘Page 4 of the draft contains language permitting
the use of pen registers to record the faci that an
electronic communication was "completed.” “Initiated" would
be a better term. In the case of a telephone call, which is
one type of electronic communication, there is no completion

unless the called party answers.

Section 101(c) - Draft p. 4

The substitution of “"electronic® for "wire"” seems
inappropriate in the case of the first use of "wire" in
18 U.S.C. § 2511(1)(b)(i). 1In that case, wire is used not
as a modifier but only as a noun.

It appears that “of such communication' should be

deleted from Section 2511(2)(a)(i).
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Section 101(c) - Draft p. 5

The prohibition of 18 U.S.C. § 2512 of the mailing,
disttibution,;advettising, etc. of intercept devices needs
to be expanded to cover schemes to intercept electronic
communicatioﬁs (e.g.. plans and specifications for building
and installing a wi}etap).

Consideration should be given to adding to line $
on page 5 "“Section 2510(5)(a).* 1If this changg is made,
Section 2510(10) could be reworded to state that a provider
of electronic communication service shall include a ~ommon
carrier under 47 U.S.C. § 153(h).

Section 2511&1)(b) should be amended by the

insertion of "electronic or* before “oral.®

Section 102(a) - Draft p. €

Changes are made in the prohibition of unauthorized
accessing of electronic communication or the obtaining or
altering of stored data. As revised. this important section
continues to be confusing and fails to prohibit denials of
service and the obtaining or altering of portions of stored
communications. Moreover, it does not require that
authorizing users be themselves authorized and acting within
the scope of their authorization. Inserting the phrase

*aith respect to an electronic communication" seems
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inconsistent with the objective of reaching hackers who

alter software. Our version would read:

(3) Un}ess authorized byrthe person or entity providing
an electronic communication service or by a user of
that s?tvice acting within the scope of authority
granted by such person or entity, and except as
otherwise authorized in section 2516 of this title,
whcever (i) willfully accesses an electronic
communication system through wﬁich such service is
provided or willfully exceeds an authorization to
access that electronic coﬁmnnication service and
(ii) obtains, alters, or interrupts or prevents
access to, an electronic communication, i» whole or
in part, while the communication is stored in the

system shail --

Section 102(?2 - Draft p. 7

The bill prohibits, with specified exceptions, a
provider of electronic communications service from divulging
the "conten:s” of any communication carried over the
service. The last exception substantially emasculates the
prohibition by permitting disclosure by the provider "for a
business activity related to a service provided by the

provider of the electronic communication service to a user
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- of the electronic communication service.” [Emphasis
supplied.] This may be tantamount to permitting any
disclosures the provider chooses to make in the ordinary
course of its business. The exception should be restricted
to permitting disclosure only to an authorized originator or
the intended recipient(s) of the communication or their

agents.

Section 102(b) - Draft pp. 8, 9
Two additional exceptions should be added to the
prohibition against disclosing certain electronic service

piovider records to governmental authority:

a) communications constituting an abuse of service or
other illegal act (e.g., obscene calls, theft of

communication service, computer abuse).

b) communications indicating a threat to life or
property (e.g., a missing child calls for
assistance or an elderly person collapses while

talking to an operator).

We also suggest that exception (C) on page 9 be

clarified by revising it to read as follows:
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(C) pursuant to a court order under a statute
specifically authorizing such an order, provided
that;notice of the order has been given by the
governmental authority to the persons who are the

object of tke investigation.

The service provider should not be burdened with a

court imposed obligation to give such notice.

Section 103 - Draft p. 9

Civil damages should be available when one‘'s stored
electronic communication is obtained, altered and when one's
access to it is interrupted or prevented. (See suggested

AT&T wording for Section 102(a) of the bill.)

Section 105 - Draft p. 11

We suggest that consideration be given to adding to
the list of crimes: violations of 18 U.S.C. § 1030
(computer crimes) and 18 U.S.C. § 2511 (interception of

electronic and oral communications).

Section 2061 - Draft p. 16
The word "initiated” should be substituted for
"completed” on line 10. (See similar suggestion on Section

101(b), Draft p. 4.)
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Section 201 - Draft p. 20

he revisions on page 20 contain the gratuitous
provision thaé a service provider "is not required to make
such disclosure [of the use of a pen register] at any
time." This language could be uséd in atguing that by
implication there is a legal obligation for the service
provider to eventually give such notice in cases where a
statute does not excuse it. We recommend that the language

be deleted.

- Section 201 - Draft p. 24

Section 3136(a) of the new chapter on pen registers
and tracking devices requires the Judge to whom a peh
register installation application has been made to cause
notice to be served upon affected persons. This correSponds
with the notice requirement of 18 U.S.C. Sec. 2518(8)(4).
AT&T stronaly believes both sections must be cla{ified to
indicate that the notice is to be given by the person or
entity who applied for the order. This is the approach
mandated by the Right to Financial Privacy Act. See
12 U.S.C. §§ 3405 and 3406.

ction 20} -~ Draft p. 25
The use of the word "inventory” on lines 11 and 13
is inconsistent with its deletion from Draft page 24,

line 14.

Bection 201 - Draft p. 27
Lines 12 and 13 appear to bs missing a word. We

suggest that Che "s” be dropped from *registers” and
*devices® and that "activity" be inserted after ~device."
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Mr. KasteNMEIER. Thank you very much for your brief but very
informative statement, Mr. Amick. We will proceed, however, with
Mll;ll K(;%lyl land then have perhaps questions of you both.

r. Kelly.

Mr. KeLry. Thank you, Mr. Chairman.

Mr. Chairman and members of the subcommittee:

My name is John W. Kelly, Jr. I am an attorney with Southwest-
ern Bell Telephone Co. and I am appearing before this committee
on its behalf and on behalf of its parent company, Southwestern
Bell Corp. concerning H.R. 3378, the Electronic Communications
Privacy Act of 1985.

Southwestern Bell Corp. was formed during the reorganization of
the former Bell system pursuant to judicial decree. Southwestern
Bell Corp.’s subsidiaries include Southwestern Bell Telephone Co.
and Southwestern Bell Mobile Systems, Inc.

Southwestern Bell Telephone Co. provides exchange, exchange
access, and information access telecommunication services to its
sul:ls%ribers in the States of Missouri, Kansas, Arkansas, Oklahoma,
and Texas.

Southwestern Bell Mobile Systems also provides services in these
same five States involving cellular mobile telephone service.

Both companies under current law are communications common
carriers and under the bill you are now considering would be clas-
sified as electronic communications providers. In either case, these
firms are in the business of providing communications services to
the public and support the intent of the proposed legislation as nec-
essary and desirable in advancing the protections afforded by law
to all forms of electronic communications.

Southwestern Bell has always stressed the singular importance
of the privacy of our customers’ communications. Our commitment
to the protection of that privacy has not diminished because of the
reorganization of the former Bell system.

- We continue to believe that telecommunications users have an
inherent right to the privacy of their communications—whether
spoken or in the data transmission form—and regardless of the
identify of the carrier who is providing service to that consumer or
the technology used to provide such service.

The statute which H.R. 3378 would amend ‘#as enacted as a part
of the Omnibus Crime Control and Safe Streets Act of 1968. In per-
tinent part, that legislation codified the protections afforded to
telephone conversations and the procedures necessary for court au-
thorized interception of those communications.

The 1968 legislation was appropriate for its time as to the state
of the then current techrology, the of information which
were transmitted, and the structure and regulation of the telecom-
munications ind . _

The 1968 legislation is not, however, adequate almost two dec-
ades later for a number of reasons. Principal among these are: One,
the dramatic changes in the structure of the telecommunicstions
ustry; two, the . uses of the telecommunications sere-
by the consuming public, both residential and business; and
'totchl:homl t and pervasive changes in the telecomm .

ogy- ‘

I
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In combination, these changes have diluted the protections of the
1968 staiiite. By the same token, these deficiencies would, in our
view, be cured by the proposed legislation. A brief examination of
these areas is appropriate.

Prior to 1968, telecommunications services were provided almost
exclusively by communications common carriers which were fran-
chised to provide local service and which provided long distance
service in partnership with one another. Almost without exception,
these carriers were not subject to competition.

In contrast, there is almost no aspect of telecommunications, or
the broader field of electronic communications, which today is not
competitive, with multiple suppliers capable and willing to provide
alternatives to the once sole supplier.

H.R. 3378 recognizes this change in industry structure and ex-
tends the protections and privileges established by the 1968 law to
all providers of the electronic communications services. Such a
change ie both necessary and appropriate—necessary to reflect the
multiplicity of providers of electronic communications and appro-
priate to secure the same degree of protection to a consumer, re-
gardless of his or her choice of vendor. The thing to be protected
here is the privacy of communication, regardless of the identity of
the carrier.

In 1968, the vast majority of all telephone communications were
by the spoken word. That spoken word was protected from the un-
authorized interception by the legislation passed in that year. By
today’s standards, computers were in their infancy and commum-
cation between computers was infrequent and unsophisticated.
Given the state of the art and the usage of that art, it is not sur-
prisini that the 1968 law did not protect data transmissions from
unauthorized interception.

- Today, of course, the situation has changed dramatically. Data
transmissions of all kinds are made by the thousands each day
within a city or across the country. Data processing and the need
for data transmission have increased substantially.

During the period 1972 through 1985, the growth rate in Shlf'
ments of data processing equipment alone averaged approximately
17 percent annually versus an approximate 9-percent growth rate
in telephone equipment, and an approximate 4-percent growth in
gross national product.

For purposes of this legislation, it is not necessary to inquire into
the causes of such a dramatic growth in data transmission. The
fact is that modern American industry transmits }ulflhly confiden-
tial data in bulk on a daily basis and, in all probability, could not
efficiently operate in any other manner. The data transmitted by
such means is equally deserving, with voice communications, of
protection against unauthorized interception. )

H.R. 8378 achieves this foal by its redefinition of the term
“interception” and thus resolves a problem which has existed since
the paasafe of the 1968 legislation. ,

It would be an understatement to observe that the electronic
communications industry has experienced significant technolngical -
advances in the past 20 years. Some of these changes include the
develggment of transmission media other than wire and radio, as
defined in the 1968 statute.
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The bill now before you, Mr. Chairman, broadens the scope of
protection against unauthorized interception so that all electronic
communications are protected, without regard to the medium by
which they are transmitted.

As noted before, that which is deserving of protection is the com-
munication itself and such protection should not be diluted or fore-
closed because of the choice of transmission media.

The 1968 statute provided certain limited exceptions to the other-
wise comprehensive prohibition against interceptions of telephonic
communications. Those exceptions permitted communications
common carriers to engage in limited forms of interception when
such activity was inherent in the rendition of service or necessary
to protect the telephone company’s rights or property.

As we understand the bill, these exceptions are continued for
both telephone companies and other providers of electronic commu-
nications without material substantive change. The bill does, i
title II, treat pen registers separately from intercepting equipment.
That treatment retains, however, the authority for electronic com-
munications providers to employ pen registers for both operational,
testing and maintenance purposes and in abuse of service cases.

These exceptions are limited in nature, parallel those already in
the law and should be retained in the bill.

Since the introduction of H.R. 3378, Southwestern Bell has re-
ceived a November 11, 1985, proposed revision of the bill which is
currently pending in the House and the Senate.

The modifications contained in the November 11 proposed revi-
sion resolve many of the concerns which have been previously dis-
cussed by Southwestern Bell with members of the subcommittee
staff. As modified in that proposed revision, Southwestern Bell
Corp. supports the passage of the Electronic Communications Pri-
vacy Act of 1985.

We appreciate the opportunity to appear before the subcommit-
tee, Mr. Chairman, and to work with members of the committee
staff regarding the provisions of this bill.

If the members of the committee have any questions, I would be
pleased to respond to them at this time. Thank you.

[The statement of Mr. Kelly follows:]
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STATEMENT OF

JOHN W. KELLY, JR., ATTORNEY

SOUTHWESTERN BELL TELEPHONE COMPANY

REGARDING H.R. 3378, THE

ELECTRONIC COMMUNICATIONS

PRIVACY ACT OF 1985

cANUARY 30, 1986

Mr. Chairman and members of the Subéommittee, my
name is John W. Kelly, Jr. I am an attorney with
Southwestern Bell Telephone Company and am appearing before
this Committee on its behalf and on behalf of its parent
company, Southwestern Bell Corporation, concerning
H.R. 3378, the "Electronic Communications Privacy Act of
1985."

Southwestern Bell Corporation was formed during
the reorganization of the former Bell Systenr pursuant to
judicial decree. Southwestern Bell Corporation's

subsidiaries include Southwestern Bell Telephone Company and
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Southwestern Bell Mobile Systems, Inc. Southwestern Bell
Telephone Company provides exchange and exchange/information
access telecommunication service to its subscribers in
Missouri, Kansas, Arkansas, Oklahoma and Texas.

Southwestern Bell Mobile Systems provides cellular mobile
telephone service in the same five-state area.

Both companies are, under current law,
communications common carriers and, under the Bill you are
now considering, would be classified as electronic
communications providers. 1In either case, these firms are
in the business of providing communications services to the
public and support the intent of the proposed legislation as
necessary and desirable in advancing the protections
afforded by law to all forms of electronic communications.

Southwestern Bell has always strgssed the singular
importance of the privacy of our customers' communications.
Our commitment to the protection of that privacy has not
diminished because of the reorganization of the former Bell
System. We continue to believe that telecommunications
useré have an inherent right to the privacy of their
communications--whether spoken or in daia transmission
form--and regardless of the identity of the carrier who is
providing service to that consumer or tne technology used to
provide such service.

The statute which H.R. 3378 would amend was
enacted as a part of the Omnibus Crime cdntrol and Safe

Streets Act of 1968. In pertinent part, that legislation
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codified the protections afforded to telephone conversations
and the procedures necessary for Court authorized
interception of those communications. The 1968 legislation.
was appropriate for its time, as to the state of then
current technology, the types of information which were
transmitted, and the structure and regulation of the
telecommunications industry.

The 1968 legislation is not, however, adequate
almost two decades later for a number of reasons. Principal
among these are (1) the dramatic changes in the structure of
the telecommunications industry: (2) the changing uses of
telecommunications services by the consuming public, both
residential and business:; and (3) the constant and pervasive
changes in telecommunications technology. In combination,
these changes have diluted the protections of the 1968
statute. By the same tokeh, these deficiencies would, in
our view, be cured by the proposed legislation; A brief
examination of these areas is appropriate.

i) Changes in Industry Structure.

Prior to 1968, telecommunications services were
provided almost exclusively by communications common
carriers which were franchised to provide local service and
which provided long distance service in partnership with one
another. Almost without exception, these carriers were not
subject to competition. In contrast, there is almost no
aspect of telecommunications (or the broader field of

electronic communications) which today is not competitive,
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with multiple suppliers capable and willing to provide an
alternative to the once sole supplier.

H.R. 3378 recognizes this change in industry
structure ané extends the protections and privileges
established by the 1968 law to all providers of electronic
communications services. Such a change is both necessary
and appropriate~-necessary to reflect the multiplicity of
providers of electronic communications and appropriate éo
secure the same degree of protection to a consumer,
regardless of his or her choice of vendor. The thing to be
protected here is the privacy of communication, regardless
of the identity of the carrier.

2) Changes in Consumers' Uses of Communication.

In 1968, the vast majority of all telephone
communications were by the spoken word. That spoken word
was protected from unauthorized interception by the
1egislati6n posed in that year. By today's standards,
computers were in their infancy and communication between
computers was infrequent and unsophisticated. Given the
state of the art and the usage of that art, it is not
surprising that the 1968 law did not protect data
transmissions from unauthorized interception.

Today, of course, the situation has changed
dramatically. Data tr#nsmissions of all kinds are made by
the thousands each day within a city or across the country.
Data processing and the need for data transmission have

1ﬁer03sed substantially. During the period 1972 through
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1985, the growth rate in shipments of data processing
equipment alone averaged approximately 17 percent annually
versus an approximate 9 percent growth rate in telephone
equipment (and an approximate 4 percent growth in gross
national product). For purposes of this legislation, it is
not necessary to inquire into the causes of such a dramatic
growth in data transmission. The fact is that modern |
American industry transmits highly confidential data in bulk
on a daily basis ahd, in all probability, could not
efficiently operate in any other manner. The data
transmitted by such means is equally deserving, with voice
communications, of protection against unauthorized
interception. H.R. 3378 achieves this goal by its
redefinition of the term "interception® and thus resolves a
probler which has existed since the passége of the 1968
legislation.

3) Changes in Technology.

1t would be an understatement to observe that the
electronic communications industry has experienced
significant technological advances in the past 20 years.
Some of these chances include the develbpment of
transmission media other than wire and radio, as defined in
the 1968 statute. The Bill now before you, Mr. Chairman,
broadens the scope of protection against unauthorized
interception so that all electronic communications are
protected, without reqard to the medium by which they are

transmitted. Such a change is clearly 2esirable and in the
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public interest. As we noted before, that which is
deserving of protection is the communication itself and such
protection should not be diluted or foreclosed because of
the choice of tramsmission media.

A simple example, perhaps close to home, should
illustrate this point. You can today place a telephone call
from your home by means of a traditional telephone
instrument and your communicgtion would be protected under
existing law. Should that protection be ahy less because
you choose (perhaps only for convenience) to place the call
by means of a "cordless telephone™ or because you place that
same call from a cellular telephone located in your
automobile? Southwestern Bell Corporation believes that all
three of these communications are entitled to the same
degree of protection and we view H.R. 3378 as affording that
protection, both for current technology and for any
foreseeable future technology involving a total or partial
use of wire, radio, electromagnetic or photoelectric
transmission systems.

The 1968 statute provided certain limited
exceptions to the otherwise comptehensive prohibition '
against interceptions of telephonic communications. Those
exceptions permitted communications common carriers to
engage in limited forms of interception wher such activity
vwas inherent in the rendition of service or necessary to
protect the telephone company's rights or property.
Typically, a telephone company's activity in this area took
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the form of service testing énd monitoring, call.tracing
activity in abusive or harassing call cases, and limited
interceptions in toll fraud cases.

As we understand the Bill, these exceptions are
continued--for both telephone companies and other providers
of electronic communications-~without material substantive
change. The Bill does, in Title II, treat pen registers

. separately from intercepting equipment. That treatment
retains, however, the authority for electronic
communications providers to employ pen registers for both
operational, testing and maintenance purposes and in abuse
of service cases. The latter category would, in our view,
cover both the harassing call situations and our
investigation of toll fraud. These exceptions are limited
in nature, parallel those already in the law (18 U.S.C. §
2511(2)) relating to the interception of oral
communications, and should be retained in the Bill.

Since the introduction of H.R. 3378, Southwestern
Beil has received a November 11, 1985, proposed revision of
the Bill which is currently pending in the House and Senate.
The modifications contained in the November 11 proposéd
revision resolve many of the concerns which have been
previously discussed by Southwestern Bell with members of
the subcommittee staff. As modified in that proposed
revision, Southwestern Bell Corporation supports passage of

the Electronic Communications Privacy Act of 1985.

We appt.clntq the opportunity fo appear before thc‘
subcommittee, Mr, Chairman, and to work with members of th;
commistes staff regarding the provisions of.thic Bili. 1f
members of the committee have any questions, I would be

pleased to respond to them at this time.
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Mr. KasteNMEIER. Thank you, Mr. Kelly, for that very informa-
tive statement. .

To your knowledge, would other regional telephone companies
likelﬁehave similar views to those expressed by you for SoutEwest-
ern Bell Telephone? There is no reason they would have different
views, would they?

- M. KELLY. Mr. Chairman, I would have no reason to believe that
they vrould have different views.

Mr. KasTeENMEIER. Obviously, the 1968 law written as it was, was
just to a very limited extent able to anticipate either a corporate
structure, corporate reorganization, customer uses and new tech-
nology iu that point in time, now nearly 18 years ago.

Within the next few years, many phone companies will doubtless
offer a wide array of communications technologies potentially to
customers. I would like to solicit your view as to, let's say within
the next 10 years. what percentage mur networks you estimate
will be devoted te: iraditional phone as we have known in the
past and know a! the present time as opposed to, let’s say, data,
video, or other nonvoice communications.

Mr. Amick, do you have any view on that? Do you have a sense
of what change might take place within the next 10 years?

.Mr. Amick. Mr. Chairman, in 1976, virtually all voice transmis-
sion was what we were familiar with the traditional telephone call.
Computer-to-computer transmission was in its infancy and could
not be entertained in the legislation.

Today, virtually all long distance is digitized and to determine
the percentage of voice versus data versus video is becoming less
" material as it is all intersg)emd in a digital manner.

Today approximately 70 percent of all information transmissions,
be they data or vdice, are digitized. It is estimated that by 1990, 90
percent will be digitized. The future ability to differentiate between
voice, data, video, and any other services that may appear over the
technological horizon is impossible to determine at this time.

Mr. KASTENMEIER. So, in a nutshell we had better expect change
because change is going to take place with reference to dependence
on new technolcgies as opposed to traditional transmissions?

Mr. AMick. Yer, sir. I

Mr. KasTeNMEisR. As you have pointed out, there are now more
common carriers and more eox:retibors—Mr. Kelly made that

¢ communications currently are

and the like. What | t that percen inthefutune?thti.a’
the situation today t cmn? t you contemplate in the
you'

wha!
ﬁxtureinthatrupe;t.eitherof _
mh:'r. KzLvy. Mr.Chairman.lwillbehnppytoaddre-thutquu-;
We are at a disadvantage in terms of quan that t-
of communications of traffic because qmany m«:ommonm
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Mr. KeLLy. I'think what you say, Mr. Chairman, is definitely the
situation today. It is a growing experience of noncommon carriers
wanting to carry more traffic that was previously carried by the
regulated common carrier. You have your shared tenant service
providers, you have your private networks that are being created—
all of which are continuing to build their own networks. Numeri-
cally it would be very difficult to try to put a percentage on it
except to be very comfortable in predicting that that percentage of
traffic will increase in the future being carried by noncommon car-
riers.

Mr. KASTENMEIER. At least to the question oontemglating this
legislation, should all electronic communications providers be pro-
tected against interception regardless of size, in your view?

Mr. KiLry. I think the primary focus, Mr. Chairman, is the user
of the communications. Certainly I would support that all commu-
nications by the user, be it provided by a small provider of elec-
tronic communications or a large one, should be protected—the size
of the provider should not make any difference. -

Mr. fhs‘rmum Yes; I think some people prefer to identify the
--problem not in terms of the providers but either in terms of the
users or in terms of the service itself, the technology rather than
who provides it.

One of the things we must wonder about is whether it is realistic
to expect, at least from a criminal law standpoint, enforcement of
any such law that mifht provide protection to individuals, with ex-
plosion, literally, of electronic communications. Might we have an
Zx::ll_'nl:gus problem in enforcement in the future, if not today? Mr.

c

Mr. Amick. Mr. Chairman, the purpose of the legislation, of
course, is to act as a deterrent and to provide appropriate penalties
for those who violate that deterrence.

Yes; there would, obviously, be an increase in the violations, but
I think those violations must be prosecuted in accordance with the
law. It is only through the prosecution of the statutes that deter-
rence is effective.

Mr. KerrLy. Mr. Chairman, may I address that question?

Mr. KasteNMEIER. Yes, Mr. Kelly. B .

Mr. KzrLy. From my standpoint, it may very well be more cum-
“bersome for the law enforcement agencies to deal with the u{:iﬁl:

com-
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If such restrictions were removed there would in time be signifi-
cantly more data transmissions between homes and banks and
stores and other data bases. Will this bill offer the type of protec-
tion for individuals that is vital in this kind of expanded cove ?

Mr. KeLLy. Mr. Moorhead, we, of course, endorse the pro to
lift those restrictions, lines of business restnctlons I believe that as
the bill is proposed it would protect the users’ ggx vacy of communi-
cations of the types of information that would be communicated on
the network.

Mr. MooruEAD. Do you have an opinion on that also?

Mr. Amick. Mr. Moorhead, regardless of the carrier or the
nature of the service being prov1ded we feel it imperative that leg-
islation of this nature be enacted to provide the protections that
are going to be required in tomorrow’s technology. ,

Mr. MoorHEAD. Later on this morning we are going to receive
testimony from Mr. Richard Colgan who represents the Association
of North Amnerican Radio Clubs. In his written testimony he sug-
gests that with regard to land, mobile, and other radio services the
presence or abeence of encryption should be the test as to whether
the system provider and the user expect privacy.

What is your view as to whether or not encryption or the lack
thereof should be the determining factor in whether a given radio
service is protected?

Mr. Amick. Our posxtlon would be that subscribers to services not
intended for broadmt to the general public, are entitled to an ex-
pectation o ‘anacy regardlem of the encryption devices used. En-
cryption would be an’added—user supplied—feature to better pro-
tect an information transmission. Encr%ptxon should not necessari-
ly be the threshold to any prosecutive

Mr. MooruzAp. Mr. Kelly, do you have an opinion on that?

Mr. KeLLy. Yes, sir.

Ovr position is that the law, as amended, would have sufficient

penalties as a deterrent from interception of those communications
that it may be premature to consider encryption at this point in
time. Obviously, to involve encryption would include ‘the cost of
doing that. I am afraid I can’t uantxfythatatthmtxmebutthere ‘
certainly would be cost eonsideratlons But there are sufficient pen-
alnel:ctg dette;e t‘?ﬁ kind of activity, intentional interception, that is

in
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interception, but indzed, Mr. Amick indicated that the term inter-
cept or interception should be replaced with a somewhat different
terminology in terms of what is intended. Having heard him make
those remarks, I wonder, Mr. Kelly, what your view is. Do you
agree thh Mr. Amick or are you content with interception as it
appears in the bill?

Mr. KgiLy. 1 think, Mr. Chairman, that Mr. Amick has some
very good points in connection with the definition of interception.

His proposed modifications to interception I think would be an en-
hancement to the current proposed amendment. While we were
satisfied with your definition, I think the wisdom of sharing ideas
here has shown that others have some improvements that they
may very well suggest.

Mr. KasTeNMERR. Mr. Amick, you indicated in your testimony
that data and video transmissions are indistinguishable from voice
transmissions, I believe. Could you elaborate? Could you explain
what you mean by that?

Mr. Amick. In the data flow through our long-distance circuitry,
the voice modulated frequency is converted to a series of bits,
merely on or off, one-two, one-two, one-two. As they go through the
system on the other. end they are put back
voice or video or data. As they are going throughthatsystemthey
are indistinguishable. I thmk the definition that I have heard is
that a computer bit, is a bit, is a bit—unintelligible.

Mr. KasteNuzigr. I have another question or two which I am
not going to burden this particular hearing with because it is a
little more technical. If you do not object, I would like to present a
question or two that I still have to you, inviting you to communi-
..cate by letter and we can add that to your testimony.
© Mr. AMICK. Surely.

Mr. Kmum I would like to yield to the gentleman from
California, Mr. Berman.
° "Mr: BerMAN. No questions, Mr. Chairman.
- M Kunmam. Let me ask—you have answered a very impor-
“tant-question furthervwwsaremhnm
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joyed, for the most part, freedom of the airwaves. There has to be
some accommodation there.

I think at this point in time whatever possible interception there
may be, it is probably rather short, minute, and certainly not in-
tentional. As we view the cel'ular business, customers who are
using the phone go from one cell to another. So, it would be diffi-
cuit for other parties to intercept that conversation continuously.
Of course, we want to encourage privacy of that communication as
much as possible.

I have rambled a little here. I am not sure I have really an
answer to that. It is something I think we are going to have to con-
tinue to address. I am sure therz is a way to make both parties sat-
isfied in their use of whatever transmission or medium they choose
to use.

Mr. KastENMEIER. Thank you.

Mr. Amick, do you have any comment?

Mr. AMick. I can only reinforce Mr. Kelly’s statement. Our prin-
ciple is that the users of our services, that are not intended for
broadcast to the general public, should be afforded an expectation
of privacy.

Mr. KasTENMEIER. If there are no further questions, the commit-
tee is grateful to you beth for your appearance here this morning.
This represents, as you have indicated in your testimony, a state-
ment of your position. In addition you have indicated you have had
an opportunity to work with the committee staff and others during
the past number of months to offer comment and to participate in
the preparation of legislation which could bring our laws up to
dat: b?t:)h respect to electronic communications. We are indebted to
you .

Mr. KeLLy. Thank you.

Mr. Amick. Thank you, Mr. Chairman.

Mr. KasTenMEIER. | would like to introduce our second and final
panel this morning. On our final panel we have three witnesses.
First, Mr. Perry Williams, who is corporate secre and Washing-
ton area coordinator of the American Radio Relay e, Nation-
al Association of Amateur Radio Operators. -

Mr. Williams has been a ham radio operator since 1951, nearly
35&1:. He has been with the league for more than 30 years.

, 1 would like to call forward at this time the person who
will follow Mr. Williams, Mr. George Kuhnreich. Mr. Kuhnreich is
vi::dpmlident for corporate planning and governmental affairs for
Tandy Corp., manufacturers and distributors of scanning and other
radio equipment. Mr. Kuhnreich is an attorney and has been with
Tandy since 1977.

Finally, we would like to greet Mr. Richard , executive

of the Association of North American 0 Clubs. Mr.
a shortwave radio listener, and has been a radio enthusi.
ast since 1959.

Gentlemen, again, we have your written statements. They will
ba,wltbouto:mlon.mudepnr'coftbemord.md pro-
ceed as you . I will call on Mr. Williams first. %l’mam
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TESTIMONY OF PERRY F. WILLIAMS, SECRETARY, THE AMERI-
CAN RADIO RELAY LEAGUE, INC.; GEORGE A. KUHNREICH,
VICE PRESIDENT, CORPORATE PLANNING AND GOVERNMEN-
TAL AFFAIRS, TANDY CORP., AND RICHARD T. COLGAN, EXECU-
TIVE SECRETARY, ASSOCIATION OF NORTH AMERICAN RADIO
CLUBS '

Mr. WiLLiams. Mr. Chairman, distinguished representatives,
ladies and gentlemen:

Thank you for inviting me to speak on behalf of the Nation’s"
416,000 licensed radio amiateurs. Our written testimony briefly
sketches what the amateur service is, and the public services it
performs.

The testimony establishes that there is no expectation of privacy
in amateur radio. This opinion was supported by the Congress as
recently as 1982 in Pubhc Law 97-259 when it amended section
605, now 705, of the Communications Act.

Wisely, the proposed Electronics Communications Privacy Act
continues to exempt amateur transmissions. If report language
makes it clear that amateur communications are exempt at all
times even when the radios are connected to telephone or data net-
works, our basic concerns are met.

However, there is one more problem not fully developed in our
text, similar to the concerns being expressed by the community of
listeners here today—the tradition, nearly 75 years old, that ama-
teurs are free to monitor any radio transmissions whose waves pass
over their receivers. This concept was stated in the 62d Congress as
it reported on bills to regulate radio communication in 1912,

To quote from that report: “The bill does not interfere in any
way with the hearing of messages by amateurs at all times and
places as they may elect.” “Amateur” in that context was gener-
ic—it included listeners. This freedom is not just in the abstract.
Amateurs need it to continue doing their public works.

When amateurs help the Forest Service fight brush fires in Cali-
fornia they have to keep one ear on Forest Service frequencies.

When serving as tornado spotters—as 30,000 amateurs do—
throughout the midsection of the country, they monitor weather
service circuits.

Aloag the coasts of the country, amateurs helping the Coast
Guard respond to boets in distress must listen on maritime fre-
quences.

And when we help the Civil Air Patrol we are monitoring aero-
nautical circuits.

So, the need for freedom to listen is still there and still in the
public interest.

The checks and balances of section 705 tying “intercepting” to
“divulging or using” seem to have served well for 7% decades.
Such a concept still is valid.

Thank you.

Mr. Kastenmeizr. Thank {ou very much, Mr. Williams.

[The statement of Mr. Wil iams follows:)



148

. . Bafore the
SUBCOMMITTRE ON COURTS, CIVIL LIBERTIES
AND THE ADMINISTRATION OPF JUSTICE
of the
COMMITTEE ON THE JUDICIARY

U.S5. HOUSE OF REPRESERTATIVES
Washington, D.C. 20515

Statement of
Larry E. Price, Ph.D.

President of The Americar Radio Relay League, Incorporated
on

Bill H.R. 3378-~-"The Electronic Communications Privacy
Act of 1985" :

Presented by
Perry F. Williams
Secretary of The American Radio Relay Leagque 1C.
Thursday, January 30, 1986



149

The American Radio Relay League, Incorporated is the na-
tional, non-profit organization representing the‘interests of the
more than 400,000 amateur radjo operators licensed in the United
States by the Pederal Communications Commissicn. The League is
appreciative of the opportunity to submit to this Subcommittee
the views and concerns of amateur radio operators relative to the
instant proposed legislation.

The Amateur Radio Service is allocated variocus radio fre-
quency bands for local, regional, national and worldwide communi-
cations., Such communications promote technical self-t-aining and
provide a unique ability to enhance international goodwill. More
impoftantly, however, amateurs are expécted to and do provide
reqular public service and emergency communjcations. In every
major disaster, amateur radio operators provide communications
where other facilities are destroyed or overtaxed. Most re-
cently, following the earthquake in Mexico City, and the various
hurricanes along the southern and east coasts of the United
States, rescue efforts were coordinated via amateur radio and
literally tens of thousands of health and welfare ﬁessages were
exchanged by amateur fadio links. Every day, amateur raﬁio
operators put armed services and government personnel in touch
with their families iﬁ the United States when otherwise such’
communications would e impossible. Networks of amateurs who

relay messages are responsible for obtaining medical supplies on
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short notice for people who would not survive without it. The
Federal Communications Commission has termed such operation a
"priceless public benefit.* 1In addition, amateurs have developed
networks of computer data banks known as "packet networks" ac-
cessed by, and linked together with, amateur radio stations.
These provide extremely rapid and error-free computer communica-
tions. .

Because there are more than one and one-~half million radio
amateurs operating world#ide, using the same bands of radio

frequencies, no one communicating via amateur radio or via ama~-
1

teur radio frequencies has any reasonable expectation of privacy.

United States v, Sugden, 226 F.2d4 281 (9th Cir. 1955) (dictum),

aff'd 351 U.S. 916 (1956). A reascnable person would not expect
that words uttered over an amategr radio f:eqpency would be heard
only by those few individuals for whom th; communication waé
specifically intended. Unjited States v. Hill, 50 Pike & Fischer
Radio Regulations 24 1331 (U.S. Court of Appeals, 1lst Cir. 1982).
éll amateur radio operators may use any of the channels allocated
to the Service (subject to transmitting’:estrictions based on
operator license class). Thus, those utilizing amateur radio
frequencies do not enjoy any expectation of privacy. See N.R.
Conf. Report No. 97-765, 97th Cong., 24 Sess. at 60 (1982);
reprinted in 1982 U.S. Code Cong. & Ad. News 2261. 1In 1982,

Congress amended then §605 (now §705) of the Communicaticns Act,
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47 U.S.C., 80 as to clarify the absence of any expectation of
privacy in connection with amateur communications and thus the
exemption from the reception and disclosure restrictions of 47
U.S.C. §705.

The creation of an expectation of privacy in amateur radio
is further unnecessary and antithetical to the nature of the
Service. The FCC Rules and Regqulations governing the Amateur
Radio Service (Title 47, CFR Part 97) prohibit business communi-
cations (See §97.110); prohibit the transmission of messages for
hire, or for material compensation, direct or indiract, paid or
promised (See §97.112); and prohibit third-party traffic in-
volving material compensation to any person and traffic con-
sisting of business communications on-behalf of any party (See
§97.114). The Radio Regulations (Gene;a 1982) require that
transmissions between amateur radio stations of different coun-
tries, when permitted, must be limited to ‘messages.of a tech-
nical nature relating to tests, and to remarks cf a personal
character for which, by reason of their unimportance, recourse to
the public telecommunications service is not justified." Section
97.111 of the FCC Rules reiterates this treaty requirement.
There are, of course, exceptions to these prohibitions relating
to disaster communicatioas. The instant Bill, however, wisely
also contemplates exempting disaster communications from privacy
considerations. Accordingly, no legitimate amateur radio com-

municaticns demand the protection afforded by the Privacy Act.
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The instant Bill would, inter alia, vastly expand the pres-
ent wiretap and oral communication interception prohibitions of
Chapter 119 of Title 18, United States Code, to include "elec-
tronic communications™ generally. The Bill does, however,
contain a provision which purportedly exeméts amateur radio com-
munications from the general prohibition of electronic communica-
tion interception. Subsection 2511(2){(g) would read, in part, as

follows:

(g) It shall not be unlawful under this
chapter for any person =- :

* k & & &

{(ii) to intercept any electronic
communication which is transmitted --

* & & & &

-(1I11) by an amateur radio
station operator or by a citizens

- band radio operator; . . .
In addition to the above, there are other provisions within
Subsection 2511(2)(g) which could be construed to exempt amateur
radio communications from the proscriptions of the Bill.

Provided that the specific exemption for amateur radio com-
munications remains in the Bill and that the same is construed
and intended to apply to all forms of communication by, between
and among licensed amateur stations on frequencies allocated to
the Amateur Radio Service, then the League's mosé basic conceins .
are essentially satisfied. Discussions with Subcommittee staff, K
however, yield concerns that the Bill may be interpreted to

preclude or limit the ability of amateurs to monitor those ama-
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teur radio communications involving telephone interconnect, in
which one party to the amateur communications speaks and listens
through a telephone line "patched" to an amateur radio trans-
mitter and receiver, It is via these "phone patches”™ that ama-
teurs put overseas servicemen in touch with their families,
notify police, fire and ambulance services of emergencies, notify
the Coast Guard of ships'in distress, and initiate and terminate
health and welfare message traffic. Phone patching has been an
integral part of ;mateur radio emergency and public service
communications since at least the Korean wWwar, when amateurs
provided communications for wounded military personnel aboard
hospital ships in the Far East. The propriety thereof has been
acknowledged by the Federal Communications Commission. See

Carter v. AT&T Co., 13 FCC 2d 420, i3 Pike & Fischer Radio Regu~-

lations 24 597 (1968).

Amateur radio communications, including thoseAutilizing
telephone interconnect or amateur radio computer linked message
systems, are certainly not those to which this "privacy of com-
munications® legislation is aimed. It is thus respectfully fe—
yuested that any report language to accompany this legislation
clearly state that 21l amateur radio communications conducted on
radio frequencies allocated to the Amateur Radio Service are
exempt from the electronic communications intercert prohibitions
of the Bill, If in the opinion of the Subcommittee the present
language of the Bill does not sufficiently exempt all amiteur

radio communications, then the same should be amended to include,
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for example, an exemption for electronic communications trans-
mitted "on frequencies allocated to the Amateur Radio Service®” or
the like.

Finally, it should be noted that amatears, in performing
their public service functions, occasionally utilize communica-
tionsvof other services, such as NOAA weather broadcasts and the
like. As such, many amateurs employ "scanner® receivers whiéh
are capable of receiving communications of many different radio
services (inqluding amateur VHF and UHF communications, typi-
cally). The use of, as an example, a multiband radio receiver by
a licensed amateur should not subject the amateur to criminal
prosecution or harassmént in any fashion. Amateurs have legiti-
mate reason to monitor frequeicies outside the amateur bands.
Many amateurs, for instance, are enrolled in the Military Af-
filiate Radio System and the Civil Air Patrol, whi;h use fre-~
quencies assigned to the Department of Defense. Others arxe
members of the Coast Guard Auxiliary usingbfrequencies in the
Maritime Service allocation. Some 30,00C amateurs are part of
Skywarn, a system operated by the National Weather Service for
tracking and warning of severe weather conditions, e.g., tor-
nadoes; at times it may be required that they monitor Government
frequencies in connection with this work. 1In short, there is
legitimate reason for amateurs to have equipment which tunes
beyond amateur bands. Amateiurs must not be exposed to well-
meaning but uninformed enforcement activities under the proposed
Title 18 revisions., Overall, it would appear that the Bill does
not contain sufficient exemptions for legitimate users of radio
spectrum,

On behalf of the more than 400,000 amateur radio operators
of the United States, I thank you very much for the opportunity
to participate in this hearing.
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- Mr. KastENMEIER. Now I would like to call on Mr. George Kuhn-
reich. Mr. Kuhnreich.

Mr. KunangeicH. Good morning, Mr. Chairman, members of the
committee. We are very pleased to be here.

I am representing the Tandy Corp., which is the largest retailer
of consumer electronic products in the United States with some
6,000 stores domestically located, and backed up by 31 factories in

the United States.

We are both a manufacturer and a distributor of telephones and
radio transmitting and receiving equipment, including cellular and
cordless handsets, shortwave radio, and police and public safety
ban scanners. As such, we have a vital interest in this legislation.

At the outset, Mr. Chairman, I would like to mention that we
have submitted a detailed statement of our position to the commit-
tee which I would like to summarize very briefly.

H.R. 3378 is intended principally to afford privacy protection to
those using communication technologies such as cellular radio or
electronic mail that have emerged since adoption of the original
Kederal wiretapping and eavesdropping provision of the Omnibus

ct. ,

Tandy supports the extension of privacy protection to cellular
communications as well as to all forms of encrypted communica-
tions. Given the technology of the cellular industry, including the
hands-off calls from cell to cell, the cellular telephone subscriber
simply does not differentiate between cellular calls and convention-
al landline telephone calis. The subscriber thus perceives that, like
wire communications, cellular calls are private and protected from
interception.

As a practical matter, Tandy believes that extension of privacy
protection to cellular communication will help ensure the contin-
" ued growth and vitality of the cellular industry. Should protection
be denied subscribers, cellular service could become less attractive
fvm-a' -visdelgli:dllintg services. As the cellzllﬁr im{lustry mgmlts'i nowﬂyin. its in-
ancy, o vacy cove co we cantly impair
the oompetitive*v:%rl:ility of celi:ﬁr technology. Tandy thus submits
_that the extension of privacy coverage of the cellular communica-
tions could well serve the dual goals of fostering competition
among the communications services, and encouraging the utiliza-
tion of the state-of-the-art technology. ' ,

Similarly, encrypted transmission are by the very act of encryp-
tions con;e;irted 1o a form olf; private communications and should be
accorded privacy accordingly.

The extension of the Omnibus Act protections to cellular and en-
crymd communication will conform existing statutes that are the
: puan and expectations.
that v Bilk taay b0 overo Inclusive wnd extond privacy Rrotection
: may be overly ve and vacy
o categories ofcommunic:ftig:!l in which there has never been any

mutiom a_{o excluded ﬁ'ogr protoctionwof HR , the bill
,  extend privacy coverage, example, to ship-to-shore commu.
nications. Unlike cellular commnnicaglonl, however, these mee-
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sages traditionally have not been thought by the message centers
to be subject of privacy protection. _

As a blue water sailor, I can assure the committee that if I ever

get myself in trouble and I am yelling “May Day,” I would like ev-
eryone to hear it.
- Tandy believes that perhaps inadvertent impact of H.R. 3378 on
communications service to which there is no perception or expecta-
tion of privacy would be great. While the exact numbers are not
available at this time, we estimate conservatively that there are
over 350,000 amateur radio operators in ihe United States, each
typically owning more than one receiver.

There are somewhere between 40 and 60 million CB’s and
walkie-talkies operational within the United States. In total, there
are perhaps over 120 million receivers which potentially could be
affected by H.R. 3378. Clearly, legislation with a potential for such
enormous impact upon the populous and its accumulated invest-
ment warrants very careful consideration.

Mr. Chairman, I would be happy to answer any questions.

[The statement of Mr. Kuhnreich follows:]
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Statement of George A. Kuhnreich
VYice President for Corporate Planning
and Sovernmental Affaira, Tandy Corporation

On The Electronic Communications
Privacy Act of 1986

Mr. Chairman and Distinguished Members of the
Subcommittee:

My name is George A. Kuhnreich and I am Vice President
for Corporate Planning and Governmental Affairs of Tandy
Corporation ("Tandy"). I am pleased tb have the opportunity.to
appear before you today to présent the views of Tandy
Corporation regarding H.R. 3378, a bill to amend the provisions
of Title IIl of the Omnibus Crime Control and Safe Streets Act
of 1968 (the "Omnibus Act") (18 U.S.C. §2510 QE; ggg;)
relating to interception of private communications through
"wiretapping" and "eavesdropping”. H.R. 3378 would extend the
protection accorded such communications to encompass, with
specified exceptiona, messages transmitted via a wire, radio,

' electromagnetic, or photoelectric system that effects

interstate or foreign commerce."

I. introduction and Summary

Among its business interests, Tandy is a manufacturer and
distributor of both telephone and radio transmitting and
' receiving equipment -- e.g., cellular and cordless hand-sets,

short-wave radios, citizen band radios ("CBs") and police and
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public safety band scanners. Indeed, through its 4,400 "Radio
Shack", 450 "Radio Shack Computer Center™ and 130 "Radio Shack
Telephone Store" sales outlets, Tandy serves over 29 million
American £imilies, and is the larg;st retail distributor of
consumer electronic products in the United States -- a position
that it has acquirel through its more than 65 years of service
to the public. As the number one retailer in the industry,
Tandy is necessarily attuned to the evér-changing needs and
desires of the consuming public. . Since H.R. 3378 would impact
either directly or indirecfly virtually all of the
communications services in which electronic¢ equipment is
designed to operate, Tandy especially welcbmes this opportunity
to provide the Subcommittee with its perspective on the pending
legislation.

Tandy agrees with Representatives Kastenmeier and
Moorhead, and their Senate colleagues, Senators Mathias ana
Leahy, that the éxtraordinary developments in the
telecommunications industry since 1968 have made obsolete the
provisions in the Omnibus Act relating to privacy in

communications.! The advent of new voice and data

15 Hearings on S$.1667 Bafore The Subcommittee On Patents,
Copyrights And Trademzixs, Senate Judiciary Committee, November
13, 1985; see Openiag Statement of Senator Charles McC.
Mathias, Jr.; Opering Statenent of Senator Patrick Leahy;
Statement of the Honorable Robsrt W. Kastenmeier; Statement of
the Honorable Carlos J. Mooriiead.
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transmission facilities and services -- for example,
"electrénic mail", telecopying services and cellular telephony
-~ has, in fact, dramatically altered the pérsonal and business
communications environment. But, to date, there has been no
accompanying evolution in the law to provide privacy protection
for categories of communications that were not contemplated at
the time of enactment of the Omnibus Act. Nevertheless, in
order to foster the development of emerging communications
industries, such protection may be necessary to ensure that
individuals and businesses alike may protect not only their
personal privacy, but their economic interests as well. H.R.
3378 is designed to extend protection to new categories of
communications, and the Subcommittee is to be commended for
addressing this vital question.

Tandy supports the extension of privacy protection via
H.R. 3378 to cellular communications as well as to all forms of
encryvpted communications. Given the technology of the cellular
industry, including the hand-off of calls from cell to cell,
the cellular telephone subscriber simply does not differentiate
between cellular calls and ¢onventional landline telephone
calls. The subscriber thus perceives that, like wire
communications, cellular cglls are private and protected from
interception. Similarly, encrypted transmissions are, by the
very act of encryption, converted to a form of private

communication and should be accorded privacy protactien.
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Accordingly, extension of Omnibus Act coverage to cellular aad
encrypted communications will conform existing statutes to the
public's perceptions and expectations.

Tandy's sole, and limited, concern with H.R. 3378, as
drafted, is that the bill may be overly-inclusive and extend
privacy protection to categories of communications in which
there has never been any perception or expectation of privacy.
For example, as proposed H.R. 3378 would permit only the
icterception of ship-to-shore communications transmitted "for
the use of the general public," and the interception of police
or fire communications "readily accessible to the public,"
standards which are otherwise undefined.

As an alternative, Tandy proposes that H.R. 3378 be
revised to proscribe the willful interception of encrypted
transmissions or of communications transmittéa between cellular
radio telephones or between a cellular telephone and a landline
telephone. This more narrow framing of the legislation would
enable Congress to extend privacy protection to evolving
communications technologies without unduly impairing the
public's ri-"t to use its existing ipvestment in radio

receiving equipment.

II. The Proposed Legislation

H.R. 3378 proposes to extend privacy protection to all

electronic communications with certain specified exemptions.
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These exemptions are, essentially, four in number: (1)
cermmunications designed to be "readily accessible to the
public"; (2) communications transmitted for the use cf the
general public relating to ships, aircraft, vehicles or persons
in distress; (3) coimunications transmitted by a walkie-talkie
or a police or fire communicaticns system designed to be
readily accessible to the public; (4) communications
transmitted by an amateur radio station operator or by a CB
radio operator. H.R. 3378, Secticn 101(b). While the bill
thus permits the use of walkie-talkies, CBs and police or
pukblic safety band-scanners {provided that such scanners
monitor solely bards "readily accessible to the public"), it
extend; protection to other categories of transmissions
brcadcast over the public airwaves, including cellular

telep:i "2 and ship~to-shore communications not made for the use
of the general public.

Tandy endorses the extension of Onmnibus Act coverage to
all cellular communications. Indeed, it is clear that the
typical cellular subscriber perceives and expects privacy in
his or her cellular conversations. The Congressional Office of
Technology Assessment has thus concluded:

The public generally expects that telephone

conversations are private and that electronic

survejllance of telephone calls is illegal,

except in very. narrowly circumscribed

law-enforcement and national security

investigations. . . . [T)hke new telephone
technology war not envisioned when current
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legal protections were enacted, and thus the

statutory protection against telephone

surveillance is weak, ambiguous, or non-

existent, %4
In short, the similarities between landline and cellular
ssrvice both in appearance -- e.g., the physical configuration
of the subscriber hanasets -- and service -- e.g., low call
blocking rates and high grades of service -- have engendered in
cellular subscribers the belief that their communications Qre
"private." Indeed, giving the technological underpinnings of a
cellular system =-- e.g., the hand-off of calls and frequencies
from cell'to cell within the system's service area =-- such a
perception and expectation of privacy is justified and
warranted.

As a practical matter, Tandy pelieves that extension of
privacy protection will help ensure the continued growth and
vitality of the cellular industry. Should protection be denied
subscribers, cellular service could become less attractive
vis-a-vis landline service. As the cellular industry is now
in its infancy, denial of privacy coverage could well
significantly impair the competitive viability of cellular

technology. Tandy thus submits that the extension of privacy

2  pederal Covernment Information Technology: Electronic
Surveillance and Civil Liberties (Washington, D.C.: U.S.
Congress, Office of Technology Assessment, OTA-CIT-239,
October, 1985) at 29.
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coverage to cellular communications could well serve the dual
goals of fostering competition among the communications
services, and encouraging the utilization of state-of-the-art
technology.

Tandy also endorses extension of privacy protection to
all encrypted transmissions. These communications are
transmitted in a "coded" format.l Accordingly, through the act
of encryption, the message sender has demonstrated an intention
and expectation that these communications remain "private".
But, to date, privacy coverage is not afforded these messages
unless they are transmitted by wire. Tandy supports the
extension of the Omnibus Act to encompass encrypted

communications and to conform existing laws to the public's

perception and expectation of the scope of privacy coverage.

II1. The Proposed Approach

Tandy endorses the extension of Omnibus Act coverage to
all cellular communications, but believes the bill should be
amended to make it clear that it remains permissible to use
scanners to monitor walkie-talkie, CB, police or public safety
or ship~to-shore communications ~- in other words, those
communications that are now and historicall; have been
"readily accessible to the public."

Tandy is, therefore, concerned that H.R. 3378, as

drafted, is overly~inclusive. While amateur radio, CB and, to
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a limited extent, police and public safety band communications
are excluded from protection, H.R. 3378 extends privacy
coverage, for example, to certain ship4to-shore
communications. Unlike cellular communications, however, these
messages traditionally have not been thought by the message
senders to be subject to privacy protection. The United States
Court of Appeals for the Ninth Circuit has acknowledged, for
2xample, that "scores of mariners. . . listen to the
ship-to-shore frequency."?! Given this fact and given the
many years over which the maritime public has become used to
monitoring ship-to-shore frequencies for reasons of safety;
extension of privacy protection to these communications is not
warranted.

Tandy believes that the perhaps inadvertent impact of
H.R. 3378 on crmmunications services to which there is no
perception or expectation of privacf would be great. While the
exact numbers are not available at this time, Tandy estimates
conservatively that there are ovef 350,000 amateur radio
operators in the United States, each typically owning more than
one receiver; that there are between 40 to 60 million CBs and
walkie talkies operational within the country; and that there

are over 50 million shecrt-wave multiband receivers. In total,

3J United States v. Hall, 488 F.2d 193 (9th Cir. 1973)
(emphasis added).
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there are perhaps over 120 million receivers which potentially
could be affected by H.R. 3378. Clearly, legislation with the
potential for such enormous impact upon the populace, and its
accumulated investment, warrants careful consideration.

In order to assure that equipment owners are not
prohibited from maximizing the utility of their investment,
Tandy proposes that the Subcommittee consider a more narrow
approach, specifically legislation extending Omnibus Act
coverage to all encrypted transmissions and all communications
transmitted between cellular radio telephones or between a
cellular radio telephone and a landline telephone. 1In this
manner, protection would be afforded to, and the further
development encouraged of, the new technologies which have
evolved since adoption of the (mnibus Act. At the same time,
however, thé legislation would be framea in the narrowest
manner possible to satisfy this goal, and the inadvertent
impact upon other, traditionally unprotected, communication

services (and equipment owners) would be avoided.

00743
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Mr. KasTeNMEIER. Thank you very much, Mr. Kuhnreich, for
that brief, but I think very informative statement.

Our last witness on the panel and our last witness today is Mr.
Richard T. Colgan. Mr. Colgan. :

Mr. CoLgaN. Mr. Chairman and members of the subcommittee,

I am Richard T. Colgan, executive secretary of the Association of
North American Radio Clubs. I appreciate the opportunity to
appear before you today to discuss H.R. 3378.

The Association of North American Radio Clubs is an affiliation
of 18 of the oldest and largest nontproﬁt radio-listening organiza-
tions in North America. Fourteen of our member clubs are located
in the United States and have a combined membership of more
than 10,000 radio listeners.

In addition to representing our U.S. members, we believe that
our concerns about this bill are representative of those which
would be expressed by the millions of Americans, many of whom
are elderly, and many of whom are disabled, who own and enjoy
shortwave radios and scanners. These people have no one else to
speak for them.

The numbers we have suggest that there are over 1 million
shortwave listeners in America and that there are many millio
more who own scanners. ~

As listeners we understand the vulnerability of some types of
radio communications to interception. We agree with the major
thrust of the bill that the Government interception of electronic
communications must be carefully controlled and monitored. As a
matter of principle, we applaud H.R. 3378’s intent to provide that
protection and we support its goals. _

_ However, as a practical matter, we have serious concerns about
the vague and overly broad language used in parts of the bill. That
lang could make it unlawful for Americans to listen to most of
the radio spectrum. While this side effeci was undoubtedly unin-
tended by the bill’s framers, the result could be an almost complete
reversal of U.S. public policy.

Most of our concern stems from the uncertain meaning of “read-
ily accessible to the public.” The reality of radio waves is that they
are present in cvr homes, our cars, our businesses, in this hearing
room and other places, whether or not we want them there. All we
need is a suitable receiver and we can hear those signals. A radio
signal that pervades a po&ulated area is, as a matter of physical
fact, readily accessible to the public. With suitable protection, how-
ev::, the information content of the transmission can be made pri-
vate.
the same privacy protection. o intrading and lterferics signais s

same privacy p on an as
itdoutoonuopemtinglawﬁlﬂt',.}éneumpleofthhhahnd
mobile station interfering with a -TV station. In that perticu-
lar case, one could not lawfully interoahgt that signal to determine
;ho it was interfoﬁng with their television so that the signal could

Now, there are several exemptions to the prohibition on listening
that are contained on page 8 of the bill. We would offer the follow-
ing major points about those.
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First of all, we feel that H.R. 3378 makes general listening to
those frequencies on which you would expect to hear distress calls
unlawful. :

Second, as a practical matter, there is no difference between sig-
nals from a radio that is carried in the hand, that is, a walkie-
talkie, and one that is not.

Third, police, fire, business, forestry, mobile telephone, and inter-
national shortwave are equally accessible to the public.

In terms of amateur radio, the bill seems to exempt amateur
auto patches, which are nothing more than private telephone calls
with a wire-wireless interface.

We wonder why H.R. 3378 does not similarly exempt listening to
other forms of mobile telephone calls.

Then, finally, pertaining to CB radio, the bill makes no specific
mention of the general mobile radio service, or GMRS, which oper-
ates in the vicinity of 460 megahertz. That radio service is the
original citizens band service and we assume that GMES is not ex-
empted from the prohibition on listening.

H.R. 3378 seeks to transfer the responsibility for communications
grivacy from the system provider or user to the general public.

ince most land mobile services do not take even minimal precau-
tions against interception of their transmissions, we believe they do
not regard the privacy matter as a serious one.

We feel that if Congress wishes to extend privacy protection to
land mobile or other radio services which have not generally had
the expectation of such privacy, they should use the presence or ab-
sence of encryption as a test of whether the system provider or
user expects that privacy.

The use of clear voice rather than encrypted voice is the differ-
ence between sending a postcard and sending a sealed letter.

Mr. Chairman, we had fully intended today to demonstrate to
the committee how readily accessible such things as cellular tele-
phones are. However, because of the questions that are presented
by section 705 of the Communications Act of 1934, which, as you
know, relates to the interception and the divulging, or the dissemi-
nating, of the informatior that is intercepted, we will not ask the
committee to play that portion of our tape. We do have it available,
however, for the committee’s information. A

With your permission, we would like to play two short tape seg-
ments which show how telephone conversations, or radio conversa-
tions in general, may be protected from true interception which
has to do with the information content of those signals.

. . We would be pleased to hear you demonstrate

Mr
this.
%udio presentation.]
. CoLaan. Mr. Chairman, we could continue with that record-
wor some time. As I think you will admit, neither of those pro-
far
forma

any of us in this room, unless there are people with powers

4 those that I have, with the ability to understand the in-

w. m“*.:i"‘ﬁ;m{“‘ shifts responsibility fo lahm vacy
em W] res r

awa fromthoproviderorunr.'l‘heg:sweremnot thog::kof

a le technology as we just demonstrated. Radio communica-
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tions privacy devices are in daily use by law enforcement agencies,
the military, satellite operators, and private business.

The answer cannot be the cost of privacy systems. While the cost
of some encryption devices may be high, consumer demand for pri-
vacy—and we have heard about consumer demand already this
morning—and competition in the marketplace would be expected
go drive prices down and increase the sophistication of encryption

evices.

I might mention, Mr. Chairman, although it may be difficult for
you to see these—and I don’t dare remove them from the static
protecting foam-—this is an example of a microchip which oouldi

produce the signrals that were the ﬁrst that we heard, simple vowe
inversion.

[Microchip shown.]

Mr. CoLGaN. That chip, by the way, costs, I think, $6.85, if you
buy just one of them.

These are three examples of a very sophisticated type of encryp-
tion device which is now 2 years old. These can be purchased in the
open market for around $40 for an individual piece. So the cost of
the devices themselves is certainly not a factor.

[Microchips shown.]

Mr. CoLGAN. It is interesting to note several things. First of all—
and I don't know how long a string of numbers this would provide:
us with—Motorola provides digital voice protection for some of
their radio equipment. I believe that in an attachment to my st.ate-"
ment there is an example of some of that equipment. ,

Their digital voice protection equipment provides 2.36 times 10to
the 21st—and that is a tremendously lox;garow of zeroee—of user

programmable codes, that is, there are t many poesible ways:
that that information can be encrypted. It is our understandmg,
from a am uick calculation that using computers that are:pres-
ently av. were_you able to determine that a signal was
indeed voice, and attempt to- utilize these devices, it could take you
as long as 4 years to hit upon the rig fteodesothatyoucouldturn
that signal into intelligible information. " L

Iwouldhketooﬁ‘eraquotefromtheFOfolmlght.Wehava;
borrowed this from the statement provided by the Satellite Televi-
sion Industry Association, Inc., commonly known as SPACE. This is
a titéatement from the Federal Communications Commission. :

says:

It has lo t}uCommhlionlviewthattheiniﬁdrupomihﬂlt.y ltnal:.
the

pro o%ould.n“ dcnnlorlcinawr‘:hoilln bcnpodﬁoatom{

, Mr. Chairman, we believe that the bill would be virtual-

ly orceable. Radio reeeivou, unless they are used in public;_

hcu.mmdlﬁundotecublein
P The Association offerodfs.ur amendments whichwonldgoe_

way toward our oonoerns.
we have a definition of the term * M;
blotothopublic Wefoolthtthobﬂllhouldho aded 0 .in--
clude that any electronic unication which, is tr -

oomm ;
ted in an unscrambled ummad Ihare
acomn.:gntypeofmod:rhtion wmm“.
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wide coverage area so as to be receivable in populated areas is con-
sidered to be readily accessible to the public.
Second, we regard listening to land, maritime, and air mobile
g%msgglscatmns, and shortwave fixed stations, as lawful under
If our mterpretatxon is not what the bill intends, it should be
‘amended so that it would not be unlawful to intercept an electronic
communication made through an electronic communications
system designed so that such electronic communication is unscram-
bled or unencrypted.
- The third amendment. We are not aware of any Federal law or
_regulation limiting the purchase or ownership of any type of re-
ceiver. However, some of the rhetoric that has surrounded H.R.
3378 leads us to believe that efforts to impose such limits may be
- forthcoming. We would be much assured of the intent of all con-
_cerned if the bill were amended to state that it would not be un-
-lawful to manufacture, sell, purchase, possess, or use any type of
- radio communications receiver for non purposes.
" We feel this would simply make explicit what we believe to be
_present and traditional policy of the U.S. Government..
. Finally, as amendment four, as worded, the bill provides the
‘same measure of privacy protection to mgna.ls causing harmful in-
“terference as to lawfully present signals. To remedy this inequity,
-the bill should be amended to state that it would not be unlawful
-to intercept any electronic communication causing harmful inter-
ference to any lawfully operating station.
- In summary, Mr Cgamnan, while we support the intent of HR.
‘3878, we are concerned that the unintended effects would make
cnmmals of millions of Americans for listening to airplanes, trains
“and shortwave utility stations.
- The Association of North American Radio Clubs stands ready to
i;;»work with the subcommittee staff in developing a bill which truly
/Te) nts the best interests of all Americans.
. Chairman, this completes my prepared remarks. I would be
,:pleaaed to anawer any questions at this time.
[The statement of Mr. Colgan follows:]
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ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1985

Hr. Chairman and Memhers of the Subcommittee, 1 appreciate the
opportunity to appear before yoﬁ today to discuss H.R. 3378, the

Electronic Communications Privacy Act of 1385.

I would be surprised if any of you:ﬁad heard of the Association of North
fAmerican Radio Clubs prior to receiving copies of my testimony.
Althoudh we are a national organization founded in 1964, our uwork seldom
brings us into the headlines. We are an affiliastion of eighteen>6f the
oldest and largest radio listening orpanizations in North America.
Fourt;en of our member clubs are located in the United States; four are
headquartered in Canada. The combined membership in our U.S5. clubs
exceeds 10,000 rodio listeners. These hobbyists listen to the radio
fraquencies from longuave to satellites: and from ordinary AM and FW
signals to packet radio, radioteletype and facsimile broadcasts.

Additional information on the Association is included in Attachment 1.

In addition to representing our U.S. member organizations, wue believe
that our concerns about H.R. 3378 sre representative of those which
would be expressed by the millions of Americans who oun and enjoy
shortuave radios and scanners. Uhile ue cannot say uwith any certainty
exactly hou nany Americans oun these Ixu\di of radios, there are sone

estinates avatlshle which convey the magnitude of those numbers.
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Or. Kim Elliott, Director of Audience Research at the Voice of America,
cites a recent British Broadcasting Corporation (BBC) estimate that it
has 2,000,000 regular listeners in North America. Because ue can safely
say that most shortwave listeners are 88(C regulars, we can take this as
a conservative guide to ths total number of North ﬂueriéen listeners.
Even after subtracting listeners in Mexico and Canada, the number we are
left with is about four times as many shortwave listeners in the U.S. as

there are licensed radio amateurs (hams).

Estimates for the number of scanner owners are similarly difficult to
find. The Electra Company (manufacturer of Bearcat scanners before the
Bearcat line was purchased by Uniden in 1984) claimed that there uere

8,000,000 scanners in homes, cars and offices around the country.

The Americans who own shurtwave radios and scanners come from every walk
of life: many of them are elderly snd many are disabled. Radio
listening is ones way f?r them to find out what is happening in thaeir
communities, their countey and the world. The vast majority of these
casual listeners are unaware of H.R. 3378 and how it might affect than.
Furthermore, the ambiguous wording of the bill has caused many hobbyists
to believe that the provisions of the bill would not aoply' to than.
These fmericans are thus unable to have their voices heard. This is one

of the reasons I am here today.

Ue see that H.R. 3378 has been shaped by the need to resolve various
legal loopholes and contradictions created by changes in tochnoloev:‘”lt
its vistibly concerned with the status of electronic matl, coacu}or data
bases and uith toléphono-ltko wireless communications links. It

addresses importent questions of policy and fact.
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The members of ANARC clubs understand, perhaps better than most, {he
‘vulnersbility of some type§«g£w§ggio communications to interception and,
thus, thz2 importance of privacy péotection. We apree with the major
thrust of the bill that the intrusion of government into private lives,
through the interception of electronic communications, must be carefully
controlled and monitored.
!

The people we have talked with have not been worried about their
cordless phone or mobile telephone conversations being overhéurd by
casual listeners. To a person, however, +they have expressed concern
about the possibility that lau enforcement and other government agencies

could routinely and indiscriminately monitor those conversations.

1f there iz any concern about casual listeners atsusing what they might
hear, there is adequate remedy in Section 705 of the Communications Act
.of 1934, Vigorous, well-publicizad enforcement of the Act by the
Justice Department would be an effactive means of assuring
communications systems users that their conversations will be safe from

disclosure by members of the gcnerai public.

Section 705 does not provide adeguate protection from the imoroper
actions of governmernt. fis a matter of principle, ue spplaud H.R.

3378's intent to provide that protection and ue support its goals.
Houever, as a practical matter, uwe have serious concerns shout the vague
snd overly-brosd language used in parts of the bill. That language
could make 1t unlauful for Mfmericans, whether hobbyists or cacual
listenars, to'llc£on to mast of the radio spectrua. While this 10
undoubtedly a side effect unintentied by the bill's framers, the result
could be an almost complete reversal of United States public policy

relating to redio communications.



175

Portiens of H.R. 3378 are so asbiguous thet ve do not know how
concerned we should be about them. In other cases, the wording seems to
make unlauful certain activities which contribute to public safety and
the orderly use of the radio spectrur. In still other instances, the
wording introduces radically new concepts about who bhears the
responsibility for protecting privacy of communicationss concepts to
which ue must object and which u~ believe, upon thoughtful examination,

wil]l be sesi: == unnecessary.

DEFINITION OF “READILY ACCESSIBLE TO THE PUBLIC"

Most of our concern stems from the uncertain meaning of “readily
accessible to the public”. The reality of radio waves is that they ar:
present in our homes, cars, businesses, in this hearing room and other
places, whether or not we want them there. All we need is a suitable
receiver (and sometimes an antenna) and we can listen to those isgnuls.
A radio signal that pourvades a populated area is, as a matter of

physical fact, readily accessihle to the bublic.

This stateomer: 1is not as technologically simplistic as it =ay sound.
Most radio system providers and users UWANT their signals to be widely
and easily heard. Uhat they may NOT want is just anyone ‘. have access
to the INFORMATION carried by those signals. For that reason, we
believe that the bill must clesrly differentiate betusen ths radio

signal itself and the information 1t carries.

Most land-mobile services tincluding cellular telephones) use freguency.

nodulation--FH--for their broasdcasts. Although the channels are
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narrouer than those used for the FN brosdcasting with which ue are all
fantliar, any FM brosdcast receiver can be esasily modified to tune in
raritime and land-mobile channels. The same 1is true of AN radios and

seronautical stations,

Indeed, television sets can tune in some channels used for land-mobile
communications because the FCC sllocates uncccupied UHF TV channels for
the use of land-mobile services. Because land-mobile stations normally
use a common nodulatxo; type--FM--and broadcast their signals over wide
areas, we can, again, only regard those transmissions as readily
_accessible. s we understand H.R. 3378, the use of the word
“intercept”, rather than “listen” or “monitor” is crucial and correct.
"Intercept” refers to the acguisition of INFORMATION CONTENT; “monitor"
or “listen” refers to the more general act of detecting the presence of
a radio signal, irrespective of uwhether its content is intercepted.
These definitions recognize the distinction betuween information which is

private property and the radio spectrur which is a PUBLIC resource.

DEFINITION OF “ELECTRONIC COMMUNICATION"

Ue also have difficulty with the suoeblng. catch-all term "electronic
communication”. Tﬁts term seems to orsginate uwith the idea that vurious
forms of data are now fully interconvertible ant the fact that the fixed
tilephona netuork, which formerly carried only voice, nou carries a
variety of non-voice communications. Furthermore, the phone system user
sanrot tell 1f his call ts traveling by uire. optical fiber, microuave
lank or by setellite. Thus, cénbtntng all modes and channels under a
slbglc. general "umbrella” term--"electronic communication”--seems, at

firet glence, to make a great deal of sense.
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Uhile this might be convenient for those us;nn the expanded telephone
system, it does considerable violence to ' nany well-established
principles and practices in the field of radio communications;
principles and practices grounded in th: very real physical and legal

differences betueen communicating by wire and communjcating by radio.

Consider a voice message traveling by uire. The wire is physical
private property, ouned by soseone. The information travels wuithin an
insulatiry, isolating sheath. Tc monitor that message, it is necessary
to physically tap into that uire. The same message on radio travels on
a public medium; 4t is nejther insulated nor isolated. To 1listen to
that message, there is no necessity for any physical connection betueen
the receiving device (a radio) and the transmitting device. Considered
separately, it would not be difficult to take into account the
dxfferencés inherent in the two systeni. It is only when these tuo are

intermixed and interconnected that problems arise.

H.R. 5398 covers not only those communications systems which intermix
and interconnect wire and wireless, but also uireless systems without
such interfacing. The bill would seem to entitle some uireless systems
tc privacy protection equal to that of a uire system, irrespective of
wvhether or not users of the service previously had some expectation of
privacy or uhether the type of communications allouwed to such systems
rquired thd?‘brotoétton. Short of d!spinstno uith the catch-all term
"electronic communication”, we cannot supgest a way to preserve the real
and essential distinctions that exist betueen uire and wuireless
communication. hoth as to the regulation of their use and their physical

features.
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The broad sweep of the term “electronic communication” inadvertently
craates some peculiar g¢ituations we know the Congrosg woul wuish td
correct. For example, because of the channel sharing Letueen UHF
television stations and land-mobilz services, it is ali too common for a
television viewer to be subjected to unuanted and harmful interference
from a nearby land-mobile station. Should the TV viewer hear the
content of the interfering signal, to avoid violating H.R. 3378, he or
she should probably turn off the TV set. He or she certeinly should not
do what most knowledgeable peopie do--iry to identify <¢he interfering

station so that action can be taken to cure the interference.

The bil} would also proh1£1t individuals from monitoring their
environments to deternine if radio signals capable of causing
physioloqical harm uere present. Uhether the presence of those signals
constitutes trespass is a legal question. Houwever, scientists are just
beginning to study and understand the biological effects of exposure to
various levels of electromagnetic radiation. To deny an individual the
right to monitor radiation entering his or her home or body is to strip

himn or her of defense against what 1is becoming commonly known as

“electropollution”.
H.R. 33780 4hus affords the same privacy protection to intruding,
interfering and possibly harmful signale as it does to ones operating

Jaufully. Ue believe this 1s wrong and would make it much more

difficult to identify and remove these unwanted signals.

“EXEMPTIONS” TO THE PROHIBITION ON LISTENING

1¢ the bil) were emended as we wili suggest, that would resolve our
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concerns about the inconsistency and illegic of the “exemptions” to the
prohibition on listening listed as sub-clause (ii) on paje three of the

bill. For the record, houwever, we would offer the following points:

DISTRESS CALLS. Unless a receiver is specislly-equipped so that it can
be turned on only by distress calls, one could not legally receive those
calls. Without such a receiver, a listener would have to monitor every
transmission on the radio freqguency on wvhich distress cells might occur.

H.R. 3378 would seem to make such general listening unlawful.

WALKIE TALKIES. As a practicsl matter, there is no difference betueen

signals from a radio that is carried in the hard and one that is not.

POLICE AND FIRE COMMUNICATIONS. Both the wording of the bill and
testimony by the bill's spbnsors indicate that they believe that police
and fire communications are “readily accessible”, but that other radio
services--often just & few kilohertz or megahert2z sway--are not. In
truth, thers is no difference in accessibility betweer police, fire,
business, forestry, mobile telephone, interrational shortuave, longuase
beacons, and so on. f general-coverage shortwave receiver or 8

synthesized scanner can detect all of them uith squal facility.

AMATEUR RADIO. The bill permits anyone to-)xsten to han signals. bUhile
uwe heartily endorse thys provisicn, it does Qive us reason for wonder.
The bill would seem to exeapt amateur “phone patches” and “auts
ﬁatchio”, which sre nothing more than private telephone calls with a
wiraless-wire 1nterface. As such, "auio patches” are little different
from cellular ar other mobile telephone calis., It i not aepparent
whether the bil]l ectuslly exompts these "auto patches”. 1§ indeed 1t

does, why does 1t not similarly exempt listening to ali forms of mabile
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tslaphone signals?

CB RADIO. The bill permits anyone to listen to Citizens Band signals,
presumably at tuenty-seven megahertz. However, no mention is =made of
the Genersl Mobile Radio Service (GMRS) at 460 megahertz, which is the
original “citizens band” service. UWe rust assume that GMRS is not
exempted from the listening prohibition. Therefore, K.R. 3378
presumably prohibits the thousands of licensees in this service from
listening to each other as is almpst inevitable in the shared-frequency
environment which exists. By prohibiting the monitoring of land-mobile
channelz, even by licensees, the bill makes compliance with the Federal

Communications Commission’s channel-sharing rules almost impossible.

RESPONSIBILITY FOR COMITUNICATIONS PRIVACY

H.R. 3378 seeks to transfer the responsibility for radio communications
privacy from the system provider or user {(houwever they might wuish to
divide that responsibility) to the casusl listener and the gcnerQI
public. Ue find it necessary to again stress the difference hetueen the
radio signal itself and the 1nformation (voice, data, video) carried on
that esignal. Merely receiving the signal in no way compromises iﬁe
privacy of the information transmitted or that of the communication

system user.

If the tnformation 18 brosdcast "ain the clear”, that 1is, 1t s not
scrambled or encrypted, 1t 1s not difficult, in our view, to advance the
arguments that: 1) the information content of the broadcast is not
private, 2) the system oprovider does not intend that the information

will be private, and 3) the syetem user has no reasonable expectation
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that the information will be private. Since most land-mobile services
do not take even minimal precautions against interception of their
transmissions, ue believe that they do not regard this as a serio;s
problem. The use of clear voice demonstrates to us a lack of concern
for privacy of the communications. It is the difference betusen sending

8 postcard and sending a sealed letter,

We think that if Congress wuwishes to extend privacy protection to
land-mobile or other radio services which have not generally had the
expectation of such privacy, they may wish to use the presence or
abs~nce of encryption as a test of uhether the system provider and the
user expect privacy and to reinforce the technical protection gn the

bill’s legal penalties.

As radio listeners, we recognize the realities of radio uaves. fAs
telaphone users, ue appreciate the feeling of privacy that the average
Anerican has uhenever he or she uses the telephone. Manufacturers of
communications systems have, or should have, similar perspectives. Uith
this reasonable exp:ctation in mind, we must ask why the bill seeks to

shift responsibility for system privacy auay from ths provider or user?

The answer cannot be the lack of available technology. It exists today,
and radio communications privacy devices are in daily use by law
enforcement agencies, the mnilitary, satellite operators and prlvaf!
business. The ansuer cannot be the cost of privacy systems. Uhilo it
is true that the coat of some encryption devices may be high, consumer
demand for privacy and competition in the marketplace would be expected
to drive prices doun, just as we have sesn happen for other forms of
electronics technology. Additionally, we would predict that the

sophistication of encryption devices would increase, providing even
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higher levels of privacy. Information on several encryption

technologies and devices is included in Attachment 2.

Leaving the matter to the consumer is considered consistent with the
trend--now nearly a decade old--of allowing market forces, rather than

legisiative decree, to determine the features of communications services

offered to the public.

ENFORCENENT OF THE BILL

Finally, and we will not duell on this point, ue believe the bill would
be virtually unenforceable. Radio receivers, unless they are used in a
public place, are generally undetectable in use. The authors of the
Communications Act of 1934 realized this fect and did not make it
unlawful to listen to any kind of wireless communications. The fct only
nakes it unlauful to “intercept and divulge" or disseminate the contents
of those transmissions or use them for private gain. It is the
fssociation's position that these provisions are as relevant and

spplicable today as when they wers originally uritten.

AFFIRMATIVE RECOMMENDATIONS

1€ the bill uwere amanded to recognize the matters we have illuminated in
e manner corsistent with the facts, we would have no problem wuith it.
In thet light, the Association offers four amendments uwhich wou)d

alleviate our concerns,

AMFENDRENT ONE . There is no definition of "readily accesaible (o the
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public” in the bill nor have we seen or heard a definition which

reflects the factual situation.

Ue believe we can provide such a definition. The bill should be amended
to include the following: "Any electronic communication which 1) 1is
transmitted in an unscrambled or unencrypted manner, and 2) shares a
common type of nodulatioﬁ with other signals, and 3) has a wvide coverage
area so as to be receivable in populated places is considered to be

readily accessible to the public.”

AMENDMENT TW0. We believe it 1is unnecessary to make 1t illegal to
listen to unscrambled or unencrypted transmissions, as the use of open
voice demonstates a lack of concern for privacy. Becsuse of ;ﬁe broad
geographié;l coverage of some point-to-point uwireless <transmissions,
combined with the use of open voice and common modulation, these
stations are already "readily accessible.” Ue regard listening to land,
maritime and aeromobile communications and shortwuave "fixed"” stations as

lawful under H.R. 3378. If our interpretation is nct what the bill

says or implies, it should be reucrded as follous:

"Section 2511(2) of title 18, United States Code, is amended by

adding at the end the following:

“(g' It shall not be unlauful under this chapter for any

person--

“{1) to intercept an electronic communication made
through an electronic communication system designed so
that such electronic communication is unscrashled or

unencrypted.”
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By this amendment, we are asking only for =me SA&ME rights for other
radio listeners as those which have been acocorows the ouners of earth

satellite receiving stations.

AMENDMENT THREE. e are not aware of any Ffederal law or regulation
limiting the purchase or ouwnership of kind of receiver, and we would
oppose any change in this policy. Some of the rhetoric surrounding H.R.
3378 leads us to believe that efforts to impose such limits may be
forthcoming. The recent California law prohibiting the manufacture,
sale or purchase of any receiver solely capable of:: tuning the cellular
telephone frequencies is an unfortunate example which we fe-vently hope
never to see elevated to the Federal level.

Ue would be much assured of the intent of all .concerned with this bill
if the following amendment were inserted between lines 16 and 17 on page
three, adding a sub-clause (iv) to Section 2511(2) of title 18, United

States Code:

"(iv) to manufacture, sell, purchase, possess or use any type of

radio communications receiver for non-oriminal purposes.”

This would simply make explicit what ue believe to be the present and

traditional policy of the United States government.

Should the Congress wish to forbid or limit ownership of receivers
capable of tuning specific portions of the radio spectrum, there are e
nunber of inherent problens. Tuo of these problems are discussed in

Attachment 3.
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AMENDMENT FOUR. As worded, the bill provides the same measure of
privacy protection to signals causing harmful interference as to
laufully present signals. To remedy this inequity, the pill should be
anagnded by inserting sub-clause (v) after the sub-clause (iv) proposed

above to Section 2511(2) of title 18, United States Code:

“{v) to intercept any electronic communication causing harmful

interference to any laufully operating station.”

SUMMARY

The Association of North American Radio Clubs has thoréughly revieuwed
H.R. 3378 and its potential effects on the members of our affiliated
organizations as well as on the millions of Americans who own and enjoy
shortuave radios and scanners. UWhile we support the intent of the bill,
we believe the unintended effects would be d}sastrous. We are concern;d
that the bill would make criminals of Americans for listening to

airplanes, trains and shortuave utllity stations.

Ue have clearly stated our concern with the lack of definition of
“readily accessible to the public” and “electronic communication™. Ue
have demonstrated the ianconsistency and illopgic of the “exemptions" to
the prohtibition on listening contained in the bill. We have correctly
questionad the shifting of responsibility for communications privacy
from the cystem provider or user to the gensral public. And we have

pointed out the bill's unenforceability.

We have recommended four smendments to the bill which, in our jmiomom.‘r

clarify the bill's intent and correct its doficiencies. The usefulness
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of amendments tuo and four is dependent on whether there is agreement on
the definition advanced in amendment one. Amendment three is desirable

regardless.

Tha Association stands ready to work with the Subcommittee’s staff in
developing a bill which truly represents the hest interests of all

fmericans.

#r. Chairman, this completes my prepared remarks. I would be pleased to

ansuer any guestions at this time.
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The Association of North American Radio Clubs (ANARC) 1s a voluntary
affiliaation of eighteen of ithe oldest and largest non-profit hobby radio
listening organizations in North America. ANARC was founded in 1364 to:
1) promote closer ties among radioc clubs, 2) promote the interchange of
information and ideas among member clubs, 3) work for the common good of
the hobby, and 4) provide a medium to speak out for radio clubs and

listeners 1n North Ameraica. In furthering these purposes, the
Rssociation maintains close ties with its counterparts in Europe--the
European OX Counc.l--~and in the Pacific basin--the South Pacifaic

fissociation of Radio Clubs.

ANARC 1» governed by a seven-person Executive Council, composed of an
Enecutive Secretary and six members elected from among the executives of
the member clubs; the Executive Secretary has no affiliation with any
menber club. Councail members, as well as ANARC committee members and

staff, serve as unpaid voluntears.
Fourteen ANARC member clubs are bassd in the United States: four are
headquartered i1n Cansda. These clubs have wuide-ranging interests from

longusve bsacons (located bilow the standard “AH broadcast band™) to

long dastance TV and FM reception to satellite signals. The combined

Attachment 1

58-044 ¢ -~ 86 - 7
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nemnbership of the fourteen American clubs exceeds 10,000 radio
listeners.

Although the Association l.l composed of hohby clubs, i1t has, ;luolt from
its tncopuon.' been involved in national and international broadcasting
matters. In 1966, it established a Frequency Recommendation Committee
to work wuith such international broadcasters as Radio Sweden
International , Radio Austria International and the Belgian Radio to find
and maintain fregquencies for the best reception of their shortuave
signals in North America. Todsy, the committee regularly assists over a

dozen international broadcasters.

Also in 1966, ANARC held 1te first convention in Kensas City, Miscouri.
Recent conventions have been held in WUashington, DC (1383); Toronio,
Ontario (1984)y and Miluaukea, Visconsin (1985). The twenty-second
annual convention will be in MNontreal, Quebec, July 18-2@, 1988, hosted
by Radic Canada International. These conventions, which are truly the
“event of the f.or" for North American radio listeners, draw tc;gcther
hundreds of  hcbbyists, international bfoadcut personal itiee,

nanufacturers, detlers and listeners from around the world.

In 1383, ANARC was acked to assist the U.S. Department of State uith
prepacations for the World Administrative Radio Conference on High
4F‘r¢quoncy Broadcasting. The Conferance, held in Geneva, Swuitzerland
early in 1984, discussed new strategies and technology for international
brosdcasting on the frequencies betueen six and tuenty-six megehartz.
Specifically, ANARC documented the oaffects of intentional harmful
intarference--jamning--on shortuave broadcasts intanded for audiences in

North Amertica. The Associstion also furnished monitoring information on
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the Soviet over-the-horizon radar systems (commonly called the
"Wocdpeckers” because of the sound of their éignals) which regularly

interfare with a wide range of stations on the high frequencies.

During 1985, ANARC's Over-the-Horizon Radar Committee organized and
conducted the “Woodpecker Project” to gather current data on worlduide
interferznce caused to shortuave broadcast stations by the high-pouer
pulse emissions knouwn as the "Woodpeckers"”. One hundred seven listeners
in thirty-two countries participated in the Project. Information from
the study is being analyzed and will be presented to teleconﬁunications
ministries of countries participating in the 1987 World Administrative
Radio Co'.ference on High Fregquency Broadcasting to convince them to

support a prctocol statement condemning this interferonce.

The Association publishes a monthly tuwelve-page neusletter; produces
regular programs for Radio Canada International and HCJIB in Quito,

Ecuador: and operates a computer bulletin-board for radio listeners.

ANARC may be contacted at Post O0ffice Box 180403, Austin, Texas

78718-0403.
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COM9046

PRELIMINARY

Single Side Band Speech Scrambler

FEATURES

[J Speach Scrambling'Descrambling

[} High Dynamic Range

O Low Voitage Operation

I3 Low Power Consumption

O On Board Crystal Oscillator

O Uses Common Color Burst Crystal

{1 Full Duplex Operation

O Selectabie Scramble Enable’Disable

O Switched Capacitor Filter

O COPLAMOS? n-Channel Silicon Gate Technology

PIN CONFIGURATION
NC|1 18| XTAL,
Scrambie | 2 13{NC
Vss i3 12| XTAL.
Ret |4 1 [inA
nels 101 Out-A
OutBl6 9|ves
vad, |7 8]vss,

GENERAL DESCRIPTION

The COMS046 is a monotithic integrated circuit contain-
ing & voice scrambier, a descrambier and a crystal oscilla-
tor. It is designed to provide speech communication
oquipment with a privacy feature. The COM9046 is also
designad to operate with power supply voltages as low as
=2Voits. The low voitage operation and low power Con-
sumption of the CONS046 make it ideal for use in portable
oquipment.

Two identica! speech channels are contained in the
COMOO046 for tull duplex operation. Either channelis capa-

ble of performing the scrambling or descrambling function.
These functions can be enabled or disabled via an external
pin. The on-board oscil'stor employs an insxpensive 3.58
MHz TV color-Durst crystal. Swilched capacitor techniques
are used to perform analog signal processing in the

Typical tions for the COM9046 are Voice
Communications, Cellular Phones, Wireless Phones.
PBX's, Dictation Machines, Two-way Radios and Audio
Recording Equipment.

Attachment 2
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spEECNJV\“/\r__E"‘" " w| outa
DOUBLE LOW PASS
e g, |
AEF | 4
=
- [4]
R. - [ ouT-8
SPEECH r s
INPUT Wl T INB sm LFMILTPE‘“SS
L MODUWLATOR
SCRAMBLE 2
- = = h
CRYSTAL
OSCILLATOR
9 7 3 8
12 14
vad § VouA Vs VssA
<26V -26V
I =1 -0
ot . “,’ | "’W\/'
v v 0] 7} L oo A 15p! = 10%
! [ﬂ' 1500 = 10°% v
Figure 1 BLOCK DIAGRAM -— - b
DESCRIPTION OF PIN FUNCTIONS
PIN # NAME SYMBOL | DESCRIPTION
1 NC No Connection
2 | Scramble — Vss applied to this pin asserts the scrambie; Vdd asserts non-scramble.
3 | Digital Supply Vvss Negative digital supply. Vs is typically - 2.6 volts with respect to pin 4.
4 | RetInput Rel Analoqg ground or mid-supply voltage. This is the chip 0 voit reference.
5 | Audio Inpu1 B -8 | Channel B audio input. D.C. votage must be OV with respect to pin 4.
6 | Audio Output B Out-8 { Channel 8 audio output. DC voltage is OV typical with respect to pin 4.
7 | Analog Supply Vdd, | Positive analog supply. Vdd is typically + 2.6 volts with respect to pin 4.
8 | Analog Supply Vss, | Nepative analog supply. Va3, is typically — 2.6 voits with respect 1o pin 4.
9 | Digital Supply Vdd Positive digital supply. Vss is typically + 2.6 volts with respect to pin 4.
10 Audio Output A Qut-A | Channel A audio output. DC voltage ia OV typica! with respect to pin 4.
.1t | Audio Input A in-A__ | Channsi B sudio input. D.C. voitage must be OV with respect to pin 4.
12 Crystal input/ XTAL Crystal Osciltlaor input or external clock. External clock frequency should
Ext Clock ' | be 3 58MHz with an amphtude of 4Vp-p and OVDC.
13 NC — No connection
14 | Crystatinput XTAL, m-mw.mmummmmﬂmu
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OPERATION

Figure 1 shows a block diagram of the chip. Also Shown
in Figure 1 are the required external components.

Since switched-capacitor fifters are used on the chip, the
wput spesch signal must first be fittered by an anti-alasing
one-pole low pass fiter before it is apphed 10 the Audio input
pin. The filter 3dB break point, which is determined by the
product of C1 and R1 pius the output impedance of the aud
20UTCE, should be less than 20KH2. This filter i3 required
only if high frequency noise is present atthe input. To main-
tain an output signal to noise ratio of 40dB, any unwanted
signal higher than 3.5KHz contained in the speech input
must be filtered to 40dB telow the nominal speech input
bv;l S:mtoMMcnhal the on-chip modulator is switched
at3. .

The on-chip doubie sideband moculator can be turned
on or off by asserting the SCRAMBLE input pin. The 3.5KHz
saiiching frequency of the moduiator is generated by divid-

ing the output of the oscillator by 1024. The modutator out-
put contains two sidebands centered at the suppressed
switching frequency of 3 5KHz. The upper sideband 1
aftenuated by 8 4th orduer lowpass fitter. The
filter. consisting of two iquad switched capacitor titers in
cascada. is clocked at 111.9KHz. The inventedinput speech
spectrum appears atthe fitter output, and is available at the
Audio Output pin. The filter output circutt s desi 10 drive
a maximum capacitive load of 5pf in paraliel with 8 mini-
mum resistance of 15K ohms.

A paraliel resonant crystai osciliator is employed in the
device. The paralie! resonant crystal should have a max:-
mum series resisiance of 150 ohms with a shunt capaci-
tance of S5pt. To insure reliable oscillator performance, the
components shown connected 10 XTAL pins 14 and 12 in
Figure 1 should be used.

ELECTRICAL CHARACTERISTICS
MAXIMUM GUARANTEED RATINGS":

Opemm? Temperatute Range ...............................

emperature Range

*Stresses above those lsted

uadgemnture(sowenng 1088C) ...
Positive Voitage on any pin with respecttoVss ..............
Negative Voflage on any pin with respecttoVss .............

mey cause permanent Jainage to the device. This is a stress rating only and functional

COM9046

.......................................... ~15°Cto +55°C
......................................... ~-55°Cto +125°C

.......................................... +325°C

operation of the device at these Or any cthar condition above thase indicated in the operational sections of this specifi-

cabons is not imphed.

NO‘_TE:WW thig gevice from laboratory of
m&dumtmeannsun

power supplies exhibit voltage spikes or “glitches

whm the AC power 13 switched on and off. in addition, voltage transients on the AC power line may Sppear on
the DC output. if this possibility exists. 1 15 suggested that a clamp circuit be used.

ELECTRICAL CHARACTERISTICS (T = - 10°Cto +50°C. Vdd = Vdd, = +26V =5%. Vss = Vss, = ~26V

=5%.)

Parameter Min Typ Max Units | Comments
Supply Current 8 ma
insertion Loss 1 @
Audio Voltage Swing 08 1 Vp-p
SN Ratio 40 o
Modutation Frequency 3s K2
Bandedge of Sideband Fitter 32 KMz
Scramble Input High vdad-1.0 Yad v
Scrambie Logic Low Vss Vas+ .3 v
nput Resistance 5 M Ohm
Dynamic Ouiput Resistance 900 Oonm
3 5KHz Fesdthvough -80 -5 dd
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*inverted Frequency "ipggrum of the inspect Signals
on FHy

2 8 Meane of W
&0 emtwety
npt
o othan
Protust




194

&NDARD MICROSYSTEMS
PORATION f__F=_

T0: All Field Sales
FROM: Jacques Hakin
SUBJECT: COM9.46 Data Sheet

DATE: November 8, 1985

I am pleased to announce the availability of the COM9046 Lata >dneet.

The release of the COM9046 voice Scrambler/Desc ambler comes at a time when

the need for privacy in voice communication systems is exacerbating. At the
present time, there does not exist on the market a comparable product in the
same price range, and that is the reason why the COM9046 is creating so much
interest.

For your convenience, I have listed below the small quantity pricing for
the COM9046 in plastic.

1 - 2 25 - 99 " 100 - 999

- - e —————————

COM9046? $6.85 $5.70 $4.75
Please contact your regional managers for production volume pricing.

In addizion, please look for a series of Technical Sales bulletins on the
device that will be released over the next few weeks.
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Protection System

MX 300 Series
2-way FM Portable Radio

136-174 MHz
403-430 MHz
440-512 MMz

Motorois's DVP Digital Voice Protec-
tion System provides the user with the
highest tevel of voice security commer-
cially available today. To an unautho-
rized listener, & DVP radio transmission
is totaily unintelligible. Yet when this
signal is properly decoded by a DVP
receiver, clear audio comes through.
providing the user with high intetligib:t-
ity and excelient voice recoghnition,

To achieve the Digi‘al Voice Protection
System's high levei security. a two step
technique is utilized. First. regular
speech is converted t¢ digital speech
using Continuously Varistie Siope
Delta Modutation (CVSD). This output
is then scrambied through a highly
sophisticated multi-register non-linear
combiner a!gorithm, The resultant
transmission containt RO voice com-
ponents and sounds like constant level
random white noise.

Through the use ot this digital scram-
bling technique. a huge number of
unique And statistically unrelated
codes are made availgdie 10 the yser—
2.36 x 10" (2.360,000,000,000.000.000.-
000). Any one 0t these codes can be
elactronicelly loaded into the secure
memory of & DVP radio using the ex-
ternal Code Inserter. The code informa-
tion contained in the memory of each
radio and the Code Inserter cannot be
recalled for dispisy and these units will
not reveal the Code which is in use in
& system. Thus, the DVP radio system
makes it possible to restrict code in-
formation to a limiteg number of autho~
fized individuals.

The MX300 ssries Digital Voice Protec-
tion Handie-Talkie radio delongs to the
most advanced portable FM radio fam-
ily avaitable today. its modular con-
struction and extensive use of custom
hybrig circuitry retiects the latest
schisvements in microslectronic tech-
nofogy. These techniques assure the
vitimate in relisbility, ekse of mainte-
aance and systems tanibility,

2-0
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DVP Digital Voice Protection Systems

Security Features

® Digital Voice Scrambler

@ Multi-register Non-Linesr Combiner
Code Algorithm

® 2.36 x 10°! Orthogonaf (unique)
Codes

® AN Codes Are User Programmable
® Random Code Key Initislization
® Self Synchronizing

@ intemal Secure Electronic Code
Storage

@ Automatic Cods Destruction With
Powsr Loss

‘e Continuously Varisble Stope Delta

(CVSD) Moduistion Analog To
Digital Conversion

Security Features o Benefita

Mulli-Register Non-Linear Combiner
Code Algorithm Provides 2.36 x 103
user programmable codes. @ The cod-
ing algorithm and an incredidly large
number of unique codes provide a very
high level of security againsi sth

matter of seconds by connecting s DVP
Code (nserter to ihe radio and pressing
the code insert button. There are no
nanicsl keys required or switch
which have 10 be set manuaity.

Continuousty Varlabie Siope Della
Modutstion, operating at & 12 Kilobit/
seacond voice sampie rate, is used to
convert normal spesch to digitized
speech prior to scrambling and then
back to normal speech sfter the re-
ceiver signal has been decoded. @ This
A/D conversion technique, in Combina-
tion with a new radio design incorporat-
ing optimized circuitry for digital voice

rized listeners, including more techni-
cally sophisticated eavesdroppers. All
of the codes are uhique and statistically
unrefated. Only one code out of 218 x
102! possibdilities will produce an intel-
ligible autput. Thare are no families of
codes which are capable of providing
a partially Jecodsd output for similar
codes.

Random Code Key inltisliization occurs
overy time the transnittar is keyed. @
This rendom initislization provides in-
creased security since the system will
not reset its coding algorithm to the
same place at the beginning of eect:
transmission, but will initiste its coo-
ing process at a hew staring point In-
stead.

Setf 8 decoding elimi-
nates a1 the beginning of trans-
missions of delays in gystem recovery
after multipath or weak signa! faces. @
Since no preambdie la required, there
afe no delays or loss of information at
the beginning of a tranemission. In ad-
dition, a coded message wilt not be fost
because no synchronizstion signal is
received.

interngl Secure Electronic Code Bter-
ape within the radio unit eliminates
code switches and does not reveal any
knowledge of the code key by external
visua! or electronic probing. @ Conse-
quently, code information is restricted
10 » limited number of authorized per-
sonnel.

Code insertion into DVP radios ia an
operation which can be performed
Quickly and easily. @ The user can in-
sert a new coce into 8 DVP mdio in a

tr ion, coding and audio re-
sponse, assyres excetient voice recog-
nition and high intelligibility.

Automatic Code Destruction With
Power Loss provides added code se-
curity. @ if gomeone attempts 10 tam-
peor with a DVP radio and removes the
code moduls, the code which it con-
tains will be destroyed. To allow the
user 10 change portable batteries. 8
tirne delay has been incorporated into
tha design of this feature 10 preserve
code during this operation.

Systems Features |
@ Complete system design capability
@ Claar or coded operation

@ Clear voice overrige (Private-Line
Squeich models)

© Automatic or manual transmitter

@ Private-Line Squeich compatibie in
clear mode

@& Squeich tail glimination in the clear
mode (Private-Line Squeich models)

® Cloar mode 2iert tone prior to clesr
transmission

® Whilizes narrow bund RF channels
Systems Features & Benetits

Compiste Sysioms Design Capebitity—
The DVP MX series Handie-Talkie radio
has been &s part of & com-
piete system of security radio which
includes mobiles, base/repeater sta-
tions, microwave, and Total Area Cov-
orege systems. @ A user can now, for
the first time design a complste system

2-7
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with voice sacurity which includes a
truly portable unit.

Clsai o Ceded Operation allows the
user 1o tranamit snd receive either clear
or codsd messages. @ With this 2
mode operstion, DVP radios can be
used within axisting clear ragio neti-
works a8 the user builds a security sub
system. As the need arises o7 as old
radios are repiaced, the protected por-
tion of the network can be expanded.
Or a new ali coded (or coded/clear)
system can be designed lo meet a
user's specific communications needs.

Clear Voloe Override automalically
swilches the receiver trom the coded
mode into the clear mode if an incom-
ing message is ciear voice (Private-Line
modeis only]. @ When operating in the
coded mode the user will always get 8
message regerdiess of the mode in
which that message was transmitted.
Messages will not be lost snd coordina-
tion problems among fistd units wi' be
reduted.

Autometic er Manuel Tranemitter Mode
Selaction aliows the user to manually
eolect his transmission mode with the

coded/clear switch or tie the mode
selection directly to the channel seiec-
tor, thus creating dedicated Channels
(codad only, clear only, or coded and
clear). @ A user may thus be prevented
from accidentsily transmitting a clear
message On 8 coded only channsl.
Similarly & user may designate a clear
only channel in the radio for use on an
oxisting system.

Private-Line Squsich Compatibility
(Clear mode only) aliows channsl shar-
inQ among units on the aame Channel.
@ In the clear mode. DVF radio units
may access standard Private-Ling
Squeich equipped stations.

Squeich Tall Elimination is provided
through the use of s reverse burst in
the ciear mode (Private-Line Squeich
units only). @ Operstors will not be dis-
turbed by sny annoying squelch iail or
noise burst al the end of & transmission.

Ctaar Mode Alert Tone is emitted prior
to & clear transmission. This tohe warns
the sander that he is about 1o transmit
non-protected information. @ Thus. he
will not mistakenly trangmit private in-
formation in the wrong mode.

Narrow Band RF Channe’ Bandwidihe
permit the use of 25 KHz or 30 KHz
channe! spacing. @ DVP radio systems
do not require extra wide Channels or
special channe! assignments.

Radio Features Options

The DVP Handie-Talkie Radio incorpc-
rates the DVP security leatures with the
features and options of the versatile
MX300 series portable radios. For a
complete list of features and 8 more
detailed discussion of each feature,
please refer to the individual MX300
radio series cataiog sheets.

Radio Features

@ Single integrated unit containing
radio and scrambler circuitry.

@ Unique phase lock loop transmitter.

@ Sensitron single conversion
receiver.

@ Muitiple RF power levels. (1w, 2.5w,
8w in VHF; 1w, 2w, Sw in UHF)

® 8 (8 VHF) frequency capability.
® Transmit/battery status indicator.

® Twist off battaries with 4 available
battery sizes.

® Weather ssaled push 10 talk.

& Externally accessibie fuse.

@ External jacks for antenna and
speaker.

Radio Options

® Time outtimer.

@ Converta-Com compatability for
mobiles use.

@ RF preamplitier (VHF only).
® Remote spaaker microphone.
@ Surveillance accessories.
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DVP MX-3CO Series 2-Way FM Portable Radio
]

Performance Specitications
Securlty Radio wnr unr
Sorombler Typs:  Digitat Bade! Beries:  M2), M), HAIARY H28, M38, MALAXY
Coging i8ethed:  Mull-Registyr Non-Linaar Combing: Froquency:  138-174 Mnz 403-430. 840-512 MKz
Wumbor of Conme: 236 x 107 ontnogons! {unquet Codes Channe! ipacing: 30 KWz 28 Koz
Selt sy 9 (no Power Bupply:  One rechargesdle nickei-cadmium baitery
hiorinin,  Rancom
B 0!
Code Koy Geserstion:  Externst hand helg mecropiocesaor contioiied Transmitter had unr
Sode wwasrter (Car T010. WF Power Quawl: W2 SW/6 OW TW.20w.3 oW
Cose Bterage:  Voiatis Elacironic Memory
Codes 1—30°Cla +
."'N“ Redle: One +2°C het): =0005% =.0005%
‘o Dighel Woduisten—Clenr  16F1_ 13F2, 1650 16F3, 1362, 16F9
""'&-—m-: Continuously Vareble Siobe Deite Coded:  20F3Y 20F3v
Modulsnon (CVSD) o =
Veles Sampie Rate: 12 K.io B3 Sac Melte: ~60 ¢ —S09b
Andio Responee’: 41, —3gBtrom6 QB 41, —3 08 trom § @B
OClave Dre-gmphass 1rom oclgve Dre-emphay:s from
Size 204° wide x 1.41° deep K (3we Cha'T DeiOw) high ;W0 Mz 10 3 KMz 00 Mz 10 3 KMz
72mmz3Bmmx  mm "
At
W30 ux3so [+ 1) . - -
Rotn OBy €98° 126 mm.  §76° (166 MM 6337 (184 mm Svaten): 3% b}
Rodio with Dattery: ¥ Moyr Rapi0 Cngrge Battaras Spuicoun & Narmones
Light Copacity: 84571168 mm: 723708 MMy 7827 (300 mem 1Wett. 6708 —-67 0B
Bedeum Copacity: $8t° (173mm, 7587193 mmi B 8° (200 mm) aswan(20WuUnyF): ~ngb ~3% 6B
Migh Copocity: 83372186 mm: 931237 mmi 990”232 mmy SO W SBIWUNF): 7508 ~33 0B
Weight: Radio only (sverage) Froquency Separation: 12 MMz 6 Moz
T2R2 catner squalch  VIHF 16 4 o2 (485g) Mo Segradation) .
UHF 16 3 oz (6639
weight for options:
Private-Lne Squaich +202 (8g)
Each a6ditonal chanael VHF 4 4oz (11g) Receiver e unr
Each ssdiions! channel UNF 4 .2 02. {85)
Noduistion
:—‘- Omy Acosptance: =75 Kz =75 kg
Light sapasiey: + $.202 (a1 T W/OPREAMP  WITH PREAMP
Mogion espeety:  + 7.3 62 {207g) 30 68 Cuioting’: S WV 0 W sav
Mgk cagaciy:  +141 02, (300 1200 BINAD: 3% 4V 0. Y
Setestinity -bn
[y e — SINAD): w0 ap % a8 (X
(4 90512 Mtz L4 190.5-174 MM Froqueney Separotion
1 watt cCaeA 2 Frequency CCATIBA [ OOUON): 2 MKz aun? Y MM
1 won CCA229A 4 Froquency CCIBTA
twom ¢ GCLAZ0A 8 Froguency CCansa Inlormeduistion: 80 0B " a8 " ad
4 watt CCA2I0A 2 Frequency CCI0A
2wets CCAINA 4 Froquancy CCIA Stablity
2 won CCAZI2A (34 CCe2A +08°C;
2 won CCAZIIA 2 CCAMaA +25°Chef): = OOX% = 000%% = 005%,
e CCAZIaA e n a Sowriows & Imege
-
iva o Clizma A Mecowen RCOOM Rosticn: @0 08 © o8 © o
- CCAIA
P o T
Rocerrers ACOON? Goteriion): 300 AV 300 mv 300 mv
. W wader FCC Ruige & Reguistiona Pen 88 1ot Poiice ang
0 Sereees s * Soacfical:on 8pehes to Clear Moge only Mﬂmommcmm
For imametans’ usepe. 0ca! PTT reguisions spoly . Toe boen uma:uw e ond vO

Suppen Services

Wherever MOLONNIN 80118 Ou? DIOCUCT
5 DECROO Dy setvice ININQ US we
Aave 900 auihorited O cOMpany
owned cmul {n 80GtON OVf

mwuwn-mmmov

m-u o

Ia a.vmu
O ). of 12 Mz ®» 3,V

m:lh -t ]

, MOTOROLA
- Communications and Electronics inc.

A m
|m~' - RoBa Schaumburg. 1incns 0198
Telephone 1Y m 1000

$OECHICHIONS BUDIECT 10 CRONPS WHIHouT NOLCe

©. Motorols SEAMIION, Private.Linae DVP tignave:
aomuxﬁun s Of Motorola tne @ °
by Motorola tne @ WUSA @1h Mt
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Features Description Benefits
Feders! Governnmont The N Bureau of S ds has Motorota s DES radio system nas been
Approved Digital Encryption esiabished DES as the common stancarg  approved for use when sensitive inlorma
Algorithm tot protecting all forms of diqual com- hons must be transmitied

munications used by Federal agencies

otorola s DES Vorce Encryption System

conforms 10 NBS specitications
Plug-in Modules DES Encryption modules are fully compa-  Existing DVP radios can be retro-tittec

bie wilh thesr DVP encode/decode mod-
ute counterparns in all Digital Voice Pro-
tecton equipment

wiin DES Encryption modutes quickly ang
economucally The need 1o purchase new
radios or devise special elecl-onic inter-
faces 1s ehminated

Secure Communications

A DES-equppeg DVP radio can operate
on any one 9! 70 guadriron (70 000 000
000 000 000) key variables Each key
varable creates 3 unique and orthogona!
ercryDlon with no POSSiDie "cross-laik -
or pariial decoaing between any two O
terent keys

Radio system secunty is enhanceod Dy the
iarge number of avaiabie key variapes
Using the DES key vanable loaoer keys
may be quickly and easily changed al
any ume

Automatic “Self-Tests”

Tne rado’'s DES module tests s encryp-
hion Output every ime 8 1ransmISSIoN 1S
iniiated. aliowing only properly encrypieq
messages on the air

Self testing increases ihe radio sysiem
secunity provided by DES Selt testng
does not delay communicalons

Key Variable Transfer
Verification

The radio’'s DES module tests the key
vaniable input 1o venty that ihe entry 1S
vaid The module also automatically ex-
ercises 1S enCryphon. aecryplion and self
testing functions immediately afier a key
1s loaded The module muS! pass all tests
pefore it will transmit a DES encrypted
message

Trus automatic key venfication ang test-
g sequence alows the user 10 pertorrn
both types of tesis with orly one Simple
achon Transler verfication further en-
hances system seCurity ang rehabihly

Fsctory or Fleld installable

DES may be purchased as either an op-
ton 10 a8 new DVP radio. or as a factory
tested field replacement module for exist-
ing DVP radins

To convert exsung DVP systems to DES
operation. simply exchange the DVP
moduies for DES modules No other mog-

on ¢} are
required

2-10
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LEO DISPLAY
MONITONS KEYBOARD

ENTRIES ANO SHOWS
UNIT STATUS.

KEY TRANSFER SWITCH.

CONTROLS PROGRAMMABLE
LOCK FEATURE

PLACES A NEWLY SET UP KEY
VARIABLE INTO MEMORY

SELECTS THE MANUAL
KEY LOADING MODE

CLEARS DISPLAY DURING
MANUAL ENTRY OF &
®EY OR LOCK SEQUENCE
ALSO ALLOWS AN EXIT”
FROM THE MANUAL KEY
LOADING MODE

ALLOWS SEQUENTIAL
OISPLAY OF MANUAL
KEY ENTRIES OR
STATUS OF REVS tN
MEMORY

POWER ON OFF
7/

CONTROL KEVS

VIRIABLE ENTRY
KEYS
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Performance Specitications

DES option numder. W 38B imobiie rados) ;
# 388 (pCrratIe ragics:
C 38¢ ibase statonsi
Scrambdler Typs:  Digitar
Coding Method: Data Encryption Stangarg (DES) ,
—Comphes wih the apptcations requirements o! Fegeral intoimation Piocessing Siandards
iF1PS) 46 and 81 ana the Commercial Vorce Radic Requirements of Fegeral Stanga:a 1007 -
Number of Xeys: 77« 10" unique ofthogonal key vanapies
Synchionization:  Sei’ svnchionizing (ng Dreamble required:
inftislization: Internany derved pseuds (andom mitianling vegio®

Key Variadie Generstion:

Ente:na hanghed xey 10ade’ Mode' No T3025 x

Number of Keys per Redlo:

One (DVP Dua Cooe Setect opton no* avadabee:

Ship to i ige the United States require
¢ State Department L [t for DVP p

Suppon Servicss M moroRoLA

Wre-ae MO0 S8t Dur DICOLL” - 2 s

£ DaCAe D SEete IntRE LS we Communications snd Electronics inc.
LITL R GF LGS LR 2 )

on;e: ’P‘*fuf'S 2000 O’ A subnoary 0! Motorois inc

OIS 2% SO v L0 IMOuanDu! 1301 E Aigongun Road Schaurnburg Himons 60196
1he wo 0 By & WiOs AeTwO s 5* Toieohone (312) 3971000

EOMOINy © JuTNO' 18T genendent

- L34 bu';' SQ':-C! organ2aont Soeciicanons subct 1o change wiihout noice

® Motorola and DVP are traoemaras 0! Motoroa ine @8
g Cws-.om 1981 oy Motorola iInc 8 Prnisa m US A
18111) Me'a
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For Immediate Release
Tuesday, Sept. 17, 1985
No. 85-32

SBS _OFFERS TRAFFIC PROTECTED SERVICE OPTION
TO_SAFEGUARD COMMUNICATIONS

McLEAN, Va., Sept., 17 -~ A new Tratfic Protected Service
(TPS) that rrovides a communications option for businesses
that require a higher level of security was announced today
by SBS.

SBS's Traffic Protected ServiCe enables U.S. Government
contractors to meet ‘a Department of Lefense requirement to
begin protecting unclassified transmissions related to
national security. The service is als~ expected to appeal to
financial institutions and cther organizations who want to
protect their transmissioﬂs.

{sm)

SBS's TPS option is available to SBS Skyline WATS

qustomers for implementation in January 1986.

With the implementation of the service option, SBS
becomes the first common carrier te encrypt satellite
transmissions for a public switched network offering. SBS
encryption is transparent to customers and will be
implemented without affecting service. Digital encryption
units encode and decode transmissions at sendi=r and
receiving S3S Network earth stations. Where e . - . SBS
will assist customers in the protection of scxviu: «. o8s
circuits connecting customer premises to S3S§ N-. iAra -arth
stations.

~more-

OB S ST Wi wimas 26 o s000
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TPS supplements the tran;mission security already
inherent in SBS's all-digital system. A proteétion
capability has been available to SBS's dedicated private
network customers since mid-1984.

TPS uses the Data Encryption Standard (DES) specified by
the U.S. National Bureau of Standards in an enhanced,
SBS~proprietary implementation.

SBS applies multiple levels of safequards to ensure
communications protection of transmissions via satellite.
At the first level is the inherent privacy of SBS
transmissions from various earth stations in random bursts of
variable durations. Next, traffic is encoded according to the
DES algorithm. SBS further compounds the protection by
frequently changing the master and working keys.

The option's low cost is achieved by integrating
encryption capabilities into SBS's existing satellite-based
TDMA (Time-Division Multiple-Access) system. Only one "black
box®™ encryption unit is required at each SBS Network earth
station. SBS Protected Service is available for a one-time
charge of $85 per access port, plus a usage charge of 1.2
cents per call minute. Additional charges apply for
protection of service access circuits, which may be required
in certain areas of the country.

SBS, the communications company owned by 1BM and Aetna,
provides a family of Skyline services to more than 220,000
customers nationwide.

' L I A

For further information:
Gunnar Hughes, SBS Public Affairs
703-442-5523
Home: 703-830-~8208

2-1d
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ASSOCIATION OF NORTH AMERICAN RADIO CLUBS

TUO PROBLEMS ASSOCIATED WITH LIMITING OR FORBIDDING OMUNERSHIP OF RADIO

RECEIVERS TUNING CERTAIN FREQUENCIES

Should the Congress wish to forbid or limit ounership of receivers
capable of tuning through specific port:ons of the radio spectrum, we
would point out that a simple device called a frequency converter, added
to a legal recetver, would overcome any band limitation. Frequency
converters can be 1inexpensively built using the most common elactronic
parts. Thus, we regard thg receiver band-exclusion approach as
unuorkable and essily defeated. However, we mutt mention the special
hardship such an approach would impose on shortuave listeners, because

- of the unique organizstion of the shortwave hands.

The shortuave part of the radio spectrum is defined as 3 to 30
megshertz. It 1s made up ¢* over one hundred small sub-~bands, some only
e @ single channel wuide. There are many iypes of stations using these
frequencies: international broadcasters such as the Voice of America,
the B8BC and Radio Bei3ings civil aircraft crossing ocesns: merchant
mariners: foreign neous agenciee; domestic brosdcastere 1in the Vropics:

and i1onospheric research raders, to name only a feu.

Attachment 3
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All these stations need to operate in this band because shortwave
signals propagate over very‘ long distances. But they only propagate
long distances in certain parts of the shortwave spectrum. and the
active parts change over time in dailyﬂ seasonal and decade-long cycles.
To ensure that th2 tens of thousands Qf stations that need long-range
propagation can get it throughout the daily and seasonal cycles, the
various services are tightly interleaved. Some services share bands, so
that one can hear VOA and, at the same time on the same channel, hear a

radioteletype station as well.

To complicate matters, some bands are very overcrouded; others are
underfilled. Thas has led to an unauthorized redistribution of
stations, where broadcasters have moved into Fixed Service bands, adding

to the .mixture of point-to-point and broadcasting stations.

Because of the tight interlebving of service allocations, virtually all
shortwave receivers cover most all of the shortQave spectrum--not just
the bands allocated to broadcasting, but ship-to-shore, air-to-ground,
amateur radio and Fixed Service bands, too. If coverage were to be
limited to just thz bands allocated to broadcasting, not only would
shortuave listeners not be able to tune in many broadcasts, they would
still be able to tune in many non-broadcast stations sharing the

broadcast bands.

3-2
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Mr. KasTENMEIER. Thank you very much, Mr. Colgan.

Your organization differs from that of Mr. Williams inscfar as
you represent essentially listeners and he represents people that
operate radios—ham radio operators.

Mr. CoLgaN. I think there is a great deal of crossover, Mr. Kas-
tenmeier. Many of the members of our organizations are licensed
radio amateurs, and many of the licensed radio amateurs who are
represented by Mr. Williams tune to the shortwave utilities or ’che,y
own scanners. So, I think while the league’s position and ANARC’s
position may differ, there is a commonality there which might not
on its surface be apparent. «

Mr. KASTENMEIER. Interestingly enough, we just heard a few mo-
ments ago Congressman Swindall's radio page device which was
communicating, of course, a confidential message, to him. The
question is: Should he alone be able to receive that or should
anyone who cares to tune in and be able to hit on his band receive
Congressman Swindall’s message? That is one of the questions I
think is a policﬂlquestion for the committee.

Let me ask, Mr. Kuhnreich, because I think you made a distinc-
tion which Mr. Williams and Mr. Colgan perhaps might have a dif-
ferent point of view about, and that is the cellular telephone. You
indicated that probably other devices, there was not an expectation
of privacy and that they would not necessarily have the protection.
But that a cellular telephone, you felt, there was an expectation of
privacy. ) :

Mr. Colgan indicated that it is possible to have for such a tech-
nolcgy, use it for—to encrypt it. And, indeed, was a demonstration,
Mr. Coligan, that which would be used for a cellular telephone that
you gave us in terms of the encryption?

Mr. CorcaNn. Either of the devices which were demonstrated
could be used for cellular telephones. Obviously, the first one,
which was simple voice inversion, is the bottom line, if you will, in
terms of privacy protection.

The digital voice protection is many, many steps up that ladder.
The chips that we were demonstrating here, which are the Nation-
al Bureau of Standards standard for digital encryption, are as close
as we can put our hands on to being the state of the art today.

Mr. KasTENMEIER. Before I pursue the question with Mr. Kuhn-
reich, what are those particular devices currently most commonly
used as encryption devices? With respect to what technology? In
what conw.xt are they most commonly used toda{?

Mr. CoLgaNn. I am not certain of that answer. I do know that the
DES chips are used ix;frotectinivarious types of data by corpora-
tions. It is the standard, again, that the National Bureau of Stand-
ardst has adopted and has recommended to the Federal Govern-
ment.

I believe that that technology is already being used by the Feder-
al Government at this point in time. However, I will be happy to
provide you with a precise answer to that question.

Mr. KASTENMEIER, Fine. : ‘

Mr. Kuhnreich, in terms of retailing or selling cellular tele-
phones, to what extent is it common, or is it available, to sell en-
cryption devices with those cellular telephones?

r. KUHNREICH. I have not seen any, Mr. Chairman.
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Mr. KASTENMEIER. It is not common to do so?

Mr. KunnNgEicH. No, sir.

Mr. KasteNMEIER. It would have to be new implementation of
that technology? ‘ _ v _

Mr. KunngeicH. I might point out, Mr. Chairman, that the tape
played by my learned and distinguished friend on my left was
played on a Radio Shack Tandy Corp. tupe deck, so it is meaningful
to me to some degree.

However, if we were talking about an incremental cost of $5, 1
. assure you, sir, I wouldn’t be here today, if that is all we are talk-
ing about. My understanding is in order to have some foolproof pro-
tection on a cellular mobile radio, we are talking in terms of $3,000
or $4,000 a unit compared to $11.99.

Mr. KASTENMEIER. As you indicated, at least indirectly, one
would have a problem if you are using a cellular telephone gaining
access to a person on a wired telephone system—which you can do,
as I understand—using encryption with an ordinary device. If you
gain access into an AT&T or other system, any engiyption that you
would use could be decoded, or could be applied to any other
system.

Mr. KunNREICH. Ninety-nine percent of calls on the cellular
mobile radio networks toa'ay originate on a wire line phone. It is
rare that one cellular telephone talks to another.

The first thing, Mr. Chairman, is you do not know most of the
time that it is a cellular mobile telephone.

I will pay a compliment to Southwest Bell—back in Fort Worth
we can’t tell, the reception is so perfect. So, here is a fellow on the
phone, he is talking someone on the cellular mobile phone—he has
10 idea that he is open to interception.

Mr. KasTENMEIER. Of course, you represent Tandy, but dc;xou
have any notion of how many cellular phones are already owned by
consumers in this country?

Mr. KunnNreicH. Yes, sir. Approximately 200,000.

Mr. KasteNMEIER. How many scanners could intercept or have
the capability of intercepting those 200,000?

Mr. KunNgeIcH. Our best guess is that at this particular time
there are somewhere between 4 and 5 million scanners out in the
hands of the public, most of which could be modified to intercept
cellular mobile. Very few have been sold with the express purpose
of intercepting cellular mobile. Cellular mobile is only about 2
year: hc;ld and it is not exected to get into high gear for another 18
months.

Mr. KAsTENMEIER. Most scanners could not because they would
have to be modified? :

Mr. KunNREicH. That is correct, Mr. Chairman.

Mr. KAsTENMEIER. But as someone on the staff indicated, and I
would like comments of either Mr. Williams or Mr. Colgan. Regen- -
cy Electronics of Indianapolis advertises a scanner system suggest-
ing you can also listen to weather, business, and marine radio calls,
plus radio telephone conversations that offer more real life intrigue
than most soap operas. And with our new models there's even
more.

Mr. CoLGAN. Mr. Chairman, if I might. -

Mr. KAsTENMEIER. Yes, wir. Colgan.
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Mr. CorLcaN. We find that line of advertising, although it may
well be true that that excitement exists, we find that line of adver-
tising inappropriate. I think it appeals to a very small segment of
- the potential market for scanners. Most people who buy scanners
want tc listen to the aircraft band, want to listen to planes come
and go from National, for example. They want to listen to mari-
time; they want to listen to the Coast Guard; they want to listen to
police, fire, EMS, for whatever reason.

I don’t think there are that many people out of the 3 to 5 mil-
lion—and we certainly wouldn’t dispute that figure—a very small
portion of those people who, on a regular basis, listen to those
kinds of broadcasts.

Mr. KasTeENMEIER. Mr. Colgan, my own surmise is that the case
is as you stated. However, we must attempt to look at the picture
as a whole as to where we might be going, to what extent encryp-
tion is the answer, and to what extent other types of decisions
might be made to discourage this type of overhearing. That is what
the bill attempts to address. : .

I should yield, J think, to my colleague, Mr. Boucher.

Mr. BoucHER. Mr. Chairman, I have no questions.

Mr. KasteNMEIER. All right.

Mr. Williams, would you like to comment, too, on ham radio op-
erators? Are ham radio operators traditionally the same as persons
who use scanners? We know that there is, up to 2 million people
that use scanners in the country.? - ]

Mr. WiLLiaMs. As Terry says, there is a great deal of overiap. A
lot of our folks do have scanpers. Our folks are apt to be interested
in anything electronic. We are big in computers. We are using digi-
tal communications ourselves—pocket radio is the new game in
town. it has grown from 4,000 people being capable last spring, to
over 10,000 now, and it is just a curve that is going straight up.

Many of us own computers and we are doing digital things.
Many of us own scanners. And we may have a semiprofessional in-
terest in the scanners because we have been so tied up doing emer-
gency work for people. So, we want to be aware of what is going' on
with the police and fire department and to assist when we can. If
their circuits get overloaded, we pitch in, because we have got
radios that are ready, being tested every day for our own purposes,
and E)ha? are ready whenever the providers of safety services get
overloaded. So, yes, a lot of us do have scanners. :

Just in answer tc your general question, nchody has brought out
the fact that there are a great many television sets that tura up to
channel 88. The top channels were the place where the Govern-
ment got the territory for cellular. So, all of those older television
receivers were intended to receive these frequencies that the cellu-
lar is now on.

So, in terms of potential, there are a lot of people who can listen.
We think that education of the public that their conversations may
inaot ib?l to:ally private ‘would be perfectly appropriate by the cellu-

r industry. :

Mr. KastEnmeer. We certainly recognize the communications
policy needs of radio operators and listeners. As a matter of fact,
you made reference to the fact that the legislation itself attem
to state that it is not unlawful to do a number of things, includ
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intercepting electronic communications which is transmitted by a
station for use of general public which relates to ships, aircraft, ve-
hicles, persons in distress, or by a walkie talkie, or a police or fire
communications system, et cetera, et cetera, or by an amateur
radio station operation, by a citizen band radio operator, et cetera.

We may not have anticipated all the exclusions nor have drawn
it up from a policy standpoint as precisely as we need to, or would
wish. That is one reason we welcome testimony certainly of the
three of you, and others. Paradoxically, and there has been some
reference to it, we have a similar problem with respect to televi-
sion, satellites and cable. We have very convoluted questions of
what should be received and where it is appropriate for someone to
either be compensated or to have these transmissions private. They
often merge. These policy questions are so pervasive that we even
have the policy question quite obviously in terms of national secu-
rity and other particular interests, and how we can accommodate
the various interests that Government and that individuals legiti-
mately have. And it will be our job, in considerations of communi-
cations policy as well as of other considerations, to see whether we
can draft a bill which appropriately accommodates the various in-
terests.

That will be a challenge, and it will be an ongoing one. Obvious-
ly, the three of you represent slightly different interests, but still
an array of interests, which I think have to be responded to.

I must honestly say, I think to some extent that the concerns
either have been addressed or may not be necessary to address. Not
to be argumentative, but I know that Mr. Colgan suggested that
mayle we need to have a special section about the manufacture of
al! this equipment. We frankly did not think that would be neces-
sary. We think that is implicit but we will certainly consider it. It
was not .our intention te r~ake unlawful the manufacture of any
such equipment.

Nonetheless, this is certainly an area in whch the Congress must
act—I hope not precipitously, but reasonably expeditiously—be-
cause the nev: technology has rendered fire legislation in prior acts
of the Congress, literally obsolete. We are getting more and more
couzc cases because we have not filled in the gaps in terms of what
the policy of the American people is as represented by legislation
and by an updating of legislation. ' ‘

I want to express my thanks to the three of you as witnesses in
this endeavor this morning:

That concludes today’s testimony. -

We will have a fourth day of hearings on the subject which will
be announced in the very near future.

The committee stands adjourned.

(Whereupon, at 11:35 a.m., the subcommittee was adjourned.]
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ELECTRONIC COMMUNICATIONS PRIVACY ACT

WEDNESDAY, MARCH 5, 1986

HoUSE oF REPRESENTATIVES,
SuBcoMMITTEE ON COURTS, CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE,
COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to call, at 1:35 p.m., in room
2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier, Moorhead, and Coble.

Staff present: David W. Beier and Deborah Leavy, counsel;
Joseph V. Wolfe, associate counsel; and Audrey K. Marcus, clerk.

Mr. KAsTENMEIER. The committee will come to order.

This afternoon the subcommittee is holding its fourth and final
hfg?xéisr%g on H.R. 3378, the Electronic Communications Privacy Act
o .

This subcommittee first held hearings in 1978 on the need to
reform the wiretap law and to take other steps to protect the priva-
%y of citizens. Pending before us then were bills by myself, Mr.

ish, and others, which were in part predicated on the views of the
dissenters—myself included—from the Report of the Wireta;; Com-
mission. Some of those bills were eventually enacted into law as
the Right to Financial Privacy and the Foreign Intelligence Sur-
veillance Act. While those measures were important compromises
between legitimate law enforcement concerns and privacy, we un-
fortunately left reform of the Federal wiretap law behind.

The bill before us today continues the tasks we began nearly a
decade ago. What gives me a renewed sense of optimism is that
this bill has attracted a wide range of support from the business
communit{.

This bill is supported by AT&T, ADAPSO, the Electronic Mail
Association, and other companies and trade associations.

This business support has really two sources. First, the industry
is concerned about obtaining protection from improper private
interceptions. Second, they are concerned about protecting their
customers’ privacy from unwarranted Government intrusions. This
business consensus is a new and important change in the terms of
the debate about privacy.

Perhaps the most heartening development in our work has been
the bipartisan sgl?port the bill has generated. My colleagues Carlos
Moorhead and Tom Kindness deserve special recognition, as do
other cosponsors on the subcommittee: Rick Boucher, 3ruce Morri-
son, Pat Schroeder, and Howard Berman. In total there are 85 co-

211 - .
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sponsors from both parties and across the political spectrum. This
breadth of support gives me confidence that when we mark this
bill up in the near future we can preserve consensus.

This afternoon the subcommittee will hear from two witnesses
from a law enforcement perspective. The first witness is Mr. James
Knapp of the Department of Justice. The second witness is Mr.
Clifford Fishman, a former prosecutor and consultant to the Presi- .
dent’s Organized Crime Commission.

Before we commence, let me make one final comment. The bill
before us today is more than a cellular bill or an electronic mail
bill; it is an attempt to rationalize an important privacy law with
new technologies. We should not lose sight of what is being protect-
ed. The means of communication is perhaps not so much that
which we seek to protect as a sanctity of our expressions.

Perhaps through consideration of the bill we will be able to
reach the goal enunciated by the Supreme Court that our commu-
nications “are as fully guarded from examination and inspection as
if they were retained by the parties forwarding them.”

Does my colleague have an opening statement?

Mr. MoorHEAD. I just wish to join you, Mr. Chairman, in welcom-
ing the witnesses here this afternoon, and look forward to their tes-
timony.

Mr. KasteNMEIER. We are delighted to greet Mr. James Knapp of
the Department of Justice today. He is Deputy Assistant Attorney
General representing the Criminal Division. Mr. Knapp, we have
your statement, which is a long one, a 27-page statement. If you
would like to introduce your colleague, and if you could abbreviate
your gtatement we would receive the balance of it in full for the
record.

STATEMENT OF JAMES KNAPP, DEPUTY ASSISTANT ATTORNEY
GENERAL, CRIMINAL DIVISION, DEPARTMENT OF JUSTICE, AC-
COMPANIED BY FREDERICK D. HESS, DIRECTOR, OFFICE OF
ENFORCEMENT OPERATIONS, CRIMINAL DIVISION, DEPART-
MENT OF JUSTICE

Mr. Knarpp. I certainly thank you. Mr. Chairman, Congressman
Moorhead. »

I appreciate the opportunity to appear here today to discuss H.R.
3378, the Electronic Communications Privacy Act of 1985.

Sitting with me on my left is Mr. Frederick Hess, Director of the
Office of Enforcement Operations in the Criminal Division, who
will assist me in answering any questions which you may have.

I have preé)ared an abbreviated version of my testimony which I
will now read o you.

Since receiving this bill to amend title III of the Omnibus Crime
Control Act of 1968, the Department of Justice representatives
have had ongoing discussions with staff members of both this com-
mittee and the Senate Subcommittee on Patents, Copyrights and
'll‘radlemarks. As you know, the committee has proposed identical

islation. :
e discussions have involved trying to develop effective propos-
als for amending title III to cover new technology without jcopard-
izing legitimate law enforcement interests. In addition, the Depart-
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ment, in conjunction with several Federal law enforcement agen-
cies, has conducted an in-depth review of the existing leﬁation to
ascertain how the new developments in technology can best be ad-
dressed. In some areas it was decided that amendments to the ex-
isting legislation would be most effective, while in other areas new
legislation appears to be the best way to proceed.

As you know, on November 13, I appeared before the Senate sub-
committee to express our concerns about the proposed bill. You
have that testimony and I would request that it be incorporated in
the record. I do not propdse to go over that again. At the time I
had testified, the internal Department study had not been complet-
ed. It has now been completed.

In reviewin% the proposed legislation, there was concern a com-
plete overhaul of the structure of titie III would impair the effec-
tiveness of the statute. The parameters within which Federal agen-
cies must function have been clearly defined by 18 years of case
precedent. Redefinition of its dprovisions would require reinterpreta-
tion by the courts. This could result in confusion and uncertainty.
nl:f Department feels title III should be left as much intact as pos-
sible. :

The Department recognizes that some of the new forms of tech--
nology should be brought under legislative control. Some of the
new technology is so similar to traditional telephone conversations
that it belongs within the framework of title III. Other types of
technological development like electronic mail and computer trans-
missions using wire facilities which are primarily nonaural commu-
nications should be incorporated in a new statute. This way the
new statute will stand on its own and will not effect existing case
precedent under title III

In my testimony today, I would like to address, first, those tech-
nological developments that should be incorporated in title III; and,
second, those new technological developments for which new legis-
lation should be sought. I will also discuss recommendations pre-
Balred by the Department to amend the general provisions of title

to make it more effective.

First of all, technological developments that should be incorpo-
rated into existing title III legislation.

The three primary areas of concern are: cordless or handhel
telephones; tone and voice pagers; and cellular telephones. '

Part of cordless telephone conversations are by wire and part are
by radio transmission that is readily interceptible by a citizen with
an ordinary radio receiver.

The leading Federal decision in this area, United States v. Hall,
held that because a conversation was in part by wire, title III ap-
plies. At least three State courts have held that this produces an
absurd result, and we . We think cordless telephones should
be regulated by title III, but there should be no reasonable expecta-
tion of privacy as to the radio portion of those conversations unless
they are encrypted in some manner.

would also protect the citizen who inadvertently intercepts
such a communication from criminal liability. The same logic ap-
r.liu to tone and voice pagers. All you need to intercept them now

a compatible device tuned to the same frequency. Like cordlees
telephones, logic dictates that the radio portion of the calls should
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only be accorded a reasonable expectation of privacy where it is en-
crypted in some manner. ' :

ike cordless telephones, cellular telephones function primarily
by wire and part by radio. While initially secure, at least when
they were first manufactured, because of the frequencies utilized,
many cellular telephone calls are now easily intercepted, although
only on a random basis. These radio transmissions are more diffi-
. cult to intercept than cordless telephones, however.

We also recognize that many people have and use cellular tele-
phones and do have at.least a subjective expectation of privacy in
their use. For these reasons, the Department is prepared to support
legislation that would require title III authorization for all law en-
forcement officers, for all portions of cellular telephone calls.

Further, we believe devices should be outlawed which are manu-
factured for the purpose of intercepting cellular communications,
or conversations.

We also believe a citizen should be subjected to criminal and civil
liability at least where a call is intercepted and divulged for a pur-

that is illegal, tortious, or for commercial gain. Now, the cellu-
ar industry would like a broader statute that would cover inten-
tional or malicious interception of a cellular phone call.

We have some concerns about the enforceability of such a stat-
ute, but we have agreed to meet with industry representatives to
review this issue sometime in the immediate future. In any event,
we do not believe there should be liability for unintended intercep-
tion.

The second category: Technological developments for which new
legislation should be drafted. ' :

e new legislation should incorporate several types of nonaural
communications like electronic mail and computer transmissions.
Any proposed legislation should recognize the different characters
of these types of transmissions. Depending on the level of intrusion,
;l.iﬁ'erent mandates should be developed for each type of intercep-

ion,

The communications that we believe should be covered can be di-
vided into four stages: First, interception of prospective transmis-
sions of the substance of a communication.

Second, interception or seizure of substantive data temporarily
stored in a data bank of a communications common carrier prior to
the final transmission of the data to the recipients electronic mail
box and its actual receipt.

Third, seizure of substantive data temporarily or permanently
stored in the files of the communications common carrier as a
record of the transaction.

Fourth, transactional data other than substantive information
maintained in the records of the common carrier indicating the
date and time of the communication and its sender and receiver.

The Department feels generally that as to prospective transmis-
sions, electronic mail should not be accorded more protection than
first-class mail. First-class mail can now be seized by a sesarch war-
rant pursuant to Rule 41 of the Federal Rules of Criminal Proce-
dure. However, since the level of intrusion during the transmission
is higher than when it is stored, the transmission, we feel, should
enjoy some of the protections of title III. These would include all
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the protections afforded under rule 41, plus specificity of the facili-
ty, the type of information sought to be intercepted, minimization
provision, and a directive that the order only be for a specified du-
ration up to 30 days.

The bill should have provisions to protect the integrity of the
tapes. The admissibility of evidence should be determined by exist-
ing case law. The judge should have the power under the bill to
direct the cooperation of a carrier and the legislation should pro-
vide the carrier with civil immunity for that cooperation.

The bill should apgly to direct communication between parties as
well as to those where a third-party common carrier is involved,
and should apply to the use of private facilities not necessarily in-
volving the facilities of interstate commerce.

Unlike title III, however, approval from a designated official in
Washington should not be required for its use. The Department
would require some type of supervised reapproval in the field by
regulations.

The order should be obtainable for any offense for which a
search warrant can be issued. It should not be necessary to show
that all other investigative procedures have failed. The order
should be issued by a magistrate as well as a judge as is now the
case for search warrants. Annual reports should not be required.

The second category: Interception of substantive data temporari-
ly stored in a data bank prior to final transmission.

In these situations, the communication is analogous to a first
class piece to mail. A search warrant under rule 41 should suffice,
signed by a magistrate or judge. The order or warrant should be
issuable for any offense under State or Federal law. Like a war-
rant, a 10-day period should be alloted for its execution. A prosecu-
tor in the ﬁelge should be empowered to make the request of the
court for such a warrant.

Third category: Seizure .of data temporarily or permanently
stored in the files of a communications common carrier.

Substantive data that has become part of the record should be
available by the service of a grand jury subpoena. Fourth amend-
ment requirements are inzpplicable to this type of situation. There
is a well settled principle of law that documents given over to third
parties do not enjoy privacy protection barring some privilege situ-
- ation. ' '

Final category: Seizure of transactional data maintained in the
records of the common carrier.

This type of nonsubstantive administrative data like identifica-
tion of the sender/receiver, the date or time of the transmission,
and the subsctiber, is not subject to grivacy protection. The seizure
of this information is not a search within the meaning of the
fourth amendment. This information should be available by the
service of a grand jury subpoena by or an administrative subpoena
the Federal law enforcement agency where Krovided for by law.

Any new legislation like title III should have consent pruvisions
\‘v}ixeer‘ei the prior approval of one of the participantc has been re-
ceived. :

Video surveillance. This is an area where there are at present no
statutory provisions and where we recommend a statute be enacted
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expectation of privacy.

o basic types of situations: First, the interception of visual
images being transmitted from point to point, that is, closed circuit
television.

Second, the direct interception of images within a place where
tlfx;_are is a reasonable expectation of privacy, like in a house or
office.

'The leading Federal case authority, United States v. Torres, es-
tablishes parameters for the use of television surveillance that the
Department feels balances the privacy interests of the public with
the needs of law enforcement. :

This decision held that where there was sufficient specificity of
the location, crime sought, a showing that normal investigative
procedures had failed, a specified period of duration, and a minimi-
zation provision, the court could issue such an order.

A procedure based generally on the requirements of rule 41 and
adding those title III requirements specified in Torres would, in our
view, afford approYriate privacy protections.

We also would like tc request an amendment to make it clear
that you could get such an order as part of a title III order without
the present procedure now getting two separate orders, where a
title III is being separately sought.

For the same reasons discussed in connection with title III and
the new legislation, this type of legislation should also, of course,
contain consent provisions where the prior authorization of one of
the parties has been received.

Expanded coverage of title III. I would like to recommend several
specific proposals to make the current title III statute even more
useful than the last 18 years have proven it to be.

The original drafters of title III sought to minimize its use to
forestall abuses, although over 18 years experience has taught that
abuses have been almost nonexistent. The time has come to re-
evaluate that thinking. Title III is so well understood today that
;_here-is no reason to limit its application to a limited list of of-
enses.

The Department recommends the statute be expanded to cover
all felonies and at a minimum several offenses not currently cov-
ered by title Il are clearly so serious that whatever hatﬁpens they
should be added to the list, and those are specified in the testimo-
ny. But just to name a few: threatening Federal officials; destruc-
tion of energy facilities; destruction of aircraft or aircraft facilities;
hostage taking; murder for hire; and violent crimes in aid of rack-
eteering. :

Title {II should include a provision to allow the Acting Assistant
Attorney General in charge of the Criminal Division to authorize
titt,}e III requests when the Assistant Attorney General is unavail-
able. -

A provision should be included in title III allowing for the inter-
district use of an eavesdropping device in a vehicle, or bug, where
the vehicle temrforarily travels from district to district during the
interception period. :

Under present law, a new order is necessary in each district into
which the vehicle travels no matter how long it is there.
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A provision should be included in title II for an interception
order to be issued targeting an individual at whatever facility
within the jurisdiction of the court that he or she is using at a
given time, as opposed to the authority to intercept only at a par-
ticular facility.

Another provision in title III that would be very helpful to law
enforcement would be the authority to use support personnel under
the close supervision of an investigative or law enforcement officer
to assist in the execution of a title III.

Further, a provision should be included in title III to provide for
after-the-fact minimization of foreign language conversations
where particular foreign language experts are not reasonably avail-
able during the interception period. The judge should have the au-
thority to authorize this under the particular circumstances of a
case.

A provision should be included in title III providing for a good
faith exception to the exclusionary rule as enunciated in United
States v. Leon for ordinary search warrants.

One item has arisen that is not in my prepared testimony but
which I would like to recommend at this time. In the Comprehen-
sive Crime Control Act of 1984, a section was added to title 18
making it an offense to warn a person that his property was about
to be the subject of a search warrant. It is 18 U.S.C. 2232. We be-
lieve a similar offense should be created making it a crime to warn
a person that he or she is the target of an electronic surveillance
court order.

In conclusion, I would like to reiterate that a great deal of
thought has been given to the development of these recommenda-
tions. We feel that these amendments to title III and the new legis-
lation for nonaural communications comprise reasonable standards
that the Department of Justice and the Federal law enforcement
agencies could support. Naturally, the details of each proposal re-
quire further specification. However, the principles are viable and
should provide legislative guidance in those areas for years to come
barring unforeseen developments. The Department is committed to
working with your staff and with the Senate staff to produce effec-
tive legislation.

That concludes my formal remarks, Mr. Chairman. I would be
happy to answer any questions which you have.

[The statement of Mr. Knapp follows:]



218

U.S. Department of Justice

Washington, D.C. 20530
STATEMENT
OF
JAMES KNAPP
DEPUTY ASSISTANT ATTORNEY GENERAL
.CRIMINAL DIVISION
BEFORE
THE
R—'"—SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES AND THE
ADMINISTRATION OF JUSTICE

COMMITTEE ON THE JUDICIARY
UNITED STATES HOUSE OF REPRESENTATIVES

CONCERNING
H.R. 3378, ELECTRONIC COMMUNICATIONS PRIVACY ACT

ON

MARCH 5, 1946



219
TESTIMONY ON H.R. 3378

Mr. Chairman and members of the Subcommittee, I appreciate
the opportunity to appear here today to discuss H.R. 3378, the

Electronic Communicatcions Privacy Act of 1985.

The bill, H.R. 3378, as well as S. 1667, an identical bill
proposed by the Senate, is intended tc amend the provisions of
the quibus Crime Cont;ol and Safe Streets Act of 1968 (Title
1II), 18 U.S.C. 2510 et seqg., relatihg to electronic surveillance
to cover the advances in technological developments in electronic

communications, bcth aural and non-aural, that have occurred

since the passage of the original legislation in 1968.

Since receiviﬁg the proposed legislation, Department of
Justice representatives have had ongoing discussions with staff
members of both this Subcommittee and the Senate Subcommittee on
Patents, Copyrights and Trademarks to try to develop effective

proposals to amend Title 1II to cover the new technology.

In addition, the Department, in conjunction with several law
enforcement agencies, has conducted an ;n depth review of the
existing statutes to ascertain how the new developments in
technology can best be addressed in new legisiation or in the

amendment of existing legislaéion.

58-P44 0 - 86 - 8
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On November 13, 1985, 1 appeared before the Senate
Subcommittee on Patents, COéyrights and Trademarks to: express
some of the Department's concerns based upon our review of the
proposed legislation. Copies of that testimony have been
provided to staff members of this Subcommittee, and I will not at
this time specifically reiterate all of the objections set forth
in my testimony today other than to reiterate that several
provisions of the bill do create serious problems for law

enforcement.

At the time I testified before the Senate Committee, the
Department had not completed its internal review oi the
legislation and could offer only general views on various aspects
of, and potential law enforcement problems associated with, the
bills. As indicatéd, our review has now been completed. At this
time, therefore, in an effort to move constructively and
specifically address these matters I would like to suggest those
subjects in which the Department could support new legislation

relating to electronic communication.

In reviewing the proposed legislation, we came to the
realization that a complete overhaul of‘the structure of Title
IIT would impair the overall effectiveness of the existing
statute. The parametere within which federal enforcement
agencies and the Department were intended by Congress to function

under Title III have been clearly defined through nearly two
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decades of case precedent. The statute works well and it is the
Department's position that, while some improvements or
refinements are appropriate, its basic scope should be left
intact as much as possible. Complete redefinition of Title III's
provisions would require new interpretation by the courts. This
could result in an exFended period of confusion and uncertainty
in the law which woula not benefit either law enforcement or the

public ‘at large.

A second concern that was identified during our review of
the proposed legislation was the escalation of the level of
judicial supervision with respect to other investigative methods
used in conjunction with Title III investigations that do not
rise to the level éf intrusion addressed by Congress in the
original legislation. Subjecting these lesser investigative
methods (which in many instances do not even constitute a
"gearch” within the meaning of the Fourth Amendment) to strict
substantive and procedural requirements would only have a
substantial adverse effect on law enforcement. Moreover,
escalating the level of judicial supervision in these areas would
not appreciably enhance the privacy of ;ur citizens over the
levels they now enjoy based upon existing Departmental
regulations in these areas. I am referring primarily to (1) the
securance of telephone toll and other business records; (2) the

use of pen registers; (3) the interception of tone and
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non-aural paging devices; and (4) the use of location detection
devices (beepers). It is our firm belief that present controls
and case law in these areas provide adeguate safeqguards against
abuse. Our legislative recommendations do address "tone and

voice" pagers where there are Title III implications.

On the other hand, since the passage of the Omnibus Crime
Control and Safe Streets Aét of 1968 (Title III), 18 U.S.C. 2510
et seq.} we recognize that technology has rapidly evolved in the
areas both of aural and non-aural transmissions of communications
that is not addressed by current statutes. The Department shares
with the proponents of H.R. 3378 the belief that it is desirable
that some of these forms of technology be brought under legisla-~
tive control with respect to interception of such communications
by both law enforcement agencies and private individuals. In our
view, there is new technology that is so similar to traditional
telephonic communication that it belongs within the framework of
Title III; to that extent Title III should be amended
accordingly, With respect to the other types of technological
development, such as electronic mail and computer transmissions
using wire facilities, it is the Department's position that a new

statute should be developed to address this enhanced technology.

In my testimony today, I would like to address, first, those

technological developments that should he incorporated into Title
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III; and, second, those technological developments for which new
legislation should be drawn. I will also discuss recomﬁendations.
prepared by the Department, based upon its review, for amending
the general piovisions of Title III to enable law enforcement

authorities to better effectuate its mandates.

I. TECHNOLOGICAL DEVELOPMENTS THAT SHOULD BE INCORPORATED

i

INTO THE EXISTING TITLE III LEGISLATION.
The three primary areas of concern are: (a) cordless or
handheld telephones; (b) cellular telephone technology; and (c)

tone and voice pagers.

A. Cordless or Handheld Telephones. In this type of

communication, part of the transmission is by wire and part is by
radio. The radio part of the transmission can readily be picked
up by anyone listening to commercially available fadio equipment
such as an AM radio receiver or a scanner. Under existing law, a
private citizen intercepting such a communication could con-
ceivably incur criminal liability. There is a serious question
as to whether there should be a reasonable and justifiable

expectation of privacy with respect to this type of transmission.

The leading and virtually only federal decision in this area
is United States v, Hall, 488 F.24 193 (9th Cir. 1973), in which

a radio telephone in an automobile was used to communicate to a

F )
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traditional telephone on land. This conversation, partly using
wire facilities &nd partly using radio transmission, was held to
be within the proscriptions of Title III because the present
statute refers to transmissions "in whole or in part by wire.”
Title III under this premise would apply here regardless of the
expectation of privacy because it was "in part®™ a wire
communication. At least three state appellate courts hive held
that this prodices an absurd result. The absurdity lies in the
fact that statements overheard by an ordinary radic receiver
become illegal interceptions and are deemed inadrissible in
court. Although in the past we have felt bound in interpreting
Title II1 to follow Hall because it is the only federal decision
on the matter, we are inclined to agree that :he result is
inappropriate from ‘a policy standpoint. See Dorsey v. State, 402

So. 28 1178 {(Fla. 1981); State v. Howard, 679 P.2d 197 (Kan. 1984);

State v. Delaurier, 488 A.2d 688 (R.I. 1985)

A reasonable approach to this situation in our view would be
to make Title III applicable to situations in which the wire
portion of a cordless telephone conversation is to be
intercepted, or to situations in which there is to be an
interception of the radio portion of the transmission only where
the radio portion ‘has been encrypted and is therefore not readily
accessible to citizens using ordinary radio equipment. There
should be no expectation of privacy where the radio portion of

the transmission can be intercepted‘in analog (regular voice)



225

form. " The interception of such a conversation should not impose
either criminal' or civil liability on either a citizen or law
enforcement official. 1Indeed, most cordless phones carry a
written warning that interception of conversations by thirad
parties is possible. A law enforcement officer should not be
subject to any greater liability than a citizen under these
circumstances. 1In the event the conversation is encrypted,
affirmgtive steps wouid have to be taken to intercept it and
under these circumstances an expectation of privacy can be deemed

to be reasonable.

B. Cellular Telephone Technology. Cellular telephone

transmissions also involve communications that are transmitted in
part by the use of wire facilities and in part by the use of
radio transmissions. Such technology is most commonly used in
car telephones and in portable phones contained in briefcases.
Like cordless telephones, a citizen with a scanning device can
readily intercept all or portions of the ébmmunication depending
on conditions at the time. These calls are hot as readily
interceptible as cordless telephone conversations because of the
likely mobility of at least one of the participants during the
transmission and because of the varying technology. By their
nature, cordless phones must remain in relatively close proximity
to one base unit. The radib transmissions in cellular technology

are assigned to geographical "cells” and the frequencies on which
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the transmissions are conducted change at random as the sender

or -eceiver passes geographically from cell to cell. The
interceptor would have to follow the vehicle tc intercept the
call as it passes from cell to cell and would have to scan within
each cell to find the appropriate randomly assigned frequency in
each cell. However, since the cellular conversation can be
readily intercepted if these procedures are followed, the
cellular transmission c?nceivably should be entitled to no more
reasonable expectation of privacy than the cordless transmission

unless it has been encrypted in some way.

We recognize, however, that a significant number of people
have and use cellular telephones and at least subjectively have
an expectation of privacy in their use in much the same way as
they do with a conventional telephone, A similar subjective
expectation of privacy does not exist with hand held telephones
which, as noted, often carry specific warnings from the
manufacturer, For that reason, even though we would prefer that
the radio portion of these transﬁissions be encrypted to fully
support the reasonable expectation of privacy, we are prepared to
accept legislation that with respect to;cellular technology would
require Title III authorization for law enforcement officers to
intercept either the wire or radio transmission portion of

cellular communications. We also recognize that technology in
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the cellular telephone area is developing very rapidly and it
will only be a matter of time until the communications common
carriers develop equipment that will either encrypt the calls or

secure the transmissions in some other manner.

We do think, however, that citizens scanning for recreation
purposes should not incur criminal or civil liability. To
forestall that result, we feel that the bill should contain a
provision that a citizen will only incur criminal or civil
liability where the citizen bofh intercepts and divulges the
communication under circumstances in which tl: interception and
divulgence are illegal, tortious, or for commercial gain. We
feel that this would provide a proper balance between the needs

of law enforcement and the rights of ordinrary citizens.

However, to address the problem of citizen interception, we
think that consideration should be given to outlawing devices
manufactured in the future that are used to intercept cellular
telephone conversations, at least where they are primarily

designed for that purpose,

Another problem that must be addressed when considering
amendments to Title III is providing coveragé under the statute
for the growing number, of private teléphone companies operated
often by large commercial entities that may not use the
facilities of a common carrier operating such facilities in

interstate commerce. It ought to be made clear that these types
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of telephone companies are covered under the provisions of Title

II1I.

C. Tone and Voice Pagers These types of paging devices

transmit an aural message to the paging device in the possession
of the subscriber by means of a transmission that is in part by
use of wire facilities and partially by the use of radio
transm;ssion. Based upon existing technology, they are readily
suscepﬁible to interception by an individual with a compatible
device on the same frequency. Much like the cordless telephone,
placing it under Title III simply because some portion of the
communication uses a wire produces an absurd result since it can
g0 readily be intercepted during the radio portion of the
communication. Agdin, a more realistic approach is to make Title
III applicable to interception of the wire portions of the
transmissions and to the radio portion only where the radio
portion is encrypted. An interception undé; these latter
circumstanses'would require affirmative steps to accomplish the
interception and an expectation of privacy can therefore be

deemedAto be reasonable.

II. TECHNOLOGICAL DEVELOYMENTS FOR WHICH NEW LEGISLATION SHOULD
BE DRAFTED.

The principal other types of new technology that I will
¢

address relate to the non-~aural transmission of communications
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through the use of wire facilities. The technology includes
electronic mail and other types of transmissions accomplished by
the use of computers conhected to the facilities of
communications. common carriers or in some cases private
transmission facilities. The term "communications common
carrier" is & term utilized in H.R. 3378. 1Initially it‘should be
redefiped to include the companies now proyiding what is known As

"electronic mail®” and computer data providers and revisers.

Any proposed legislation mist in our view recognize the
different degrees of privacy related to this type of transmission
at its various stages. Depending upon the level of intrusion
involved, different mandates should be developed for the
interception of this type of communication. The communication
can be divided into four stages: first, interception of
prospective transmissions of the substance of a communication;
second, interception or seizure of substantive data temporarily
stored in a data bank of the communications common carrier prior
to the final fransmisdion of the data to, and its receipt by, the
recipient; third, seizure of substantive data temporarily or
permanently stored in the files of the communications common

carrier as a record of the transmission after its receipt; and,
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fourth, transactional data other than substantive information
maintained in the records of the communications common carrier
indicating the date and time of the communication and its sender

and recipient.

A. Authority to Intercept Prospective Communications. This

authority is authority to intercept electronic mail or other type
of computer transmissions that will be sent in the future. It is
analogous to Title III interceptions in which the court order
directs the interception of telephone calls to be made in the
next 30 days. The level of intrusion here is greater than
situations in which the data is merely stored, yet is still
somewhat less than ih the case of ordinary telephone calls in
which the communication is immediate and unchangeable. We
believe the interception of electronic mail should include some
but not all of the procedural requirements of_Tit;g III. The
authorization to intercept the communication shouid be
accomplished by a statute mandating a judicial authorization
based upon probable cause akin to that which can now be secured
with a Fourth Amendment search warrant pursuant to Rule 41 of the
Federal Rules of Criminal Procedure. This procedure is based on
the premise that the interception of electronic mail generally

should be accorded no more protection than that accorded to
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regular mail. At the present time regular mail can be seized
with a Rule 41 search warrant. Electronic mail due to its usé of
telephone lines should, in our view, enjoy only certain of the
additional protections provided by Title III due to its unique

nature.,

The search warrant or other judicial authorization should be
based upon a sworn affidavit establishing probable cause to
believé that a‘crime has been, is being, or is about to be
committed. The affidavit and judicial authorization shoulad
sufficiently specify the people involved, the facility in
question, the specific offenses involved, and the type of
information sought to be intercepted. The order should contain a
requirement for the minimization of communications not otherwise
subject to interception. The order should be effective until the
objective 6f the investigation is achieved or for a period of 30
days, whichever is less. The legislation should contain
provisions for recording the intefcepted communications and
adequate sealing requirements to protect the integrity of the
tapes. In addition, the bill should provide for criminal and
c¢ivil penalities for citizqns who intentionally violate the

statute.
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We strongly oppose, hi_sever, the inclusion of any new
statutory exclusionary remedy.1 The admissibility of any
evidence with respect to the interceptions would be determined by
case law. The bill should also contain a provision allowing the
judge to direct a communications common c;rrier to cooperate and
‘assist law enforcement personnel in the execution of a cburt
order in any way that is appropriate. The provision should
further provide the carrier with immunity from civil liability
for ccpperating and reasonable reimbursement for services

renderéd.

The bill should also have a provision that covers computer
to ccﬁputer transmissions ufing telephone lines that do not have
a third party communications company involved in the transaction
as well as computer to computer transmissions of private
communications from facilities not utilizing facilities of
interstate commerce. In addition, the new bill should contain
emergency provisions similar to Title III where specifically
identified supervisory personnel could authorize interception for
a limited period of time until application can be made to the

court in specified circumstances.

-

1Recent privacy enactments such as the First Amendment Privacy
Protection Act, 42 U.S.C. 2000 aa, and the Right to Financial
Privacy Act, 12 U.S8.C. 3401 et seq., contain provisions expressly
rejecting an exclusionary sanction or indicuating that other
remedies afforded are “"exclusive®”, thus impliedly reaching the
sams result. 8See United States v Frazin, 780 F.2d4 1461 (Sth Cir.
1986) . We advocate inclusion of a similar provision here.
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Unlike Title III, however, the bill should not require that
the Attorney General, Deputy Attorney General, Associate Attorney
General, or a designated Assistant Attorney General in Washington
be the only ones who can authorize the use of the statute.

Within the Department we should require supervisory approval in

the field by internal regulation.

An order, under the bill, should be obtainable for any
offense for which a search warrant could ordinarily be issued.
This legislation should also not require that there be a showing
that all other investigative pfocedurea have failed or are

unlikely to succeed or are too dangerous before an order can be
— obtained. Additionally, the search warrant or other judicial
authorization should be issuable by a magistrate as well as a
district court judéé of a judge of the court of appeals. A state
judge of competent jurisdiction empowered to issue search
warrants should also be able to issue a search warrant or other
judicial authorization under this legislation. Furthermore,
" annual reports on the usage of the statute should not be

required.

These latter procedures that I hav; discussed, and that we
do not recommend be included in the bill for this type of
interception, are appropriate to Title III usage where the level
of intrusion with aural communications is greater than the level

of intrusion with electronic mail or computer transmissions. The
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legislation will encompass many of the principal protections of
Title IIX without diminishing the privacy rights of individuals
and will be much less burdensome on law enforcement authorities

in the conduct of these types of criminal investigations.

B. Interception or Seizure of Substantive Data Temporarily

Stored in a Data Bank of the Communications Common Carrier Prior

to Final Transmission to and Receipt by the Recipient. This

covers{;he time after a specific communication has been sent and
while it is in the electronic mail firm's computers but has not
been delivered, or has been delivered to the electronic mailbox
but has not been received by the recipient. 1In such a!situation,
the communication is most like a first class piece of mail and
should generally be treateqd in the same manner. To intercept or
seize information of this naturé, law enforcement personnel
should be required to obtain a search warraﬁt or other judicial
authorization predicated upon a sworn affidavit establishing
probable cause to believe that a crime has been, is being, or is
about to be committed. That is the showing required under Rule
41 of the Federal Rules of Criminal Procedure and should apply
here as it does with first class mail. All of the Fourth
Amendment regquirements for obtaining a search warrant would have
to be observed in support of the application. Here too, a
magistrate (who is now empowered to issue search warrants) should
be able £o issue the order as well as a District Judge or a Judge
of the Court of Appeals. A state judge of competent jurisdiction

who is empovered under state law to issue warrantl'lhould be
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empowered to issue these warrants as well. The warrant should be
issuable for any offense under federal or state law for which a
search warrant may now be issued. As with Rule 41, this type cof
warrant should provide for execution within 10 days of the time
the order is signed. Since the level of intrusion here is less
than in the interception of prospective communications, none of
the other Title III type restrictions accorded to the order to
intercept prospective transmissions should be applicable to this
type of warrant or order. Lastly, a prosecutor in the field
_supervising an investigation should be empowered to request such
an order from the court. Again, this is the same system utilized
in seeking a warrant to seize first class mail.

1

C. Seizure of Substantive Data Temporarily or Permanently

Stored in the Fileé of a Communications Common Carrier After its

Receipt. Substantive data that has beéome part of the records in
the files of a communications common carrier should be available
to federal investigators during the course of & criminal
investigation aé a third party document by the service of a grand
jury or other statutorily authorized subpoena. Fourth Amendment
warrant requirements are inapplicable to this type of document
since there is no reasohable expectatio; of privacy associatead
with it. This is a well accepted principle of law relating to
documents in the possession of third persons and we khaw of no
sound legal or policy reason dhy it should not apply to these
types of documents. To guard against any abuse we could accept a

requirement that a supervisory level agent or attornsy approve
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the issuance of the subpoena.

D. Seizure of Transactional Data, Other than Substantive

Information of the Communication, Maintained in the Records of

the Communications Common Carrier. This type of record includes

data retained by the communications common carrier primarily for
administrative reasons: i.e., identification of the sender/
receiver, date/time of transmission, subscriber, billing informa-
tion, etc. This is material that is analogous to telephone toll
recordé.‘ The Department believes that the seizure of this type
of information is nct a "search" within the meaning of the Fourth
Amendment, and, therefore, should not require obtaining a search
warrant. Law enforcement personnel si.ould be able to secure this
information by the service of either a grand jury subpoena or an
administrative subpoena served by a law enforcement agency
entitled to issue one. We feel that there is no reasonable

expectation of privacy with respect to this type of information.

BE. Other Provisions. As in Title III, any new legislation

regulating the interception of non-aural communications at any
stage shauid contain consent provisions so that either private
citizens orvlaw enforcement personnel would be exempt from the
statute if they had the prior consent of one of the parties to
the communication to make the interception. It is a well gettled
principle of law that no liability, criminal or civil, would |

attach under these circumstances.
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Finally, any new federal legislation relating to non-aural
communications should contain specific authority for the states
to enact similar legislation allowing for the state Attorney
General or the principal prosecuting attorney in a political
subdivision thereof to make application to the court for
interception authority. We also reccmmend that there be a two
year delay for the effective date of the new legisiation as it
applies to the states to allow the states to pass enabling

1egislafion following the guidelines of the federal legislation.

I1I. VIDEO SURVEILLANCE

Video surveillance is an additional area in which there is
at present no specific statutory authority regulating its use.
We believe that special restrictions consistent with Rule 41
procedureéwand the leading case on the subject, discussed below,
should be provided for the issuance of a court order governing
the interception of visual images in those situations in which
theie is a reasonable expectation of privacy on the part of the

subjects of the interception.

There are two basic types of video surveillance. One
involves the interception of visual images in a fixed location
under conditions where the person being viewed would have a

reasonable expectation of privacy, i.e., a home or office. The
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second type involves the interception of visual images (pictures)
being transmitted from éne location to another, i.e., closed
‘eircuit television. The proposed statute should cover both of

these.

The leading case authority in this area is United States v.
Torres, 751 F.2d 875 (7th Cir. 1984). The Torreg case sets forth
guidelines for the issuance of a video surveillance order that in
the vigw of the Department adequately protects the rights of
citizens and is consistent with the needs of law enforcement in
investigating federal violations of law. The Torres court, we

note, openly invited Congress to legislate in this area.

Although there is no specific statutory authority for video
surveillance, Torres held that a court could issue such a warrant
to the extent that certain Fourth Amendment protections, some of
which were contained i; Title III, were addressed. The court
regquired that there bela search warrant, based upon a sworn

affidavit, establishin§ probable cause to believe a crime has
» been committed, is being committed, or is about to be committed,
and establishing that normal investigative procedures have fajled
or reasonably appear unliksly to succeed if tried or to be too
dangerous. In #ddition, tile warrant must contain a particular
description of the facilities involved; a deacription of the type
of images sought tc be interceptid, and a statement of the
particular offenses to which they relate. Torres also applied

the principle that the order must not allow the period of
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intercepticn to be longer than is necessary to achieve the
objective cf the authorization, nor in any event longer than 30
deys. The court also mandated that a provision for minimizing
the interception of images that were not otherwise subject to
interceprtion be iicorporated in the order. As previously
inadicated, we fexl that these criteria strike a fair balance
between the privacy of our citizens and the needs of law
enforcement. Current practice in the Department of Justice is to
apply the above principles and the teachings of Torres to all
requests for closed circuit television involving the invasion of

a reasonable expectation of privacy.

For the same reasons as discussed in connection with Title
III and the new legislation directed to non-aural communications,
legislative authorization of this type should include consent
provisions where the interception is made with the prior consent
of one of the parties. The consent provision should be

applicable to both citizens and law enforcement officers.

In a great majority of cases in which video surveillance is
used, it is used in conjunctior with an order to ingercept aural
communications under Title III. In those cases the subject of
the interception would enjoy the dual protection of Title III and
the new loqislation; The Department believes that authority
should exist to create a single court order in those cases
combining both Title III and video surveillance. Interception of

the visual images alone still would enjoy a significant portion



240
- 22 -
of the protection accorded to Title III interceptions.

finally, due to the degree of potential invasion of privacy
involved, the aufhoritysto authorize requests to the court for
video surveillance orders should be centralized in Washington,
D.C. Under current procedures the Attorney General has
authorized the Assistant Attorney General, a Deputy Assistant
Attorney General, and the Director or Associate Director of the
otfice{of Enforcement Operations to grant the authority to make a
closed circuit television request. In practice, this has worked
out extremely well and we see no reason to escalate the level of
supervision. We recommend that the Attorney General, by statute,
be granted the power to delegate this authority through

appropriate regulation.
IV, EXPANDED COVERAGE OF TITLE III

I would like now to turn to several specific proposals to
make the current Title‘'III statute even more useful than the last

18 years have proven it to be.

1. The original drafters of Title III sought, out of
caution, to minimize its use by specifically limiting its
application to designated crimes. There was concern that if its
coverage was exbanded there may be abuses. The enumerated crimes
were those that Congress perceived as being the most significant

at the time. The time has come to reevaluate that thinking.
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Eighteeﬁ-years of experience with the statute have demonstrated
that abuses have been almost non-existent and that the statutory
mechanisms provide ample protection for legitimate privacy
interests. In this context, there is no longer valid reason tq
confine the potential use éf Title III to specific felony
offenses. In today's society there are a host of other
significant crimes where the use of Title III would greatly
facilitate the investigations. In fact, from time to time
Congress has added new felonies as Title III predicate offenses
in almost a haphazard fashion somewhat akin to recognizing the
newest most fashionable offense of that year. For these reasons
we see no reason that Title III should not be expanded to cover
all felonies. 1In addition, provision should be made to allow
Title III electronic surveillance to be used to track down and
apprehend federal fugitives. I would like to specifiuvally
mention some of the more serious crimes that we encounter today
which are not directly covered by Title III although some of them
are covered generically by the statute: Threatening or retali-
ating against a federal official (18 U.S.C. 115); Destructioa of
an energy facility (18 U.S.C. 1365); Destruction of an aircraft
or aircraft facility (18 U.S.C. 32); Aircraft Hijacking (49
U.S.C. 1472); Hostage Taking (18 U.S.C. 1203); Murder For Hire
(18 U,.S8.C. 19525); Violent Crimes in Aid of Racketeering (18
U.8.C. 1952B); Solicitation to Commit a Crime of Violence (18
U.8.C., 373); Mail Fraud (18 U.S.C. 1341); Illegal Wiretapping (18
U.8.C. 2512); Transportation of Stolen Vehicles (18 U.8.C. 2312);
Sale or Receipt of a Stolen Vehicle (18 U.8.C. 2313); Trafficking
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in Motor Vehicle Parts (13 U.S.C. 2320); Computer Fraud (18
U.S.C. 1030); Fraud involving credit access devices (18 U.S.C.
1029); Escape (1B U.S.C. 75); Instigating or assisting escape (18
U.S.C. 752); and Bail Jumping (18 U;S.C. 3150}.

At the very least, the impact of tﬁese crimes on society
justifies their jaclusion in Title III. Bowever,\all felonies
have an adverse impact and the availability of Title IXI can make
the difference in any felony investigation. Law enforcement
officials should, subject to appropriate judicial supervision,
have the most effective tools available at their disposal if they
are to meet today's challenges in investigating crime and

prosecuting criminals.

2. A provision.should be included in Title IIXI (as is
proposed in H.R. 3378) to allow the Acting Assistant Attorney
General in charge of the Criminal Division to authorize a request
for a Title III interception and/or eavesdropping warrant. This
person is responsible for ;he operations of the Criminal Division
when the Assistant Attorney General is not available, and there
is no legitimate reason why this official should not be able to
exercise this authority. This authorit§ could greatly reduce
delays caused by the absence of the Assistant Attorney General
and the need to send Title III applications to substitute
Assistant Attorneys General not fully familiar with federal

criminal law.
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3. A provision should be included in Title III allowing for
the interdistrict use of a mobile eavesdropping device or "bug”,
i.e., where the order is signed in one district to install a bug
in a vehicle and the vehicle temporarily goes to another district
during the interceptioh period.2 It should not be necessary, as
is the current practice, to obtain an order in each district into
which the vehicle travels. The judge in the originating district
should be authorized to issue an order that would be effective in
all districts into which the vehicle travels during the
interception period. This procedure would greatly reduce the

burden on law enforcement officials and judges.

4. A provision should be included in Title III that would
permit an interception order to be issued targeting an
F"individual” at wh;tever facility within the jurisdiction of the
court that he or she is using at a given time, as opposed to the
authority to intercept only at a particular facility. This would

bring the statute in line with the reasoning of Katz v United

States, 389 U.S. 347 (%967), that people are protected by the
Constitution and not places. Such an amendment could provide
significant benefits in the investigation of major drug
violators, organized crime figures, ané terrorigts. Furthermore,
in cases involving imminent danger to individuals, such as

kidnapping or hostage taking, lives could be saved.

2, comparable amendment should also be made to Rule 41 to permit
interdistrict warrants to install tracking devices.
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5. Another administrative provision that should be included
in Title III would authorize the use of support personnel under
the close supervision of an investigative or law enforcement
officer to assist in the monitoring of a Title 1XI. . A great deal
of the work now being done by law enforcement officers coqld be
taken over by thes: people leaving the law enforcement officers

more time to concentrata on the investigation,

6. A provision should be included in Title III to provide’
"for "after the fact minimization® of foreign language
communications where the particulaf foreign language experts are
nbt reasonably available during the interception period. This
pzovision should give the issuing judge the power to authorize

this procedure.

7. We suggest that a provision should be included in Title
III providing for a reasonable good faith exception to the
exclusionary rule in Title III cases comparable to that which the

Supreme Court created in United States v Leon, 104 S§. Ct. 3430

(1984) for constitutional violations. A federal offender should
not be allowed to escape justice sxmply because of the
objectively reasonable mistake of a law enforcement officet in
applying Title III. The judge in each case should have the )
authority to decide whether of not the mistake was reasonable and

thus whether the drastic remedy of excluding reliable evidence
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probative of guilt should attach.

' 8. A provision should be included in Title III to allow for
the thirty (30) day period to run from the time the interception
begins as opposed to the time when the order is signed.

The authorities should have ten (10) days (as is the case with
execution of a search warrant under Rule 41) within which to
institute the interception. This change would address common
difficulties that arise in the installation process while still
allowin§ for the full maximum interception period allowed by the

court.

CONCLUSION

In conclusion; I would like to reiterate that a great deal
of thought has been given to the development of these recommenda-
tions. We feel that ghese amendments to Title III and the new
legislation for non-aural communications comprise reasonable
standards that the Department of Justice and the federal law
enforcement agencies could support. Naturally, the details of
each proposal require further specification. However, the |
principles are viable and should provid; legislative guidance in
these areas for years to come barring unforeseen developnchts.
The Department is committed to working with your staff and with

the Senate staff to produce effective legislation.

That conclaudes my formal remarks, Mr. Chairman. I would be

happy to answer any ¢ :estions you may have.
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Mr. KASTENMEIER. Thank you, Mr. Knapp.

Actually, I think your statement is a good one. I don t know
whether we agree on every particular, but I think it is clear that
the Department of Justice has given the matter extensive and
rather detailed thought, both in terms of policy and in terms of ef-
fective implementation. Certainly on that score, I want to com-
mend you, because I think it is by and large a constructive staie-
ment.

Without objection, the subcommittee will permit the meeting this
afternoon to be covered in whole or in part by radio broadcast or
still photography pursuant to the committee rules.

We had recently written the Attorney General to inguire about
the current state of the law with respect to interception of cellular
telephone calls. My understanding is that it is your position that
such interceptions are currently governed by the provisions of Fed-
eral wiretap law because they are carried in whole or in part by
wire. Is that correct?

Mr. Knaprp. Certainly where they are covered in part by wire,
that would be our position.

Mr. KasTENMEIER. We also asked about ads—which we have
copies of for the record—which explicitly encourage the purchase
~ ‘of scanners for the purpose of overhearing cellular calls.
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Mr. KASTENMEIER. What is your view of these ads? Do these ads
violate the law?

Mr. Knaprp. I am reluctant to comment on a specific ad which
may or may not constitute a violation. Let me just state a general
proposition that it is a violation of 18 U.S.C. 2512, subparagraph
(1XcX2), where an advertisement promotes the use of a scanner for
the purpose of the surrepti*ious interception of wire or aural com-
munications. So with that statutory guidance in mind, I think you
would want to look at the language of a particular advertisement
to see if it appears to fit within that.

Mr. KasTENMEIER. Certainly cellular telephones are very much a
part of the scene as an important means of communication. Some-
one just bmtﬁht to my attention a copy of the current Time maga-
zine cover. The question is: “Who’s This Man Calling? Influence
Peddling in Washington.” Actually, it is a picture of lobbyist Mi-
chael Deaver. Clearly, he is using a cellular phone. So we can con-
clude that important calls are taking place on cellular telephones.
Presumably there is an expectation of privacy—whether that is ac-
tually the case or not I do not know.

I have a number of questions but I do want to yield to my col-
leagues to ask whatever questions they have. The gentleman from
California, Mr. Moorhead.

Mr. MoorHEAD. Thank you.

In your statement f'ou maintain the private interception of cellu-
lar phone calls should only be illegal if there is both interception
and disclosure with a bad purpose, that is, illegal, tortious, or com-
mercial gain. '

- Is this a statement of how you intend to investigate and pros-
ecute offenders under the bill, or a statement of how the offense
should be structured?

Mr. KNarp. As I indicated when I gave my remarks a few min-
utes ago, we are still examining this issue carefully. Initially when
we took a look at it, it was our reaction that we clearly don’t want
to cover the unintentional interception by radio scanners. We
thought that agerhaps it would be sufficiently effective just to have
a s}tl,:tube analogous to what you have for radio communications

now. : '
owever, the cellular industry has asked us to take another look
at this problem. 'What you suggest, perhaps would be a guideline
for investigative policy as opposed to the way the bill is drafted,
and it is one possible alternative. It is something we have to take a
look at. We want a statute that is effective, that is readily under-
stood by the public, and that creates no misconceptions.

-‘Mr. MoORHEAD. 1t i8 very clear there are all kinds of mischievous
things that you can pick if you have got one of those scanners and
you are trying to gick things \lx_f—family fights, conversations be-
tween someone and their girl friend, confidential information that
stockbrokers might be gi out on the phone to a client, corpo-
rate heads about that were going to happen within
the corporate fileld that could be used to someone’s advantage.
Needless to say, it is very difficult to prove commercial gain :ﬁt
away; or even where someone got the information.

Up until recentlg‘,lthere was no cellular technology and the scan-
ners didn't have that frequency on them. Now they are selling the
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scanners for the sole purpose of picking up these calls. These ads
are very explicit that they have got in the newspaper right now.
Here is one of them: .

The Regency MX7000 scanner lets you monitor military, FBI, space satellites,
policy and fire departments, drug enforcement agencies, Defense Department, aero-
nautical AM band, aeronsvigation band, Fish and Game, Immigration, paramedics, °

amateur radio, Justice Department, State Department, plus thousands of radio fre-
quencies most scanners can’t pick up. o

Many of them advertise that you can pick up personal calls and
you can be entertained as if you had gone to the adult movie thea-
ter. These are people’s private calls, and perhaps something should
be done to limit the range of these scanners. Admittedly you can’t
just ban all scanners because they are important for useful pur-

poses.

But our bill tries to get at the basic problem, and that is deliber-
ately trying to intercept these calls. There is a0 intent to punish
someone that happens to pick up something that they shouldn’t be
listening to and switches to the next band. But it concerns me if
you say that we cannot generally try to protect these calls.

There are people that live so far out in the country that they
cannot afford the copper wires to take the telephone out that far,
and yet with this kind of communication they can have the tele-
phone like everybody else. Are you going to protect them?

Mr. KNnapP. As | indicated, we are going to take a careful look at

this specific issue. We feel that a large majority of situations where
we were able to prove a violation, you would have the divulgence
and & disclosure—and those are the situations that are most aggra-
vated. There is no question we clearly would support such a thing.
Whether we go that second step and predicate a violation based on
the initial interception itself, I think it is something we want to
take a careful look at. But we have agreed to discuss this with the
cellular industry and any other concerned parties in the coming
weeks, and we will certainly take into consideration your com-
- ments and observations.
Mr. MoorHEAD. The bill that has been introduced creates a broad
- definition of electronic communication, and then proceeds to
exempt certain kinds of communication services, like ham opera-
tors, police, and fire. s :

Do you agree that this general approach is better than approach-

the subject on a technology basis? Technology by technology.

r. KNaPP. I think we probably, in drafting any legislation as
indicated in our testimony, want to take a look at the specific tech-
nologies first because these devices have legitimate uses as well as
illegitimate uses. o

r. MOORHEAD. In your view, should the development of a new
surveillance technology be able to erode the reasonableness of our
ex cy of priv. '

. KNAPP. Perhaps it shouldn't, but it does as a practicat
matter in some situations. That is a concern I expressed in my tes-
timony on cellular. Nevertheless, we factor in the fact that people
do have an ex tion of privacy, or still a large number of people

do. But we feel, 0 there is no doubt about the state of the law, that
celluiar should be specifically covered.
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Mr. MoorHEAD. I would very much appreciate it if you would
come back to the committee when you have gone through this proc-
ess of formulating positions and directions, because most of the
things that we have asked you don’t have an answer for yet.

Mr. Knarp. I think other than that one issue we do have an
answer for just about everything, except for this one issue which I
said we would reconsider. A -

Mr. MoorHEAD. That is the big issue, though, for many of the
people out there. There are over 300,000 of these cellular phones
now and there will probably be a million within a year. In spite of
the fact that part of it goes throuﬁh the air by radio, people in this
country—and perhaps they should know better—expect privacy in
their own calls.

I don’t think we have got necessarily got the perfect answer for
protecting cellular telephone calls. However, in one way or other
we value privacy very highly in this country, and we have got to
find a way that we can give them as much protection as possible;
not 100 percent, it is not available, I would agree with you on that.
But we have got to find a way to give them as much as possible.

Mr. Knarr. OK. We have made two very specific pro on
this and as to whether we want to take that third-step, I think that
is scl;x:ething we will take a very close look at in the next few
weeks.

Mr. MoorsEeap. OK.

{vf;ield back the balance of my time.

. KASTENMEIER. The gentleman yields back his time.

" There are a couple of distinctions made which I would like to dis-
cuss with you. One is on the current technology of electronic mail
messages that are carried between users by a third-party provider,
pretty much in the same way that the post office carries mail. One
significant difference is that the -third-party provider—~who could
be GTE or Western Union—stores these messages until the recipi-
ent is ready to receive them. At that point in time there is a trans-
mission which is stored before delivery.

Would you agree that law enforcement officials should use a
search warrant to obtain access to the contents of that stored mes-
saﬁ? I think you indicated yes. )

r. KNAPP. Yes.

'k Mr. KAS'I'ENfMEIER. On f!;he other hand, if an “E”dmail r(l)vég:r
ept copies of messages for security purposes, you don’t fee t

law enforcement officials should be required to obtain some form of

court order before gaining access to that particular message?

Mr. Knarp. Either a court order or grandsguﬁ- subpoena. If there
is an investigation in progress, I think we should be able to utilize
thgigrand jury subpoena as we do for any other type of records.

r. KasTeENMEIRR. Do you make a distinction before and after de-
livery, in terms of third-party repository of “E”’ mail? Do you think
there is a distinction to be made? That is to say, should the same

be used with respect to “E” mail which is stored before de-
very or a copy which is stored subsequent to delivery?

Mr. Knarp. Yes; because I think it probably is predicated on a
reasonable expectation of privacy. Before delivery it is still in the
process of transmission, it is still a message, it is still a communica-
tion, and the search warrant requirement should apply. After it is

$8-844 0 - 86 ~ 9
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received, the customer presumably should know or be familiar with
what the customs are of the business of the common carrier with
which they are dealing and they should be on notice of the fact
that they may or may not in a particular situation keep copies
where that is the case. If he should know or reasonably should
know that they are going to store and keep a permanent record of
it, he should not have such a reasonable expectation of privacy as
to defeat the proper usage of the grand jury subpoena. That is
standard for financial records as well.

Mr. KASTENMEIER. ] guess either of them might have knowledge,
that is true. The sender would have caused the message to be sent
to the recipient. Of course, in terms of the contents of the message
the recipient would not be able to do anything about it—he did not
cause the contents, which may be very sensitive with respect to
phi?t" to be composed. I wonder if there is a difference between the

ies.

In any event, I won’t expand on that any further.

In your testimony you have also asked us to distinguish between
voice and nonvoice commurications. We have recent news clippings
which describe new AT&7T' services which will enable customers to
use a combination of ‘zlephones and personal computers for vari-
ous purposes, fo various transactions, for example, view financial
information on a screen and talk with their brokers at the same
time. These communications, I understand, are carried by the same
wire. Moreover, at various points in the network these communica-
tions are carried in digital form, so that veice ard data will in fact
be indistinguishable. '

With these services and many others like them, is it realistic to
make this distinction between the two? Haven’t we reached the
point where technology has overcome the difference between voice
and nonvoice communications? '

Mr. Knarp. Not for the purposes of determining whether or not
you are foing to have the specific additional protections of title Il
over and above what you have for the ordinary search warrant. I
think the question is going to be beyond those tgrot‘.ectioms that you
have with the ordinary search warrant—is there some practical
need for any of the additional protections afforded by title III? And
in those situations the answer is no. Although it is said that when
we went through and discussed electronic mail I did indicate there
were four or five additional protections thst were applicable and
agpropriate, including minimization and including some sort of
showing of need. But that is not true. I think you have to look at
each technology on a case-by-case basis. Ordin , & search war-
rant requirement of probable cause and order of judicial approval
should be sufficient.

In the hypothetical you mentioned, of course, if it is covered par-
tiahl}y by wire, communication by wire, title III would apply.

- Mr. KasmnNmeizr. In  testimony before the sni:eommi, ttee,
ADAPSO suggests the Lill be modified to provide additional priva-
a'd‘protaction to data stored by remote data prooeesinq service pro-

rs. What is your view of that s on? Or haven't you looiod
at it, perhaps, and thought about it

Mr. Knarr. Before transmissicr it is covered by a search war
rant and after transmission by grand jury subpoena.
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Mr. KasTENMEIER. So depending on precisely how they wanted to
handle it, you may or may rot agree with them. I suspect we
should encourage them to sit down with you and see whether the
current state of the iaw and your interpretation is for their pur-
poses adequate.

That’s all the questions I have.

The gentieman from California.

Mr. MoorHEAD. I just have one more concern here. Most of the
cellular phone calls are made to or from fixed installation phones.
In other words, somebodi' will call from an automobile and the
person that is on the other end of the wire has a phone in his
home—he really expects that to be private.

Mr. KNaPP. Yes.

Mr. MooRHEAD. I don’t think that there is any requirement that
the person calling from his automobile inform the person at the
other end that the call may be listened to. Yet, in one of these arti-
cles it talks about this individual that happens to live in my dis-
trict that spans——

Mr. KnaPP. Is that frorh the Los Angeles Times?

Mr. MoorHEAD. That is from the Los Angeles Times.

With surprising regularity—he also came across fragments of
personal telephone calls in which it was obvious that neither party
had any idea that someone might be listening. There was none of
the sense of audience: that often permeates the chatter on a citizen
band. They talked about the divorce proceedings, and the narcotics
transactions, and the fooling around, and all kinds of stuff. '

Some of these things may be legal but you wouldn’t want every-
body under the sun to know about it.

r. KNaPP. No.

Mr. MoORHEAD. Are you going to say under the law that you are
going to make it illegal to make one of the calls from cellular with-
out telling the people on the other end that their call could be
made public, that it could be listened to?

Mr. Knarp. No.

Mr. MoorHEAD. How are you going to protect them?

Mr. Knarr. In fact, as we stated, that is why this article is a
very good reason we are advocating that cellular telephones clearly
be covered by title IIi. There is just no question about it, it should
be

Mr. MooORHEAD. I guess we are all anxious that something be
done. We need your suggestions, and we need your support, so that
we can get a bill through that does protect people from a very im-
portant problem.

That is all I have. . ‘

Mr. KastenmElER. We thank you very much, Mr. Knapp, for

our presentation on behalf of the Justice Department today. We
j:cot orward to continuing to work with you on this and other sub-

Mr. Knarp. Thank ﬁm very much.

- Mr. KasteNnMEIER. Next the Chair would like to call Prof. Clif-
- ford F. Fishman. He is a professor of law at the Columbus School of
Law, Catholic University of America. I might add that Professor
~ Fishman is a former State prosecutor, author of a leading treatise
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on wiretapping, and a consultant to the President’s Commission on
Urganized Crime.

Professor Fishman, we have received, of course, a copy of your
statement and you are free to proceed as you wish.

STATEMENT OF CLIFFORD S. FISHMAN, PROFESSOR OF LAW,
THE CATHOLIC UNIVERSITY OF AMERICA LAW SCHOOL

Mr. FisuMAN. Thank you very much.

Mr. Chairman and members of the subcommittee: ,

Striking the right balance between protection of privacy and ef-
fective and efficient law enforcement has been a recurring theme
in American life and law since the American Revolution. In the
past quarter century, advances in technology have enabled investi-
gators to conduct surveillance more effectively and efficiently than
their predecessors would have dreamed possible. ,

At the same time, criminals have also employed the fruits of the
technological revolution to make their activities more efficient,
more dangerous, more profitable and more difficult to detect. Thus,
the challenge of striking the proper balance between law enforce-
ment and privacy is greater today than ever before in our history. I
welcome the opportunity to participate in the effort.

I have been asked to comment today about two types of electron-
ic surveillance: pen registers, and electronic tracking devices. I also
would be willing to answer questions about some of the issues con-
cerning which Mr. Knapp has just testified.

Mr. Chairman, with your permission, rather than read my recita-
tion of the law dealing with pen registers, I will summarize it basi-
cally by saying that the Justice Department, I think correctly, has
concluded that it need not get a search warrant in order to obtain
a pen register—all they do is get a much easier to obtain order
under rule 57(b) from a Federal magistrate. That order need not be
based on probable cause nor necessarily even upon reasonable sus-
picion.

- Picking up on page 5 of my remarks now: Is there a need for
statutory regulation of pen register surveillance? o

It is tempting to answer: “If it ain’t broke, don’t fix it”—don’t
impose a regulatory scheme on pen register surveillance unless -
there is reason to believe that law enforcement has abused the ex-
isting lack of regulation.

Even in the absence of abuse, however, ation may be seen
as worthwhile protection against the potential for abuse. If 80, the
question then becomes whether Congress should legislate the regu-
latory standards directly, or instead direct the Attorney General to
promulgate such tions and to report periodically to Cﬁm

Congress took latter approach when it enacted the Privacy
Protection Act of 1980, recurating third-party searches. There is
nothing inherently wrong with either approach.

Assuming Congress decides to enact tory legislation, the
pen WMMM of title I of H.R. 3878 provide a workable
sche:

and me. Still, I offer the following comments. Juat
brlofg:‘ﬁ:hink because a pen register is even less intrusive than a

traditional physical search and seizure, U.S. rmagistrates, who are
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authorized to issue search warrants, should also be authorized to -
issue pen registers. ' -

With regard to what factual standard should apply, section
3123(aX1) would authorize the issuance of a pen register warrant so
long as the applicant establishes “reasonable cause to believe . . .
that the information likely to be obtained . . . is relevant to a le-
gitimate criminal investigation.” ‘ ‘

Again, if I may depart briefly, assuming reasonable cause is rea-
sonable suspicion as the Supreme Court has defined that term, that
strikes me as an entirely appropriate standard assuming Congress
feels it necessary to enact a standard.

Summarizing what is on page 7: Whether it really is necessary
that the person who was the subject of a pen register ultimately
received notice of that fact, assuming no indictment ultimately
arises or results, I have grave doubts. Use of a pen register is very
minimally intrusive. It does not reveal who made the phone call; it
does not reveal who received the phone call; it does not even reveal
whether a phone call was in fact made. All it reveals is that some-
body from phone X placed a call—attempted to place a call—to
scmebody from phone Y. Particularly if the rest of the statute is
drafted, requiring a reasonable suspicion before such orders can be
:ll:tained, it seems to me that that is enough protection against

use.

If automatic notice is required, this may jeopardize subsequent
investigations as well as imposing, I think, a significant adminis-
trative burden u‘fon law enforcement officials who, as we all know,
have enough to deal with, to worry about, already. o

With regard to electronic tracking devices, on page 7: In 1983
and again in 1984, the Supreme Court examined the fourth amend-
ment implications of the installation and use of electronic tracking
devices, or beepers, to assist investigators in following and locating
containers of chemicals that the investigators suspected, correctly,
were to be used to manufacture or process unlawful drugs. Ironical-
3;, the law is in many respects as unsettled now as it was before

ose cases were decided.

The existing law might best be categorized by each of the stages
of beeper surveillance. _ ‘

First, installation. The court, in United States v. Karo, held that
it does not constitute a search or a seizure for the police to install a
beeper in a chemical container so long as the then owner consents,
even though the container will soon thereafter be sold to a suspect.
Because such consensual installation is neither a search nor a sei-
zure, the Court held, the fourth amendment does not require inves-
tigators to obtain a search warrant or other court order.

Second, what I call in-transit monitoring. In United States v.
Knotts, the Supreme Court held that it does not constitute a search
and, therefore, no warrant is reti]mred. for investigators to use a

‘to follow a container as it is being transported along the
public roadways.

The third : general vicinity monitoring.

Knotts and E‘liaro each hold that it does not constitute a search
and, therefore, no warrant is required, for in tors to use a
beeper to determine the general vicinity to which the beepered
object has been taken. In other words, if they lose the chject while
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it is being transported, they can use the beeper to find the neigh-
borhood it is in without it being a search and, therefore, no war-
rant is required. ‘

The fourth step: private location monitoring.

The Karo decision holds that it does constitute a search, for

which a warrant of some kind is required, for investigators to use a
beeper to determine whether the beepered object is inside a par-
ticullar private location—a private home or a storage locker, for ‘ex-
ample.
_ Is there a need for statutory regulation in this area? The answer
basically is yes. The law is extremely unsettled—so much so that
investigators and judges often must guess as to what is required,
what is permitted, and what is forbidden. The questions that need
answers include: Does it constitute a search, that is, is a warrant
required, to install a beeper without the owner’s consent?

What is the precise dividing line between the warraniless moni-
toring the Court upheld in Knotts and Karo, and the kind of moni-
toring that Karo holds must be authorized by a warrant? '

Is probable cause required for such a warrant, or will reasonable
suspicion suffice? The uncertainty may jeopardize both law enforce-
ment efficiency and individual privacy.

In most respects, H.R. 3378 is an excellent proposal for regula-
tion of beeper surveillance. It spells out appropriate procedures for
the issuance of beeper warrants, provides for notice to be given to
appropriate individuals after the surveillance is complete, and ap-
plies a single factual standard to beeper surveillance at all stages
of the process, those now not protected by the fourth amendment,
as well as private location monitoring, which is.

The one aspect of title II's treatment of beepers with which I dis-
agree strongly, is section 3123(aX2), which requires probable cause.
Probable cause is an inappropriate standard to apply to beeper sur-
veillance; reasonable suspicion should suffice.

A physical search of a private location is an extremely intrusive
procedure. Even if only one object is sought, agents, must enter the
location; unless the object is in plain sight once they enter, they
must look for it, and in the process of loo‘ii.ng, they necessarily and
unavoidably see and learn a great deal about those cccupying the
premises—information that otherwise would remain private. Be-
cause such searches are so intrusive, the fourth amendment re-
quires probable cause. .

By comparison, private location monitoring of a beeper is mini-
maﬁy intrusive; no physical entry is necessary, and the only fact
the agents learn is whether the beeper object is inside. To equate
this comparatively minuscule intrusion with a physical eeare&. by
miring the same factual standard for both, is unwise.

though the Supreme Court has not yet ruled on whether rea-
sonable n suffices to j rivate location monitoring, the
Court has held in a somewhat differont context that where the
nature and quality of an intrusion is minor, and the governmental
interest in cond the intrusion is high, reasonable suspicion is
the appropriate stan .

What is an accurate description of private location monito
Thus, reasonable suspicion is the factual standard against whi
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beepered warrant application should be measured, and I urge the
subcommittee to revise H.R. 3378 accordingly.

In conclusion, let me thank you again for the opportunity of ap-
pearing before you. I am happy to answer any questions.

[The statement of Mr. Fishman follows:]
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Mr. Chairman and Hoﬁbor- of the Subcomnmittee:

Striking the right balznce betveen protection of privacy and
effective and efficient lav enforcement has heen a recurring thewe
in American life and lav since before¢ the American Revolution.

In the past quarter century, advances in technology have ensbled
investigators to conduct surveillance more effectively and
efficientiv than their predecessors vould have dreamed possible.
At the same tim., criwminals have also employed the fruits of the
technological revolution to make their activities more efficient,
more dangerous, more profitable and wmore difficult to detect.
Thus, the challenge of striking the proper balance betveen lav
enforcement and privacy is grester today than ever before in our

history. I velcowme the opportunity to participate in the effort.

I have been asked to comment today about tvo types of
electronic surveil)ance: peﬁ registers, and electronic tracking

devices.

I. PEN REGISTERS

A pen register is a mechanical device, usually installed in a
central telephone company facility, that records on paper the
numsbers dialed from a particular telephone. It revesls only the

numbers that have been dialed; it does not enable anyone to hear
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anything that is being ssid. It does not reveal vho placed the
call, nor vho received the 5-11. nor even vhether the call vas
completed; sll it reveals is that somecne used the monitored phone

to attempt to reach someone at the number dialed.

Thus, the pen register is ; co-p-f;tivoly unintrusive
surveillance device. Nevertheless, it can provide valuable
information. By providing circumstantial evidence that tvo
suspected criminals may have been in contasct wvith each other, it
can help establish the existence of a conipir-cy. Horeover, pen
register surveillance may help investigators acquire probable
cause to obtain a Title III wviretap order on a particular phone,

or parhaps persuade thewm not to seek such an order.

On the other hand, unregulated pen register surveillance could
have i-iolitorinh. effect pn individual privacy. As Justice
Harshall has written, "Nany individuals, including wmembere of
unpopular ﬁoliticnl organizations or journslists vith confidential
sources, may legitimately vish tovavoid disclosure of their

personal contacte.® 1/
A. EXISTING LAW

In the past tvo decades Congress hes enmcted tve mstatutes
regulating electronic surveillance, and the Suprewe Court has
decided two cases involving penlrogiotor-f yet, the lav is still

in a state of uncertainty.
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1. Titie I11;: the Nev York Telephone decision
The firast statute ias Title III of the Omnibus Crime
Control and Safe Streets Act of 1968, which requires lavw

enfcrcement officials to obtain a special interception order

before they may wmonitor wire or oral communications. In 1977,

the Supreme Court, in United States v. New York Telephone Company,

held that investigators need ngt obtain a Title III interception

arder as a prerequisite to pen register surveillance. 2/
2. Smith v, Hervland

Twvo yesrs later, in 1979, the Supreme Court in Smith
v, NMarviand 3/ held that if a telephone company voluntarily
complies vith a police request to install a pen register, no
Fourth Amendment ®search® occurs, and therefore the officers need
no court order of’nny kind. In reaching that decision, the Court
made no reference toc a statute on;ctod by Congross the year

before: the Foreign Intelligence Surveillance Act (fISA). 4/

3. EISA

FISA’s primary purpose is to regulate electronic
surveillance conducted within the United States to acquire foroign
intelligence information. Certain aspects of the statute sveep
more broadly, hovever: FISA’s civil and coriminal provisions impose

sanctions on lav enforcement officers who conduct ®electronic
3
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surveillance® --- including pen register surveillance 5/ ---
unleas that surveillance is conducted "pursuant to a search

varrant or court order ..." 6/

FISA requires national zacurity officials to obtain a FISA
order to conduct foreign 1n£olligonco surveillance --- wvhether the
surveillance is comparatively unintrusive (e.g. a pen regimster) or
extremely intrusive (e.g. a concealed wmicrophone and camaras). It
is silent, howvever, as to wvhat kind of court order would suffice
to authorize pen register surveillence for lavw enforcement

purposes.

. 4. Rule 57(b)

At least -1nco.1979. the qu-tico Departwsent has
sought and obtasined court orders authorizing pen register
surveillance pursuant to Rule 57(b) of the Federal Rules of
Cfininnl Pracedure. 7/ That rule provides: *If no procedure is
specifically prescribed by-rulo.. (a federal) court may procaed in
any manner not inconsistent vith these rules or with any
applicable statute."” Although the application for such an order
does contain a brief factual statement as to vhy the surveillance
ius sought, the application need not establish probable cause, nor
apparently reasonable suspicion, to believe that evidence of -

criwminaglity will be uncovered.
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B. T F T T

Is there a need fOor statutory regulation of pen register

surveillance?

It is tempting to ansver, "If it ain’t broke, don’t fix it"
--- don’t impose a regulatory scheme on register surveillance
unless there is reason to belicve that lav enforcement has abused

the existing leck of regulation.

Even in the absence of abuse, hovever, regulation may be seen
as vorthvhile protection against the potential for abuse. If =mo,
the question then becomes vhether Congresms should legislate the
regulatory standards directly, or instead direct the Attorney
General to promulgate such regulations end to report periodically
to Congress. Conyress toock this latter approach vhen it enscted
the Privacy Protection Act of 1980, regulating "third party

searches. * There is nothing inherently wrong vith either

approach.

C. TITLE II OF HR 3378

Assuming Congress decides to enact regulatory
legislation, the pen register provisions of Title IXI of HR 3378
provide a vo.'kable and practical scheme. Still, I offer the

following coaments.
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1. The issuing suthority

Because a pen register is even lems intrusive than a
tracitional physical search and seizure, United States
magistrates, wvho are authorized to issue search wvarrants, should

also be authorized to issue pen register orders.

2. The fsctusl standard

Section 3123(s)(1) would suthorize the issuance of a pen
register varrsnt so long lllth. applicant establishes "ressonable
cause to believe ... that the information likely to be obtained
ees ims relevant to a legitimate criminsl investigation.® The
phrase "reasonable cause® is a bit imprecise. Obviously
something less than probsble cause is intended, and this is
entirely appropriltoi & pen register intrudes so miniwmally into
privacy that to require probable cause would be legislative

overkill.

The Supreme Court has on seversl occasions upheld searches
based upon s "reasonable guspicion®; 1f that is the standard
intended here, then the bill itself, or perhsps your Committee’s
Report, should say so, to avoid potential confusion. The Court
has held that a "reascnable suspicion” axists so long as an
investigator can articulate the specific aspects of s situation
that justify the suspicion.§/ This burden does not seem

excessive.
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3. Post-surveillsnce notice; civil lisbility provisjon

Section 3126 is modeled after 18 L.S.C. §
2518(8)(d), the Title I;I notice provision. If Congress
determines that post-pen register surveillance notice should he
given, the provision appropriately balances the competing
interests involved. I question, howvever, vhy such naotice should be
required. Requiring notice adds an additional adwministrative
burden upon lawv enforcewent. VWorse, in cases vhere the
surveillance does not lo-d'to{crininnl charges (a result vhich is
not necessarily inconsistent with the reasonable suspicion that
sonesne using the phone is engaging in criminality), receipt of
notice wvould simply make the suspect more cautious, wmore
circumspect, and more difficult to detect in the future.
Neasured against these drawvbacks, I question vhather notice serves
a8 useful purpose in the pen register context. The intrusion into
pPrivacy is wminimal; the "reasonable cause® (or “reasonable
-u-picion') and court order requirements adequately assure aguainst

abuses by investigators, if assurances ars thought to be needed.

II. ELECTRONIC TRACKING DEVICES

In 19683 and again in 1984, the Supreme Court examined the
Fourth Amendment implications of the installation and use of
electronic tracking devicas, or "beepers,” to assiat investigatore
in folloving and locating containers of chewiceis that they

7
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suspected, correctly, wvere to be used to manufacture or process
unlavful drugs. Ironically, the lav is in wany respects as

unsettled nov as it vas before those cases vere decided.

A. EXISTING LAW

Existing lawv might best be categorized by each of the °"stages”

of beeper surveillance.
1. Installation

The Court, in United States v. Karo,8/ held that it does
not constitute a search or a meizure for the police to install a
beeper in & chemicsl container so long as the then-owner consents,
even though the container vill soon theresfter be sold to a
suspect. Because such "consensual 1n-tnlintion' ig neither a
search nor a seizure, the Court held, the Fourth Amendment does
not require 1nvé-tigntor- to obtain a search warrant or other
court order. -

2. In-trangpit wmonitoring 9/

In United States v. Knotts, 10/ the Supreme Court held that it
does not constitute a "search,” and therafore no varrant is
required, for 1nv¢-tig-tofn to use a beeper to follov a container

as it is being transported along the public roadwvay.
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Knotts and Karo each hold that it doces not constitute a
asearch, and therefore no varrant is required, for investigators to
use a beeper to determine the generasl vicinity to vhich the

beepered object has been taken.

4. Private location monitering

Karo holds that it does constitute a search, for wvhich &
varrant of some kind is required, for investigators to use -
beeper to deterwmine vhether th2 beepered ocbiect is ineide a
particular private location --- a private home or storage lacker,

for example.

B.  THE NEED FOR STATUTORY REGULATION

tUnlike the case vith pen registers, the lav governing
beeper surveillance is oxtrcaolyhun-ottlod ~-- m0 wmuch so taat
investigators and judges often must guess as to vhat i- required,
vhat is permitted and wvhat is forbidden. ) The c¢uestions that
need ansvers include: does it constitute a sesrch (i.e. ims a
varrant required) to install a beeper without the ovner'’s
consent? ¥hat is the precise dividiang line bot}ocn'tho varrant-

A

less monitoring the Court upheld in Knotts and Ki:n, and the kind

of monitoring that Karo holds must be authorized by a warrant?
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Is probable cause required for such a wvarrant, or vill reasonable
suspicion suffice? The uncertainty may jeopardize both law

enforcement efficiency and individual privacy.

C. TITLE II OF HR 3378

I

1. In general}

In most to-poct-. HR 3378 is sn excellent proposal
for regulation of beeper surveillance. It epells out appropriate
procadures for the issuance of beeper varrants, provides for
notice to be given to appropriaste individuals after the
surveillance is complete, and applies a single factual standard ¢to
beeper surveillance at all stages in the process, from

installation to private lecation monitoring.
2. Probsble cause or reasonable suspicion

The one aspect of Title Il’g treatment of beepers
with which 1 di-ngrooﬂ strongly, is 8§ 3123(a)(2) (p. 16 lines
10-11). Probable casuse is an inappropriate standard to apply to

beeper surveillance; reasonable suspicion should suffice.

A physicai -oirch of a private location is an extremely
intrusive procedure. Even if only one object is sought, agente
must enter the location; unless the objeci is in plain sight once
they enter, they must look for it, and in the process of looking,

10
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they necessarily and unavoidably see and learn a great deal abou
those occupying the premises --- informstion that othervise wvould
remain private. BEecause such searches sre so intrusive. the

Fourth Amendment requires probable cause.

By comparison, private location monitoring is miniwmally
intrusive: no physical entry is necesosry, snd the only fact the
agents learn is vhether the beepered cbject is inside. To
equate this compsratively minuscule intrusion with a physical
search, by requiring the same factual standard for both, is

unvise.

The Supreme Court has held that vhere the nature and quality
of an intrusion is minor and the governmental interest in
ebnducting the intrusion is high, reasonable suspicion is the
sppropriate standard.}ll/ That i- the situstion here, and I urge

the Subcommittee to revise HR 3378 sccordingly.

In conclusion, let me again thenk you for the opportunity of

appesring bsfore you.

11
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Smith v. Marylisnd, 442 U.S. 73S, 751 (1979) (Marshall, J.,
dissenting). For a detailed discussion of pen registers, see
Fishman, “Pen Registers and Privacy: Risks, Expectations, and
the Nullification of. Congressional Intent,®* 29 Catholig .
University Lav Reviev 537-396 (1980).

434 U.S. 139 (1977).

442 U.S5. 735 (1979).

Because the pen register surveillance in Smith occurred prior
to the enactment of FISA, the statute wvas of course
inapplicable to that case.

H.R. Rep. (Select Intelligence Committee) No. 1283, 95th
Cong., 2d. Sess. 96 (1978), commenting on 30 U.S.C. § 1809.
For an analysis of the logi-l-givo h;ptory of this provision,
see Fishman, supra note 1, at 383 n. 129.

SO U.S.C. 8§ 1809(b).

See MNewmorandum, Assistant Attorney General Philip P. Heymann,
Chief of the Criminal Division, Department of Justice
(December 19, 1979).

104 §.Ct. 3296 (1984).

The terms "in-transit monitoring,* "general vicinity
monitoring, * and "private location monitoring® are mine, not-
the Court’s. For a detailed discussion of electronic
tracking devices, including an outline of proposed legislation
regulating beeper surveillance, sse Fighwan, "Electronic

12
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Tracking Devices and the Fourth Amendment: Knotts, Karo, and

the Questions Still Unansvered, ® 34 Catholic University Low
Review 277-393 (198S).
10. 460 U.S. 27€ (1983).

11. Unjited Stetes v. Place, 103 S.Ct. 2637, 2642 (1983).

13
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Mr. KasteNMEiEr. Thank you very much, Professor Fishman, for
that very helpful discussion of the law, including, of course, your
own suggestions.

In a couple of areas 1 am inclined to agree, and in a couple of
areas I have some concerns. Reasonable suspicion is a standard
that should be used for tracking devices. I can understand your ra-
tionalization. I guess the Supreme Court left this unsettled in the
Karo case; and if we end up, in a sense, taking the lower standard,
I am afraid it may have other policy implications for the Supreme
Court on parallel matters. That concerns me. But I can understand
tl}xie. objection to the higher standard. I think that is a difficult
choice.

Mr. FisuMAN. May | comment?

Mr. KASTENMEIER. Yes.

Mr. FisuMAN. I think one of the reasons perhaps the Court didn’t
say whether probable cause would be required is it wasn't required
to rule on that. My feeling, first, is that if Congress says to the
Court that it as a matter o policg':hinks that reasonable suspicion
should be sufficient, that would have very, very persuasive impact
upon the Court when the Court is called upon to decide the consti-
tutionality of a reasonable suspicion warrant.

Let me give you an example of where reasonable suspicion arises
but probable cause does not. Let’s assume that the police learn that
X, a person who we will call X, has just ordered a {:ge quantity of
concentrated ammonia from a chemical supply company. Now,
there are dozens and dozens of perfectly la reasons why some-
body might want to obtain a large quantity of concentrated ammo-
nia; and that fact in and of itself may not be suspicious.

But let’s further assume the police learn that X’s roommate has
been arrested two or threc times for misdemeanor ion of
methamphetamine. Now, ammonia is one of the crucial ingredients
in ma.kmg methamphetamine. It seems to me that when you com-
bine—and let’s also assume that X is not known to be an employee
of a chemical company—you combine the fact that X is p
something which, among other uses, is very important to produce a
vea dangerous drug, with the fact that he is closcly associated
with somebody who has a history of at least peripheral involve-
ment with that drug.

Clearly you do not have anything approaching probable cause.
But you do, I think, have a reason to suspect that that ammonia
might be used to manufacture methamphetamine. If the police can
put a beeper :n the drum of that ammonia before it is delivered,
they can find out easily, effectively, efficiently, and without major
intrusion into anybody s privacy, where that is taken. If it is
taken to some place which is a manufacturing plant that uses am-
monia, case closed, no further need for investigation.

If, however, as in the Karo case, it is shipped from one wg‘llace to
another over a period of 5 months, either the authorities have
to put in an enormous number of investigative man-hours and per-
haps learn nothing, and perhaps lose it and not be able to discover
the ultimate source; or they can use a beeper and with minimal re-
sources being spent, and ultimately find out what is being done.

I think that 1s the kind of example in which reasonable suspicion
would permit an effective, efficient, not very intrusive investiga-
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tion. Whereas to require probable cause would either mean the
case dies almost at birth, or the police have t» invest in an enor-
mous amount of resources and perhaps only to discover that the ac-
tivity was lawful all along. :

I understand your concerns. 7

Mr. KAsTENMEIZR. | %ppreciate your position. I think you make a
reasonably good case. With respect to notice, I think you were talk-
éx:g_about pen register nctice. Frankly, notice has always been a

ifficult proposition, particularly for law enforcement le. They
will resist it because they are fearful that they are blowing their
case or that they are notim:g an o ized crime in some
cases, or a possible spy, of notice. We have always to try to
tailor those in terms of time, and exceptions, and so forth.

Frankly, it would be simpler, in many cases, not to have the
notice provisions, and that may be the case. At least we think that
is the case in terms of pen registers.

I think you know what concerns us. The use of these lesser intru-
sive activities has been growing within the Federal Establishment
and poesibly without; and they may become so ubiquitous and per-
vasive that society may really have lost something that we really
didn't intend to lose. We ought to in some sense set standards. Part
of our problem is the areas you are dealing with and part of it is
we have to cope with new technol where the statuwr{ law is
silent, and courts are required to rule. Courts have asked for us to
write statutory language, because they cannot always answer all
questions regarding new technologies by construing old statutes.

But as I say, it is the numerical increase and our concern that
something is being lost in these  -eas: electronic tracking, per reg-
isters, mail covers, and so forth. "ae curve goes up dramatically in
the last few iears and presumably will continue.

Let me ask you with respect to an application for a pen register
order before a Federal istrate without having to make the
showing that one would need, under FISA.

Are you familiar—I must say I am not—with what happens;
what the magistrate considers in terms of granting that authority,
practically speaking? ‘

Mr. FisuMAN. | have heard informally that some magistrates ap-
parently insist on reasonable sumn; some magistrates do not,
since there are no statutory stan . In essence right now, each
magistrate creates his own rule, which is not neceesarily a desira-
ble state of affairs, of course. Obviously, when a magistrate is
asked to sign a search warrant, he knows that probable cause is
the requirement. But for a pen register, rule 57(b) application, I
don’t know what individual istrates do, but since ther2 is no
case law and no statutory law, I think it is a magistrate-by-magis-
trate judgment.

Mr. Kastenuzizr. That is at least our suspicion. The reason that
is not satisfactory is because it enables those who seek such author-
ization t, y, find the magistrate that is in the least trouble
in terms of reviewing the application.

Mr. Fisiizaan. When | was 2 prosecutor, I knew that there were
peﬂ)le who did that occasionaily; never me, of course.

r. KastenMmeier. Sure, that would be reasonable to expect. The
result is that standards are exceedingly low with respec. to those
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grants, presumably, and we may effectively have very little in
terms of critical screening judgment. Without statutory standards
of somewhat higher level, or at least more explicit, we may have
that result. ‘

Should the exclusionary rule provisions of title III include an ex-
ception for good faith compliance with a court order?

Mr. FisumaN. In some respects, I think it always does. For exam-
ple, if the police make a good faith effort to minimize the intercep-
tion of nonpertinent conversations, even if their efforts are not en-
tirely successful, courts will permit intercepted communications to
be admissible.

I am not sure that I would want the Leon good faith exception
doctrine read into title III because title III is so much more intru-
sive; it is such an intrusive invasion into privacy. Now, if the mis-
take is purely administrative, a word was left in or crossed out,
common sense says, don’t let a major investigation go down be-
cause an unimportant technicality was omitted.

But on the other hand, if probable cause isn't there, if the Jus-
tice Department and the issuing judge both somehow blew it with
their determination as to whether or not probable cause for an ap-
plication existed, given the very, very intrusive nature of a wiretap
or a bug, I am not at all sure that the good faith doctrine should
apply in that situation. ~

Mr. KasTeENMEIER. The last question is, and this is sort of a his-
torical question: In your view,qhow important has title Il been in
ending what were at least perceived as being potential abuses of
law oﬁgforcement in the wiretapping area back in the 1968-70
period? -

Mr. FisaMAN. I think it has been almost spectacularly successful
in that respect. I am not going to claim that there are no illegal
police wiretaps being run. But it was my impression as a prosecu-
tor for 8 years, and now for more than 8 years as a law professor,
some contacts with the law enforcement community that—where-
as, before title 111, and in some police departments, it was the norm
that you put up an illegal wiretap, claim it was an informant, get a
search warrant, and that is the way of doing business.

To the extent that anyone does it that way now, he does it not
telling anyone else, because he knows that he faces a Federal
felony prosecution if he is found out.

So I think in terms of controlling willful, deliberate abuses by
law enforcement, title III has been extraordinarily successful.

Mr. KasTeNMEIER. I am glad to hear that. I would like to think
that is the case. I appreciate your expert analysis on that point.

-~ Does counsel have any other questions? :

Miss Leavy. No, thank you, Co man.

Mr. KastenMEIER. If not, on behalf of the committee, Professor
Fishman, I wish to thank you for your testimony; it has been very
hell&ful on this very serious and interesting subject.

r. FisuiMAN. Thank you. '

Mr. KastENMEIER. In fact, that not only concludes the heari
today, it concludes the series of hearings on the subject of not on
pen registers and electronic tracking devices, but that which affects

}he hnew technology—cellular telephones, electronic mail, and so
orth. .
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Indeed, the markup ocn H.R. 3378, hopefully will be scheduled.in
the very near future. Until that time, when the committee will
meet, the committee stands adjourned.

[Whereupon, at 2:45 p.m., the subcommittee was adjourned.]
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U.S. Department of Justice

Office of Legislative and Intergovernmental Affairs

Qffice of the Assistant Atiorney General Woshingion, D.C, 20530

JUN 6 1386

The Honorable Peter Rodino, Jr.
Chairman, Committee on the Judiciary
House of Representatives

Washington, D.C. 20515

Dear Mr. Chairman:

This letter is to advise you of the Department of Justice's
position with regard to H.R, 4952, the Electronic Communications
Privacy Act of 1986, which we undexrstand is scheduled for markup
on June 10 by the full House Judiciary Committee. This bill
makes important changes to the existing wiretap statutes and
£ills gaps in current laws by creating provisions to regulate
interception of and access to new forms of electronic communica-
tion such as data transmissions.

The Department of Justice has worked intensively on this
legislation over the past several weeks with the members and
staff of the Subcommittee on Courts, Civil Liberties and the
Administration of Justice, as well as with interested representa-
tives of industry and civil liberties groups. While initial
versions of this legislation did not in our view adequately
safequard legitimate and vital law enforcement and national
security needs for access to communications, as a result of the
negotiations that have occurred the bill has been substantially
modified to accommodate our concerns. In our judgment the bill
as presently drafted fairly balances the interests of privacy and
law enforcement and its enactment would represent a major accom-
plishment of the 99th Congress, holding forth the promise of
significant benefits for business, privacy, and law enforcement
alike.

Accordingly, the Department of Justice strongly supports the
enactment of H.R. 4952,

Sincerely,

R. Ol

hn R. Bolton
Assistant Attorney General

cc: The Honorable Hamilton Fish, Jr.
The Honorable Robert W. Kastenmeierx
The Honorable Carlos J. Moorhead
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The Honorable Robert W. Kastenmeier

Chairman, Subcommittee on Courts, Civil
Liberties and the Administration of Justice

Committee on the Judiciary

United States House of Representatives

Room 2328, Rayburn House Office Building

Washington, D.C. 20515

* RE: H.R. 3378 -- Electronic Communications
Privacy Act of 1986

Dear Mr. Kastenmeier:

The Kadio Association Defending Airwave Rights (RADAR),
a trade association representing radar detector manufacturers,
respactfully submits these comments on H.R. 3378. Essentially,
RADAR seeks clarification as to the status of radio freguency
signal detectors such as radar detectors under this bill.

As RADAR interprets H.R. 3378, radar detection would not
constitute unlawful interception of an electronic commurication
within the meaning of the bill. As an initial matter, sadar
itself does not appear to be an "electronic communicaticn" as
that term is defined (i.e., "any transfer of signs, signals,
writing, images, sounds, data, or intelligence of any nature....").
A radar device employs ultrahigh frequency radio waves which
are reflected from an object and then received and analyzed by
the device in such a way that ‘the characteristics of the object
may be determined. Thus, the radar transmission does not transmit
ary intelligence per se. Furthermore, even upon subsequent recep-
tion and analysis by the receiving unit, it is the characteristic
of the signal rather than the "content®” of the signal which becomes
known.

Secticn 2510(4) would define "intercept" as "interception
cf the transmission of the con:ents...,"” and "contents" would,
in turn, be defined as including “any information concerning
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the sumitance, purport, or meaning of that communication." Deleted
from this latter definition, as presently set forth in Title

i8, would be information concerning the "identity of the parties
to such communication or the existence" of that communication.

While an argument can be made that the use of radar itself
may result in the conveyance of information, e.q., the speed
or distance of an object, the detection of radar clearly does
not result in the acquisition of any intelligence per se. Radar
detectors are passive instruments which indicate that certain
radio frequencies are being used within a relatively close dis-
tance. Detection of radar, therefore, cannot be said to constitute
interception of the "contents"” of a communication. Radar detectors
do not, for example, tell the user the speed at which a car is
traveling as it is picked up by radar. The proposed deletion
of "identity" and "existence® from the definition of "contents"”
makes this particularly true. To the extent that the detection
of radar may be said to impart any "information," it is more
in the nature of tonveying the source's "identity" (e.g., the
police) or the "existence" of such a communication (i.e., detec-
tion indicates that the frequency is being actively used).

Assuming arguendo that radio frequency signal detectors
~do fall within the ambit of the bill, RADAR believes they would
be encompassed by one of the proposed exceptions. Section
2511(2)(g)(i) would allow any person "to intercept or access
an electronic communication made through an electronic communica-~
tion system that is designed so that such electronic communication
is readily accessible to the general public.” Given the prolifera-
tion of thesc instruments, radar or any type of radio frequency
signal would seem to be a "readily accessible" communication,
although that term is not defined in the bill. Moreover, Section
2511(2)(g)(ii)(II) would specifically provide for an exception
for police radio communications which are readily accessible
to the general public. Radar may be categorized under this exception
as well.

In light of the foregoing, RADAR urges that clarifying language
be added to either the bill or the bill's legislative history
to the effect that use of radio frequency signal detectors does
not constitute unlawful interception of an electronic communication.
RADAR suggests that an appropriate place for such language would
be under Section 2511 which contains the bill's exceptions.

Very truly yours,

Ainutef 5Zéoult 7%‘?1\"

Edword W. Hummers, Jr.
Barry Lambergr.in
Counsel for RADAR

BL:bur

cc: David Beier, Esquire
Deborah Leasvy, Esquire
Ms. Janice Lee
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The Hon. Robert W. Kastenmeier 0B THR-4SY  TELEX saveo
Chairman
Subcommittee on Courts, Civil
Liberties and the Administration
of Justice
Committee on the Judiciary
United States House of Representatives
2137 Rayburn Hecuse Office Building
Washington, D.C. 20515

Re: H.R. 3378, "The Electronic
Communications Privacy
Act Of 19b6"

Dear Mr. Chairman:

Dynascan (‘orporation, a Chicago-based supplier of
telecommunications and consumer electronics products, asks
that the Subcommittee consider the attached comments before
it decides whether to repcrt H.R. 3378 to the full Judiciary
Committee.

Dynascan's principai objection to the bill, as
presently drafted, is that it would mislead users of cellular
and similar types of telephone systems into believing that
the law actually protects their privacy. Dynascan would
support the bill if it prohibited use and divulgence, rather
than interception, of the contents of conversations carried
over the public airwaves.

1f trere are any questions about Dynascan's com-

ments, or if J can be of assistance, ! am at the disposal of
the Subcommittee and its staff.

Sinc ly,
J y W. Kox

Lounsel for Dynascan Corporation

cc: Members of <2 Subcommittee
on Courts
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COMMENTS OF DYNASCAN CORPORATION
ON H.R. 3378
"THE ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1986"
BEFORE THE SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES
AND THE ADMINISTRATION OF JUSTICE
COMMITTEE ON THE JUDICIARY

UNITED STATES HOUSE OF REPRESENTATIVES

APRIL 29, 1986

Dynascan Corporation, a leading supplier of tele-
communications and consumer electronics products based in
Chicago, Illinoié, strongly opposes H.R. 3378 'as presently
drafted and requests that the bill not be reported to the
Judiciary Committee. Dynascan would not object to illegali-
zation of the use and divulgence of information gleaned from
conversations using cellular telephones and other technology
that did not exist when Congress passed the Omnibus Crime
Control and Safe Streets Act of 1968. However, the proposal
to outlaw simple interception of conversations would under-

mine, rather than enhance, the privacy of those who use the

new technology.

In each draft we have seen, H.R. 3378 outlaws the
interception of unencrypted signals being carried over the
public airwaves. A Dynascan opposes this provision because it
ignores two fundamental facts of physics and human nature.
First, whenever someone broadcasts his conversation over the
airwaves, it is possible for others to listen. Unencrypted
broadcast siqnalé can be intercepted inadvertently, often
with nothing more sophisticated than a transistor radio.

In fact, some car telephone systems cannot be used effec-

tively unless the caller deliberately listens for the end of

s

1

-l

58-844 0 - 86 - 10
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a conversation.* Second, if it is easy to listen to other

people's conversations, people will do so.

As one of the earliest innovators in the design
of cordless telephones and a leading designer of citizens
band transceivers and other communications devices, Dynascan
recognizes ;hat users sometimes forget the difference between
traditional wire communications and newer systems that uti-
lize the airwaves. The Federal Communication Commission
therefore requires all cordless telephone manufacturers
to remind consumers that their words are being broadcast by
placing a prominent Yarning label on the equipment. Instea&
of emphasizing the vulnerability of the conversation to inter-
ception, however, H.R. 3378 attempts to create an expectation
of privacy where none can realistically exist. By outlawing
"interception of the transmicsion of the contents" of such
communications, H.R. 3378 would give callers a false sense
of security. Congress wouid thereby misleéd the public and
discourage technological advances that would provide actual
protection. Until encryption is more widely available, how-
ever, the FCC's policy of educating consumers is far more

realistic because it does not create an aura of privacy

* Where cellular technology is uneconomical, car telephone

systems function mutihh like the old-fashioned rural party
line. A user cannot krow whether the channel is clear
without listening.
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around conversations that are, by their physical nature,

anything but private.

Although the exemption in recent drafts of H.R.
3378 for those who "intercept or access" a signal from a
system that makes a conversation "readily accessible to the
general public® is well-intentioned, the provision fails to
allay Dynascan's concerns for two reasons. First, noth.ag in
H.R. 3378 indicates what is "readily accessible to the
general pukiic." Second, the revised draft would still
establish an unrealistic general rule illegalizing inter-
ception of unencrypted., unsecured signals. To outlaw all
such interception, and then try to carve out exceptions to the
generalil rule, woul& unduly complicate the le¢islation and

confuse its meaning.

Dynascan has no objection to a rule against use or
divulgence or information obtained from conversations carried
over the airwaves. Interception of such conversations will
continue to be a fact of life regardless of whether H.R. 3378
becomes law, but Congress should not make matters worse by
engerdering a false sense of security among those who fail to
remember that their words are being broadcast. Furthermore,
enforcement of such a rule will be difficult enough without
saddling law enforcement authorities with the additional

burden of prosecuting casual listeners.

We regret.our inability to support H.R. 3378 as
currently drafted. We would be pleased to work with the
Members and the Subcommittee staff to help develop a bill we

can whoieheartedly support.
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Notional Assesistion
of Mardashwers

ALEXANDER B TROWSRIDGE
Prasidery

April 29, 1986

The Honorable Ed Meese
Attorney General

U.S. Department of Justice
Washington, D.C. 20530

Dear EQd:

On Wednesday, April 30, the Subcommittee on Courts, Civil
Liberties, and the Administration of Justice of the House of
Representatives Committee on the Judiciary is scheduled to markup
legislation of great importance to our membership and to the
business commun:ity in general. The legislation is H.R.3378, the
Electronic Communications Privacy Act of 193S.

The Telecommunications Task Force of the National
Association of Manufacturers has considered the impact that
H.R.3378 will have on the effective operation of modern business
procedures and has urged the Subcommittee to act quickly and
positively on this bill. *While other trade associations have
also endorsed the Electronic Communications Privacy Act as
necessary and beneficial, NAM's Telecommunications Task Force
represents the general business communications user. In
addition, the Task Force contains representatives from the
equipment manufacturing and service provider sectors.

The reason for this broad support is that the statutory
protections for communications privacy have not kept pace with §
the rapid advancement of technology. These developments in
technology have allowed American corporations to remain
competitive with foreign manufacturers by introducing
efficiencies into the methods of communications.

A'. you know, Title III of the Omnibus Crime and Safe Streets
Act o’ 1968 is the primary statute which both protects the
priv: cy of communication and allows for legitimate law
enforcement investigations to intercept these communicatjions.
Bowever, it is necessary that this law be updated since the
language of the statute limited its application to oral and aural
comnunications utilizing wire transmission. Modern business
operations demand an increasing use of telecommunications, from
videoconferencing to cellular telephone calls to data
communications through computers, as weil as the use of remote
computing services (which includes "electronic mail®).

HNU-nﬁﬁg
c.nJh-u
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pPage Two
April 29, 1986

The NAM recognizes that there are law enforcement concerns
about this legislation, but does not view these as irreconcilable
with the goal of protection of privacy of modern -- and future --
communications. \

NAM, and the business community in general, are more than
willing to work with your Department to arrive at statutory
language acceptable to all parties. We are certainly aware of
the time and energy which Justice Department officials have
exerted on this legislation. On behalf of the membership of NAM,
however, 1 would like to emphasize that this is a matter of
extreme interest and concern to our members and that your
personal attention in helping to resolve these difficult
differences between efficient business procedures and legitimate
law enforcement activities would be appreciated.

Thank you for your attention and consideration.

8in ly. '/,——\
v K

Alexander /B. Trowbridge
President

National Association

of Manufacturers

cc: Mr. Steve Trott
Mr. James Knapp
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Associated
Credit
Services, Inc.

ASUBST &Y OF Corporate Offices
CLMPUTER SCIENCES CORPORATION | 652 E. North Belt, Suite 400
X Houston, Texas 77060
NIEB-1900

April 25, 1986

BEouse Judicial Subcommittee

Courts, Civil Liberties, and Administration of Justice
2137 Rayburn House Office Building

Washington, D. C. 20515

Associated Credit Services, Inc. (Pinger System) support the
rincipals embodied in HR 3378, The Electronic Communications
Privacy Act. We believe this legislation will provide the

additional protection against computer crime our industry needs.

Sincerely,

(Ol

R. 8. Willis
—~——— Vice President

RSW:cca
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p. : U.S. Department of Justice

Office of Legislative and Intergovernmental Affairs

Office of the Assistant Attorney General Washington. D.C 20530

15 APR 1986

The Hororable Robert W. Kastenmeier

Chairman

Subcommittee on Courts, Civil Liberties
and The Administration of Justice

House of Representatives

Washington, D.C. 20515

Dear Mr. Chairman:

This letter is designed to augment the Department of
Justice'’s March 5, 1986, testimony before the Subcommittee on
Courts, Civil Liberties and the Administration of Justice with
regard to H.R, 3378, the Electronic Communications Privacy Act.
At that hearing, Congressman Moorhead asked the Department's
representative, Deputy Assistant Attorney General James Knapp, to
reconsider the position set forth in the Department’s written
Statement with respect to the private interception of cellular
telephone communications. As you may recall, the Statement
indicated that, although the Department was prepared to "accept
legislation that ... would require Title III authorization for
law enforcement officers to tercept either the wire or radio
transmission portion of cellular communications®, citizen
scanning for recreational purposes should not incur liability for
interception alone but rather -~ by analogy to the Communications
Act of 1934 -- only where the citizen "both intercepts and
divulges the communication under circumstances in which the
interception and divulgence are illegal, tortious, or for com-
mercial gain.® Mr. Knapp stated at the hearing that this aspect
of the Department's written submigsion would be reconsidered and
that the Department would make a final recommendation to the
Subcommittee after meeting with various interested parties over
the next few weeks.

This letter will serve to advise the Subcommittee of the
results of our reconsideration of the cellular private intercep-
tion issue, as well as to suggest some additional ideas relating
to the legislation befrve the Subcommittee.

As promised, the Department of Justice since March 5 has
held a series of discussions with representatives of the cellular
telephone industry as well as the manufacturers of scanners and
other interested persons or groups. These meetings were frank
and probing and contributed significantly to ocur understanding of
the issuas. The question at issue with regard to whether the
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unauthorized private interception of cellular telephone commu-
nications should be criminalized is a difficult one for the
Department inasmuch as it involves problems both of assessing the
extent of privacy intrusion inherent in such interception as well
as problems of enforcement of any prohibition. In this latter
regard, Congress should be under no illusion, if offenses in this
area are created, that the Department, because of the difficulty
of such investigations, would be ab}e to bring a substantial
number of successful prosecutions.

Nevertheless, with those caveats, the Department has con-
cluded that its origirally stated position with regard to the
private interception of cellular telephone conversations should
be modified. Because we believe that persons' conversations over
cellular telephones should enjoy the protections of federal law,
as they do today if carried in part over wire, we are prepared to
support legislation that would amend Title III's definitional
provisions to specifically cover the radio component of cellular
communications. This would clearly bring communications over
cellular telephones within the ambit of Title III.

However, our consideration of this issue has also led us to
reevaluate the present penalty structure of Title III, which as
you know in section 2511(1) (a) makes any willful interception of
a wire or oral communication a five~year felony. In our judg~
ment, this penalty, for a first and Bnaggravated offense of
simple interceptiocn, is too severe. We think fairness and
enforcement would be enhanzed if a first offense of simple
interception of the radio postion of a cellular communication
were to be a petty offense. The existing felony penalties
would continue to apply for interception accompanied by

1With respect to the degree of privacy or security enjoyed
by the radio portion of cellular communications, we have been
advised by the Federal Communications Commission that technology
has advanced to the point that unencrypted radio transmissions
cannot in fact be protected from eavesdropping. That agency is
therefore concerned that legislation penalizing the interception
of unencrypted radio transmissions may create unmerited
expectations of privacy within the general public.

2our comment is confined to subsection (1) (a) and is not
intended to suggest changing the applicable penalties for
offenses under subsections (1) (b), (¢}, or (d). Nor do we suggest
changing the penalty for interception of the wire portion of any
communication,

3In addition, the legislative history of the bill should
make clear that fsuch sanctions apply only to intentional
interceptions, not inadvertent overhearings of a protected radio
transmission.
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livulgence or use for a tortious, illegal, or commercial purpose,
as well as for a second or subsequent simple interception
>ffense. In our view, criminalization of the private inter~
teption of cellular communications (which would require proof
that the defendant was aware that the communi—ation being inter-
septed was of a protected %ind and not, for example, a con-
rersation over a cordless telephone), coupled with the above-
suggested refinements in the penalty structure for Title III
interception violations, represents the most appropriate
ralancing of the competing interests in this complex field.

We also recommend consideration by the Subcommittee of an
.njunction provision as an additional form of remedy for
rrospective or ongoing breaches of Title II1l1. As part of the
‘omprehensive Crime Control Act of 1984, Congress enacted
8 U.S.C. 1345, which for the first time permits the
nited States to obtain an injunction against fraudulent
ractices under the wire, mail, and bank fraud statutes. In our
iew, a similar injunction provision in the context of Title III
ould be useful, either pending prosecution or in a suitable
nstance as an alternative thZereto, as a mechanism for curtailing

ngoing practices that threaten the privacy interests protected
y that statute.

The Department appreciates the opportunity to provide you
ith our views on this important matter and we look forward to
orking with you and the Subcommittee staff in the development of
ppropriate legislation.

Sincerely,

goho=

Assistant Attorney General
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ZISTE-N

United States Telephone Assoclation 900 o Sweet. N W., Suite 800
Washington, D.C 20006-2102
(202) 835-3100

April 14, 1986

The Honorable Robert W. Kastenmeier

Chairman

Subcommittee on Courts, Civil Liberties
and the Administration of Justice

Committee on the Judiciary

2137 Rayburn BHouse Office Building

washington, DC 20515

Dear Mr. Kastenmeier:

I am writing concerning a bill now pending in your
subcommittee, HR 3378, which would amend the Omnibus Crime
Control and Safe Streets Act of 1968. We understand that
these amendments are intended to ensure that there is
consistency in the application of the law to new
communications technologies that have emerged since 1968,
and also in the application of the law to entities offering
those services and technologies.

The United States Telephone Association (USTA) is the trade
association of local telephone companies. Its membership
exceeds 1100 companies, and its companies supply 99% of the
nation's telephone,lines.

USTA member companies have been working with your
subcommittee throughout the year to help refine HR 3378. We
know our member companies want to find a legislative balance
that accommodates new technclogy, protects their customers*
reasonable expectations of privacy, yet permits law
enforcement agencies to properly carry out their
responsibilities.

In line with USTA member support in principle of the goals
of HR 3378, USTA pledges its cooperation in the drafting of
a bill its members can wholeheartedly support. The
subcommittee is well on its way to that goal, and has
addressed particular concerns of the telephone industry. As
you well know, local telephone companies are directed to act
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in certain ways with respect to authorized investigations
and other activity under the Act. This higher level of
interaction requires more caution by USTA and its member
companies in reviewing legislative proposals that might
affect these relationships. We hope the gubcommittee will
remain sensitive, to our members' concerns in this regard.

USTA does not formally endorse any legislative proposal
until its Board of Directors has had an opportunity to fully
analyze its implications. That process has not taken place
beczuse the bill has been subject to amendment. However,
based on our member company involvement, USTA can go on
record as being supportive of the current goals of the bill
and express support for your efforts to clarify the law.

Our USTA staff, including our General Counsel, will remain
available to you on an ongoing basis for consultation on HR
3378. {

Very truly yours,

Moo bt

Ward H. White
Vice President
Govt. & Public Affairs

" Copy to:
vD. Leavy
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s LV ﬁ April 9, 1986
Publisher of Consumer Reports

The Honorable Robert Kastenmeier

Chairman

Subcommittee on Courts, Civil Liberties, and
the Administration of Justice

2328 Rayburn House Office Building

Washington, DC 20515

Dear Chairman Kastenmeier:

I understand that the subcommittee you chair will mark-up
H.R. 3378, the "Electronic Communicatious Privacy Act of 1985,"
tomorrow. We endorse the major thrust of the bill. but we do
have two concerns that we hope you will address.

First, the bill, in its present form, may undo some
important privacy protections that already exist. This may
come about because of the language of sections 2511(3)(B) and
2702(b), as they are added by the bill. For example, section

! 2702(b) presently reads: "A person may divulge the contents of
a communication-- . . ."

This subsaction then goes on to enumerate the
circumstances under which divulgence can occur without
impunity. Because this subsection is written so broadly, it
could easily be interpreted to supercede any existing laws that
vii.crwise would not allow disclosure under the circumstances
v.urerated. One law that could be superceded is the Fair
C ~it Reporting Act, which prohibits the disclosure of credit
information except under specific circumstances.

I do not belicve ‘that you intend to supercede existing
priv-cy protections in this bill, A simple amendment that
clcrifies that subsection 2702(b) only limits subsection
2702 .a), and not cuxrent privacy laws, would totally address
our concern.,

We also hope that the committee report will make it clear
that "knowingly divulg(ing)” the contents of a communication
includes divulgences involving willful blindness. In other
words, a service provider should be prohiblited from using
security systems that recklessly allow unauthorized access to
the contents of a communication. Although a provider may not
"knowingly" divulge the information, the report should make it
clear that civil liability is incurred if information becomes
avajlable to unauthorized persons because the security
protections were inadequate.

Washington Oftice
SuMe 5201, 2001 S Street. Northwest - Washington, O C 20009 - (202) 462-6262
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We commend you for addressing the concerns of both the
industry and the public regarding the privacy problems posed by
electronic communications, and we hope to work with you further
in this area.

Yours truly,
Hhiohe b2 POl ie
Michelle Meier

cc: Deborah Leavy



April 9, 1986

Hon. Robert W. Kastenmeier,

Chairman

Subcommittee on Courts, Civil Liberties
and the Administration of Justice
Comnittee on the Judiciary

U.S. House of Representatives
Washington, DC 20515

Dgar Chairman Kastenmeier:

I am writing to provide CBEMA's views on H.R. 3378, which we
understand will be marked up by your Subcommittee in the near
future. CBEMA enthuaiastically endorses the concept of
legislation which will extend safeguards against unauthorized
access to all forms of electronic communications.

Our interest in this area is obivious. CBEMA is the trade
association of manufacturers and assemblers of information
processing, business and communications products, supplies and
services. Our 39 member companies employ more than 1.6 million
people worldwide.

CBEMA supports your efforts to extend traditional
constitutional protection to all electronic communications -- both
voice and data. Ia particular we support:

o the extension of safeguards against interception from
voice transmission to virtually all electronic
communications;

o the provision to provide civil and criminal penalties for
unauthorized access, allowing the individual to seek civil

damages against the guilty parties when their rights have
been violated;

o the concept of minimizing intrusiveness and maximizing
fairness in record-keeping systems;

o the careful balancing of interests in the provisions
dealing with permissible interception by law enforce=-
ment agencies.

There are, hbwever. three issues raised by the draft bill
which we feel need further clarification.

Computer anc Business Equipment Manufacturers Associginn 317 First Street. N W, Suite 500, Washinglon, D G 20001  (202) 737-8888
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The "exceptions" listed under Section 101 (b) do not contain
a specific exemption for data interception authorized by the
system provider as part of contract maintenance of the system
facilities. Frequently, business equipment maintenance agreements
provide for remote diagnosis of malfunctions via telecommunication
facilities, in which an actual message is intercepted by or
disclosed to the malntenance provider, in order to determine the
cause and extent of the malfunction. Report language should be
offered to exempt these authorized interceptions and disclosures.

With respect to exclusions set out in Section 101 (b)(2), a
number of CBEMA merbers are concerned with the draft bill's
approach. Non-carrier private systems incorporating radio
transmission by terestrial microwave or satellite, where the
facilities are owned and exclusively used by a private system
operator, would appear to be exempt from coverage undar the
present draft. These private systems, which include many
corporate internal networks, would benefit from the draft language
on unlawful interception. However, the wording of Section 101
(b)(2) suggests that unless the data tranamission is made
inaccesible, it is available to anyone technically capble of
reception. We recommend that an amendment or report language
clarifying this ambiguity be added.

We strongly endorse the present draft's treatment in Title II
of "data in storage"™ as a substantial improvement in the
protection afforded to such data. We wish to point out, however,
that a third type or ®"state" of information exists; thia is "data
in process®, where the transmission may have already occured, but
the data does not yet reside in storage. "Data in process" should
be accorded the same high level of protection from both
unauthorized private and official investigative interception which
is currently provided business records in a locked filing cabinet.
We believe this goal could adequately be addresaesd by report
language which expressly incorporates the concept of data in
process.

Again, Mr. Chairman, we thank you for your leadership and
hope we can continue to work together as this legislation
develops.

Sincerely ’

R

Vice President,
Government Relations
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g Tandy Corporation/Radio Shack

Exacutive Otfices 1900 One Tandy Center Past Otfice Box 17180 Fort Worth, Texas 76102 Telephons (817)390-3700

John V. Roach
Pregdonm
Crvat Exacutive Officer
Crasmnan ot the Boara
3W0-3214

April 9, 1986
VIA MESSENGER

The Honorable Robert W. Xastenmeier, Chairman
21378 Rayburn House Office Building
Washington, D.C. 20515

Re: H.R. 3378
Dear Congressman Kastenmeier:

Tandy Corporation/kadio Shack is the largest retail
distributor of consumer electronic products -- including
cellular telephones and radio-band scanners -- in the United
States. It is also one of the largest manufacturers of these
products. As such, Tandy has an importan’ interest in the work
of the Judiciary Committee as it proceeds to consider H.R.
3378, the Electronic Communications Privacy Act of 1986.

As expressed more fully in Mr. George Kuhnreich's testimony
on January 30, 1986, Tandy believes that cellular telephone
calls should be considered more akin to wireline telephone
calls than to other radio transmissions, and thus extended the
same legal protection afforded to wireline calls. Tandy thus
strongly supports the extension of privacy protection to
cellular telephone calls as well as protecting the right of
users of radio~-band scanners to receive commurications in which
there has never been any perception or expectation of privacy
(e.g., amateur radio, CB, police and public safety, and
ship~to~-shore communications).

We urge you to insure Ehat these 1mportant‘interests are
recognized in any legislation resulting from your consideration
of H.R. 3378.

Very truly yours,
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MOTOROLA INC.

April 8, 1986

The Honorable Rotert W. Kastenmeier

Chairman

Subcommittee on Courts, Civil Liberties and
the Administration of Justice

Committee on the Judiciary

United States House of Representacives

2137 Rayburn House Office Building

Washington, D.C. 20515

RE: HR 3378; Electronic Communications Privacy Act

Dear Mr. Chairman:

Motorola, Inc., respectfully submits the following comments on the ahcve
entitled matter.

Motorola, Inc., is one of the world's leading manufacturers of
telecommunication equipment. Among its many products are cellular telephone
systems, private and common carrier land mobile radio systems, mobile und
portable data communications equipment and radio paging systems. Hotorols's
Corporate Headquarters is Schaumburg, Illinois; however, Motorola
manufactures in eleven states and various fureign countries. M>itorola's
equipment is used in all forms cf business, industry and public safety. One
example you are familiar with is the House of Repres.ntatives paging system.

Motorola supports the intent of HR 3378. As we understand it, you intend
to provide privacy for voice and data communications where a reasonable person
would expect to have privacy. At the same time, you do not intend to af{ect
hobby uses or amateur radio or those business uses which require monitoring of
a radio channel in order to effectively provide communications.

Motorola'a major concern with HR 3378 lies with any jussible effect it
could have on the normal use of a land mobile radio sysi=m iicensed by the
Federal Communications Commissics (¥7C) in the Private Land Mobile Radio
Services. The dramatic growth of mobile radio to increase efficiency at lower
costs has caused the demand for apectrum to exceed the meager supply
available. AS a result, land mobile radio users must share frequencics. Thie
eharing requires that any user monitor the frequency to insure that it is clear
prior to transmitting. In addition, base station operators may mcnitor the

channels in order to perform maintenance, to control the system, and to correct
interference situations.

Licensees in the Private Radio Service inow from %he outset that assigned
frequencies are non-exclusive. Therefore, they do not have the sxpectation of
privacy envisioned in your legislation. NABER has deacribed the unique
operational characteristics of these private serviceas. Motorola concurs with
the points made in the NABER -statement.

Government Reiations: 776 K Street, NW., Suile 200. Washington, D C, 20008  120:") 8821500
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On March 4, the Utilities Telecommunications Council (UTC) filed its
comments on this legislation. UTC recommends an amendment to exempt private
land mobile communications. (See p. 5 of UTC letter). Motorola would support
such an amendment.

The UTC, on page six of its ccmments, also suggests that the exemption for
electronic surveillance be broadened to include “power generating and other
industrial plant locations.” g£lectronic surveillance may also be used in an
office building, public or private, as an economical means of preventing rectiy
access by the general public to certain portiomns of the building. The
legislation ahould not limit this method of monitoring unauthorized access to
portions of a building.

As a major manufacturer of cellular mobile telephone equipment, Motorola
concurs that the users of cellular mobile and portable telephones have
a legitimate expectation of privacy. This expebtation is the same as we have
on our business or personal telephones which use wires. The fact that a
cellular telephone uses radio frequencies to transmit a message, rather than
wire, should make no difference. A telephone call, regardless of transmission
medium, should be treated as a telephone call.

Motorola is considering manufacturing encryption equipment for cellular
phones. However, we do not believe that the ordinary user, expecting privacy,
should be required to expend resources to purchase a device to insure the
reasonable expectation he had when he purchased or leased his cellular
telephone.

Motorola appreciates the opportunity to comment on this legislation.

Sincerely,

/ /

I ARTE A |

——— Cmenmgy Y .-

Travis Marshall
Senior Vice President
Director, Government Relations
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L RALPH MECHAM ADMINISTRATIVE OFFICE OF THE

DIRECTOR ) UNITED STATES COURTS
ﬁﬁ%%% R WASHINGTON, D.C. 20544

March 25, 1986

Honorable Peter W. Rodinc

Chairman, Committee on the Judiciary
U.S. Yauise of Representatives

2137 Rayburn House Office Building
Washingten, D.C. 20515

Dear Mr. Chairman:

This is in further response to your request for the views of the Judicial
Conference on H.R. 3378, the Electronic Communication Privacy Act of 1985. At the
meeting of the Judieial Conference on March 12-13, 1986, the Conference considered
H.R. 3378. After reviewing provisions of the bill, the Conference recommends to
Congress that, if legislation is enacted to require prior judicial authorization for the use
of pen registers and tracking devices; the legislative history should note that a judge has
the authority to designate a magistrate to entertain applications and issue orders
approving the installation and use of a pen register or tracking device.

If we may be of any further assistance to you with respect to this issue, please
contact Christy Massie at 633-6040 in the Legislative Affairs Office.

-

Sincerely, .

L. Ralph Mecham
Director

e Honorable Hamilton Pish, Jr.
fHonorable Robert W, Kastenmeier
Honorable Carlos J. Moorhead



RADIO-TELEVISION NEWS DIRECTORS ASSOCIATION

Ogwve Eltoworth, WGN Radio
Chicego, . (N

Bob Brunner, WBAZ-TV
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EXECUTIVE VICE PRESIDENT
Emie Schultz
1738 DeSales Strast. N.W.
W OC 20030

{209) 7378087

v March i8, 1986

HAND_DELIVERY

The Honorable Robert W. Kastenmeier

Chairman .

Subcommittee on Courts, Civil Liberties
and the Administration of Justice

Committee on the Judiciary

United States House of Representatives

2328 Rayburn House Office Building

washington, D.C. 20575

Dear Chairman Kastenmeier:

The Radio-Television News Directors Association
(RTNDA) submits the following views regarding
certain provisions of H.R. 3378, the "Electronic
Communications Privacy Act of 1985," that are of
particular concern to those involved in the
gathering and dissemination of news.

RTNDA is a professional organization of more
than 2,000 new directors and others who are
active in the supervising, reporting and editing
of news and public affairs programming on radio
and television, both broadcast and cable.

The provisions of H.R. 3378, specifically
Section 101(b) of the bill, appear designed to
preserve what is today the standard newsroom
practice of monitoring varicus public safety and
related governmental communications systems.

RTNDA strongly supports the Chairman's stated
intention to maintain media access to these
important sources of information. 1In certain
respects, however, the existing language of Section
101(b) does not effectuate this intent.

1988 Intemational Conterence and Exposition
August 26-20, Salt Lake City
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Honorable Robert W. Kastenmeier
March 18, 1986
Page 2

First, in Section 101(b), which would amend 18 U.S.C. §
2511 to create a new subsection (g), the language of subsection
(g)(ii)(I) should be revised to reflect the intent of Section
705(a) of the Communications Act, 47 U.,S.C. § 705(a). Section
705(a) permits the interception of, among other things, radio
communications which are transmitted by any station for the
use of the general public or which relate to ships, aircraft,
vehicles, or persons in distress. Corresponding language has
been included in subsection (g)(ii)(I) of the bill, but the
latter eliminates the disjunctive separation between the
exemptions, thereby qualifying the phrase "transmission by
any station for the use of the general public” -- in other
words, traditional broadcasting -- with the phrase "which
relates to ships, aircraft ..." etc. In order to make clear
the Subcommittee's intent to preserve long-recognized and
independent exemptions for the interception of 1) publicly
broadcast communications and 2) those which relate to persons
or vehicles in distress, subsection (g)(ii)(I) should be
amended to provide that it shall not be unlawful under this
chapter for any person to intercept any communication transmitted

by any station for the use of the general
public, or which relates tb ships, aircraft,
vehicles or persons in distress; (underlined
word added).

Second, the language of subsection (g)(ii)(II) is not
broad enough to preserve current newsroom practice in monitoring
not only police and fire transmissions, but a range of other
public safety and related communications systems that are
*readily accessible to the general public."™ At present, it
is standard practice for news personnel to scan a variety of
communications frequencies that carry information concerning
activities of potential general public interest and about which
there is no expectation that the communications will not be
overheard. While police and fire transmissions are the rost
obvious sources of such information, news organizations also
monitor frequencies employed, for example, by other federal,
state and county law enforcement agencies, civil defense
organizations, or FAA airport personnel, In areas near harbors
and coastal regions, newsrooms may also monitor a variety of
ship~to-shore communications (e.g., Coast Guard frequencies)
and, in severe weather conditions, the media may scan frequencies
employed by various branches of the National Weather Service.
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Honorable Robert W. Kastenmeier
March 18, 1986
Page 3

It is evident that, in all such instances, the transmissions
are not encrypted and the governmental and other authorities
involved are aware that news organizations, as well as the
general public, have access to these communications. The
practice of monitoring these frequencies thus raises no
privacy or other concern. This conclusion is reinforced by
the fact that, consistent with accepted practice, the media
dc not publicly re-broadcast any such monitored communications,
but utilize the information simply to alert their news staffs
to a possible event of public interest, which is then investigated
by reporters dispatched to the scene for the purpose .of
confirming the truth and accuracy of an initial police,
traffic, or air controller report.

The language of proposed subsection (g)(ii){(II) should
therefore be amended so as to create an exemption for the
interception of any communication transmitted

by a walkie talkie or by any marine,
aeronautical, law enforcement, civil
defense, governmental or public safety
communications system, including a police
or fire communication system, that is
readily accessible to tne public,

With the inclusion of this and the other change specified
above, we believe that the public's access to these important
sources of news reporting can be preserved. RTNDA very much
appreciates the Chairman's expressed sensitivity to this
issue and looks forward to working with the Subcommittee so
as to effectuate this intent.

Sincerely,
égéf::tz:;in
President
JS:dhr
cc: Members of the Subcommittee on Courts,

Civil Liberties and the Administration
of Justice
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The Chase Manhattan Bank, N.A. F. W. Gerbracht, Jr.

vice Prec.ge

=
CHASE

March 17, 1986

The Honorable Robert W. Kastenmeier
House Office Building
Washington, D.C. 20415

Dear Congressman Kastenmeier:

Your subcommittee is considering liandmark legislation that will
revise our nation‘'s privacy laws to reflect the enormous
changes wrought by the revolution in information technology.

The Electronic Communications Privacy Act of 1986, H.R.
and S. 1667, would update traditional 1law protecting

3378

the

privacy of telephone calls and letter mail, in order to protect

the privacy of modern forms of communication.

Technological revolution in telecommunications and computing
has transformed radice''v the ways in which individuals and
businesses communicata. Yet these new forms of communications
are left exposed to interception and intrusion by unauthorized
individuals and by government authorities without sufficient

authorization, because of gaps created in privacy

law by

technological progress. These gaps create anomalous situations

in everyday life, ones that demand legislative remedy:

o Transmission of personal or business data to and from a
computer are unprotected from unauthorized interception

and intrusion, while personal or Dbusiness

transmissions 2are protected. As Dbankers, we

voice

are

particularly concerned about the confidentiality of

customer financial transactions being received

delivered electronically.

and

0 Electronic mail when in transmission and when stored in
an addressee‘’s electronic mailbox is unprotected, while

U.S. postal mail is protected.

0 Electronic transmissions of information when satored in

communications or computer systems are unprotected.

o Cellular radio telephone <calls from a car

unprotected, +hile calls from the home or
normally are protected.

are

office
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privacy protections to the communications of today and
tomorrow. In so doing, the Act will:

o

o

306

ectronic Communications Privacy Act will extend essential

protect the privacy of personal and corporate
communications regardless of the technology used.

enhance the public's acceptance and use of new
information technology in their daily 1lives and
business c¢perations.

ensure the burgeoning growth of the information ané
service industries that are strategically critical to
this nation's productivity and to the obtainment of
national goals.

ensure the continued viability and growth of the
electronic mail, electronic funds transfer, computer
services, videotex, database and telecommunications
industries.

For these reasons, the Chase Manhattan Bank, N.A. supports the
Electronic Communications Privacy Act of 1986 in principle.

Sincerely yougs,

F.W. Gerbracht, Jr.,
Director of Data Security

copy:

Chase Congressional Liaison Office

Page

2



307

WASHINGTON OFFICE

March 14. 1986

Hon. Robert Kastenmeier
House Judiciary Committee
2328 RHOB

Washington, DC 20515

Dear Rep. Kastenmeier:
On behalf of the American Civil Liberties Union, I am

writing to express our strong support for H.R. 3378, the
Electronic Communications Privacy Act of 1986 introduced by Rep.

MAR 21 17

122 Maryland Avenug,
Washington. DC 20002
(202) 544-1681

National Heaoquarners

132 Wes? 4310 Streat
I New York NY 10038
‘{212) 944.9600

Norman Dorsen
ESOENT

ia Glasser
EXECLTVE DWRECTOR

Eieanor HoiMmes Norton
=
NATIONAL ATVISORY COUNCAL

Carlos Moorhead and you last year. The principal aim of H.R. 3378

is to update federal law to extend privacy protection to new
forms of communications. This landmark legislation is of the
utmost importance and needs to be enacted into law. We commend
your efforts. ¢

Over the last decade new technologies have brought about
fundamental changes in the ways citizens and businesses
communicats private messages. New forms of computer driven
"data" communications such as electronic mail services are
augmenting or taking the place of telephonic voice communication
and traditional mail sent through the postal system. Wire,
microwave, cellular radio and other transmission means are
carrying voice, text, and video messages and images separately
and in combination. Such messages are being carried not only by
common carriers but by new private communications entities.

The needé for legislation arises from the now widely held
view that federal law has not kept pace with communications
innovations and affords little if any legal protection against
unauthorized government or private interception of new forms of
communication. The principal statute, Title III of the Crime
Control and Safestreets Act of 1968, only prohibits unauthorized
government or private interception of voice communications
carried in part by wire over common carrier systems. In the face
of the current communications revolution, this law is simply out
of date.

fi.R. 3378 would amend Title III to prohibit the unauthorize
interception of private data and voice communications regardless
of the technical means of communication. It would establish in
law the fundamental privacy principle that the "contents" of
a private message should be protected tegardless of its torm or
means of communication, As a matter of law, it should not nake

s

d

o
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difference whether a person communicates with another party by
having a phone conversation or sends the same message in text
over a phone line using a computer, a modem, and 2n electronic
mail service. Nor should it make a difference whether a
communication is carried by wire, microwave, or cellular phone
service. )

H.R. 3378 would also establish essential privacy protection
for certain electronic records generated by new forms of
communication. It recognizes that privacy protection would be
illusory if the statute only barred unathorized interception of
messages while being communicated without also barring
unauthorized private or unwarranted government access to
electronically stored messages and data created by new
communications technologies. For this reason, the statute would
require the government to obtain a search warrant to obtain
electronic messages temporarily stored by electronic mail
companies either for forwarding to addressees or for system
integrity and security. The statute also protects the privacy of
customer records and data electronically communicated and stored
with entities providing remote computing services.

H.R. 3378 is comprehensive legislation designed to establish
a rational overall protection scheme for private communications.
Such an approach is essential. The heretofore piecemeal approach
to the problem of communications privacy has created significant
legal uncertainty. Because Title III is technology specific, new
means of communication have no statutory privacy protection.
While we believe messages communicated by new technologies are
protected under the Fourth Amendment, communications privacy law
unfortunately has not evolved into a coherent set of legal
precedents. Because legal uncertainty threatens privacy rights
as well as the viability and growth of new communications
industries, Congress should enact this legislation. As you know,
a broad coalition of business, computer, and communications ]
firms support H.R. 3378,

H.R. 3378 would also clarify the warrant requirements of
Title III and establish minimum safeqguards for the investigatory
use of new electronic survelliance technigues svch as pen
registers and tracking devices. We strongly endorse these
provisions and urge their adoption. !

In conclusion, we urge support for H.R. 3378 and will work
for its enactment. We are anxious to work with you on this
legislation.

ince

y g.0'Berm
Chipf Mlegislative Counsel
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ASSOCIATION
William H. Dempsey OF AMERICAN
President RAILROADS

March 14, 1986

The Honorable Robert W. Kastenmeler
Chairman, Subcommittee on Courts, Civil
Liberties and the Administration of

Justice
Committee on the Judiciary
United States House of Representatlves
House of Representatives Rayburn Office
Building-Room 2328
Washington, DC 20515

Re: H.R.3378--The Electronic
Comrunications and Privacy -
Act of 1985

Dear Mr. Kastenmeler:

The Assoclation of American Rallroads (AAR), on behalf of the
Railroad Industry of the United States, has been cons.dering the
above referenced proposed legislation. While having concern as to
some of the speciflics as advanced below in this letter, the AAR does
support the broad aim of H.R. 3378 toward providing the legal
protections of privacy and security which the new telecommunications

and computer technologles need to better serve all of the American
public.
\4

Noting the foregoing, the rajlroads are interested in H.R. 3378
because the industry depends heavily upon telephone, mobile radio,
and point-to-point microwave communications for the conduct of its
oparations in providing safe and reliable transportation service to
the American public. Additionally the industry 1s a major user of
computers and the telecommunications required to move large amounts
of data to, from, and between computers. AAR's concern is that the
proposed leglislation, while striving to provide privacy, has a
consequential effect in these communications areas that, unless
clarified, could impair important railroad operations.

S0 F Street, N.W., Washingion, D.C. 20001 (202) 639.2402
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The Honorable Robert W. Kastenmeler
March 14, 6
Page two

As read by AAR, H:R. 3378 would bar intercept of electronic
communications (both wire and radio), unless there is a specific
exception. Section 101(b) of S.1667 sets forth "Exceptions with
Respect to Electronic Communications® and one of the provisions,
specifically (g)(i), provides it shall not be unlawful °"to intercept
an electronic communicatlion made through an electronic communication
system designed so that such electronjc communication is readily
accessible to the public.®* The AAR's concern with this exception as
currently drafted extends to the broad scope of "electronic
communications® which would be included and to the possible
interpretation of the phrase “readily accessible to the public.* If
the latter phrase were interpreted in an unrestrictive manner, then
the exception would expose radio transmissions passing over
microwave circuits to interception beyond the reach of the federal
law. Conversely, if the phrase °®readily accessible to the public*®
were interpreted in a restrictive manner, the use of land mobile
radio communications would be Severely restricted.

The railroad industry operates approximately 44,000 route miles
of microwave communications. Large volumes of data and
computer-to-computer traffic are exchanged over the industry's
microwave communications systems. Most of this information is
priviliged and clearly it should not be "legal* for unauthorized
parties to intercept such traffic. Yet, if the microwave circuits
were deemed to be ‘readily accessible to the public®, they would
fall within the exception.

Land mobile radio communications have become essential to the
safe and efficlient operations of the nation's rajlroad systems.
While there are many applications of land nobile radio in the
railroad industry, probably the most important are those used, by
railroad dispatchers, yardmasters, and terminal supervisors. ~ It is
essential for the latter personnel to have a complete and accurate
picture of °"what is going on® in their areas of supervision.
Involved is extensive'monitoring of and listening to owver-the-air
land mobile radio transmissions. Specifically main line train
dispatchers listen to transmissions from loconrotives, particularly
i end-to-end connections so that they remain aware of what is
happening in their dispatch territory. Railroad yardmastecs
constantly monitor radio transmissions to keep abreast of operations
and events within the yards for which they are responsible.
Similarly, terminal supervisors constantly monitor to keep abreast
of movements within a train terminal. As a final point, train crews
monitor the transmissions of other train crews to stay informed of
operational activities. The point is that intercepting and
monitoring of railroad land radio traffic by the railroad industry's
own personnel is an essential part of safe and efficient operations.
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The Honorable Robert W. Kastenmeler
March 14, 1986
Page three

i

However, 1f the phrase ‘readily accessible to the public® were
interpreted in a manner restrictive enough to exclude radio
microwave communication from the exception, there is a possibility
that interception of mobile radio communication would also be
il1legal under the terms of H.R. 3378 as presently written.

Furthermore, radio frequencies licensed by the Federal .
Communications Commission for railroad usage are shared by more than
one rallroad licensee. Some railroad frequencies are shared with
non-ralliroad users as well. The result is that ®inadvertent
interception® could occur frequently from either the shared
freguency usage or from checking to assure that a frequency is clear
prior to commencing a transmission. AAR would point out those
practical radio procedures should not be made illegal in the course
of enacting legislation for privacy in electronic communications.

Importantly, it 1s not necessary that the language of the
exception be so broad as to caver all "electronic communications.
It is only necessary that the exception extend to mobile radio
compunications. If that were accomplished, lt would then be
unnecessary to add the limiting reference to °‘readily accessible to
the public.® 1In order to meet this objective, AAR suggests Section
101(b) of H.R. 3378 be modified so that the proposed new paragraph
(g)(1) would read:

*(g) It shall not be unlawful under this chapter for any person--

°(1) to intercept, use, or disclose a gon -communication
common_carrier mobile radlo transmission®.

The foregoing propo~sed change would remove operational-fixed
microwave circuitry from the "exceptions” and place the focus of the
exception on to the mobile radio operations of users who are not
communications coaron cafriers.

For information, since S. 1667 contains parallel text to H.R.
3378, the above letter is also being sent to Senator Charles McC.
Mathis, Chairman Subcommittee on Patents, Copyrights & Trademarks,
Committee of the Judiciary and Senator Patrick J. Leahy.

Sincerely,

- St
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STATEMENT OF

EDWARD O. PRITTS
PRESIDENT,
NATIONAL ASSOCIATION OF BROADCASTERS

BEFORE THE

SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE
COMMITTEE ON THE JUDICIARY
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STATEMENT OF
EDWARD O. PRITTS
. PRESIDENT
NATIONAL ASSOCIATION OF BROADCASTERS

Mr. Chairman, members of the Subcommittee. My name
is Edward O. Fritts. I am President of thé National Associa-
tion of Broadcasters (“NAB“)fl/ I am pleased to have the
opportunity to present this statement for the record on H.R.
3378, the Electronic Communication Privacy Act.

The introduction of H.R. 3378 marked an important
turning point in our national recognition of the impact of
technolngical change upon the privacy of communications. As
Chairman Kastenmeier noted in his floor statement upon this
bill's introduction, the "new modes of communication have
outstripped the legal protection provided under statutory
definitions bound by old technologies.”

The innovative technologies for priQate data and
voice transmission being introduced by America's broadcasters
are an integral part of the information transmission revolu-
tion. NAB believes the proposals made in H.R. 3378 will, if
adopted, make an important contribution to the assurance of
confidentiality, and thus the future success of these trans-
mission technologies. We strongly support these proposals.

We do find, however, that some modifications should be made

1/ NAB is a nonprofit incorporated association of radio and
television broadcast stations and networks. NAB membership
includes more than 4,500 radio stations, 890 television
stations and the major commercial broadcast networks,
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in the bill in order to assure the legality of the continued
monitoring of certain readily available radio transmissions
by the nu3 media, Whiie-the Chairman's floor statement
envinces an intent to allcw receipt of these communications
to continue unimpeded, the language of the bill requires
some broadening to achieve the desired result.

Permit me to first address the private transmission
services now being offered by or utilizing the facilities of
broadcast stations. The broadcast band allocated to a parti-
cular station allows for the transmission of more "informa-
tion" than the regular over-the-air broadcast signal with
which we are all familiar. Some of this spectrum is fre-
quently designated for use to f£ill the station's own internal
needs. However, many other uses are possible. Until rela-
tively recently, these dlternative uses were precluded by
FCCirules -- with the best known permitted alternative being
the transmission of "background music®" over the subcarrier
channels, or "SCAs,"” of many FM radio stations,

Over the past few years, however, the FCC has lifted
most ¢f the limitations on the types of information a broad-~
caster can transmit over that part of the spectrum allocated
to his station but not susceptible to listening or viewing
by thc general public. The result has been an explosion in
. the variety of data transmitted by broadcasters for the use
of a limited private audience,

This is particularly the case in FM radio. Present

and planned uses of FM subcarrier frequencies include trans-
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mission of paging signals, electroaic mail, computer software,
and a variety of text and data for business applications.
Similar data transmission on the ®"vertical blanking interval"”
cf the television signal is emerging. The capability for
data transnission by AM radio is more limited. However, é
key new use for AM is utility load management. [t is impor-
tant that the private information transmissions users expect
to be private do in fact have such protection at law.

Clearly, the intent of H.R. 3378 as drafted is to
provide coverage of such transmissions. NAB is opposed to
any attempt to reduce the scope of this legislation either by
eliminating from its purview certain types of transmissions,
such as paging, or by requiring encryption as a precursor to
protection., While in some situations transmissions will be

'

encrypted or "scrambled," it is in any case a fact that the
transmissions in question are not intended for or readily
accessible to the general public. Special receivers are
necessary. Further, in most circumstances, those turning to
these frequencies when they are being used for paging or data
.transmission would, absent additional special equipment, re-
ceive an unintelligible electronic sound, even without encryp-
tion.2/ We urge the Subcommittee to maintain the original

intent of this legislation as it moves to markup,

2/ This is not, of course, the situation if a subcarrier is
being used for unencrypted voice transmission such as a radio
reading service for the blind,

58-844 0 ~ 86 - 1)
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In one area of special concern to.the media, the
Subcommittee's purpose is cléar, but some additional redraft-
ing appzars necessary to effectuate the Subcommittee's intent.
That is the area of public safety and related communications
that are regularly monitored by newsroom personnel.

Although we know from the Chairman's statements
that the Subcommittee does not intend to cut off access to
these important sources of information, the exemptions now
in the bill do not clearly maintain that access.

We have several suggesstions which, although perhaps'
not the last word on this subject, may serve to alleviate
this problem. First, we believe that in section 101l(b)} of
the bill, which amends 18 U.S.C, § 2511 to create a new Sub-
section {g), proposed subsection (g)(ii) (1) should be reworss
to reflect the present intert of section 705(a) of the Commu-
nications Act, so that the subsection (g){ii)(I) would read --
"(1) by any station for the use of the general public, or
which relates to ships, aircraft, vehicles or persons in dis-
tress:" (underlined word added), .

This phrasing makes clear that the exemption for
communications for the use of the general public -~ that is,
traditional broadcasting ~- is separate from the exemption
for communications about people or transport vehicles in
distress. |

Secondly, we would amend proposed subsection

(g)(ii)(II) to read --
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"(g)(ii)(1I) bx any marine radio system, aeronau-
tical radio system, governmental, law enforcement, civil de-
fense, or public éafety communications system, including
police und fire, readily accessible go the public;"

We would couple this statutory subsection with
strong report language making clear that this subsection is
to be given a very broad reading. Allow me to explain our
reasoning in asking for these changes.

It is, and has been for many years, standard news-
room practice to regularly monitor a variety of newsworthy
communications frequencies, as to which we truly believe there
is no reasonable expectation of privacy. While police and
fire are the prime examples, the potential range is much
broader. 1In port and water-related communities, there is
likely to be some monitoring of Coast Guard and ship-to-~shore
transmissions, while in areas near airports, the air-to-ground
frequencies are often scanned. It is no secret that news
people, like the communications hobbyists who have testified
before the Subcommittee, have been monitoring these frequen-
cies for many years. A report heard on the scanner radio is
not, of course, then put out over the air or into print by
the broadcaster or newspaper. Rather, it serves as the in-
formation source basis on which reporters are assigned, cﬁlls
made, and a story assembled for the public.

Reporting of this news is an important public ser-
vice of the broadcast and print media. Those transmitting

on these frequencies are wéll aware that this monitoring is
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occurring. It is information which the pcople have come to
expect, and deserve to have., We know that the Subcommittee
does not want to present obstacles to these journalistic
practices, and lock forward to working with you to refine
the language of the bill to that end.

Finally, I wish to briefly address H.R. 3378's
treatment of broadcast network satellite feeds, as to which
issue has been raised by the January 30, 1986, statement of
Richard L. Brown, general counsel of the Satellite Television
Industry Association, Inc./SPACE, and Mr. Brown's accompanying
letter to Chairman Kastenmeier, dated January 28, 1986.

In the Cable Communications Policy act of 1984,
Congress amended section 605 of the Communications Act to
create a limited exemption from that section's restrictions
on unauthorized reception and use of radié transmissions for
home viewing of unscrambled satellite cable programming.éf
The exemption only applies if no marketing system for such
programming has been established. No statutory "safe harbor"
was created for encrypted ("scrambled") satellite cable pro-
gramming.

For the purpose of the speciél exemption, satellite
cable programming was defined as "video programming which is

transmitted via satellite and is primarily intended for the

direct receipt by cable operators for their retansmission to

3/ The Cable Communicatjons Policy Act also numbered the

previous § 605 as § 705(a). The limited exemption was in-
cluded in new § 705(b).
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cable subscribers."ﬁf Clearly, this definition does not in-

clude broadcast network sa:zllite feeds, which are intended
for receipt only by a network's local station affiliates.

Section 101(b) of H.R. 3378 recognizes the limited
satellite cable programming exemption by stating that

It shall noﬁ«be unlawful under this chapter

for ary person . . . to engage in any conduct

which . ., . is excepted from the application

of section 705(a) of the Communications Act

of 1934 by section 705(b) of that Act.

In his January 30, 1986, submission, Mr. Brown has
made a somewhat disingenuous proposal for modification of the
existing H.R. 3378 text, contending that the bill as presently
drafted might be "misconstrued" to prohibit activity which is
not barred by section 705(a). The language proposed by Mr,
Brown appears intended to create a presumption that recejtion
of satellite-distributed programming not otherwise exempted
from section 705(a) is nonétheless legal. However, I believe
that the information submitted to the Subcommittee by the FCC's

General Counsel and by the law firm of Wiley & Rein, counsel

for CBS Inc., clearly indicates that the contrary is the case.5/

4/ Emphasis supplied. The definition is found in new
§ 705(c)(1). :

5/ Letter to Chairman Kastenmeier from FCC General Counsel
Jack D. Smith, dated November 27, 1985; letter to Chairman
Kastenmeier from Robert A, McConnell, Vice President, CBS
Washington, with appended Wiley & Rein memorandum, dated PFeb-
ruary 4, 1986. While we do not agree with the conclusions
drawn in Mr, Brown's statement and letter, they are consistent
with the legal theory he has developed to justify the other-
wise unauthorized interception and disclosure or use of sat-
ellite signals by dish owners., See Brown & Helland, Section
605 of the Communications Act: Teaching a Salty 0l1d Sea

ew Tr c,;r, a . oelse eV, - :

L]
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I wish to associate NAB with those analyses, which I see no
need to reiterate here.é/

The treatmept of broadcast network satellite feeds
as private is consistent with Chairman Kastenmeier's view
that new tecnological means of information transmission be
given the same protection afforded to conventional communica-
tions. As 1 observed in my December 13, 1985, letter on
"scrambling” to all members of the Judiciary Committees of
both the House and the Senate, networks have until recently
used land lines similar to long distance telephone lines to
supply proéramming to local stations for broadcast. Telephone
lines have also been used to "back haul” feeds of news and
sports events from their origination points to network control
centers.

The advent of low cost, reliable satellite televi-
sion systems has led to the increasing use of that technology
for program distribution to both radio and television sta-
tions. While, in television, the three major commercial net-
works and PBS are the leading users of satellite transmis-
sions, the technology is incgéasingly also being utilized by
the new programming networks and program distributors serving

independent stations.

w%/ It is useful to note the unequivocal statement of Chairman
rth of the House Telecommunications Subcommittee on this

issue. 1In a letter to the New York Times discussing the
meaning of the Cable Act's satellite cable section, Chairman
Wirth commented that "the law continues to prohibit any un-
authorized use of noncable-television satellite signals ,
Wirth, No Pree Lunch in the New Satellite-Dish Law, N.Y.
Times, Becember 18, 1984, at A-30.
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No one has ever questioned the privacy protection
afforded program feeds transmitted by telephone wire, and
there is no apparent reason. why this protection shduld not be
continued when the same material is distributed by satellite.
Although the broadcast programming in question is in some
instances being scrambled, current law does not nor should
it require encryption as a precondition of protection.

The broadcast-related satellite television feeds
in dispute were never intended to be delivered directly to
viewers' homes., They do not contain the local business and
political advertising, public service announcements, and news'
and weather bulletins inserted by local stations. They do
not, of course, include any locally produced news and public
affairs programming. They do include private network-to-
station scheduling information, program previews, material
related to the business operations of the networks and affil-
iates, and raw program materials intended for insertion in
local news and sports programming. Diversion of audiences
to these feeds through the unauthorized receipt of satellite
transmissions reduces the audience ratings of the local net-
work affiliates, and, thus, the dollars péid for ads, under-
mining the financial stability of our free, over-the-air
system of broadcasting.

Mr. Brown paints a picture of a wonderful world of
programming abundance avajilable to satellite dish owners, Wwe
in the broadcasting industry do not believe that the source

of this abundance should include the private satellite pro-
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gramming transmissions intended for the nation's over-the-

air broadcast stations. We commend the Subcommittee for the
approach it has taken to ﬁhis issue in H.R. 3378, and strongly
oppose any change in the relevant language of Section 101(b)
currently included in the bill.

wWhile taking this position, we are not insensitive
to the desires of the roughly one million hcuseholds located
in rural areas which do not receive over-the-air television.
We believe that gfter those who nonetheless receive or could
receive broadcast signals through the cable systems in their
areas are taken into account, only about half of the house-
holds in question lack access to broadcast station signals.

Perhaps the best way to solve this problem is by
the extension of broadcas: service through "translator" sta-
tions. Translators expand the reach of over-the-air stations
through rebroadcast. Unfortunately, the FCC has lumped trans-
lator applications in with low power TV applicatioﬁs. Thus,
translator applications must compete for frequency allocations
in the low power lotteries., So long as this situation con-
tinues, it is impossible for any planned expansion of trans-
lator service to be put in place. Congressional assistance
in resolving this problem would be welcomed.

In closing, I would like'again to thank the Chairman
and the members of this Subcommittee for the important action
being taken in communication privacy with this legislation,
and for your congideration of the modifications we have re-

|
quested, '
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ASSOCIATION OF NORTH AMERICAN RADIO CLUBS

Richard T. Colgan, Executive Secretary
Post Office Box 180403
Austin, Texas 78718-0403

USA. Phone (512) 451-5897

SUPPLEMENTAL STATEMENT
CONCERNING
H.R. 3378
ELECTRONIC COMMUNICATIONS PRIVACY RCT OF 1885

FEBRUARY 27, 1986

INTRODUCTION

This d t introd additional information from the Association
of North American Radio Clubs (ANARC) for consideration by the House
Committee on the Judicisry's Subcommittee on Courts, Civil Liberties

and the Rdministration of Justice.

In the Association’s Janusry 30, 1986 uritten statement and oral
testimony before the Subcommittee, we did not focus on the particular
question of cellular radiotelephony bescsuse the wording of H.R. 3378
18 80 #uch broader. We huve nou sesn houw much attention the
Subcommittes 18 paying to the perceived needs of that one industry,
end hou seriously the industry has nmisrepresented its situation.
While ue have no animosity touards cellulsr, ue cannot sit 1idly by

while they use their influence to make dubious changes in public
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policy. largely to benefit their bottom lines, while denying uhat 1s

clearly their responaibility.

Conseguently, much of this document 18 devoted to supplying
information asbout cellular radiotelephonss which we beslieve the
Subcomnittee needs to know 1f it is to produce a revised version of

H.R. 3378 uhich accurately refiects the facts.

Throughout this atetement the terms “cellular radiotelephone",
“cellular phone”, "cellular telephone” and “cellular” are used
interchangeably.

This document and cur January 3@ uritten statement and oral testimony
before the Suhconmue.e, represent the posttion of the Association of
North American Radio Clubs on H.R, 3378, the Electronic

Communications Privacy Act of 188S.

RECOMMENDED AMENDMENTS TO H.R. 3378

The Association reaffirms its cormitment to the four amendmeis: to
H.R. 3378 proposed in our statement and oral testimony on January
32. Those amendments, as well as the tuo wvhich follow in this
document, are listed and bl:tofly explained in Attachment 1. 1f
incorporated in the bil}l, uc believe these tix anendnents will

substantially r ad our ns about the potentially devastating

impacts of this legislation on the millions of average Americans who

own and enjoy shortwave radios and lcm;lerl.
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Definitton of "Eloctrolmc Communication”

Since presenting our testimony, we have read and studied the November
13, 1985 statement submitted to the Senate Committee on the
Judiciary, Subcommittee on Patents, Copyrights and Trademarks, by Dr.
Lynn ¥. Ellis (Chairman of the IEEE's Committee on Communications and
Information Policy). Or. Ellts maxes & number of extremely
tneightful comments and tmasnom.‘ and we urge that these
reconnendations be considered as changes to H.R. 3378 are discutsed.
For convenience, us have attached (as Attachment 2) the ssction of
his testimony entitled “Proposed Changes in Wording of S. 1667 and

Resscens for Changing™.

In general, ANARC supports most of the proposad changes offored by
Dr. Ellis. In particular, ve drau attention to the one described in
his section 1.d., in which he proposes the addition of the BOLDFACE
(underlined in the original ) phrase to the definition of “electronic
communication™:
“*electronic communication' means any...transmission of signs,
signale, uriting, images, sounds, data or intelligence of any
naeture...by wire, radio, eslectromagnetic or...lphotoslectronic)
systen that affects interstate or foreign commerce WHERE THE
PERSON ORIGINATING SUCH COMMUNICATION EXHIBITS AN EXPECTATION
THAT SUCH COMMUNICATION IS NOT SUBJECT TO INTERCEPTION UNDER
CONDITIONS JUSTIFYING SUCH EXPECTATIONS.”
A2
The BOLOFACE phrase is a slight paraphrasing of the language
presently found in Section 2510(2) of Title 18 of the United States
Code, in ths dafinition of “oral communication". This language seens

to have hsen inserted in the Code 1n recognition tha* those
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communicating by wire, where the communication can be sent safely to
its intended recipient, and those communicating orally by inherently
less secure modes. may not have the same expectations cf privacy. In
the case of WIRELESS oral communications, expectations are not by
themselves sufficieni to establish a Federally-protected right of
privacy: the “conditions justifying such expectations™ must also be

present.

Or. Ellis points out that it 1s inconsistent to preserve a
“reasonableneas test™ for expectations of privacy in “oral
communication™ uhile omitting one for “electronic communication”, as
does the current dreft of H.R. 3376, We could not agree more
strongly. And ue concur with Dr, Ellis uwhen he states that if a
reasonablenees test 3s to be excluded from the definition of
“electronic communication", “...it is critical that the lepislative
history provide some rationale as to why...electronic communications

are to have absolute protection....™

Reexamining H.R. ~ 3378 in light of his supgestion, we can see hou the
lncklof a reasonabloness test creates many of the problems we noted
in o&r January 30 testimony. The prusent, overly-broad definition of
“slectronic communication” would confer & Federally-protected right
on systems that have neither the need nor the expectation of privacy,
as uell as on systems thai have not themselves teken even minimal
precsutions against casual interception. Extending a near-absolute
right of pravacy to electronic communications uwithout regard to the

[l

circunstances of the communication borders on tha ridicul ous.
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Oefanation of “Intercept”

In his wuritten statement submitted to the Subcommittee on Courts,
Cival Liberties and the Administration of Justice on January 30,
1986, Mr. Neal J. Amick of ATRT proposed an amendment to H.R. 3378
that would grestly snlarge the definition of the word “intercept™.
The following is quoted from page four of his statement:
“The H.R. 3378 defimition is ambiguous becsuse it involves the
definition of a term uith a derivation of the same term. It
reads: '
“intercept” means the interception of the ~antents of any
electronic or oral communication throug: the use of any
electronic, mechenical or other device.
Ue recommend that the word "interception” be replaced uith &
seri1es of words that would include, as & minimum: ecquisition,
reception, recording and cbpytng. Ue also recommend that the
word "contents” be deleted.... Finslly we recommend that the
definition of "intercept” be reworded ‘o include the

interception of any portion of & communication.”

The effect of this proposal, if passed into lau, would be to make the
mere RECEPTION of an slectronic or oral communication unlauful: not
just the content, but even the electromagnetic radiation carrying it.

This is absurd!

There are situations uhere reception of some signals is practically
;nuvoxduble. Such situations occur throughout the country every day.
The most common situation is a pha;ononon knouwn as intermodulstion.
“Intermod” 18 the result of FM signals transmitted by different

stations on different froaguencies “mixing” in & receiver so that both
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signals can be heard on frequencies on which netither 1is actually

transmitting.

The most common example of intermod in the Mashington, OC area occurs
whan the fire department and the Veterans Adninistration hospital
paging systea are on the air sinultangously. Both  their
transmissions can be heard on dozens of freguencies scattered across
the VHF radio band. Many combinations of transmissions casuse
intermodi it is almost endemic to FM. Making mere raception of such
signais 1llagal would nake it hard QO‘UIQ FM receoivers in populated
areas without the receiver ouwners unintentionally engaging in

criminal activity.

The Subcommittee may know that last year the Federal Commmunications
Commission set national guidelines to limit human exposure to radio
enigsions (Attachment 3). The U.S. Environmental Rrotection Agency
is also considering action in this area, and sone state and local
governments have recently passed laus establishing local standards.
Thase are rasponses to the growing svidence that exposure to even low
levels of non~iomizing radiation can produce biological effects that
are not uell wunderstood. ATAT's proposal would make it unlawful to

determine compliance with any exposure standards.

Tﬁo:e are practical problems. The ATAT proposal is also acutely
problematic in principle, To understand why, consider that visible
light and radio are the same “substance”; it 1s more than a metaphor
ta say that radio freruencies are “colors” that the eye cannot see
but that radios can. Translating th% ATST proposal into its visual
anslog clarifies the issus considerably. 1f someone in Times Square

holds up @ large sign aaying "lIrma, 1 Love You,” it will be seen by
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many thousands for whom the message is not intended. The person
holding the sign may want only Irma to see 1t. Teking & cue from
ATAT, he might ask Congress to mske i1t unlawful for anyons but Irma

to read the message! Uould the Congress take him seriously?

It is the nature of radio that by extending communications beyond the
range of human eyes and sars, the communicator's signals, perhaps
unknoun to him, penstrate the homes and psrsonal spaces of many more
people than just his desired recipiont. ATET's propossl is stunning
in 1ts arrogance; it asserts the right to electronically invade
anyone's space, while denying him or he‘r the right to detect the

invasion.

I1f the ATAT language uere to be incorporated in H.R. 3378, we would
consider attempting t0 have a bill introduced that would nmake 1t
unlauful to transmit private electronic communications into any space
other than that occupied by the 1intendsd recipient of that
communication. The logic and the henefit to privacy would be the

equivalent of ATET's offering.

Electromagnetic radiation, whether i1t is ambient 1light or radio
waves, is NOT private property. Those uﬁo are licensed to use a
pa~ticular freguency for a particulsr purpose do not oun the
frequency. Us regard the ATET propnsal as an attemnpt to establish
OUNERSHIP RIGHTS in the radio spectrum, using the privacy issue as &
pretext. This attempt to privatize an sspect of the PUBLIC DOMAIN
goes far hbeyond the rights nou granted to licensees by the Federal

Governament ,
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Ve beltieve that the definttion of “"intercept” in the current version
of H.R. 3378--referring to the acquisition of the content of a
communication--correctly draus the line betusen that part of the
communication that may be entitled to privacy protection and the pert
which--1n the case of radio transmission--is a PUBLIC DOMAIN
resourze., In the case cited by ATAT to justify omission of the word
“content™ from the definition--one individual receiving a
communication without satracting its contents and then passing it on
to another for decryption--by tresting the tuo individuals as
“partners in crime”, would not the result of their joint action be
prosecutahle as an interception of content?
A3
fis for the esmbinuity of using “"interception™ as part of the
definition of "intercept”, the g~oblem can easily be avoided by
returning to the vord--acquisition--used in the definttion in Section
2510(4), Tatle 18 of the United States Code. Simply deleting the
word “aural” from <the existing definition in the Code would seem to
sccomplish the purpose sought in H.R, 3378:
“*intercept’ means the acquisition of the contents of any wire
or oral communication through the use of any elsctromiec,

mechanical, or other device.”

COMMENTS ON  EXEMPTIONS FROM PROHIBITION ON INTERCEPTION UNDER H.R.
3378

The present draft of H.R. 3378 attempts to overcome the excessive
suee; of the term "olectronic communication” by including, on pxje
three. @ list of specific types of communication which would be

. R
excluded from the privacy protection offered in the bill. During the
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January 3@ Subcommittee hearing on the bill, Mr. Kastenmeier
remarked:
“We may not have anticipated all the exclusions, nor have
drawn 1t up, from a policy standpoint, as precisely as we reed
to, or would wish.”
Similarly, s member of the Subcommittee staff suggested to us that we
might resolve our concerns about the bill by submitting a list of

communications that we felt should be excluded.

After further discussion on this point, we have concluded that trying
to correct a too-broadly worded general rule by proposing specifac
exceptions is not the best way to proceed. Changes in technology are
soon likely to make any such list obsolate. tIn Mr. Kastenmeier’s
statement to the Senate Subcommittee on Patents, Copyrights and
Troademarks on Novesmbher 13, 1935, he noted:
“Any attempt to write a law which tries to protect only those
technelogies which exist in the marketplace today...1s destined
to be outmoded within a feuw ysars."
Exactly the same can be said of any sttempt to write & law whach
exempts from protection only specific current technologies and

services.

For esemple, "wslkie-talkies” would be exempted by the present bill,
ever though many radio services that now require bulkier equipment
are likely to use "walkie-talkies” in the near f.ulure. Some units
with encryption capashbilities are already on the market. Should the
latter be denied protection, when the user s expectation of privacy

19 both evadent and reascnable?
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We submit that compiling & definitive list of exclusions would pit
sorvice against service, the manufacturers of one class of egquipment
against the manufacturers of other classes. The process would be
time-consuming and controversial, uithout yielding & 1ist likely to

ba valid five years from nou.

e are not proposing that H.R. 3378 should not contain a listing of
communications of which interception would be lauful. Such a listing
might uell be & useful part of the bill. Ue are saying that such a
fllt should not be relied upon to correct fundamental defects in the
wording of the general rule. Ue bolteve the propsr spproach 1s to
smend the definition of “electronic communication” in the way
suggested by Or. Ellis and to amend the definition of “readaly
accessible to the public” as we recommended in our January 30

statenent.

PRIVACY PROTECTION AND ENCRYPTION TECHNOLOGY

At the January 30 hearing, Mr. Kastenmeier asked Mr. Amick and Mr.
John WM. Kelly of Southusstern Bell 1f--as ANARC had
rcconnondad--cncrypflon should bs the test of uhsther or not Federal
penalities should cone into play for violations of radio
communications privacy. M. Amick replied:
“We would say that encryption would be an added, user-supplied
feature that would better protect his information transmission,
but would not necessarily bs the dooruay to any prosecution
efforts.”
Lest thxi comment give the impression thai ATAT planned to leave

ancryption to its custcomers, a copy of ATET's announcement of an

10
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encrypted service for its cellular customers is attached (Attachment

4y,

Another aspect of Mr. Amick's statement requires comment. Just prior
to the sentence quoted above, he sajd:
. “QOur position would be that subscribers to our services that are
using services that are not tntended for general brcadcast
to the general public should bs entitled to a degree or an
expoctation of privacy, regardless of encryption devices used.”
Wo would not dispute the claim that his customers should be entitled
to a degree or an expectation of privacy, but we most certainly
disagree that such an expeactation deserves Fe&cral protection in the
shsence of circumstances that justify the expectation. We further
disagree that aimply because 8 service ia not intended for general
broadgcast, en expectation of privazy is reasonable. Ii 1in fact the
service 1S broadcast, as in the case of cellular radiotelephones, the

intention (or lack thereof) can hardly matter.

During the hearing, Mr. George A. Xuhnreich of the Tandy Corgoration

steted that hea had not seen any encryption devices sold for use with

cellular phones, that such devlcos‘uerc not common, and that for:
“...foolproof protection on a cellular mobile radio, we're
tslking 1n terms of three or four thousand dollars & unit.”

His statement followed our audio demonstration and shouwing of & 87

sntegrated circuit that provides votce inversion (the lowest level

scrambling) and a 840 microchip that provides digital encryption--the

highest commercial-grade encryption avatlable.

Attachead (s Attachment 5) 15 a brief y of a b of

scrambling devices, available for under 8800. for wuse with celluler

AR
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radiotelephones. The price range is great (87 to $795) because our
1ist includes simple units as well as relatively sophisticated ones:
book-size “black-boxes"t: amall circuit-boards meant to be installed
in radios or telephones: and microchips mesnt to be designed into
system circuitry. A typicai “black box" unit is the "Priva-cal!l

sold tn the District of Columbia by Cellular One and Rmerican
TeleServices for 6235 wholesele and 8415 retail. Tuo units ere

required, one for the mobile radio and one for the landline.

In assenmbling this list--which 1is far from being comprehensive--ue
talked with many manufacturers and retatlers who candidly discussed
various aspecte of their businesses. One volunteered that the only
reason his device sold for a8 much as it did ($300) uas because
“...ue have not met any resistance at all at that price.” Another
adnitted that he could cut his price fifty percent and still make a
profit. There seemed to be a clear consensus that 1f public demand
for radio voice privacy increased significantly, it could “...become

s0 cheap everyone would use it”, a8s one sales manager put it.

CELLULAR RADIOTELEPHONE MARKETING MISREPRESENTATIONS

Ue also talked to several manufacturers who had dropped out of the
cellular nerket this past year. One explsined “There iz & false
pretense that the people who market cellular tend to promote labout
the security of their systemsl.”; "A good percentage of <them took
offense at the vary question, because they try to convince everyone
that there's no problen.” Another manufacturer who is still in the
narketplace complained that cellular companies are trying to “stafle”

demand for lou-cost voice protection by, on one hand, telling

12



335

prospective customers 1t is not necessary, and on the other,

promoting exorbitantly expensive encryption packages.

Intrigued by these comments, we invastigated hou saveral cellular
service pr-ovsdors represented the guestion of call privacy to
prospective customers. Whast we found confirmed the previous
observations and revealed a shockingly pervasive misrepresentation of

the actual interception vulnerability of cellular.

R sales representative for Bell Atlantic Mobile Systems in
Washington, OC told us:
“One of the beauties of cellular telephones is that it is
completely private. It is actually more private than the
landline we're speaking on right now.......if you're using the
landl ine phones right now, you're using & less secure mode than
cellular.”
R customer service rapresentative for Cellular One in Austin, Texas
assured us that cellulur uas secure because th; system:
“...has [an] intonse amount of scrambling that goes on....
1 would say that the only people in the City of Austin that
have the device to unscramble tin cellular phones is
probably the City of Austin Police Department Narcotics

Division.*

Sanilar statements were offered by EVERY cellular company we spoke

to. We were only able to get information sbout devices like
“Priva-call” when we specifically asked ashout such products by name.
Often the person we talked with had to ask his or her supervisor to

see 3f such devices even existed.

13
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It is clear that the expectation of piivacy in cellular comunications
is actively c'uluvahd by the companies, and is based on clains that
are contrary to the facts. In the manrer of a self-fulfilling
prophacy, these FALSE EXPECTATIONS OF PRIVACY are now being used, by
the cellular radiotelaphone industry, as “svidence™ of the nesd for

the protection of H.R. 3378.

CELLULAR TELEPHONE RECEPTION ON QRDINARY TV SETS

Perry Williams, Sezcretary of the American Radio Relay League, pointed
out at the January 30th Subcommittus hearing that cellular telephone

calls cen be received on GROINARRY TELEVISION SETS. No scanner or

other spectial equipment is ded b 3¢ the system is totslly apen

to cssual interception.

Starting 1in the nid-196@0s, the Federal Cummunications Commission
regu:red all new talavizions to bo!, capable of tuning up to UNWF
channel 83. This rule was in ofzfoct until 1882.  Uhen the cellular
radictelephone service was suthorized by the Commission, TV channels
89 through 83 were assigned for 1ts use. In their wisdon, the
celluiar co;!pqnus used frequency modulation (FM) for their voice
transmissions, just: as television stations use FM for their sound.
Thus, all televisions manufactured 1966-1982 can tune in on celluler
phone calls on channals 80 through 83 just ss clearly ms 1f one vere

1istening in on an sxiension phone.

Of course, since TV channels are much “wider” than csllular channeals,
one often hears more than ons convarsation simultaneously., But the

scund quality i1s superior to FM cordless phones tuned in on amplitude

14
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modulation (AM) brondcust-blnd recetivers, And, the range of cellular
phones is much greater than cordless photies. Uhile one might be able
to hear & netighbor’s cordless phons a feu houses or blocks ausy,
“cells” typically blanket up to 75 square miles (using an assumerd
cell radius of five miles) with both sides of & conversation being

clearly sudible.

The clatm that moving from cell-to-cell neans that only short
segnents of conversation can be intercepted 1s emsily refuted with
some simple calculattions. If & cell is ten niles i1n diamster, and
the mobtle unit is traveling fifty-five miles per hour, 1t uill he
within the cell for up to tuelve minutes: longer than the average
phone call. 1f the unit is moving at ter nmiles per hour on
average--which 1s more typical of tn-city travol--1t will be within
the smaller in-city cell for & comparable time period. If 1t is
standing still, wuhich ts often the cass, 1t gets NONE of the

so-called security provided by cell-suitching.

In other words, the oﬂ.on-n.de clains that cellular radiotelephones
are much more secure than cordless phones is uttarly false. Thay are
substantislly LESS secure bscause there are mnany \'M‘l receivers
capable of tuning them in, these raeceivers are m;n modulstion
compatible than in the cese of cordless phones, and the broadcast
coverage area of cellular is many times larger. The vulnershility of
cellular 1s profound and directly attributable to the way 1t 1is

designed.

To demonstrate one way by uvhich celluler radiotelephones mnight be
protected from interception for more than a feuw saconds, wue have

attached (Attachment 6) a short article entitled “How To 1Improve

15



Cellular Security” from Mobile Phone Neus.

Us urge the Subcommittes to = investigate for i1tself uhether the
cellular radiotelephone industry is making unsubstantisted privacy
clains to its customsrs and uhather it is really 1n the public
interest to cosmit Federal lav enforcement funds and asssets to
protect the privecy of o radio service that ANY CHILD UITH f
TELEVISION SET CAN INTERCEPT.

QUESTIONABLE ABILITY TO ENFORCE PORTIONS OF H.R., 3378
Wa must question the statement by Mr. Kelly st th; J;mvy 32 hearing
that:

"...there sre sufficent penslties to deter that kind of

activity--intentional interception--in place in the btll...."
Indeed, the technical :ﬂulhon suggests that NO AMOUNT of penalties
in the bill will reduce the wvulnerability of this particulsr type of
systen or offer realistic protection to its users. ‘

.

Perhaps the most disturbing implication of his statement 1s thet he
sasns to regard legsl deterence as a asubstitute for his company's
teking steps to protect the privacy of its customers, especially if
those steps cost money. This is an unfortunate consequence of the
present wording of H.R. 3378, which does not link Federsl protection
to any action on the part of ths service provider. Similerly, RMe.
Amichk indicated that he thought the mere expectation of privecy uas
sufficient to entitle his company's customers to protection,

irraspective of whether or not circumstances made those expectations

16



339

reasonable.

Yhile ue understand the Subcommittee's concern that locpholes in the
present lavs may impose a gr0;¢ uncertainty on communications
providers about the legal status of thn-lr customer's transmissions,
we nust point out that the clear DANGER in H.R. 3378 1s that it
holds out the prospect of those providers being able to shift ALL
COST AND RESPONSIBILITY for privacy protection onto the shoulders of
tha Federal Government (i.e. the public). The Faederal Government
would, in effect, be subsidizing these service providers to an untold
degree, acting as the little Dutch boy rasponsible for plugging

breaches in the rapidly grouwing netuwork of leaky cellular dikes.

Ve bhave come to think of these neuw electronic communications
providers as something askin to developers interasted in building neu
housing at - the edges of a city. They tell the city council “We'd
love to do 1t, your citizens will get all this neuw housing, and we
can offer it to them iast and cheap. But ONLY 31§ ue don't have to
put up walls. If people are concerned about privacy, they can build
their oun walls, or maybe the city can hire more police to keep the
residents from looking at one &nother. It would Just be too
burdensone 1f ue had to give them walls in addition to the many other

wonderful festures we can offer.”

SUMWRY

The Association of North American Radio Clubs recommends six
smendments to H.R. 3378 which we feel will substantially reduce our

concerns about the potential adverse impacts of the bill. These
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ts are su ized in Attachment 1.

Ue supgest that a listing of ospecific types of comunications to be
sxcluyded from privacy protocuoP under the bill, wvhile perhaps

useful , should not be @ substitute to curing other inherent defects.

e have provided information on saveral typss of available scrambling
devices for cellular telephones (and other radio transmitters) which
are wall below the “three to four thousand dollar™ price guoted by a
cellular rasdiotelephone industry representative. More exhasustive
research would probably discover hundreds of these devices, sveilable

at reasonahle cost.

Our i1nvestigations into hou celluler radiotelephane providers in the
Mashington, OC and Austin, Texss markets handled questions about
cellular teleghone privacy. revesled shocking wisrepresentations
which would lead membders of the general public to expact privecy that

cellular radiotelephones cannot provide.

Ve demonstrated that, despite clains tc the contrary by the cellular
industry, their transmissions are resadily accessible in most every

3
hore 1N fmerica, and are so easy to receive that @ child can do it.

We restated our conviction that the prohibition against listening or
intercepting WIRELESS cgnumc-umi 18 almost totally unenforceabls.
And further, that the celiuler radiotelephone industry is attempting
1o shift the responsibility and cost for privacy protection from
their oun shoulders--where 1t belongs--to those of the Federal

Government.

18
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Ue have NEVER argued that anyone has the right to eavesdrop on
private conversations. Ue do argue that--just as the FCC says--those
who transmit their private tnformation on the public’s airuaves over
a broad and populated ares bear the responsibliity for protecting
whatever information they do not want the public to intercept.
¢

It is not the public's duty to clean suay every curbon-pnper; that
may disclose a credit card number, left in a restaurant sshtray. It
ts not the duty of the Fedsral Government {o subsidize new

communjcations technologies at any cost.

It 18 not the right of the cellular radjotelephone industry to impose
an expectatson of privacy so urr-easonale that 1t deprives others of

access to the public domain.

It IS the raight and the duty of Congress to consider facts--not
rhetoric--and the public good when passing PUBLIC laws. Ue ask that

i1t do no less on H.R. 3378.
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RECOMMENDED AMENDMENTS
T0
H.R. 3378
ELECTRONIC COMMUNICATIONS PRIVACY ACT OF 1985

FEBRUARY 27, 1886

AMENDMENT ONE. Sect:on 2510 of title 18, United States Code should

be amended by striking out paragraph (1) and inserting the follouing:
"(1) *electronic communication' means any communicetion made in
whole or part through the use of facilities for the transmission
of signs, signals, uriting, images, sounds, date or int:zll.gence
of any nature in uhole or in part by wire, radio,
electromagnetic or photoelectronic system that affects
interstate or foreign commerce uhere the person originating such
communication exhibits an expcctlttog that such communication
15 not subjsct to interception under circumstances justifying
such expectations.” *

This amendment would provide for wuniformity in epplying the same

“reasonableness test” to electronic communications that is applied to

oral communications.

AMENDMENT THO. Section 2510(4) of title 18, United States Code

should be amended by striking out the wuword "aural™ from the

Attachment
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definition of “intercept”, providing the following definition:

"(4) *intercept’' means the acquisition of the contents of any
wire or oral communication through the use of any electronic,
mechanical, or other device.”
This amendment would remove any anbiguity inherent in using a
derivation of a word--in this case “interception"--in its definition.
[}
AMENDMENT THREE. Section 2510 of title 18, United States Code should
be Aamended by adding at the end the following:
“{12) ‘readily accessible to the public' means that an
electronic communication (1) is truplntitod in an unscraﬂblea
or unencrypted manner; (ii) shares a common modulation type
with other signalss and (it1i) has a wide coverage srea so a= to
be receiveable in populated places." B
This amendment provides a definition for one of the KEY PHRASES in

H.R. 3378,

AMENDMENT FOUR. Section 2511(2) of title 18, United States Code
should be amended by adding at the end the following:

“(g) It shall not be unlawful under this chapter for any person
“(14) to intercept any eolectronic communication which is
transmitted--

"(IV) in an unscrambled or unencrypted manner.”
This would wake it clear that Ql:ctrontc communications which are not
scrambled or encrypted--implying that scrambling or encryption is a
test for the intention cf privacy--are not protected from

interceptton.
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This amendment is a modification of Amrendment Tuo offered in ANARC's
January 3@, 1986 statement to the House Subcommittee on Courts, Civil
Libarties and ¢he Admintstration of Justice. Thies modification is
necessary so that the H.R. 3378 change to Section 2511(2) shoun on

p&ge 2, 1ines 20 through 25 of the bill would not raguirea amendment.

AMENDMENT FIVE. Section 2511(2) of title 18, United States Code
should be smended by adding the following:

“4g) It shall not be unlawful u‘ndor this chapter for any person
“{iv) to manufacture, sell, purchase, possess or use any
type of radio communications receiver for non-criminal
purposes.”

Rhetoric surrounding H.R. 3378 suggests that language attempting to
1imit radio communication recejvers may be forthcoming. Thie

anendment simply reaffirms existing United States public policy.

AMENDMENT SIX. Soction 2511(2) of title (8, United States Code
should he amended by adding the follouing:
*({g) 1t shall not be unlawful undar this chapter for any person
“{v) to intercept any electronic communication causing
harnful interference to any lawfully opersting station.”
This snondment renoves privacy protection from electronic
communications where such protection would make it impossible to

identify and take ections to remove the interfering signal.

-3
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Proposed Changes irn Wording of S. 1667
anad
Reasons For Changing

Sec. 101 FEDERAL PENALTIES FOR THE INTERCEPTION OF
~ELECTRONIC COMMUNICATIONS

1. Definition of the Term “Electronic Communication®

The proposed definition is as follows:

“'‘electronic communication' means any transmission of
signs, signals, writing, images, sounds, data or intelli-
gence of any nature in whole or in part by a wire, radio,
electromagnetic, or photoelectric system that affects
interstate or foreign commerce.”

a. “Photoelectronic System® Rather Than “Photoelectric
Systen”

Recommended additional language:

“'alectronic communication' means any transmission of
signs, signals, writing, images, sounds, data or
intelligence of any nature in whole or in part by a
wire, radio, electromagnetic, or phetoeleetnie photo-
electronic system that affects interstate or foreign
commerce.” (Underscore indicates language to be added,
strikeover indicates language to be deleted.)

In physics, the word “photoelectric® refers narrowly to the
ejection of an electron from a solid by an incident photon.
The word “photoelectronic* refers to the combining of the
technologies of optics and electronics, which is the inten-
tion of the definition,

b. Inclusion of Radio Transmissions Within the Definition
o7 “ELlectronic Communication®

Since the definition of the term "electronic com-
munication* includes radio transmissions, the intercep-
tion of which are also covered by Section 705
(previously numbergd Section 605) of the Communications
Act, how will the jurisdiction of each act be deli-
heated to avoid contradictory results?

for example, the Comnunications Act requires thit the
intercepted radic communication be aso divulged ang
published; Section 2511(1)(2) of the Wiretap Law as
amended by this Act only requires that the electronic
communication be intercepted.

Attachment 2
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¢. Addition of Language from (.'urrent‘ Wiretap Law
Definition cf “Wire Communication- (Sec. 1))

Recommended additional language:

“'electronic communication' means any communication
wade in whole or in part through the use of facilities
Or_the transmission of signs, Signals, writing, ima-

ges, sounds, data or intelligence of any nature 4n

by a wire, radio, electromagnetic, or
{photoelectric] (photoelectronic) system that affects
interstate or foreign comrerce.” (underscore fndicates

Tanguage to be added, strikeover indicates ianguage to
be deleted.)

The additional language is more consistent with the
current defintion of wire communication; this means that
judicial interpretations applied to the earlier definition
may be more easily used as precedent for the new defini.
tion. The additional language, however, in no ways

limits the more varied forms of communication that the new
definition is intended to encompass.

Including the phrase "use of facilities® emphasizes that
the protections are applying to the communications systems
rather than the communications contained within the
system, stressing the fact that the means of communication
and not the content are being regulated, This helps to
avoid potential conflicts between the 1st Amendment rights
for free speech and trying to regulate (and possidly
having to monitor) communications.

d. Addition of Language from Current Wiretap Law
efinition of "Oral Communication et. (2)}

“sglectronic communication' means any {communication
made fn whole or part through the use of facilities for
the] transmission of stgns, signals, writing, images,
sounds, data or intelligence of any nature [in whole or
in part) by wire, radio, electromagnetic or
{ohotoelectric]) [photoelectronic] system that affects
interstate or foreign commerce where the person origi-

nating such comnunication exhibits an expectation that
such communication is not subject to interception under

c!rcumsunces }us 1Tying such expectations. nderscore
nd:cates language to be added.

The expectation of privacy language added at the end of
the definition is consistent with the language currently
employed in the gefinition of “oral communication® in
Section 2510(2) and U.S. Supreme Court decisions on pri-
vacy issues. if it is to be excluded, it is critical that
the legislative history provide some rationale as to why:

2-2
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® The “reasonable expectation of privacy test* is not to

be applied to "electronic communications,” but is to be
applied to “oral communications.” °

¢ *tlectronic communications® are to have absolute pro-
tection, unless subject to one of the stipulated excep-
tions.

Definition of the Word “Intercept®

The proposed amendments to the current definition are as follows:

"‘intercept' means the aurdi—dequisition interception of the contents
of any wire electronic or oral communicatTon through the use of any
electronic, mechanical, or other device.* (Strikeover indicates
language to be deleted, underscore indicates language to be added.)

Our recommendation is that the definition of the word "intercept* be
deleted, and that the "plain meaning" control, as in Section 705 of the
Communications Act. The proposed definition would seem to require that the
¥pTain meaning” of the word “interception® will control.

If the word “intercept* is to have a definition, we would recommend

that in the proposed definition the word “interception® be changed to
"unauthorized acquisition,” and that additional language be added to avoid
1imiting the interception to "through the use of any electronic, mechanical,
or other device."

®'intercept means the imterception unauthorized acquisition of the con-
tents of any electronic or oral communication through the use of any

electronic, mechanical, or other device or other technological means of
interception.* (Strikeover indicates language to be deleted, underscore
ndicates

anguage to be added.)

Lack of Definitions for the Terms “xccess,” “Electronic Communication
Systems ectronic (ommunication dervices rovider of Electronic
Tommynication Jervices,” ang "User of Electronic Communication Services"
S. 1667 does not contain any definitions for the above terms. At this

time, we would like to proposc the following definition for the word
"access”:

“raccess’ means to instruct, interact or communicate with, intercept,
or Gtherwise make use of any resources of an electronic communication
system.*

2-3
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Exceptions With Respect to Electronic Communications

a. Proposed Section 2511(2)(g)(4)

»(g) 1t shall not be unlawful under this chapter for any
person--

(1) to intercept an electronic communication made
through an electronic communication system designed so that such
electronic communication is readily accessible to the public.®

What does "readily accessible” mean? What would bz the difference
between“readily accessible” and “accessible”?

b. Proposed Section 2511(2)(g)(i9)(11)

“{g) It shal) not be unlawful under this chapter for any
person--

(ii) to intercept any electronic communication which is
transmitted-- .

Ell) by walkte-talkie, or a police or fire com-
munication system readily accessible to the public.

Same problem with “readily accessible” as described in *a.” above. The

term *walkie-talkie® is & layman's term, is technologically restrictive, is
covered by the proposed Section 2512(2)(g)(1) (“an electronic communication

made through an electronic communication system designed $0 that such

electronic communication is readily accessible to the public®), and can be

deleted.

SECTION 1. SHORT TITLE

For the reasons given below, we recomnend changing the title to
“Electronic Surveillance Act of 198S5.F

*  The term "Electronic Surveillance® rather than “Electronic
Communications Privacy® is more representative of the issues
addressed in the provisions of this Act and the Wiretap Law,

which it amends.

®  The major purpose of the provisions is to regulate the cir-

cumstances under which government agencies may conduct
electronic surveillance upon electronic communications
systems,
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Privacy is not the main thrust. The most widely quoted
recent definition of privacy is probably Alan Westin's:
“privacy is the ¢laim of individuals, groups or institutions
to determine for themselves when, how, and to what extent
information about them 15 communicated to others.®

The provisions of this Act do not provide controls over "when, how,

and to what extent information... is commynicated.® Rather, it seeks to
provide protections to the electronic communications systems so that when 2
communication is made, there will not be any unauthorized interception.

. This Act attempts to control the communication systems, not the com-

- munications contained within the systems.

Mote: an advantage of emphasizing the providing of protections to the
electronic communications systems rather than the communications contained
within the systems, is that it avoids potential conflicts between the lst
Amendment rights for free speech and trying to regulate (and possible having
to monitor) communications.
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The U.S. Navy, which comeissioned the sudy, plans o relcase
it on April 1. In lase Murch, Graves briefod legislasors oa Capitol
Hill in Washingion, DC, and stase officials in Madison, W1, and
Lansing, MJ, oo the stedy findings.

‘The Navy prepared a 38-page appendix 10 the 290-page AIBS
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preemption at this time. But it wamed that, Should non-
federal RF radiation standards be adopted, adversely af-
fecting a licensee’s ability to engage in commission-
authorized activities, the commission will not hesitate to
consider this matter at that time. ™

@ Though the FCC had originally proposed to key its ac-
tions under NEPA to the Occupational Safety and Health
Administration’s (OSHA) 10 mW/cm? standard, because
the OSHA standard was based on the old ANSI standard,
which was revised in 1982, the commission decided to
base its rules on the more recent guidelines.

Dr. Robert Powers, FCC's chief scientist, will outline
the new rules at a panel discussion on non-ionizing radia-
tion at the Annual Convention of the National Association
of Broadcasters in Las Vegas, NV, the week of April 14.
And Cleveland will address the rules at the May 14-17 An-

EXCERPTS

nual Meeting of the Electromagnetic Energy Policy Al-
liance in San Diego, CA. Excerpts of the FCC’s **Repon
and Order ™ appear below.

The FCC began considering radiation hazards in 1979
when it issued a Notice of Inquiry (NOI). In February
1982, the commission proposed the fules which it has now
adopted with some revisions (sec MWN, March 1982).
Nineteen organizations filed comments and reply com-
ments on the FCC's proposal (see MWN, September
1982). Comments on the new proposal are due on June 19,
with reply comments due on July 19.

The “Report and Order™ appears in the March 20 Fed-
eral Register, (50 FR 11151}, and the proposed revision
appears in the March 18 Regisrer (50 FR 10814). For more
information, contact FCC's Cleveland at (202) 632-7040 or
Stephen Klitzman at (202) 632-6405. ©

FCC'’s RF Human Exposure
Rules Under NEPA

_ Reprinted below are excerpis from the Federal Communica-
tions Commission’s (FCC) rules 10 consider radiofrequency (RF)
hazards under the National Environmental Policy Act (NEPA).
All jootnotes have been deleted from the original FCC text,
which appeared in the March 20 Federal Register (50 FR 11151).
These rules are part of FCC's General Docket No. 79-144. They
were adopted on February 26 and releasedon March 14.

Summary

1. The Commission is amending Part | of its rules implement-
_ing the National Environmental Policy Act of 1969 (NEPA), 42
U.S.C. 4321 er seq. (1976). The amendment provides for envi-

. ronmental analysis of major Commission actions that may result
in non-compliance with applicable health and safety guidelines
for radiofrequency (RF) radiation. Our processing guideline for
determining the significance of human exposure 10 RF radiation
will bz the "Radio Frequency Protection Guides" adopted in
1982 by the American National Siandards Institne (ANSI). At
this time, the sule amendment will only apply 10 major actions
taken by the Commission with respect to the following facilities
authorized by the FCC Rules and Regulations: (1) broadcast facil-

ities authorized under Pan 73; (2) broadcast facilities authorized -

under Part 74 (Subparts A and G only); (3) satellite-earth stations
authorized under Pant 25; and (4) experimemal facilities au-
thorized under Part 5. An accompanying Further Notice of Pro-

Proposed Rule Making (NPRM) on February 18, 1982, propos-
ing...that applicaliOns for equipmem authorizalions would be
trealed as major actions™ lnggcnng environmental assessment
when the equipmen) in question did not comply with RF radiation
emission standards. It was also proposed that applications for
construction permits or licenses to transmit would be treated as
“major actions™ triggering environmental assessment when the
proposed operation would result in the exposure of workers or the
general public to levels of RF radiation in excess of safe levels
established by federal agencies which have jurisdiction to set
suchstandards.
. Discussion

A.General

4. A total of twenty-three filings of comment