1984: CIVIL LIBERTIES AND THE
NATIONAL SECURITY STATE

- HEARINGS

BEFORE THE

SUBCOMMITTEE ON COURTS, CIVIL LIBERTIES,
AND THE ADMINISTRATION OF JUSTICE

OF THE

COMMITTEE ON THE JUDICIARY
HOUSE OF REPRESENTATIVES

NINETY-EIGHTH CONGRESS
FIRST AND SECOND SESSIONS
ON -

1984: CIVIL LIBERTIES AND THE NATIONAL SECURITY STATE

NOVEMBER 2, 3, 1983, AND JANUARY 24, APRIL 5, AN) SEPTEMBER 26,
1984

Serial No. 103

T

Printed for the use of the Committee on the Judiciary

U.S. GOVERNMENT PRINTING OFFICE
40-209 O WASHINGTON : 1984



COMMITTEE ON THE JUDICIARY
PETER W. RODINO, Ji., New Jersey, Chairman

JACK BROOKS, Texas

ROBERT W. KASTENMEIER, Wisconsin
DON EDWARDS, California

JOHN CONYERS, Jr.. Michigan
JOHN F. SEIBERLING, Ohio
ROMANO L. MAZZOLI, Kentucky
WILLIAM J. HUGHES, New Jersey
SAM B. HALL, Jr., Texas

MIKE SYNAR, Oklahoma
PATRICIA SCHROEDER, Colorado
DAN GLICKMAN, Kansas
HAROLD WASHINGTON, Illinois
BARNEY FRANK, Massachusetts
GEO. W. CROCKETT, Jr., Michigan
CHARLES E. SCHUMER, New York
BRUCE A. MORRISON, Connecticut
EDWARD F. FEIGHAN, Ohio
LAWRENCE J. SMITH, Florida
HOWARD L. BERMAN, California

HAMILTON FISH, Jg.. New York

CARLOS J. MOORHEAD, Caiifornia

HENRY J. HYDE, lllinois

THOMAS N. KINDNESS. Ohio

HAROLD S. SAWYER, Michigan

DAN LUNGREN, California

F. JAMES SENSENBPENNER, J&.,
Wisconsin

BILL McCOLLUM, Florida

E. CLAY SHAW, Jr., Florida

GEORGE W. GEKAS, Pennsylvania

MICHAEL DeWINE, Ohio

ALAN A. PARKER, General Counsel
GARNEER J. CLIKE, Staff Director
Aran F. CorFEy, Jr., Associate Counsel

SuscoMMITTEE ON CouRrTs, CiviL LIBERTIES, AND THE ADMINISTRATION OF JUSTICE
ROBERT W. KASTENMEIER, Wisconsin, Chairman

JACK BROOKS, Texas

ROMANO L. MAZZOLI, Kentucky
MIKE SYNAR, Oklahoma
PATRICIA SCHROEDER, Colorado
DAN GLICKMAN, Kansas
BARNEY FRANK, Massachusetts
BRUCE A. MORRISON, Counecticut
HOWARD L. BERMAN, California

CARLOS J. MOORHEAD, California
HENRY J. HYDE, Illinois
MICHAEL DeWINE, Ohio
THOMAS N. KINDNESS, Ohio
HAROLD S. SAWYER, Michigan

MicuaEL J. ResmingTON, Chief Counsel
Gaw Hiceins Focaary, Counsel
Davip W. Beigr, Counsel
DeBoraH Leavy, Counsel
TroMAs MOONEY, Associate Counsel
JosePn V. WoOLFE, Associate Counsel

(11 ¢)



CONTENTS

HEARINGS HELD

Page

November 2, 1983 ..ottt ettt s sen sttt
November 3, 1985.................... 49
January 24, 1984 ..o, .. 133
April 5, 1984........c.oiiii et e . 259
September 26, 1984 ... et ettt s b ersenas 331

WITNESSES
Abrams, Floyd, attorney, Cahill, Gordon and Reindel ..............cccoouruerverievcnrnrnennes 3
Prepared statement ............ccovveveeriiiiereieiievesieniieesinssesseinns 6
Bamford, James, author of “The Puzzle Place™ ............cc.c.ce....... 36

Prepared statement .........cccocenveeveeiveniiineeieevenrseseseresese s 38
Bok, Sissela, professor, Harvard University ............. 246
Prepared Statement ..........ocvevrvevereverienrnesiesieseniiaenens 251
Brinkley, David, senior correspondent, ABC News... 13
Prepared statement ..........ccccoeiveveneeveeienris eereaierreneens 4
Carr, James, U.S. magistrate........cccooooooromrienrinnnrnnsiesnnin, 146
Chancellor, John, senior commentator, NBS News 12
Prepared StAtEMENL .......c.c...ccviinieeieiriee e ersree ettt resesesraes et s sesseesstsasaens 12

Davida, George I., professor, Department of Electrical Engineering and Com-
PULET SCIEMICE.......c.ccoovirniiveriirietiit e e e ersts s et r et es bbbt st sessraa s banssresesessstsens 90
Prepared statement ...............cococeererieimveenieiie et sees e riaesens 93
Goldsmith, Michael, professor of law Vanderbilt Law School 151
‘ Prepared SEALEIMEIL ......e.vovevieeer e et eesee et e s etea s seaetessees s etss s et s s asessansterasas 158
Hoffman, Alexander C., chairman, Direct Marketing Association Inc 308
Prepared SEALBINENE w.v......coooooereseeemsesoeesoessoemsee oo cneeeosssesssse oo s ee oo 311
Joyce, Edward, president, CBS News 9
Prepared statement ...........ccooouoeieveiieineeecnee e 11
Laudon, Kenneth C., professor, of Computer Applications.. 296
Prepared SEALEINENIL <......cvvorseeeeerneeenveseessnersremeeseessteesosoers oo 304

Lawton, Esq., Mary C., Director, Office of Intelligence Policy and Review,
Department of dustnce ................................................................................................. 366
repared StAtEMENL ...........c..uoeeeveeeieeeieer e et eaenes 3n
Magrath, Peter C., president of the Umversnty of Minnesota 59
Prepared SEALRINENIE ....oovv.e oo oeemeeeevee et srseeeeeeessesememeeems e 51
McGehee, Ralph W., former CIA agent, author of “Deadly Deceits” 41
Prepared SEALEINENL ....e.vooveeroenerre s seeeeesrseesesesseenesesseteesementeeens oo 44

Oettmger, Anthony G., chairman, Information Policy Research, Harvard Uni-
versity

Prepared statement
Plesser, Esq., Ronald L., Blum, Nash &
Prepared StALEMENL .............oooeereoeoeessoessoe s
F;x"ank, president, National Aca
Prepared statement .........

Schwartz, Herman, professor

Preﬁared StAtemMEeNnt .....cccoceevevreereeecreene e
Shattuck, John, vice premdent fo gove ment,
Affalrs for Harvard University ... .
red statement ..............ccoeeeveeererivenienrennns

Smlth bert E., publisher, Privacy Journal ..

Prepared SERLEIMENE <.rvovevee e eeeer e oeeeerserreroeeseersss oo
Trabow, George B., professor, the John Marshall Law School
Prepared statement ... e et s sees st s e 326



AY

Page

Unger, Stephen H., professor, Computer Science Department ............ccccvvvvinrnne 118
Prepared Statement .........ccoooooviiiiveieeeniinneee s 123
Ware, Willis H.. corporate research staff, Rand Corp ............ 218
Prepared statement ..., e cee st g e ea s rean e e seene 222
Willenbrock, Karl F., chairmai, IEEE Technology Transfer Committee............. 99
Prepared SLAteMENt .......c.coovviiriiiereeicreinieienestnriesenieriniseetsiantetaaesnsnes i terssesenes 105

_ ADDITIONAL MATERIAL
Committee insert, essay. Up Against Them ..o 23
APPENDIXES

ApPPENDIX 1

APPENDIX l‘*MlSCELl.ANPJOUS ARTICLES

Cronkite, “Orwell's ‘1984’ —Nearing?.”" New York Times, June 5, 1983............ 393
Abrams, “The New Effort to Contro} Informatior,”” New York Times Maga- -

zine, September 25, LB ... ..o et saare e on 394
Shattuck, "“National Security a Decade After Watergate,” Democracy (Winter, 01

L . 5 1 S OO DT SO SRR PSS SR ORUPUTUPRTRP
Emerson, “The State of the First Amendment as We Enter ‘1984, " Yale L.

Rep. 15 (SPrINg, J9BA) ..ottt st s sr s s s sesesescssaens 417

APPENDIX II—MATERIALS RELATING TO RESTRICTIONS ON THE PRESS IN GRENADA

House Resolution 384, 98th Cong. 1st Sess. (1983).....c.occcvvviierviieenneririeccennne 425
News Release by the Secretary of Defense dated August 23, 1984, and at-
tached Final Report of the CJCS Media Military Relations Fanel (Sidle

PANEL ...ttt seeresasace e st e e eaa e na st s s s eben e b areteasonbanesereesaserentasearans 427
Humphries, “Two Routes to the Wrong Destination: Public Affairs in the
South Atlantic War.,” 36 Naval War C. Riev. 57 (No. 3y (1983) ... s 447
Gottschalk, * ‘Consistent with Security’ . . . A History of American Military
Press Censorship,” 5 Comm. and the Law 35 (1983).........ccccccrteuvnervesecenerererreccnceees 463
“U.S. Troops Remove Four Reporters,” Washington Post, Octaber 27, 1983 ....... 481
“Invasion recy Creating a Furor: Speakes Complained in Memo,” Wash-
Ington Post, October 2T, T983..........oicvvvieinierineniesereieeenesteressensesarsuessessessestessssesns 482

“Administration Limits News of Grenada,”” New York Times, October 27, 1983 484
“U.S. Forces Thwart Journalists’ Reports,” Washington Post, October 28, 1983 485

*‘Censoring the Invasion,” Washington Post, October 28, 1983...............cccccccine 486
McCloskey, “Invasion and Evasion,” Washington Post, October 28, 1983............ 486
“U.S. ‘News Control’ on Grenada,” Washington Post, October 28, 1983. .. 4817
“In Barbados, a Restless Press,” Washington Post, October 29, 1983.. 488
“Information Qut of Sync,” Washington Post, October 29, 1983 .......... .. 489
Lewis, “What Was He Hiding?,” New York Times, October 31, 1983.................... 490
“Admiral Fights 2 Battles: With Grenada and Press,” Washington Post, Octo-

BDEE B1, 1983 ...ttt et cv s e s e e v e aessass s e s st b ree s seeeesetasean e srebanssnesenes 491
Grunwald, “Trying to Censor Reality,” Time, November 7, 1983 .......................... 494
“U.S. Press Curbs in Grenada May Affect International Debate,” New York

Times, November B, 1983 ..........cc.iiiiernriirerineeresersiennrecsestssesesssesseseessssessessessssesns 495
Cohen, “Hey!”, Washington Post, November 13, 1983.............cccovvueeivercncnrnvennnranne 496
“Irllg%rémation Blackout Revives Old Issues,” Washington Post, November 15, ;97
Cartoon bv Herblock, Washington Post, November 16, 1983............. ... 499
“Shultz Defends Press Ban,” Washington Post, December 16, 198+« ...................... 500
Johnson, “Echoes,” Washington Post, January 29, 1984 (results of Harris Poll

on the press in Grenada) ..........co.coveevverecnviiecnrerisrcsnre s sreseieennns eveveererenrerenebenenes 501
Middleton, “Barring Reporters From the Battlefield,” New York Times Maga-

zine, February 5, 1984 ...t st srssaeteesaesrassssssens 502

“U.S. Bars Reporters From Naval Exercises,” Washington Post, May 6, 1984 ... 506
“Ples;lstrgon Plans Media Pool to Cover Missions,” Washington Post, August 24,



v

Page
“Pentagon Forms War Press Pool. Newspaper Reporters Excluded,” New
York Times, October 11, 1984 ... v 508
Letter to House Committee on the Judiciary from Thomas J. Roche, Jr., dated
November 4, 1983 ...........ccocoiioiieieeioriee it ca o tsaiesr s cttiasnaeite tainasstssaanttaseseratenes 510
Le{:st;%r to Hon. Robert W. Kastenmeier from John Hendry wated October 30, 5
O ettt et e ettt et aaa ket L h R4S et aad e Rt E et e RS LS e b et et et eenaarentebiant s 511
Letter to Hon. Robert W. Kaxtenmeler from Ralph D. Bradway dated Novem-
ber 8, 1983 512

Letter to Hon. Robert W. Kastenmeier from Elbert N. Mullis, Jr. d
NOVEMDBET 4, 1983 . ...t e s et e tesaa s saaeesars 1 aesasrestseas srenaes 514

Letter to David Brinkley from S.H. Byers, President, Byco, Inc., dated Novem-
ber 4, 1983

APPENDIX III—PREPUBLICATION REVIEW PRACTICES BY GOVERNMENT AGENCIES

Bamford, “How I Got the N.S.A. Filess How Reagan Tried to Get Them
Back,” Nation, November 6, 1982 ............cocoecvoveveeriiriee oo eeesis e reetesesan e e 516

Memorandum from William French Smith, Attorney General, to heads of
offices, boards, divisions and bureaus, dated March 11, 1983, regarding

Presidential Directive or Safeguarding National Security Information........... 519
Burnham, '‘The Silent Powver of the N.S.A,” New York Times Magazine.
March 27, 1988............coieierect ettt v st st sses st senentni e 526

Letter to Hon. Glenn English from Lincoln D. Faurer, Director, N.S.A., dated
June 14, 1983. Attaehmu't Responses to questions from Representatlve
Glenn Enr TISI o es e e et et eber et et e an s san s enatan 532
Letter to Hon. Robert W. Kastenmeier frem Don Sellar, Prairie Correspond-
ent, Southam Ne:s of Canada, dated October 28, 1983. Attachments: ‘“FBI
(iuizzes Canadian Correspondent About Source of Defense Information,”
the Washingtor. Post, September 1, 1983. Arvidson, *The FBI Bears Down,”

Columbla Journaliem Review, September/October 1983............c.cccccoeveivereeenenes 541
Taubman, “Seci:1. Ny Agency Bars Access to Nonsecret Material, Library
Records Show,” New York Times, April 28, 1984 .........cccoovoveviccrcecs s 546

R. McGehee, Deadly Deceits 196-203 (Appendlx This Book and the Secrecy
ABTCEIMENL) ettt eere et eetasateses et assae et srassasaseststeststass sestesssenersestasernsessssanes 548

APPENDIX 2

APPENDIX I—MISCELLANEOUS MATERIALS

Letter from Professor George 1. Davida, University of Wisconsin—Milwaukee,
to Hon. Robert W. Kastenmeier, dated October 28, 1983. Attachment:
“American Council on Education, Report of the Public Cryptography Study
Group,” February 7, 1981 .........ccovvimiiienirinirnestsenreesesssssessesssssssssssssssasssssssesons 557
Letter from Jonathan Knight, Associate Secretary, American Association of
University Professors, to David Beier, Esy., Counsel, House Committee on
the Judiciary, dated October 31, 1983. Attachment: “American Assoc1at|on

of University Professors, Government Censorship and Academic Freedom’'. 583"
“American Association for the Advancement of Science, Project on Secrecy
and Openness in Scientific and Technical Communication,” October 1983 ..... 595

Letter from William D. Carey, Executive Officer, American Assgociation for
the Advancement of Science, to Hon. Robert Kastenmeler dated February

15, 1984t ce st assaa e s st st st sesssases e st sestasaassass s s sessesasssnasastsesesnusaeastsessese 598
Letter from A. Bartlett Giamatti, President, Yale University, to Hon. Robert
Kastenmeier, dated December 12, 1983 . .......c..ccoovoievenenrnnceceenrcstreeeniss e 601

APPENDIX II-—ARTICLES AND PAPERS

“American Civil Liberties Union, Free Speech, 1984: The Rise of Government
Controls on Information, Debate and Association,” July 1983..........cccccoevueecne 602
Relyea, “Shrouding the Endless Frontier—Scientific Communications and Na-
tional Security: Considerations for a Policy Balance Sheet,” 1 Gov't. Infor-
mMAation Q. 1 (1984) ........c.ccvurirnivererirerie st e e sseeseatse s st ssaasseastsssnassssesssssssasssarenses 631
Gelbspan, “U.S. Tightening Access to Information” (3-part series), Boston
Glcbe, January 22, 23, 24, 1984
Ehlke & Relyea, “The Re an Administration Order on Security Classifica-
tion: A Critical Assessment " 30 Fed. Bar News & J. 91 (1983) .....coocevevecricenene 652




Vi

. Page
“American Association for the Advancement of Science, Scientific Freedom
and National Security,” June 1984 ........c.ccoooeiiiiricrircce et enestanaes 660
“Federal Restrictions on Research: Academnic Freedom and National Securi-
ty,” Academe, September/October 1982 at 19......ccooovvvcirie e sercsereenes 668
Gray, “Technology Transfer at Issue: The Academic Viewpoint,” IEEE Spec-
trum, Mayg 1982, 8t 64 ...t ces st e s sseaaees 671
Wallich, “Technology Transfer at Issue: The Industry Viewpoint,” IEEE Spec-
trum, May 1982, at 69 ......ccooeiriiiriiiicniccit st ecsceescsraeses e s sesssssraesessasases 676
Pyle, The Invasion of Privacy, 34 Proc. of the Acad. of Pol. Sci. 131 (1982)......... 682
Kamen, ““Appeals Court Upholds CIA Censorship of Article,” Washington
Post, Oct.oY)er 5, 1983 et et sesss s e aes s s e s asrsa e e sessstaenes 694
“National Security and Scientific Freedom,” AAAS Committee on Scientific
Freedom and Responsibility Bulletin, September 1982 .............ccccoovinicivevnnnnnee. 695
Massachusetts Institute of Technology, Interim Report of the Committee on
the Changiné Nature of Information, March 9, 1983...........ccccovvmrvecnnrnoinens 698
Unger, “The Growing Threat of Government Secrecy,” Technology Review,
February/March 1982 at 31 ..o ctrceces e sasrsas st esseesssssenses 706
R. Park, Scientific Freedom: Where Does Congress Stand? (unpublished 17
PAPET ..o iotiirireeiiinntieienreisitaneecatesstensessattesnasssssatesssssasnstasasssastansassaassiesaasstessassstossesasssoes
Chalﬁ? “Commentary on the NAS Report,” 8 Science, Technology, & Human
Values 21 (19BB)..... ..o iiiiceiceicr et et sesesemecasesstscsecens saesessssetnasesssencssasessssvsserass 128
Rosenbaum, Tenzer, Unger, Van Alstyne & Knight, ‘““Academic Freedom and
the Classified Information System,” 219 Science 257 (1983)........cccccvevcvveevcenrnuene 734

American Association for the Advancement of Science, Committee on Scien-
tific Freedom and Responsibility, National Security and Scientific Commu-
NICALION (JUNE 1982).......cccviieiieieiiitieere e crr e cce s eescsscaesassse s sstossssassesnssssssssserasssess 137
W.D. Cooke, T. Eisner, T. Everhart, F. Long, D. Nelkin, B. Windom, E. Wolf,
Restrictions on Academic Research and the National Interest (unpublished

PBPET).cavereceeenersceieesanrinsess sorsssessasessensansessassasstessssssassssssatssssssssssosassssnssssssesssnsessesssssecases 749
Ferguson, “Scientific Freedom, National Security, and the First Amendment,”

221 Science 620 (1983).....cc.coeuieeieieeeeee e eeceesreeee e cevcesasse s eessvesssssesasasessstesasesens 769
Ferguson, ‘“‘Scientific and Technological Expression. A Problem in First

Amendment Theory,” 16 Harv. CR.-C.L. L. Rev. 519 (1981)......cccevervevcevrvrannnnes 115
Corson, “What Price Security?,” Physics Today, February 1983, at . 81
Pike, “When Science is Outlawed.” Inquiry, March 29, 1982, at 21 .. 822
Harvard University, Federal Restriciion: on the Free 7o of Acad -

mation and Ideas, January 1985 .........c.cooviiiinic e oo 827

APPENDIX 3

APPENDIX I—ARTICLES

Soma & Wehmhoefer, “A Legal and Technical Assessment of the Effect of

Computers on Privacy,” 60:3 Den L.J. 449 (1983)........cccovvevremvecvvcernrrnnnnes 862
*“The High-Tech Threat to Your Privacy,” Changing Times, April 1983, at 61... 897
Dubro, “Your Medical Records. How Private Are They?”’ California Lawyer,

APril 1983, @t 33 ... ettt estssees st en 900
Neustadt & Swanson, “Privacy and Videotex Systems,” Bvte, July 1983 at 98.. 903
Smith, “Probing the Capitol's Drug Store,” ¢ Privacy Journal, September 1983 905

Attachment: Advertisement for Compuberizc‘:ly Prescription System at

Giant Pharmacies............c.eccocevvirreeeneiineceeeerennesensessnens revvreteeerene 906
Boorman & Levitt, “Big Brother and Block Modeling,” New York Times,

November 20, 1983..............oo et eeesesee st sassessesssassessassrasseesees 907
Boorman & Levitt, “Block Models and Self-Defense,” New York Times, No-

VEMDET 2T, 1983 ...ttt st res s s asees st sessessseassssssnsrssrmesessens 908

Rule, McAdam, Stearns, & Uglow, “Documentary Identification and Mass
Surveillance in the United States,” Social Problems, December 1983, at 222. 910
Clynggr. “Privacy Threats Worry Americans,” New York Times, December 8,

TOBB ..o e b etse st r st e sre s s 923
Burnham, “IRS Starts Hunt for Tax Evaders, Using Mail-Order Concerns’

Lists,” New York Times, December 25, 1983..............cccccceeees 923
Brownstein, “Computer Communications Vulnerable as Privacy Law Lag

Behind Technology,” 16 National Journal 52 (1984)............co..oc.e.... 926
Burnham, “IRS Seeks Links to County Computers in Texas to Find Debtors,”

New York Times, March 13, 1984............c...cvuvmienrncnnnne. 932

Burnham, “U.S. Agencies to Get Direct Link to Credit Records,” New York
Times, APFil 8, 1984.....quiiiiiieceeee e s teeeeseor s s s et sessen s smsrnns 933



A2

Grier, “Who'’s Snooping and How? U.S. and U.S.S.R. ‘Peer Into Mist',” (pts. 2-
6), Christian Science Monitor (April 17, 18, 19, 20, 23, 1984)........c...ooeveverireeren.
Earley, “Government to Share Deadbeat, List With Private Credit-Rating
Bureaus,” Washington Post, April 25, 1985 ..........cco.ooiiereeereerniic i
Shattuck, “Computer Matching is a Serious Threat to Individual Rights,” 27
Communications of the ACM 538 tJune 1984)..........ccoeervmreiviieirivrerecrerseeensrsennne
Burnham, “IRS Rejected in Hunt for Estimated Income Lists,” New York
Times, October 31, 1984 .......cocooovvrmiicece et e e seas e s s s snans
University of Maryland, Center for Philoscphy and Public Policy, “Privacy in
the Com.puter Age,” QQ, Fall 1984 ................... evreverte bt oot er e s serroraerasasaetenare

APPENDIX 11—MISCELLANEOUS MATERIAL

The Direct Mail/Marketing Association’s ‘‘Suggested Guidelines for Personal
Information Protection” (1982).........cc.ocveeeerienrctnnrincereneeeesesee s saseeessees
Mational Defense University, Department of Defense Computer Institute, *‘Se-
lected Computer Articles 1983-84" ............c.cocevooioeieeieeeereeere e etrt e ieeanin
Yudovich, “Administrative Surveillance—A Means of Police Repression,” De-
ggmber 6, 1983 (translation prepared by Radio Liberty Research (RL-454/
3] eeerereee e bt r e et et e ae s s eesees s sesrranasnaaeesis s rast e st erassardseeesssaranarasses
Marx & Reichman, ‘“‘Routinizing the Discovery of Secrets,” 27 American
Behavioral Scientist, March/April 1984, at 423...........coovviveevrvcriececerereeiereeenee
Letter to Hon. Robert W. Kastenmeier from Robert A. McConnell, Assistant
Attorney General, U.S. Department of Justice, dated March 30, 1984

APPENDIX 4

APPENDIX 1—~LEGISLATIVE MATERIALS
H.R. 6343, 98th Cong., 2d Sess. (1984)

APPENDIX II—CASES

U.S. v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980)
U.S. v. Seidlitz, 589 F.2d 152 (4th Cir. 1980)
U.S. v. Butenko, 494 F.2d 593 (3d Cir. 1974).......cccocccvreuvereucennee.
People v. Teicher. 52 N.Y. 2d 638 (Ct. of Appeals, 1981)
People v. Teicher, 395 N.Y.S, 2d 587 (Sup. Ct. 1977)
State v. Jennings, 611 P.2d 1050 (idaho, 1980)

US. v. New York Telephone Co., 434 U.S. 159 (1977)
Simmons v. Southwestern Bell Telephone Co., 452 F. Supp. 392 (W.D. Okla.

1978)
US. v. Holl, 488 F.2d 193 (1973)......ccoorerrreeeceereveeercncernion
Smith v. Vunker, 356 F. Supp. 44 (S.D. Ohio 1972)
Jabara v. Webster, — F.2d — (6th Cir. 1984) .......ccccoceoovvvrrnenrrerrrerirnnnee
State of Kansas v. Howard, — Kan. — (Kan. Sup. Ct. 1983)

People v. Dezek, Mich. App., 308 N.W.2d 652 (1981)

plication of Order Authorizing Interception of Oral Communications and
ideotape Survelliance”, 513 F. Supp. 421 (1980)

U.S. v. Torres, — F.24 — (7th Cir. 1984) :
U.S. v. Bowler, 561 F.2d 1323 (1977)

APPENDIX HI—ARYICLES AND MISCELLANEOUS MATERIALS

Burnham, “Can Privacy and Computer Coexist?,” New York Times, Novem-

DEE 5, 1988......coeeirtiere ettt teserssse st s s e ses s ses s e s e a s s sasn s ans e anranaeas
Brownstein, “Computer Communications Vulnerable as Privacy Laws Lag
Behind Technology,” 16-2 Nat’l Journal 52 (January 14, 1984) ..............c.........
Globe, “Spy Tech,” Christian Science Monitor (pts. 1-6) April 16, 17, 18, 15,
20, ANd 23, 1984...........ooeee ettt ettt e re st e r b nns
Schrage, ‘‘U.S. May Tighten Electronic Net to Control Software,” Washington
Post, May 6, 1984
Bug:hagn,l 9?4%8&“ Orders Action on Eavesdropping,” New York Times, Octo-
L o G T YOO
Serrill, “The No Man’s Land of High Tech,” Time, January 14, 1985...................
Letter from U.S. Department of Justice, Criminal Division, to Hon. Robert W.
Kastenmeier, dated December 27, 1983, with attachments

Page
934
943
945
949
951

957
963

967
972
1002

1006

1015
1017
1026
1048
1059
1073
1080

1113
1119
1128
1132
1146
1167

1175
1178
1217



1984: CIVIL LIBERTIES AND THE NATIONAL
SECURITY STATE

WEDNESDAY, NOVEMBER 2, 1982

HousE OF REPRESENTATIVES,
SuscoMMITTEE ON Courts, CiviL LIBERTIES
AND THE ADMINISTRATION OF JUSTICE
oF THE COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met at 9:30 a.m. in room 2141 of the Rayburn
House Office Building; the Honorable Robert M. Kastenmeier
(chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier, Mazzoli, Synar, Schroe-
der, Glickman, Morrison, Moorhead, Hyde, DeWine, Kindness, and
Sawyer.

Staff present: Deborah Leavy, David W. Beier, counsel; Joseph V.
Wolfe, associate zounsel; Audrey Marcus, clerk.

Mr. KasTENMEIER. The committee will come to order.

Mr. SyNAR. Mr. Chairman.

Mr. KasteENMEIER. The gentleman from Oklahoma.

Mr. SyNArR. Mr. Chairman, I move the committee permit the
meeting this morning to be covered, in whole or in part, by televi-
sion broadcast, radio broadcast and/or still photography, pursuant
to rule 5 of the committee rules.

Mr. KasteNMEIER. Without objection, the motion is agreed to.

The Chair will state that some of our memhers are in party
caucus and will be here momentarily. Prior to hearing any formal
opening statement, I would like this opportunity to put our hearing
in an institutional and historical context.

Throughout our Nation’s history there has been tension between
the first amendment and other governmental interests. Resolution
of these competing needs has been a difficult and often stormy
process. Frequently, we think in terms of these many conflicts
being resolved by the Federal courts. As vital as preservation of
that forum is for all of us, the courts are not the only place for
dealing with these issues.

As Holmes said several decades ago, “It must be remembered
that legislatures are the ultimate guardians of the hbertles and
welfare of the people in quite the same degree as the courts

Those of us fortunate to serve in an elected capacity in Congress
or elsewhere have a special responsibility to uph-ld the Constitu-
tion. In the past decade this rommittee, indeed, this subcommittee,
has been involved in more than one of these disputes. My col-

(1)



2

leagues and 1 joined together in a bipartisan effort to respond to
the Supreme Court decision in Stanford Daily v. Zurcher.

We have undertaken similar initiatives dealing with reporter’s
privilege, privacy protection from intrusive wiretapping in terms of
domestic law enforcement, to the passage of the bill on the Foreign
Intelligence Surveillance Act, and even prior to that, to ridding
ourselves of title II of the Internal Security Act, wherein this
Nation maintained detention canips similar to those that were uti-
lized at the outset of World War I1.

I recite this history to establish that these hearings are part of
an historical continuum. The issues we will address today are not
partisan in nature. They are part of a diligent oversight of the ex-
ecutive branch.

We begin the first of 2 days of the series of hearings on ‘“1984:
Civil Liberties and the National Security State.” Since George
Orwell penned his famous novel of life under “Big Brother,” the
year 1984 has had an eminous sound, threatening to ring in an era
in which civil liberties would be crushed under the heels of the
State.

The very fact that we hold these hearings today is solid evidence
that such a world has not yet arrived. But Orwell’s “1984” was not
intended to be a promise or even a prediction. It was a warning.
The coming of the year 1984 thus offers a unique opportunity to
examine the state of our civil liberties as well as what the future
may hold in the light of Orwell’s fears and our own.

Among the most important themes developed by Orwell is the
justification used by the State for the development of both secret
surveillance over activity of its citizens and control over informa-
tion through the “Ministry of Tru&h v

In ““1984" the rationale for repression was the existence of total
war. In our era, it may well be the creation in the last quarter of

“\the century of a new culture, a national security culture protected
from the influences of American life by the shield of secrecy.

The evolution of national security as the predominant concern of
the Federal Government appears to have been influenced by both
increased international tensions and shifts in ideology.

In the years that immediately followed the Second World War,
concerns over national security produced statutes that reduced the
flow of information: the Atomic Epergy Act, the Patent Secrecy
Act, the McCarran Act. These were enacted at a time when a
heightened sense of conflict in foreign affairs coincided with the
rise of McCarthyism.

As the Nation passed through the cold war phase, the country’s
laws and information practices gradually changed in the other di-
rection. Congress enacted measures aimed at privacy: the Privacy
Act, the Bank Records Secrecy Act, the Foreign Intelligence Sur-
veillance Act, title III of the Omnibus Crime Control Act on wire-
tapping, as well as statutory safeguards on the free flow of infor-
mation.

In recent years, however, the pendulum has begun again to
swing back toward restrictions on civil liberties, as witnesses will
develop more fully in their testimony today and in the hearings to
come.
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I would like at this point to introduce our opening witness. There
is no finer first amendment lawyer than Floyd Abrams. A graduate
of Yale Law School, he is a partner in the New York City firm of
Cahill, Gordon & Reindel. Mr. Abrams has considered the conflict
between national security and the free flow of information as an
attorney on cases such as the Pentagon Papers case, and is the
author of the lead article in the New York Times Sunday magazine
which featured him on the same issue.

We are very pleased to have you here this morning, Mr Abrams.
You may proceed as you wish.

TESTIMONY OF FLOYD ABRAMS, ATTORNEY, CAHILL, GORDON &
REINDEL

Mr. ABraMs. Chairman Kastenmeier and members of the sub-
committee, I am honored by your invitation to testify today. Apart
from my pleasure about being here, I do admire your choice of
topic.

Mr. KasTENMEIER. Please see if the microphone is working.

Mr. ABrams. Is the mike on?

Thank you; I was saying, Congressman Kastenmeier, that 1
admire your choice of topics for these hearings this morning. It
seems to me that you have chosen a central one for the future of
our country. And as we meet virtually on the eve of 1984, the Or-
wellian nightmare referred to by you, lucid as it is, offers us a basis
for learning and for comparison.

Allow me at that outset to recall for you Orwell’s grim vision of
1984 as set forth in his book. It is of a nation, Oceania, of which we
and Great Britain are a part, which is perpetually at war with the
other two superpowers of the world. It is of a society premised on
terror, totally dominated by totalitarian rulers, in which any who
‘differ are bludgeoned by their rulers, brainwashed and ultimately
either vaporized or, as the hero in the book, himself utterly
drained of humanity and filled with only those thoughts that the
State chooses that he have.

If you want a picture of the future, Winston Smith, the hero of
the book is told by the individual who is involved in the torture of
him, imagine a boot staniping ¢n a human face forever.

“1984” is also a vision of the State with the clearest possible
views of the dangers of truth, a State which has not only redefined
falsehood as truth but in which the definition of truth constantly
changed, a society in which the hero finds an old newspaper clip-
ping conclusively proving that the confessions of three supposed
traitors were fraudulent, that they were in fact not at the place
they had confessed to bemg at, and which he then thinks the fol-
lowing to himself: “There was only one possible conclusion: the
confessions were lies.”

Of course, this is not in itself a discovery. Even at that time Win-
ston had not imagined that the people who were wiped out in the
purges had actually committed the crimes that they were accused
of. But this was concrete evidence; it was like a fragment of the
abolished past, like a fossil bone which turns up in the wrong stra-
tum and destroys a geological theory. it was enough to blow the
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party to atoms, if in some way it could have been published to the
world and its significance made known.

Of course, it was never published to the world, and the hero him-
self is Jater bludgeoned, tortured, and brainwashed into believing
that‘l he had never seen the clipping, that it had, indeed, never ex-
isted.

It is, of course, not our society. It is worth saying that today. It
will not be our society in 1984. Or, we may hcpe, thereafter.

It is worth pausing for a moment on why that is so. In good part,
it is because we live under a system of law with a Bill of Rights
which protects against just the elements of “1984” we find most of-
fensive—in short, a State that directs us, controls us and ultimate-
ly rules us. We are, need 1 say, not tortured because we hold differ-
ent views than our Government. '

In fact, so far does our constitutional protection go that truthful
statements are almost totally insulated from Government sanctions
of any sort. So far does our protection go thai we are free to ex-
press any opinion without fear of governmentally imposed sanc-
tions. There is no such thing in this country, Justice Lewis Powell
has said for the U.S. Supreme Court, “as a false opinion.”

Our law, then, goes far toward protecting us against the “1984”
nightmare becoming a reality. The absence of such legal protection
is evident abroad. Consider one portion of the public interrogation
at the trial cf Soviet dissident Sinyavsky, a portion which—fitting-
ly—could be annexed to an updated version of “1984.” Accused of
anti-Soviet behavior, the prosecutor asked this great author the fol-
lowing: Prosecutor, ‘“Please don’t lecture us on literature. I asked
you one simple, concrete question: Why did you portray Lenin in
such an unattractive way?’

Sinyavsky: “I said that you cannot make a cult of Lenin. To me
Lenin is a human being; there is nothing wrong about that.”

Judge: “What did you mean in this passage about the deification
of Stalin?”

Sinyavsky: “I am being ironical about making a cult of him. If
Stalin had lived a little longer, it might well have come to that.”

And on and on and on, with Mr. Sinyavsky being persecuted and
prosecuted for the expression of his views.

To cite the Sinyavsky example is simply and sadly to say that
“1984” centinues to have more than allegorical relevance in totali-
tarian states such as the Soviet Union. But the question, Mr.
Ehairman, i think is whether it has genuine relevance here at

ome. :

And 1 believe it does. For if our Constitution affords us enormous
protection in the areas of freely expressing our opinions and freely
telling the truth—even when the Government prefers that we not
do so—there are some areas that we cannot look to the Constitu-
tion for much in the way of refuge or comfort. They relate to the
availability of information itself, the basis of the formation by the
public of its views and its expression of them.

In this area we must not look to our almost 200-year-old Consti-
tution but to our living representatives in the Congress and in the
executive branch. Of them and of you, I believe the public has
much to ask. For if the public does not have information, it cannot
play a meaningful role in the formulation of policy. When informa-
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tion is SUﬁpreSSEd by the Government, the legally guaranteed free-
doms to think and to speak become meaningless. Carried to its ulti-
mate end, it would be “1984" without cruelty, without terror, but
nonetheless without freedom.

Let me offer some examples. The administration’s efforts to
censor the speech of former Government officials who have had
access to certain kinds of classified information strikes at the heart
of the notion that an informed public is an essential ingredient of a
free people.

According to the terms of the contract which is to be signed by in
excess of 100,000 Government employvees and officials, all writings
of theirs of any sort that concern explicitly or implicitly intelli-
gence activities, sources or methods must first be cleared by the
Government itself for the rest of the lives of those employees.

Such information need not even be classified to be subjected to
governmental censorship. Thus, if a former high-level Government
employee who would sign such an agreement wantzd today to criti-
cize the failure of intelligence in Lebanon. or in Grenada, he would
first have to clear his statements—even if it contained no classified
information at all-——with the very people he wanted to criticize.

Orwell would have understocod. In response to this risk, we are
urged by the proponents of the new censorship agreement to trust
the Governinent to enforce it fairly, to trust the Government not to
use it for political purposes, to trust the Government not to censor
too much.

Orwell knew better. He teaches us—+to put the point mildly—a
government can hardly be trusted in judging criticism of itself.
Orwell also teaches us that the effect of censorship is a powerlsss,
uninformed, and utterly cynical public. “Who cares,” asks Julia,
the heroine of “1984,” whether the Government was now telling
the truth about past events. “It’s always one blcody war after an-
other, and one knows the news is all lies anyway.”

I referred earlier to the freedom afforded by our Constitution to
form and express opinions. But in recent years, and to a lesser
extent, still farther back years, that freedom has been frustrated
by the use of our Government of the McCarran-Walter Act to deny
visas to speakers whose views were sought by American audiences.
How can the administration’s denial of a visa to Mrs. Hortense Al-
lende, the widow of the former Chilean prime minister, he justified
when some of our fellow citizens wish to hear her? Or, more recent-
ly, the denial of visas to Sandinista leaders that Members of Con-
gress, among others, wished to hear?

Orwell surely would have understood a mindset which effectively
intrudes upon the ability of our citizens, not to say our elected rep-
resentatives, to decide for themselves what to think after hearing
those with whom we may differ.

I could cite numerous other examples which trouble me about
the ability of the public to receive information. The exclusion of
the press from Grenada at a time when it was especially urgent
that the public have nongovernmental information about the inva-
sion; the efforts to limit the flow of information to the public under
the Freedom of Information Act; the inhibition of the flow of films
into and even out of our country based on their content; revisions
in the classification system te ensure that more and not less infor-
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mation will be classified; threats to universities with respect to
their right to publish and discuss unclassified information.

What 1 would like to leave you with, Mr. Chairman, is not a
catalog of my complaints, but a suggestion as to the way to view
expreseions of the executive branch that national security requires
the denial of information to the public. Only if you view those
statements with intense skepticism, with a presumption that a
denial of information to the public is, in the most real sense, un-
American, will you avoid a serisus, continuing deprivation of rele-
vant information by the public.

For the problem is that just about everything worth knowing can
be viewed in one way or another as possibly impacting adversely
on national security—by discouraging our citizens, by depressm
our allies, by running counter to someone’s notion of the natio
interest. Of course, there are some real secrets, but hardly as many
as the executive branch would have us believe.

A colleague of mine at the Columbia School of Law, Prof. Vin-
cent Blasi, in a recent speech he gave observed that he thought
that the courts in ae«yudicating first amendment di,;ﬁ“m ought to
adopt what he called a pathological perspective. The “overriding
objeclive at all times,” he argued, “should be to equip the first
amendment to do maximum service in those historical periods
when intolerance is most prevalent and when governments are
most able and most likely to stifle dissent systematically.”

1 would urge the same perspective on you as you view efforts to
deny the public information. You should adopt a iew which fo-
cuses on the loss to the public of information in the worst of times.
You should assume a government at its worst, its most repressive,
its least tolerant. George Orwell created for us the model of that
government, and as we move toward 1984, I urge upon you that the
best way to avoid “1984” is by assuring a public informed enough
that it can do so. ,

Thank you, Mr. Chairman.

[The complete statement follows:]

PREPARED STATEMENT OF FLOYD ABRAMS

Chairman Kastenmeier and members of the subcommittee, I am honored by your
invitation to testify today. Apart from my pleasure at being here, I do admire your
choice of topic. Indeed, you have chosen as your topic a central one for the future of
our country. As we meet virtually on the eve of 1984, the Orwellian nightmare,
lucid and terrifying as it is, offers us a basis for learning and for comparison.

Permit me, at the outset, to recall for you Orwell’s grim vision of 1984. It is of a
nation, Oceania (of whica we and the United Kingdom are a part) which is perpet-
ually at war with one or another of the other two superpowers in the world—Easta-
sia and Eurasia. It is of a society premised on terror, totally dominated by its totali-
tarian rulers, in which any who differ are tortured, brainwashed and ultimately
either vaporized or left, as was the hero Winston Smith, utterly drained of human-
ity and filled with on}y those thoughts that the state chose that he have. “If you
want a picture of the future,” Smith is told by his torturer, “imagine a boot stamp-
ing on a human face—forever.”

1984 is also a vision of a state with the clearest possible views about the dangers
of truth. It ir one in which the state had not only redefined falsehood as truth, but
in which tha definition of truth continually changed. A society in which the hero
finds an oid newspaper clipping conclusively proving that confessions of three su
posed traitors were fraudulent—that they were, in fact, 10t at the place at whi& .
they had confessed to being during their supposedly treasonous act. And in which
he then thinks the following to himself:

“There was only one possible conclusion: the confessions were lies.”
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“Of course, this ‘vas not in itself a discovery. Eiven at that time Winston had not
imagined that the people who were wi out in the purges had actually committed
the crimes that they were accused of. But this was concrete evidence; it was a frag-
ment of the aboiished past, like a fossil bone which turns up in the wrong stratum
and destroys a geological theory. It was enough to blow the Party to atoms, if in
iome way it couid bhave been published to the world and its significance made

nown.”

Of course, it is never published tu the world and the hero himseif is later bludg-
eoned, to-tured, and brainwashed into believing that he had never seen the clipping,
that it haa, indeed, never existed.

It is, of course, not our society. It i8 wort:. saying that today. It will not be our
society in 1984. Or, we may hope, thereafter.

It is worth pausing for a moment on why that is so. In good part it is because we
live under a system of law with a Bill of Rights which protects against just the ele-
ments of 1984 we find most offensive—against, in short, a state that directs us, con-
trols us and ultimately rules us. We are—need 1 say—not tortured because we hold
different views than our Government. In fact, so far does our constitutional protec-
tion go that truthful statements are aimost totally insulated from governmental
sanctions of any sort. o far does our protection go that we are free to express any
opinion without fear of governmentally imposed sanctions: there is no such thing in
this country, Justice Lewis Powell has observed for the Supreme Court, “as a false
opinion.

Our law, then, goes far towards protecting us against the 1984 vision becoming a
reality. The absence of such legal protection is evident abroad. Consider the public
interrogation of the Soviet dissident Sinyavsky, one which—fittingly-—could well
have been annexed to an updated version of 1984. .

utor: “Please don’t lecture us on literature. I ask you a simply concrete
question: Why did you portray Ilvich {Lenin] in such an unattractive way?"

Sinyavsky: “I said that you cannot make a cult of Lenin. To me Lenin is a human
being; there is nothing wrong about saying that.”

Judge: “What did you mean in this passage about the deification of Stalin?”
(Reads excerpts.)

Sinyavsky: “I am being ironical about making a cult of him. If Stalin had lived a
little longer, it might well have cume to this.”

utor: “Do these three words reflect your political views and convictions?”’

Sinyavsky: “I am not a political writer. No writer expresses his politica! views
through his writings. An artistic work does not express political views. You wouldn’t
ask Pushkin or Gogol about their politics. (Indignation in the courtroom.) My works
reflect my ieelings about the world, not politics.”

?A;osecutor: “I had a different imprescion * * *.”

Sinyavsky: “ * * * I should point out that sometimes he moves away from Lenya,
and at other times he comes back to him * * *.”

Prosecutor: “You are trying to move away from the point!”

Sinyavsky: “I'm not making fun of Communism, but of Proferansov.”

And this:

_ Prosecutor: “Let’s go back to your essay on Socialist Realism. Let’s take your po-
litical views: What did you have in mind when you wrote: ‘To do away with prisons,
we built new prisons * * *. We defiled not only our bodies, but our souls’? What
has this got to do with socialist realism?”’ *

To cite the Sinyavsky example is simply and sadly to say that 1984 continues to
have more than allegorical relevance in totalitarian states such as the Soviet Union.
Does it have genuine relevance here at home?

1 believe it does. For if our Constitution affords us enormous protection in the
areas of freely expressing our opinions and freely telling the truth—even when the

- Government prefers that we not—there are some areas in which we cannot look to
* the Constitution for much in the way of refuge or comfort. They relate to the avail-
. ability of information itself, the basis of the formation by the public of its views and
- its expression of them. In this area, we must look not to our almost 200-year old
=Constitution but to our living represertatives in the Congress and in the executive
% 'branch. Of them, of you, I believe the public has much to ask.

;. For if the public does not have information, it cannot play a meaningful role in
"-the formulation of policy. When information is suppressed by the government, the
+legally guaranteed freedoms to think and to speak me meaningless. Carried to
;- its ultimate end, it would be 1984 without cruelty, without terror, but nonetheless
¢ without freedom.
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Let me otfer some examples. The administration’s efforts to censor the speech of
former Government officials who have had access to certain types of classified infor-
mation strikes at the heart of the notion that an informed public is an essential
ingredient of a free people. According to the terms of the contract (which is to be
signed by in excess of 100,000 Government officials and employees) all writing of
theirs of any sort that concern—explicitly or implicitly—“intelligence activities,
sources or methods” must first be cleared by the government itself for the rest of
the lives of those employees. Such information need not even be classified to be sub-
. jected to Government censorship. Thus, if a former high-level Government official
who had signed such an agreement wanted today to criticize a failure of intelligence
in Lebanon leading to the death of our Marines or of one in Grenada, he would first
have to clear his statement—even if it contained no classified information at all—
with the people he wanted to criticize. How George Orwell would have understocd.

In response to this risk, we are urged by the proponents of the new censorship
agreement to trust the Government to enforce it fairly, to trust the Government not
to use it for political purposes, to trust the Government not to censor too much.
Orwell knew better. He teaches us—to put the point mildly—that Government can
hardly be trusted in judging criticism of itself. Orwell also teaches us that the effect
of censorship is a powerless, uninformed and utterly cynical public. “Who cares,”
asks Julia, the heroine of 1984, whether the government was now telling the truth
about past events. “It’s always cne bloody war after another, and one knows the
news is all lies anyway.”

I referred earlier to the freedom afforded by our Constitution to form and express
our opinions. But in recent years (and, to a lesser extent, previous yea-s) that free-
dom has been frustrated by the use by our Government of the McCarran-Walter Act
to deny visas to speakers whose views were sought by American audiences. How can
the administration’s denial of a visa to Mrs. Hortense Allende, widow of the former
Chilean Prime Minister, be justified when some of our fellow citizens wish to hear
her? Or, more recently, the denial of visas to Sandinista leaders that Members of
Congress, among others, wished to hear? Orwell surely would have understood a
mindset which effectively intrudes upon th~ ability of our citizens, not to say our
elect = representatives, to decide for theinzrives wi‘;at to think after hearing those
with whom we may differ.

I could cite numerous other examples which trouble me about the ability of the
public to receive information: the exclusion of the press from Grenada at a time
when it was especially urgent that the public have nongovernmental information
about the invasion; the efforts to limit the flow of information tc the public under
the Freedom of Information Act; the inhibition of the flow of films into and even
.out of the country based on their content; revisions in the classification system to
assure that more and not iess information will be classified; threats to universities.
with respect to their right to publish and discuss unclassified information. I have
already set forth my views on most of these matters in a recent magazine article:
{New York Times Magazine, September 25, 1983) and will not burden you with a
rewtition of them now. )

hat 1 would like to leave you with is not a catalogue of complaints, but a sugges-;

tion as to the way to view expressions of the executive branch tﬁat national security
requires a denial of information to the public. Only if you view those statements:

with intense scepticism, with a presumption that a denial of information to the

public is, in the most real sense, un-American, willi you avoid a serious, continuing:

deprivation of relevant information by the public. For the problem is that just about'

" everything worth knowing can be viewed, in one way or another, as possibiy impact-.
ing upon national security—by discouraging our citizens, by depressing our allies;
by running counter to soreone’s notion of the national interest. Of course, there are’
?pme real secrets, but hardly as many as the executive branch would have us be-
eve. -

A colleague of mine at the Columbiu University School of Law, Professor Vincent.
Blasi, has given an extraordinary speecn that I would like {0 mention in conclusion.
First delivered at Columbia earlier this year (and now being prepared in article:
form) it was entitled: The First Amendment in the Worst of Times. g?mply put, Pro-
fessor Blasi's thesis was that courts, in adjudicating first amendment disputes,
ought to adopt what he called a %zthological perspective. The “overriding objective
at all times,” he argued, “should be to equip the First Amendment to do maximum:
service in those historical pericds when intolerance is most prevalent and when gov-.
ernments are most able and most likely to stifle dissent systematically.” S8

1 would ur%e the same perspective on you as you view efforts to Xeny the publi¢;
information. You should adopt a view which focuses on the loss to the public of in-:
formation in the worst of times. You should .assume a government at its worst, its.
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most repressive, its least tolerant. George Orwell created for us the mode! of that
vernment. As we move towards 1984, 1 urge on you that the best way to avoid
984 it is by assuring a public informed enough to do so.

Mr. KasTENMEIER. Thank you, Mr. Abrams.

Before we ask you to take questions, I would ask our next panel
to join you at the witness table, and perhaps you could remain
there and entertain questions when they do.

We cannot help but iake note that we begin these hearings in
the shadow of the war in Crenada, where restriction of press cover-
age is seen as illustrative of the problems posed by restrictions of
flow of information. This is not a partisan issue. Although it did
occur under this administration, it could certainly occur under
future administrations. While the events in Grenada are too timely
to ignore, I hope they can be viewed in a broader context than our
hearings will present.

I would like to present a most distinguished group of individuals:
Mr. Edward M. Joyce, president of CBS news, who has had an out-
standing career as a news executive and award-winning reporter.
He has been with CBS siiice 1954. Next, John Chancellor, senior
commentator for NBC Nightly News and one of the most respected
journalists in broadcasting. His 30-year career with NBC has been
marked by well-deserved recognition for his outstanding contribu-
tions to television news.

Finally, David Brinkley, senior correspondent with ABC news.
His name is virtually synonymous with the best of broadcast re-
porting. During his 40-year career, he has won every major broad-
casting award, including 10 Emmys.

Gentlemen, we are most pleased to have the benefit of your testi-
mony this morning. Mr. Joyce, you may proceed.

Tiu3TIMONY OF EDWARD JOYCE, PRESIDENT, CBS NEWS, JOHN
CHANCELLOR, SENIOR COMMENTATOR, NBC NEWS, DAVID
BRINKLEY, SENIOR CORRESPONDENT, ABC NEWS

Mr. Jovce. Thank you. I welcome the opportunity to present the
views of CBS News on the restrictions imposed on press coverage of
Grenada. On October 25, the United States and six Caribbean na-
tions invaded the island of Grenada. On that day the United States
introduced a new relationship with the press, a relationship virtu-
ally unknown in U.S. history. The press restrictions imposed by our
Government on Grenada news coverage prevented the press from
%:ag,hering and reporting to the public. By denying access as the

vernment did in Grenada, it also denied to the public the abilit
to receive information gathered by an independent press. Instead,
the American public received only the information the Govern-
mbintt wanted it to receive. This is not what a free society is all
about.

From the outset, the Government declared that it was not safe
for the press to be in a war zone. Thus, at a time when CBS news
had more than 2 dozen of its people in war-torn Lebanon, we were
told that we could not go to Grenada because the military could
not guarantee our safety.

But whatever the rationale, the public, which received firsthand
information from the press in Vietnam, in Korea and in World
War II, was denied firsthand reporting from Grenada. I submit
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that is intolerable. I want to emphasize that the American press is
a responsible press. We are not seeking to report military secrets.
We are not seeking to jeopardize lives. But those interests could
have been protected without resorting to the unprecedented censor-
ship that the President imposed in Grenada.

Last Sunday the military commander of the American task force
in Grenada said the decision to keep out the press was his, that it
would do no good to protest at higher levels. Indeed, the Secretary
of Defense last week said that he would not overrule the military
on this issue. Last week a number of us watched his satellite feed
in which an Australian gournalist told his countrymen, we have
just seen the end of 200 years of press freedom in the United
States. I hope that the Australian journalist was overreacting. But
I am seriously concerned that we may indeed be witnessing the
dawn of a new era of censorship, of manipulation of the press, of
considering the media the handmaiden of Government to spoon
feed the public with Government-approved information.

If the Government is permitted to abrogate the first amendment
at wiil to the detriment of not simply the press but the public as
well, I am concerred that such action will be taken again and
again and again whenever a government wishes to keep the public
in the dark. -

I find it ironic that this hearing is taking place 1 month to the
day after representatives of some 60 print and broadcast organiza-
tions from 25 countries meeting in Talloires, France, condemn at-

' tempts to regulate news content. That meeting was arranged, in
part, by American press groups, notably the World Press Freedom
Committee, and included Third World countries. They were attack-
i(rjlg_efforts to regulate news content, then largeiy led by the Soviet

nion.

The press has covered virtually every war fought by this country.
In its coverage, the press has served as a ratifying factor in report-
ing to the public what has occurred. Indeed, from World War 1I to
now, more than 125 correspondents have been killed while covering

,wars in which the United States has been involved. We do not
cover wars from hotel rooms far behind the lines of battle. We do
not wish to cover wars on the basis of handouts from the Pentagon.

One CBS news correspondent was told by two colonels at the
Pentagon that, “We learned a lesson from the British in the Falk-
lands.” Well, that lesson was censorship. CBS news protested that
action in a letter to the Secretary of Defense on October 25. There
has been no reply. ‘

On the third day of the invasion, the Pentagon began to release
its own film, which clearly represented what the Government
wanted the public to see and believe. It may have been an accurate
portrayal. Without the presence in Grenada of a free and independ-
ent press, America will never really know. ,

When the press was finally admitted to Grenada, for several -
days it was compelled to operate in the most limited and restricted
fashion. We saw what our Government wanted us to see, when our
Government wanted to see it, for as long as our Government
deemed appropriate. It was not until the sixth day of the invasion
:.halt;_the press was allowed to cover Grenada in a more meaningful -

ashion.
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We at CBS news are concerned, frustrated, and saddened by the
press restrictions of the past week. We are concerned by the repres-
give actions of the Government toward the press. We are frustrated
because we were not able to do the reporting job the public expects
of us and we expect of ourselves. And we are saddened to bear wit-
ness to this new, unchecked censorship leading to an off-the-record
war.

Thank you, Mr. Chairman.

[Complete statement follows:]

PREPARED STATEMENT oF Enwarp M. Joyce, PresipeNT, CBS NEws

I welcome the opportunity to present the views of CBS News on the restrictions
im on press coverage of Grenada.

n October 25, the United States and six Caribbean nations invaded the island of
Grenada. On that day, the U.S. introduced a new relationship with the press, a rela-
tionship virtually unknown in U.S. history.

The press restrictions imposed by our Government on Grenada coverage prevent-
ed the press from gathering and reporting the news to the public. By denying
access, as the Government did in Grenada, it also denied to the public the ability to
receive information gathered by an independent press. Instead, the American public
received only the information the Government wanted it to receive. This is not what
a free society is all about.

From the outset, the Government declared that it was not safe for the press to be
in a war zone. Thus, at a time when CBS News had more than two dozen of its
people in war-torn Lebanon, we were told that we could not go to Grenada because
the military could not guarantee our safety. But whatever the rationale, the
public—which received first-hand information from the press in Vietnam, in Korea,
and in World War II—was denied first-hand reporting from Grenada. I submit that
i8 intolerable. A

1 want to emphasize that the American press is a responsible press. We are not
seeking to report military secrets. We are not seeking to jeopardize lives. But those
interests could have been protested without resorting to the unprecedented censor-
ship that the Government imposed in Grenada.

Last Sunday, the military .ommander of the American task force in Grenada said
the decision to keep out the press was his, that it would do no good to protest at
higher levels. Indeed, the Secretary .of Defense last week said that he would not
overrule the military on this issue. -

Last week a number of us watched a satellite feed in which an Australian jour-
nalist told his countrymen we have just seer. the end of 200 years of press freedom
in the United States.

I hope that the Australian journalist was overreacting, but I am seriously con-
cerned that we may indeed be witnessing the dawn of a new era of censorship, of
manipulation of the press, of considering the media the handmaiden of government
to spoowu: feed the public with Government-approved information. If the Government
is permitted to abrogate the first amendment at will, to the detriment of not simply
the press but the public as well, I am concerned that such action will be taken again

_and again, whenever a Government wishes to keep the public in the dark.

I find it ironic that this hearing is taking place 1 month to the day after repre-
. sentatives of some 60 print and broadcast organizations from 25 countries, meeting
“ in Talloires, France, condemned attempts to regulate news content. That meeting
“ was arranged, in part, by American press groups, notably the World Press Freedom
- Committee, and included third world countries. They were attacking efforts to regu-
-1ate news content, then largely led by the Soviet Union.

-+ The press has covered literally every war fought by this country. In its coverage,
“the press has served as a ratifying factor in reporting to the public what has oc-
izcurred. Indeed, from World War II to now, 125 correspondents have been killed
“while covering wars in which the U.S. has been involved. We do not cover wars
.from hotel rooms far behind the lines of battle; we do not wish to cover wars on the
“'basis of hand-outs from the Pentagon.

% One CBS News correspondent was told by two colonels at the Pentagon that we
.-learned a lesson from the British in the Falklands. That lesson was censorship. CBS
#*News protested that.acticn in a letter to the Secretary of Defense on October 25.
= There has been no reply.

)
)
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On the third day of the invasion, the Pentagon began to release its own film
which clearly represented what the Government wanted the public to see and be-
lieve. 1t may have been an accurate portrayal. Without the presence-in Grenada of
a free and independent press, America will never really know.

When the press was finaily admitted to Grenada, for several days it was com-
pelled to operate in the raost limited and restricted fashion. We saw what our Gov-
ernment wanted us to see, when our Government wanted us to see it, for as long as
our Government deemed appropriate.

It was not until the sixth day of the invasion that the press was allowed to cover
Grenada in a more meaningful fashion.

We at CBS News are concerned, frustrated, and saddened by the press restrictions
of the past week.

We are concerned by the repressive actions of the Government toward the press.

We are frustrated because we were not able to do the reporting job the public ex-
pects of us and we 2xpect of ourseives.

We are saddened to bear witness to this new, unchecked censorship, leading to an
off-the-record war.

Mr. KasTeNMEIER. Thank you, Mr. Joyce.

And now John Chancellor.

Mr. CHANCELLOR. Mr. Chairman, I will not take much of your "
time this morning. I am glad the subcommittee asked me te appear
because I think the problem that is being considered today affects
one of the basic elements of a free society. It is not only the privi-
lege of the American press to be present at moments of historic im-
portance, it is the responsibility of the press to be there.

The men who died in the invasion of Grenada were representing
values in American life. One of those values is the right of the citi-
zenry to know what their Government is doing and to learn that
from a free and independent press. That principle of the press as
an observer and a critic of the Government was established at the
beginning of the United States, and it is the responsibility of all
citizens to uphold it. ‘

For the subcommittee’s convenience, I have attached two com-
mentaries I wrote on these topics for the NBC Nightly News, al-
though I appear here today as a private citizen and not a repre-
sentative of the National Broadcasting Co. Thank you.

[The complete statement follows:]

PREPARED STATEMENT OF JOHN CHANCELLOR, SENIOR COMMENTATOR, NBC NEWS .

1 am glad the subcommittee asked me to appear at this Hearing, because 1 think
the problem that is being considered today affects one of the basic elements of a free
society. :

It is not only the privilege of the American press to be present at moments of
historic impertance, it is the responsibility of the press to be there. The men who
died in the invasion of Grenada were representing values in American life; one of
those values is the right of the citizenry to know what their Government is doing,
and to learn that from a free and independent press. That principle, of the press as
observer and as critic of the Government, was established at the beginning of the
United States. It is the responsibility of all citizens to uphold it. ’

For the subzommittee’s convenience, I have attached two commentaries 1 wrote
for the NBC Nightly News which express my views, although I appear here today as
a private citizen and not a representative of the National Broadcasting Co. )

ell, there's one thing you can say about the invasion of Grenada; it isn’t a living:
Toom war. ) 5

There are American troops in combat, fighting with Cubans, putting Russians:
into custody—and not a single member of the American press allowed to observe.:

The American Government is doing whatever it wants to in Grenda without any
representaiive of the American public watching what it's doing. No stories in your
newspapers or magazines; no pictures in your living room. . .

When the British went into the Falklands they allowed a few correspondents and
cameramen to go along, a small tip of the hat to a free press. But in Grenada, the
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Reagan admiiistration has produced a bureaucrat’s dreani: do anything, no one is
watching.

It would have been easy for the Pentagon to take some press people along, with
no security risk.

But that’s not the way the Reagan administration operates.

It lied to its own White House Press Office about Grenada.

It don’t consult the Congress, only informed it, and it ducked the serious parts of
the War Powers Act.

This passion for secrecy is no surprise. Earlier this year, again without consulting
the Congress, the President put out the most sweeping and dictatorial censorship
directive in the history of the American Government. From now on, anyone who
reads certain classified documents is subjected to censorship for life. It is so bad that
the Senate has come out against it and the House is expected to.

The Secretary of Defense explains American casualties in Grenada by saying, The
price of freedom is high.

What freedom? The freedom of the American people to know what their Govern-
ment is doing?

This administration clearly doesn’t believe in that.

It is being said this week that the American government did two good things
when it invaded Granada; it beat the commies and kept out the press. The exclusion
of the press from the early days of the fighting is being cheered by some people.

We are told that the decision to keep the press out was a purely military decision.
That is hard to believe. There is a long and honorable tradition of cooperation be-
tween the American military and the American press. Never before has the press
been excluded from a military operation of this size; the decision to keep the report-
ers away got into the area of politics. If there is one thing sure about life in Amer-

ica it is that the military doesn’t make political decisions on its own.

* We are told that the press was kept away from Grenada for its own safety. That,
too is hard to believe. Danger is part of the job. The overseas press club says that
since 1940, 128 members of the press have died in combat covering American forces.
Their safety, or the lack of it, was up to their own news organizations. Journalists

" in combat zones sign waivers absolving governments from responsbility. The Israelis
had me sign one in Lebanon last year. It’s the way things work and it’s the only
w% that free and accurate coverage of combat can be guaranteed.

hen there’s a war on, journalism can be a risky business for journalists.
But no journalism at all is risky for the country. The press, good or bad, and it's

‘both, is a necessary part of the process of democracy.
~ Every once in a while the press gets it in the neck, which is probably healthy. But
the people who are happy that the press was kept off Grenada while the fighting
_went on ought to ask themselves: do you know where your Government is, and what
it’s up to? Without the press, you can only put your faith in the official version.

Mr. KasteENMEIER. Thank you, Mr. Chancellor.

And now, Mr. David Brinkiey.
- Mr. BRINKLEY. Mr. Chairman and members of the committee,
speaking for ABC News, I would like to thank you for allowing us
‘to appear. »
- We have been given two reasons for the Defense Department’s
‘refusal to allow reporters in Grenada: First, the security of the op-
«eration itself; second, safety of the reporters themselves.
As to the first, security could easily have been maintained by the
‘-armed services by controlling, as they do control, all means of com-
. minication between Grenada and the United States. Beyond that,
reporters could have been taken ashore an hour or so after the op-
eration began and when it was no longer a secret.
- 'As for the second point, physical safety of the reporters, every
‘one in our business has always understood there is risk and danger
in:covering military operations and in the past everyone of us has
‘been willing to sign a statement relieving the military of any re-
sponsibility for us. Everyone understood that in Vietnam, where I
‘believe more than 100 journalists were killed and many more in-
red and no one to my knowledge has ever attempted to blame the
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military. So security could easily have been controlled, as it has
been in the past.

As for the physical safety of our reporters, that is' a question the
military has raised. But we never have. Probably it is in the nature
of military commanders, their profession being what it is, to want
theater operations to be cleared of all but military people. Civil-
ians, including the press, I suspect are seen as an impediment,
excess baggage, generally in the way, and therefore not welcome.

Well, we place great responsibility upon our military leaders and
demand of them a very high level of performance in difficult cir-
cumstances. And in that light, their attitude may, to some extent,
be understandable. But in my view, it is still bad policy, since any
military operation is carried on in behalf of the American people.
And if military leaders are to have, as they must have, the support
of the American people then they must know what it is they are
asked to support.

There is nowhere they can learn that but from us. And they

cannot learn it from us if we are not allowed to go there.
"~ To conclude, 1 would like to quote Gen. Edward C. Meyer, who
retired this year from the Joint Chiefs of Staff, who said, “Soldiers
should not go off to war without having the Nation behind them.”
Thank you.

[The complete statement follows:]

PREPARED STATEMENT OF DAvID BRINKLEY, SENIOR CORRESPONDENT, ABC NEWS

Mr. Chairman and members of the subcommittee: 1 have been regorting news
from Washington for many years. I first came to Washington in 1943 and I have
covered national political affairs and public policy ever since for both print and
broadcast news organizations. Through the years there have been many disputes be-
tween Goverument and the press regarding the right of the press to look into every
corner of the Government in its search for news. The Government, no matter who is :
in the White House, has resisted this relentless poking about and has tried to limit
journalists: wherever it could. So the events of last week when the White House and
entagon severely restricted the flow of information from Grenada is just one more :
unfortunate example of Government’s attempts to restrict the press. My own com- "~
pany, ABC News, was among the first to complain about the problems of cavering :
the operation in Grenada. Roone Arledge wrote as follows to retary of Defense -
Weinberger on October 25, last Tuesday, the day the Rangers and Marines landed: -
Dear Secretary Weinberger: I am seeking your assistance and approval in allow-’
ing NBC News correspondents, camerapersons, and producers to cover the military
operation of we!l over 1,500 American combat forces on the island of Grenada. :
The problems we are encountering are largely logistical. We would, of course, be
willing to pay our own way, provide our own transportation by sea or air, and ™
accept such risks we might now encounter on Grenada. I can assure you that only:’
our most experienced broadcast journalists and echnicians would be assigned to:
;his coverage. The problem at this point is permission from the Department of De-Z
ense.
I might argue—but I won’t—that the practice of jou. .alists accompanying Ameri-:
can military units into action is as old as our Nation and as old as the U.S. Ma-
rines—and that the Constitutionai framers gave special consideration to the func-
tion of press in free society. C
Suffice it to say that the U.S. troops on Grenada deserve as much coverage as the -
debate in Washington over their presence there.
. Awaiting your reply.
Sincerely. Roone Arledge.
There have been two basic themes in the Pentagon’s resistance: The first is secu:
rity of the operation; the sacond is the safety of the journalists who are covering it.
Our rationale for opposing them on the second point, is outlined in the letter and 1:
won’t add to it here beyond saying that in Vietnam we took our chances in the field:
with the troops and 53 newsmen were killed or are missing in the course of covering’,
that war. An unknown number were wounded. The best estimate on that score is::

3
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150 according to writer Peter Braestrup who has studied press and military oper-
ations in Vietnam very closely. '

The military could and should have taken journalists ashore on Grenada shortly
after the initial assault or even the next day. But so far as we can determine—and
perhaps the subcommittee would like to get testimony from the Defense Depart-
ment on this point—there was never any plan for dealing with journalists.

On the matter of the security of the operation: Newsmen could have been taken
in with the first wave with the‘understanding they would not file until after the
operation had commenced. This was frequently done in Vietham and so far as 1
know there was never a compromise of a U.S. military operation traced to a journal-
ist. ABC News and other news organizations have been ready, willing, and able to
charter planes and boats into the island so that arguments that the military could
not support newsmen logistically, are simply specious.

Going back to the parallels in Vietnam, there is no doubt that the press and the
military commander in Vietnam, General William Westmoreland, have differed on
many points regarding the war, but there is no record of Westmoreland ever accu::-
ing the press of ccmpromising the security of the men he commanded.

That's a remarkable record when you consider the length of the war in Vietnam,
the numbers of newsmen who covered it and the fact that they were allowed to
roam freely about the country and write what they saw without censorship and
with only the loosest of guidelines regarding what subjects were proscribed, e.g.
future military operations, casualties, troop strengths and movements.

Finally it seems to me that in a Democratic society it is essential that the people
have access to information regarding the intentions and the actions of their govern-
ment. This is particularly true in the case of military operations when men and
women are asked to support or at least to understand a policy that may lead to the
loss of their own lives or the lives of their loved ones. Last June when he retired
from the Army after a distinguished career as Chief of Staff, General Edward C.
Meyer said, “Soldiers should not go off to war without having the Nation behind
them.” To which 1 would simply add, Amen General.

Mr. KasteNMEIER. Thank you, Mr. Brinkley.

Do the three distinguished representatives from the television
networks believe that the print media joins you in this concern
that you so eloquently reflect today, Mr. Joyce?

Mr. Joyck. I think it is clear from editorials in newspapers across
the country that this is a‘concern that is mediawide. The ‘‘press”
we have used today is an all-inclusive phrase to include both print
and broadcast.

Mr. CHANCELLOR. Mr. Chairman, the American Newspaper Pub-
lishers Association has condemned this. The American Society of
Newspaper Editors has condemned this action. I think there is n¢
question that the media, as they are called in the United States,
are wholly together on this question.

Mr. KasteNMEIER. | will ask one more question and then I will
yield to anyone who remains. To what extent is this action unprec-
edented, or is there precedent for it in American history? And to
what extent does the fact that this was a unique operation, a brief
operation involving an invasion of a small island in the Caribbean,
make the situation so unique as to potentially justify the exclusion,
at least in the early days, of journalists?

Mr. Joyce. If I could begin a response and then share the table
with my colleagues here. I asked that a call be placed to Bert
Quint, a CBS news correspondent now based in Warsaw, Poland,
for us. Bert covered the 1965 invasion of the Dominican Republic.
‘We asked Bert what the circumstances were. He szid that he trav-
‘eled from Puerto Rico by landing craft to the helicopter carrier
-Boxer and was allowed ashore 2 hours after the Marines. The Navy
“flew his film each day to Puerto Rico.



16

I also talked to a CBS news producer, Sam Roberts, who says he
was flown into the Dominican Republic from Puerto Rico within 8
hours after the invasion began. That is one example.

If you go back to the example of the Second World War, in April
1944, the Supreme Headquarters Allied Expeditionary Force set
forth a governing principle for field press censorship, that the min-
imum amount of information will be withheld from a public con-
sistent with security.

If we take the example of Vietnam, where censorship was done
on a voluntary basis—and my source for this is Barry Zorthian,
who was the chief press officer for the U.S. Government during the
period of the Vietnam war—in Vietnam accreditation for journal-
ists was lifted for security breach only six times in over 41% years
in dealing with approximately 2,000 news media representatives.

That there is often a tug of war between the military and the
press is an inescapable fact. During the Civil War, General Halleck
excluded reporters from one zone of conflict, but that was one zone
of a larger conflict, and corresponderts did cover that war.

In 1813 Thomas Jefferson wrote that the first misfortune of the
Revolutionary War induced emotion to suppress the account of it.
“It was,” he says, “rejected with indignation,” which tells you
something, I think something about the history of censorship and
something about the concept of the Founding Fathers of this
Nation in terms of the press and the military.

Mr. KastENMEIER. Thank you.

I yield to the gentleman from California, Mr. Moorhead.

Mr. MoorHEAD. Thank you, Mr. Chairman.

I certainly want to welcome every one of you here this morning.
We appreciate your coming and giving this testimony. But I think
in view of the fact that each one of you believes that there should
not be censorshlp, both S1des should be presented on each issue. I
think that there is another side to the issue, and I think it should
be pressed.

Usually, we have opening statements on both sides as well in
this kind of a hearing. I must admit that I find it more than a bit
alarming that we are meeting this morning to discuss, in part, free-
dom of the press and sharing of information, and yet it was not
until yesterday morning that we in the minority found out that
there was going to be such a hearing stressing the Reagan adminis-
tration’s handling of press coverage in Grenada. And we read
about it in the Washington Post. So if we had not been reading the
newspaper, we might not have known about it even then.

Having said that, Mr. Chairman, I think the central issue before
us today is whether or not secrecy was needed to assure the safety
of American fighting men and protect the lives of the very people
we were being sent to rescue. I believe that it was, or at least that
a good case can be made for it.

This was a rescue mission utilizing commando tactics against an
enemy that wore civilian clothes and drove civilian vehicles. There
was no clear battle line. In other rescue missions in recent’
memory, such as the Israeli raid on Entebbe and the attempted"
Carter rescue mission in Iran, the need for secrecy was recognized
as paramount. And the press was excluded. Yet the American:
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fubhc was prov1ded a full accounting of the events after the need
or secrecy had passed.

By denying access to the press, the American commander on
Grenada ensured the safety of his men and the people he was sent
to rescue. We are all aware that the first amendment to the Consti-
tution recognizes the right of free speech and the right of the press
to print anything it wants. However, there seems to be some who
fail to recognize that it does not guarantee access to information
which would jeopardize the 'safety of Americans.

In the last few days we have heard correspondents broadly state
that the press has covered all the Nation’s wars, including World
War II, the Korean war, and Vietnam. This assertion leaves out
several important facts. In World War II you had a system of war
correspondents who actually wore uniforms, were given the courte-
sy rank of an officer, and were subjected to censorship.

When the Korean war started, commanders did not impose cen-
sorship, but when reporters were denied access to the peninsula,
newsmen asked that censorship be imposed.

Even Vietnam, with no censorship, was not entirely open to the
press. Reporters were not along on many of the more important
and daring missions. /is yet another example, reporters could only
cover the air war in Thailand by special permission; they were not
allowed free access to the Thai bases.

We will hear testimony today from Ed Joyce that on the third

day of the invasion the Pentagon began to release its own film
which clearly represented what the Government wanted the public
to see and hear. On this point I think it is important to note that
the Pentagon was handing over its tapes unedited, which were shot
by young soldiers with no political bias.
" In only two instances did the Pentagon edit out small segments
of the material. At the time the tapes were released, the Pentagon
explained to the networks what the two pieces were. One was two
soldiers exchanging a password and countersign, which no responsi-
‘ble media would want to divulge; the second segment contained pic-
tures of classified communications equipment which were filmed at
the Pope Air Force Base in North Carolina before the operation
even began. Clearly, there was no attempt to influence the report-
“ing of events occurring in Grenada by the Pentagon.

One final point concerns the fact that informal polls conducted

“by several media outlets around the country shows public support
;for the military decision on press access to Grenada by a margin of
‘almost 2-to-1. For instance, yesterday in our Nation’s capital, chan-
‘nel 9 conducted a poll askmg the question of whether or not the

“military was correct in restricting press access. Viewers responded
68 percent in favor of the military decision and 31 percent against.
- I think the media needs to listen to the public on some of these
issues. But I do want to congratulate you on constantly fighting to

%et the news and to get the facts. And I do not blame you one bit
“for asserting the position that you do, because I do think that it is
lmportant that the public have all the information on all kinds of
sissues that they possibly can get and that both sides, even the mi-
norxty, be allowed io be heard.

" Thank you, Mr. Chairman.
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Mr. BriNnkLEY. Mr. Moorhead, can I respond to that? You say the

rolls showed the public siding ‘with the mlhtarf' by 2-to-1. 1 am a
ittle surprised. I thought it would have been 10-to-1. We are not
the leaders in the popularity contests in the U.S., and we are well
aware of it——

Mr. MoorHEAD. Neither are we.

Mr. BRINKLEY [continuing]. We are well aware of it.

Mr. KAsTeENMEIER. We do have a vote on the floor. We have
about 3 or 4 minutes to make it. You may want to comment on Mr.
Moorhead’s observations, eloquently fpresenbed reflecting the ad-
ministration’s position, but in view of the fact there is a vote on,
we will recess, for about five or 10 minutes.

The committee stands in recess.

Recess.]

r. KASTENMEIER. The committee w1ll reconvene.

The Chair would now like to yield to the gentleman from Okla-
homa, Mr. Synar.

Mr. SYNAR. Thank you, Mr. Chairman, very much.

First of all, let me welcome all four of our panelists this morning
I appreciate your comments because, as a Congressman who went
throu ecfh the 48 hours during the invasion, not only were you all de-
prived of information, but the information which we were able to
ggtam from DOD and the briefings we had was, at best, very limit-~

I have been concerned as a Representative whether or not I can
accurately or informatively keep my people back in Oklahoma in-
formed on what is going on, based upon the fact that we have had
limited information coming to us as Members of Congress and
almost no information coming to the press.

Let me ask you, Mr. Brinkley—and I am not old enough for this,
and I am not saying that we are showing age—but am I correct
that the press acccmpanied the bombing of Hiroshima and also ac-
companied the invasion during D-day and that there were no leaks
on either one of those occasions? .

Mr. BrinkLey. The two great secrets of World War II were the
ggtebof the invasion of France and the dropping of the atomlc

m

In the case of the invasion of France, the press was informed
well in advance. It went ashore with the troops, was shot at, killed,
along with ~veryone eise. There was n¢ leak. .

In the case of the dropping of the atomic bomb, the second great’
secret of World War II, a reporter went along on the airplane that:
dropped the bomb, because the War Department—it was then—felt:
someone, when it was all over, had to explain it to the public, and:
they took a reporter specializing in science topics from the New:
York Times, took him along, and after it was all over he wrote sev-
eral long articles in the Times explaining a concept that none of us:
had ever heard of before. It worked effectively; there were no leaks::

Mr. Synar. I appreciate that, and I appreciate, Mr. Chairman;
these hearings today because 1 think they are very important.
share the concern of the chairman and the panelists this morning
of the ability of the American public, which will have to support:
any encounter like this, to be well-informed with accurate informa-:
tion.
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I am reminded of Thomas Jefferson’s comments as well. He said,
to paraphase him, that if he had a choice between the form of gov-
ernment which we have and the press he would choose the press
every time. Maybe in this instance this is an example of where
that statement holds true.

Thank you very much, Mr. Chairman.

Mr. KASTENMEIER. I thank the gentleman from Oklahoma.

The gentleman from Kansas, Mr. Glickman.

Mr. GLiICKMAN. Thank you, Mr. Chairman.

In addition to the .first amendment questions, on which I fully
agree with my colleague from Oklahoma, 1 have some questions re-
garding the kinds of information that we ultimately did get, which
came from the military. I have great concern about the flow and
the quality of information that came from the military, and my
question is: Can we trust that information?

We didn’t hear anything about the bombing of the mental hospi-
tal for several days after it had occurred, and once we heard about
it, it was denied.

The information on the troop strength wus wroug, and I suppose
this comes back to the fact that there was not an independent
source of information there at the time.

But I would ask the question: Can we trust the information that
we are getting?

Mr. CHANCELLOR. Well, I can respond to that. I think you can, in
all probability, Congressman, trust the information that the De-
partment of Defense put out, but that was selectively released in-
formation, it seems to me.

When I was working for the USIA here in Washington, we used
to have meetings in which we would outline themes to be stressed
to make the American Government look more powerful, more sym-
pathetic, more intelligent, more understanding, and these themes
would be stated in position papers, and anybody who knows the
propaganda business knows that that is how it works.

Now, nothing that we said at the USIA was ever untrue, but it
was the arrangemeni of the truthful information that made the
point, and I think in this case we saw certain themes that the Gov-
ernment wanted us to see. ‘

We saw pictures that were quite clear and accurate and truthful
of a warehouse filled with boxes of arms that had Russian Cyrillic
markings on them. We saw troops in civilian clothes—that were de-
scribed as troops—I presume they were. They didn’t look like
troops to me, but I can accept that. And as far as the hospital is
concerned and the shifting numbers of order of battle figures, 1
think that happens in any large military operation.

But the themes were there.

Mr. Joyck. If I could add to that, I think there are a host of ques-
tions for which we do not have independently verifiabie answers,
such as who fired first. The Cubans are saying that they gave word
to their troops not to fire first. :

How stiff was the Cuban opposition? Over 600 prisoners out of a
total fighting force of between 700 and 800 does not give the im-
pression of having fought to the last man.

What happened to the Grenadan Army? There are ne reporters
who can really answer that for us.
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And I would like, if it is appropriate, just to respond to a couple
of points that Congressman Moorhead brought up.

r. GLickmaNn. Well, I don’t have very much time. If possible, let
me =)ust ask a couple more questions, and then if there is time the
chairman will go back around again.

I would just like to come back on a point that Congressman
Synar asked you, Mr. Brinkley, about the censorship of press in
previous restrictive and secretive activities.

In any of the modern memory of the folks sitting at the table
today, has the media ever been restricted before in the same way
that you are restricted in Grenada?

Mr. BRINkLEY. Not to my kinowledge.

Mr. Joyce. Not to my knowledge. I can’t recall exclusion from a
total area of conflict.

Mr. CHANCELLOR. I think the answer is that the United States
sent a task force of 15,000 people to invade a sovereign country. No
military operation of that size, in my experience and in my reading
of American history, has ever been done without th 2 accompani-
ment of the American press.

Mr. Guickman. OK, one final question. The Secretary of Defense
ana others seem to 1mply that there is some danger in taking the
press into their confidence. Is there any such danger?

Mr. BrINKLEY. There is nothing in the record to suggest it, Con-
gressman. As I have said, in military operations in the past, includ-
ing many a great deal bigger than this, the press has been taken
}nt;){s the military’s confidence in advance, and there have been no
eaks.

But beyond that, in those cases, as in this case, the armed serv-
ices controlled communications between the battle scene and the
outside, and so if there were a leak it would be very hard for it to
go anywhere.

Mr. Joyck. Congressman, it is important to remember that even
if there had been initial secrecy that still does not explain or justi-
fy the information blockade that was maintained for days. Even if
several hours had gone by with an invasion which had taken place
in secrecy, obviously no plans had been made—or I will contradict
myself—apparently, plans had been made to bar the press from
access to that island.

Mr. GLickMAN. Thank you, Mr. Chairman.

Mr. KasTENMEIER. The gentleman from Ohio, Mr. DeWine.

Mr. DEWINE. I am still out of breath, Mr. Chairman, from run-
ning back from the vote. Thank you very much.

Mr. KaSTENMEIER. I hope you made it.

Mr. DEWINE. 1 did, yes, sir. Thank you.

It seems to me, aren 't we really, gentlemen, dealing with a bal-
ancing test? Don’t we in society balance every day certain interests
along with the question of access?

I am not saying we balance freedom of speech or freedom of the
press, but when we are talking about access, don’t we balance that?
Now, the absurd example, which may not relate at all to this, is

sulcldal person who is going to jump off a 10-story bulldmg
There may be some attempt to rescue that person by the pohce
The press would not necessarily be right there on the scene.
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I mean, it seems to me it is a balancing test, for example, the
situation that other countries have had, such as the israelis/Enteb-
be situation or the aborted Iranian rescue of the United States. I
would like your comments on this and see if you agree with my
basic premnise—that what we are really talking about today is how
those interests are balanced and at what point the access should be
granted.

It seems to me that what you are saying is that access should
have been allowed much earlier in this situation than it was. The
administration would look at the different days and say on the
third day there were so many journalists and on the fourth day
there were so many. What ycu are saying is they should have been
in at a much earlier point.

Is that a fair statement? I mean, you are not saying, are you,
that there is a total right to access?

In other words, I don’t think the American people would accept
the premise that if the safety of an American soldier would in any
way be jeopardized by the press’ gresence that their right to know,
the people’s right to know, would take precedence over getting an
American soldier killed.

We may not be dealing with that situation here, but just to take
it to its final example.

Could you comment on that?

Mr. BrinkLEY. Well, the American people would not accept that,
and neither would we. We have never advocated any such thing.

Again, in the case of the Grenada invasion there probably was
reason for secrecy so as to achieve surprise. There was, neverthe-
less, a leak, which was down in the Caribbean. It didn’t come from
%:;e, and it was all announced in a Caribbean newspaper the day

“before.

Secrecy, again, could have been protected by the military keep-
-ing control of communications, which it had and still has.

Mr. Jovce. Congressman, there was no outcry when the raid,
“which failed, the raid to release hostages from Tehran took place.
“There was no outcry that a pool camera was not aboard one of the
helicopters. .

‘So I think your point has merit.

Mr. ABrams. Congressman, can I just add that it seems to me
that when you talk about rescue operations such as Entebbe and
Iran, that you do have to say that the balance is a different sort
than is involved here.

‘If this had been an in-and-out rescue effort—American troops

‘landed, picked up students, and got out—I think we would have a
very different situation. Here was a full-fledged military force re-
‘maining on the ground and occupying a country, and I think that
‘that should be borne in mind as you try to strike a balance in
terms of when the press was allowed in to start reporting inde-
pendently to the American public.
. Mr. CHANCELLOR. Congressman, I think one important point here
‘is that there are established procedures that go back many years
-for gaaranteeing that the press not report an important story. The
jili_ﬁ'erence is that the press is allowed to be there and report it
:later.
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When President Johnson visited Southeast Asia in, 1 think, 1966,
the press, a pool of reporters accompanying him, was called mto a
hotel room in Manila by the White House Press Office. The door
was locked. The%'hwere told they were going to Cam Ranh Bay with
the President. They all walked out another door, virtually under
guard. Nobody complained. They went to Cam Ranh Bay. Security
was not broken on that at all.

But the important thing for the American people was that the
press was there to observe the President in a combat zone, and the
press came back and told the American people about it.

It doesn’t have to be done the same day, and it doesn’t have to be
done the same week.

Mr. DeWINE. OK, that was, I guess, my point, and the response 1
was trﬁlg to get from you was that at what point should that take
place. That, really, is what we are talking about here today.

Mr. Chalrman, if I could just have one last question for Mr.
Joyce, and, Mr. Joyce, this is something that has bothered me for
the last several da s, and I have the o J)portumty today to ask you
about it and I wish you could respond maybe to set my mind at
ease, or not. I don’t know.

But ] heard over the weekend a story that apparently has been
circulating here in Washington. I did not see the actual breadcast,
but this has to do with, I believe, something that ran on your net-
work on the news and had to do with the Soviet ship that was in a
port in Nicaragua.

And it is my understanding that the source of the film was a
Cuban source, yet your network did not tell the viewers that fact,
and they were told that it was a source friendly to Nicaragua.

First, I would like for you to comment and tell me if that is true.
If it is true, how do you justify that, when everything I have seen
for the last 10 days, or at least for the first few days of the inva-
sion, had stamped all over it on every network that I saw that the
source was the Pentagon cr U.S. Government or U.S. military? -

Mr. Jovce. That was, indeed, a ship that Mr. Reagan had men-
tioned at a news conference or a—I believe it was a press confer-
ence. One of our people in Central America learned that film was
available from a free-lance crew. There were Cubans as part of that
crew, and, indeed, it was clearly labeled in an attempt to help
viewers understand the nature of the film, that this was a source
friendly to Nicaragua, an attempt to clearly identify it as matenal
that you might choose to be skeptical about. _

Mr. KasTeNMEIER. The time of the gentleman has expired. ;

Mr. DEWINE. But if I could have just one followup, with the
chairman’s permission?

My understanding of your testimony today then is that it was
not from the Cuban Government; the source was not the Cuban
Government?

Mr. Joxck. That is correct. That is my understanding.

Mr. DEWINE. That is your understanding?

Mr. Joyce. Yes. \

Mr. DEWINE. OK, thank you. |

Mr. KasTenMEer. 1 would like to now call on the gentlewoman
from Colorado, Mrs Schroeder. \

B
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Mrs. ScHrorDER. Thank you very much, Mr. Chairman, and I
thank the distinuished panel for being here.

First of all, Mr. Chairman, I would like to ask unenimous con-
sent to insert into the record William Safire’s article “Us Against
Them” that was in the New York Times on Sunday, October 30. It
delineates a lot of the other things that have been going on in the
attempt to control information coming out of the Government—the
lie detectors and all other sorts of things. -

I chair the Civil Service Committee. We had intensive hearings
on this and found that the main source of leaks were White House
po}l‘itical appointees and not, A, the press or, B, bureaucrats or, C,
others. .

So it is very important to put this in.

Mr. KasteNMEIER. Without objection, that will be received into
vhe record.

[Committee insert:]

{From the New York Times, Sunday, Oct. 30, 1983}
Fssay: Us AGAINST THEM

(By William Safire)

WasHINGTON, Oct. 29.—The same vicious virus that infected the Nixon White
House and caused its ruin is now raging through the Reagan Administration.
. “The press is the enemy,” Mr. Nixon used to say. That contempt and hatred for
;an unelected elite led to the bunker mentality of “Us Against Them,” and then to
“an obsession with leaks and the excesses of Watergate. The same baleful mood per-
“meates the White House and the Pentagon today.
- But this President skillfully masks his anhnosity toward reporters; he limits to
,;erivate counsels his denunciation of his earliest journalistic supporters as “hostile.”
.:Not merely “critical”’—the word the President uses is “hostile’”: They hLave crossed
*over to the enemy, to “Them.”
~" To defeat “Them,” he has directed a campaign now reaching crescendo:
;. 1. Lie Detectors.—To frighten government officials away from reporters, Mr.
s Reagan signed an order making it possible for a bureaucrat to demand that his em-
ployees take polygraph tests whether or not leaks have taken place or the employ-
ees are under suspicion. Asked if the Administration would administer these
random tests, Attorney General William French Smith replied, ‘Wh{ on earth
would it do that?” But while the head of the Justice Department professed igno-
rance, Deputy Assistant Attorney General Richard Willard, 35, the John Dean of
the Reagan Administration, curried favor in the Oval Office by testifying to the con-
tr.

ary. ;

2. Memoir Censorship.—Mr. Reagan has ordered that all government officials be
required to sign lifetime agreements to submit future writings for Government
clearance. This attempted rape of the First Amendment would force all outgoing of-
ficeholders to plead with their replacements to allow the publication of memoirs or
iniformed criticism of the new administration’s ploicies. under this rule, if President
Reagan ciid not like President Carter’s book he could have suppressed it. The Whitc
House rsunsel stands inexcusably mute.

3. Control of questioi ing.—In seeking to gut the Freedom of Information Act, in
quiring all ite House officials to report to a central authority before returning
from reporters, and in undermining the tradition of regular press conferences,
this President has made a policy of avoiding questions that might show him out of
ach. Not since Watergate in 1974 has a healthy President avoided reporters for as
as Mr. Reagan did this fall. .

-Blackout of War News.—Fearful of television gictures of casualties and iro-
ressed by Mrs. Thatcher’s manag:;xent of a supine British press during what I wili
yw_call the Melvinas war, the ident dictated that coverage cf his Grenada in-
asion would be handled exclusively by Pentagon press agents. He not only barred
traditional access, but in effect kidnapped and whisked away the American re-
orters on the scene. ‘
The excuse given for this communications power grab were false. Casper Wein-.
prger, with an inarticulate martinet at his side, pretended that reporting was
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denied because of concern for journalists’ safety, which is absurd: The Reagan Ad-
ministration would hail the obliteration of the press corps. Another reason ad-
vanced—that the military was too busy to provide the press with tender, lovinx:
care—is an insult calculated to enrage journalists.

The nastiest reason, bruited about within the Reagan bunker, is that even a small
ge ress pool would have blabbed and cost American lives. Not only is this below the

It, but beside the point: We know that the Cubans knew of the invasion plans at
least a day in advance. In fact, the absence of U.S. war correspondents has curtailed
criticism that the Pentagon miscalculated and sent in a dangerously small initial
invasion force. The C.1.A. should have had a team with a radio on that island a
week before the landing.

What has caused the Reagan men to invite a war with the press in the midst of
two military campaigns? 1 should be writing today of the strate‘gxc importance of
this timely invasion, which I favor and applaud; and here I am looking at my old
friend Cap Weinberger with dismay. He is an intelligent buman being, a good man,’
a patriot; and now he is declaring a willingness to obstruct military luumce by ruling’
out a court-martial in Lebanon; professing his abdication of control of the military
on press coverage, which is a matter of public policy, and—-m my sorrowful o m-
}gn——l)&mg through tight Jips about why he barred the press rom the battlefiel

renada

Perhaps Cap is driven by a desire to reaffirm membership in Mr. Reagan’s Ul
Since the press hates Us, he can indulge in the politically popular hatred and har-<
rassment of Them.

Count me among Them. I wish my former colleagues now ir the bunker would-
remember Mr. Nixon’s words in his farewell: “Those who hate you don’t win unleu
you hate them—and then you destroyed yourself.”

Mrs. SCHROEDER. Let me then build a little bit upon this because
what Safire is intimating is that this administration is carrying on.
Nixon’s war against the press. That is, you do something ten;l:slg

popular, you control the news comin'g out, and then you unl
your guns on the press.

I think all of you must be aware that your being here this morn-
ing puts you in a very difficult position. Do you feel that you are:
kind of losing the war at the moment with the American popula-
tion on this issue?

Mr. CHANCELLOR. Well, I will start the responses. I think we are
losing the war, and we are in danger, I think, of losing the whole:
business, but it seems to me, Congresswoman, it goes beyond the
preis versus the Reagan administration, and I would like to speak
to that.

In the last year or two we have seen three of the world’s most
notable democracies bottle up information going to their people.

The Israelis, one of the world’s most respected democracies,  in
'thelﬁ' invasion of Lebanon, used political censorship early in that
conflict.

The British, the mother of Parliaments, used political censorsln
and actually deliberately misled its own pool reporters, the Briti
reporters, in the invasion of the Falklands. That was censorship. .

And now we find in a major and historic moment in Amencan
history the press was denied access when it was most needed by
the Umted States.

So it is not a question of our complaining about Presidant

an and his men. 1 think the press all around the civilized.
wor d has a problem when our beloved democracies are begmmng
to impose censorship on us.

Mrs. SCHROEDER. And the response to that is going to be that.,
well, the Russians do it, and after doing it they appear to be Wm
ning, the world must have changed. TR
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Now, how do you respond to that, I think what is goini on in the
American mindset, is that, look, we didn’t let the press there. They
are all fyelling about it, but this is one we won, and maybe we
shouldn'’t ever let them in because that is how we win?

Mr. CuaNnceLLOR. Well, that is certainly a point of view that any
bureaucrat would subscribe to. We know that. I mean, the press is
one of those—it is kind of the vermiform appendix of democracy.
you know, but yet I think it is a very important thing to have.

Most governments would like to exist without the press, and 1
think it is the role of the Congress in the United States, of Parka-
ment in Britain, of the Knesset in Israel to fight against this on
behalf of the press.

" We can complain, but I think, as Congressman Moorhead rightly
pointed out, a survey was 2 to 1 against us, and I think my mail is
running 8 or 10 to 1 against the positions I have taken.

M. JOYCE. Con‘?'resswoman, if I might respond.

If the events of the past few days had not taken place, 1 would
today be at Warwick Castle in London taking part in a seminar

~ with a number of representatives of the press from around the
world and a number of world leaders, and the subject, ironically,"
was to be, and still will be without my presence, media and the cov-
erage of war..

And as I began to prepare for that, I thought, truly, the differ-
ence between the American and the British system, particularly
with their experience in the Falklands, will emerge, andp I must say
I felt rather smug because ours is a country founded by people who
realized from their own bitter experience that if the crown could
control the monopoly of information, maintain a hold on the infor-
‘mation flow to the Nation then freedom would always be at peril,
and thei)" were determined to give us a society where that would
not be the case, and it seems to me that is a very precious heritage,
one we need to treasure and one we need to protect.

- And I have thought frequently over the past few days that if I
were able to take part in that seminar in Great Britain I would
hardly feel as smug.

Mrs. ScHROEDER. I totally agree with you, but I think the thing I
am so distressed about is it has been tarnished, and I think Mr.
Chancellor so eloquently said it isn’t just this administration, every
politician, everybody would like to control the press. :
... But the appearance now worldwide has been the way you win is
by‘controlling the press. So those of us who believe in the first
“amendment and the Jeffersonian principles and think it is so es-

-sential are now on the defensive.

- Mr. JoYCE. Well, it seems to—— - '

‘. -‘Mr. KASTENMEIER. I am sorry, the time of the gentlewoman has

“expired.

id you wish to—— ‘

- Mr. Joyck. I just wanted to say that it seems to me that there

“are not only disturbing implications domestically, but as someone

“who runs a worldwide news gathering organization, I do have con-

“cerns about our people overseas who, dealing in some very difficult

parts .of the world, have been able to say we are the Ameri¢an

L i

ggess and this is the way we do business. I am worried they will

&

ave a more difficult time in the future.

,,,,,
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Mr. KasteNMEIER. Now, I would like to call on the gentleman
from Michigan, Mr. Sawyer.

Mr. SAwYER. Thank you, Mr. Chairman. :
Well having listened to Mr. Chancellor’s diatribe on Monday
night, I am delighted to hear that your mail is running 8 to 1

agamst ¥ou (Laughter.]
Now, I am not a letterwriter, but I came awfully close to writing
one on that, and it is refreshmg that the public responds well.
dl§Ve gldn’t have any media along on the Iranian rescue attempt,
we’

Mr. CHANCELLOR. No, sir; but the fact is that the press did not
com;:lam that it wasn’t asked on that mission. That is a very key
poin

Mr. Sawyer. Well, that was a rescue mission, wasn't it?

Mr. CHANCELLOR. That i is right.

Mr. SAwWYER. And that‘is what the administration says that this
was as far as the students were concerned. I mean, you maybe dis-
agree with that, but that was their position on xt\ as I understand
it.

Mr. BRINKLEY. Well, the Iranian rescue attempt was very small
and very brief. It was all over in a few hours.

Mr. SAwyER. Well, that is because it was bungled.

Mr. BRINKLEY. Well OK.

Mr Sawyer. It may have been quite an extended operation if it
had not run into the disaster.

Mr. BRINKLEY. But it was still small.

Mr. Jovce. I don’t think, sir, with all respect, it was projected as
an extended mission. I don’t think there was any thought of hold-:
ing Tehran or holding a section of Tehran. '

r. SAWYER. Is it the size that governs then whether the media.
ought to be present or not? _

r. JoYce. Well, I think, sir, while you were out of the room on
other business we——

Mr. Sawyrr. I was out of the room to vote. There was a vote on
‘on the floor.

Mr. Joyce. Yes, sir; I understand that. ‘

I think a number of us did make the pcint that none of us sitting
here today is saying that there cannot be secrecy, that we object to
a concegt of military secrecy.

AWYER. But wheare is the size cutoff? I mean, how bi a
group, before all of a sudden, you need the medla and how sm
one so that you don’t need them?

Mr. BrINKLEY. I don’t think it is a question of size, Congressman

Mr. SAwyeRr. Well, I thought that was the point somebody made,
that the Iranian thmg was small.

Mr. Joyce. Small and of short duration.

Mr. BriNkLEY. We did, we did. It was a small operation. .

Mr. SawyEgr. Well, it was of short duration This could have been
of short duration, too, if it had been a disaster, 1 presume.

Did the Israeli—or did any press cover Entebbe?

Mr. BRINKLEY. I don’t think so. ]

Mr. CranceLLor. No, sir; but the point is, Congressman, that Af
Israel had used 15,000 troops to rescue their nationals at Ente
and had stayed on to occupy parts of the country, I can\guarant
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fyou that there would have been at least a pool, and a sizeable pool,
.of the Israeli press along with those 15,000 Israelis.

. Mr. SAWYER. Well, then you do fix a size cutoff somewhere then.
‘Where do you fix it?

Mr. ABrams. Congressman, I think it is size and duration of the
‘operation, too.

* Mr. SAWYER. Oh, both size and duration?

Mr. ABrams. Yes, and if the Israelis were taking Uganda, throw-
ing out the government there, and installing their own govern-
‘ment, it might have been a different case.

- Mr. SAWYER. Actually, didn’t—and maybe a far more important
‘episode in the world picture—didn’t Kissinger go totally unbe-
Jknownst to Beijing and open the gateway to the Chinese Govern-
‘ment without the press having any idea of where he even was,
thinking he was somewhere different?

. Mr. BRINKLEY. Yes. Yes, he did, but it was not a military mis-
‘gion, :

;. Mr. SAwYER. Well, then is a mission that opens up communica-
;‘tlons between China and the West of less press moment or world
‘moment, news moment, than the invasion of a little island in the
‘Caribbean? Is that your view?

< Mr. BRINKLEY. Probably not, but it was not a military mission. It
;was a visit by a diplomat to a capital with which at that time we
had no diplomatic relations, in secrecy, and was rather brief, and
‘?as soon as it was over we were told all about it.

 Mr. SAwWYER. Well, I yield back, Mr. Chairman.

- Mr. KASTENMEIER. The gentleman from Connecticut, Mr. Morri-
-:;son
“"Mr. MorrisoN. Thank you, Mr. Chairman.

I would like to focus just for a minute on your perceptions about
jf;the degree to which we were denied an accurate picture of what
‘went on in Grenada by the exclusion of the press, beyond the prin-
-ciple, from the information that is available to you now, that there
has been some limited amount of access.

Any one of you that would like to comment on that?

©'Mr. BRINKLEY. Ed, why don’t you do that?

‘Mr. Jovce. Is your question pointing toward unanswered ques-
txons which remain unanswered, or is it——

Mr MorrisoN. Well, unanswered questions and conflicts that
{ou ‘see between what you can now determine but that has been
lost to the American people in having an accurate picture by the
lack of access.

Mr Joyce. Well, there are a number of unanswered questions,
“some of them I mentioned .a moment ago when I suspect you were
‘outside the chamber voting.

MWhat about the Americans who have remained on the island and

rgfused evacuation? What did they have to say during those early

: “ﬁe _performance of American military forces. I mentioned that
there is no independent verification.

The nature of the bombing of the hospital. We had on CBS news
:last night the director of the hospital, who said very clearly, in his
'bn, this was not the fault of the Amerlcan military forces. It
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was the fauit of the People’s Militia of Grenada who had occupied”
that building and had flown a flag. .

It would have certainly been useful to have had reporters on the’
scene at that time. :

Who fired first? The questlon has come up because the Cubans:
claim they gave specific instructions to their people not to fire. It’
“}r‘ould have been valuable to have had independent verification of -
that ;

The nature of the Cuban opposxtlon The Grenadian Army. We:
have heard a great deal of that. There were more Grenadian than:
Cuban troops on the islands, and yet official dispatches depict the
bulk of the resistance as coming from the Cubans. ’

Was the Russian Embassy fired on? :

Getting back to the mental hospital, was enemy fire coming from'
that hospital? .

All questions for which at this point we don’t have answers. We
mizht very well have had answers if an independent and free press:
had been operating on that island. :

And the point I guess I am making is that history may never.
catch up to the answers to some of these questions.

Mr. MorrisoN. Do you think there is any correlation between’-;
the overwhelming public approval, or apparent approval, of the op-
eration and the lack of information from the press, independent in-
formation?

Mr. Joycke. It-is my impression at a time of military action therej
is almost always initial approval of that action. It is the nature ofz':
all of us Americans, who are very patriotic people.

Mr. MorrisoN. Beyond the scrutiny that these hearings are fo-
cusing on this questicn, do you have any specific proposals of how"
C}?n‘;gress could constructively prevent a future occurrence like
this :

Mr. Joyck. Sitting here today, sir, I really don’t come with an-
swers to that. I came .and welcomed the opportunity to appear:
before this subcommittee because of my great concern that this not.
become a 1-week issue that occurs, that is forgotten, and that t
military looks at as an example of a future technique they can usé
over and over and over again or, indeed, that other arms of govern-
ment say this is a terrific approach

Mr. BrinkiEY. Mr. Morrison, it seems to me a legislative remedy
to this would be extremely difficult.

Mr. Sawyer, for example, hes asked what size mlhtary operati
should the press be allowed to cover. Well, I don’t think anybody
could set any such standard..

I wish I had a better answer, but I don’t. I don’t know how to ¢
it. I would not know how to do it legislatively if it were up to m

Mr. MogrisoN. Mr. Chancellor.

Mr. CuancerLLor. Well, I have just asked Floyd Abrams, w
knows more about the law than all the cs)eop e in journalism
together, but I think that we have had—that the Governme
itself, the Government of the Unit:d States, has a great proble
about censorship.

Censorship was an established method of controlling informatic
that the press believed in and the Government believed in wh

people were writing with quill pens. It was a pretty effective way.
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‘controlling security for the Government when we were just laying
‘cables across the Atlantic for telephone calls and cablegrams. But
wday, with ground stations and satellites and instant communica-
‘tion all over the world, I think we have to think censorship out all
‘over again and see if the press and the Government can behave re-
@ponsnbly toward one another in this.

And so, I would welcome anything that the Congress could do,
vand I would welcome, more than that, an agreement in some
‘form—I don’t know if it could be xegal--m some form between the
‘national press and the U.S. Government on how these things ought
%0 be arranged because if we can’t do that with fairness to both
isides we are going to have this kind of trouble again.
+”Mr. MoRRISON. Thank you, Mr. Chairman.
~7:Mr. KASTENMEIER. Yes. Actually, Mr. Morrison raised the ques-
‘tion that I would have raised. I suspected the answer would be that
‘there would be no particular recommendation, and 1 agree with
you that it would be extraordinarily difficult to formulate a legisla-
ve solution.

We have devoted a great deal of:time to the question of news-
\en’s privilege nationally. In the final analysis, the journalism so-
cietles and the publishers said do nothing because it would require
:a-definition of who is a reporter. And rather than federally start
‘putting all those things into some law which would discriminate
-against some and qualify others, it was decided that leglslatlon was
-not the answer.

=1 suspect it is the case here. The vigilance will have to come from
‘people who believe in the first amendment, who believe in sticking
‘up for the press, to make a publlc issue of it; but I sense that there
wls no easy legislative resolution for it.

* Howaver, if anyone sees a course of actlon that does involve one,
we would very much like to know what it is.

“ Mr. Abrams, perhaps you might comment further.

- Mr. ABrams. Congressman Kastenmeier, I think what you are
domg today is the best thing you could do. [ think the idea of
having hearings, the idea of talking about these things, and trying
to get people to focus on them on one side or another is about the
best beginning.

. T. don’t see any leglslatlve resolution of thlb at all. I think, in
part it is a matter of mindset, and that can be changed by persua-
gion.'I don’t think this admmlstratlon was doing this to get the
%ress Russell Baker had an amusing column, suggesting that the

renada invasion was an effort to teach the press a lesson, but he
was at least four-fifths kidding about it.

1 think that all we can start with is talking about it and ex-
changmg views and hoping that in the end people of any adminis-
tration will understand and will accommodate the first amendment
‘needs, not just of the press, but of the public.
= Mr. KASTENMEIER. Are there further questions?

“~'The gentleman from California, Mr. Moorhead.

% “Mr. MooRHEAD. I think that what we are up against is a question

of ‘judgment, from your answers, and I think, Mr. Brinkley, you
ad an out,standmg answer that I certainly agree with, when you

esay that you can’t just judge by Size. It depends upon all the cir-
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cumstances that surround a situation, and any administration has-
to make a judgment.
The more people you let in on a decision or a surprise attack, the
more chances there are of leaks, and I don’t think the press is any
more suspect than any other element in our society, including -
members of Congress. But the more people involved, the more -
chances there are of leaks. o
The administration made a judgment to protect their soldiers
and their sailors, and I think it is our right to now examine that
decision. Maybe they didn’t let the press in soon enough or maybe
they let it in just at exactly the right time.
But I don’t think that we as Americans should consider any one :
group, regardless of where they come down on that kind of a judg- "
ment, as wanting to cut back on the democracy in this country or:
the freedom of information for the American people because I, as a .
member of the minority, would fight for that sooner than almost
anyone.
We survive because the press is free and can print the posmons;
of both the Government and those that are not in control. So it i
most 1mp0rtant . o
I just think in this case the administration came down on a poul
tion. They felt that it was in the best interest of those soldiers and’
.marines that were going over there, and that is why they took the
‘position they did. :
1 think that it is fine for you to say that the press should have?"
been allowed in sooner, and in these discussions we can best find
the right answers for the next time this type of event comes;_gz
around. A
I would like your comments on that. ' ’. :
Mr. BrinkLEY. Well, T would not disagree, Congressman. My view. .
is thut we should have been allowed to go into Grenada much
sooner. It was more than 1 week. i
During that week there was a proliferation of rumors and stones= :
coming from all sorts of places because we were in no position: to
verify any of them. g
I will give you a specific example. About 1 week ago, I hada -
guest on television named Caldwell Taylor, who was the last Am:
bassador of Grenada to the United Nations, and I said to him, “We -
hear there are all sorts of weapons and heavy rockets and this:and -
that being found in your country. Why were they there? What dld
you have in mind doing with them?” g
He denied they were there. He said it was lies by the Americ .
military, which, of course, I do not accept and did not believe, but’
was in no position tp argue because we had no one there. All
knew was what we had heard secondhanded from the Defense’
p}z:rtment—-—and again I don’t accuse them of lying. 1 would not
that
But we had no mdependent information of our own w1th w
we could refute Taylor's—I am sure it was a lie he was telling.-
in any case, he said he didn’t believe they were there, and.if 80 -

they had been brought in by the marines and planted, and so.on. .
Stories like that, which are very disruptive, spread rapidly v»hen;-
there is no source for verification, as in this case.
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Mr. Joyce. Congressman Moorhead, first of all expressing grati-
tude for your iracious and openminded examination on this sub-
ject, let me submit that it appears that this invasion was not a
secret to the Soviets, not a secret to the Cubans, who knew that it
was on its way. It was a secret to the American people.

But even accepting the premise that initial secrecy was a good
idea, was required, there was obviously some threshold that got
crossed very early on in which we move from military to political
censorship, and I think that is something that is worthy of discus-
sion and, with total respect, worthy of some concern on all our

Mr. MoorsEAD. You know, there is no question that there was a
leak in Guyana in which the press did report the possibility of an
invasion because they had been in on the little group of countries
down there that had been talking about what was going to happen.
But obviously. it wasn’t taken seriously by the Cubans because all
of the secret papers and everything else were found intact in Gre-

The commanders hadn’t gotten to their troops. They weren’t or-
g:nized, and there was secrecy regardless of the fact that this story

d been printed in obscurc newspapers of this little country a day
or two before.

So really, there was secrecy even though there had been a leak,
and I think that is an important point.

Mr. Joyce. Sir, but would you agree that within hours of that in-
vasgion the secrecy justification had evaporated?

Mr. MoorHEAD. I really don’t know enough detailed facts to give
you an answer to that question.

Mr. CHANCELLOR. Congressman, may I just interject here that I

don’t think probably any of us in this room know all those detailed
‘facts, and I certainly don’t think we should get into a debate on the
‘Grenada situation until we have learned a little more about it.
I think personally that the press was held far too long, but lst
‘me suggest to you, sir, that what we are talking about is the
future. If the American Government can do this to the American
‘people through its press in Grenada, maybe another administra-
.tion, a Democratic administration, can come along and do the same
thing again in another part of the world.

- What I think we all have to address ourselves to is some plan
under which we can have a small pool of, say, 20 people from the
press, camera people, and reporters, that is all, that can be secretly
‘transported to the scene of a major involvement by the American
‘military, and be there with them taking the risks, as we always
‘have done.

' - It seems to me this Republic could stand something like that.
.- 'Mr. MoorHEAD. Well, I .certainly wouldn’t object to that pro-
-gram. I think this operation came up so fast that there wasn’t time
ito do that. _
>* Mr. KasTENMEIER. The time of the gentleman has expired.
. 1 would hope we wouldn’t need that pool very often, although
‘one doesn’t know.
“ ' Is the gentleman from Ohio seeking recognition?

:Mr. DEWINE. Yes, very briefly, Mr. Chairman.
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It seems to me that our testimony today, gentlemen, has brought
out how tough these decisions are, that they are factual decisions,
that they vary from case to case, and I very much appreciate your
input and your testimony here. :

t just seems to me that, as I stated before, what we are dealing
with is a very tough balancing decision between access and the
safety of either hostages or the safety of American troops who are
going in. These decisions, I think, have to be made on a case-by-
case basis, and I think our discussion today has been illuminating,
and I think it will help those decisions that are made in the future.

I do have one question, and I don’t think this has been brought
out. We have been talking about when you had access, and there
has been some statements about 5 days, 6 days, a week.

I have some figures, and 1 just want your comments to see if they
are, at least in your understanding, correct as far as when the
media had access.

It is my understanding that on the third day there were 15 jour-
nalists in a pool who were in for a brief period of time. The fourth
day there were 27. The fifth day, 47. The sixth day, 172. And the
seventh day, 197.

* Now, I don’t expect you to respond that those are accurate or in-
accurate, but is that roughly correct? Is that a fair representation
of your access to the island?

Mr. Joyck. Yes, sir, it is my understanding that that is generally
correct.

If I may point eut, that as you describe that third day, what hap-
pened was that three network correspondents were allowed on the
island with a pool crew.

It needs to be pointed out, however, that their tour, if I might
call that—it was, indeed, a guided tour of a limited part of the
island—did not represent the sort of access that in other battlefield
conditions reporters have had in the past.

Mr. DEWINE. Thank you, Mr. Chairman.

Mr. SaAwyeR. Mr. Chairman?

Mr. KasteNMEIER. The gentleman from Michigan.

Mr. SAwYER. Yes. Just further reference to that third day, it was
my understanding that that group representing the three networks
were supposed to act as a pool and share the information with
other media, and then they didn’t do it.

Mr. Joyce. That is not my understanding, sir.

Mr. BriNkLEY. Not to my knowledge. Does anyone know more
about that than I do? '

Mr. CHANCELLOR. There was a report, Congressman, that—I am
not sure it involved people from television. I do not say that defen-
sively. I think it involved some of the people who were from the
newspapers or the wire services, who came back and in conditions
of absolute chaos, back in Bazbados, as far as communications were
;:oncerned, either did not fully brief or did not at ali brief their col-

eagues.

e problem was that when the people were actually brought
back from Grenada to Barbados, there being no facilities made for
press communication on Grenada, they found only a dozen tele-
phones instalied, and when the reporters came back they found all
connections out of the island, Barbados, were jammed for hours. -
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The communications, frankly, has been a disgrace, and it is one
thing to take in a small pool of reporters into a combat situation,
but if they come back and nobody can file because there aren’t
enough telephones, and the military—any political campaign will
tell you how to put in telephones—ii:' those telephones aren’t in-
stalled and you have got a terrible jam-up at the press center, then
that in itself delays and impedes the free flow of information.

Mr. SAwYER. Just one other observation. Mr. Brinkley made the
statement that no one was in there for a week. That is somewhat
of an exaggeration. Only the first 2 days were there no press there,
and then this pool came in on the third aay, and then by the time
a week was up, there were 197 journalists on the island, with the
amount growing. , ‘

So, you know, it is a pretty good story without making it better.

Mr. BrRINKLEY. Well, if I said no one was in there fo~ a week, ob-
viously I was not correct.

It was about a week before anyone was allowed to go in and cir-
culate freely and do whatever he thought he should do.

Mr. SawyEer. Well, on the fifth day there were 47, on the sixth
day 172.

Were they all just shepherded?

Mr. BRINKLEY. Essentially, those are guided tours, Congressman,
taking them to limited places for limited times, and then flown

‘back to Rarbados.

Mr. SawvYer. Thank you. I yield back, Mr. Chairman.

Mr. KASTENMEIER. If there are no further questions—the gentle-
:woman from Colorado. .

- Mrs. ScHROEDER. Mr. Chairman, I wanted to ask a couple more
questions trying to hit on the reasons for why this was supposed to
have happened.

"~ Are any of you aware of any time that the press ever revealed

“ this type of information if they had it ahead of time?

- In other words, part of the reason for not letting you in was sup-
-posedly to maintain the secrecy.

- Has there ever been documented a case where the press was in
“on something and it was revealed?

Mr. CHANCELLOR. In a book recently published by - Colonel
Harry—written by an officer named Col. Harry Summers, who
teaches at the Army War College, there was not a single incident
of a tactical operation in the course of the Vietham war where se-
curity was broken by the American press. That is a book that came
out, I think, just last year. ‘

.. I will give one example of the ability of the press to keep secrets,
and that is that before the American hustages were released in

Iran, before the American hostages there were released a number
of us in the press knew that some Americans had escaped early in
that ordeal and were being sheltered in a Western embassy in
Tehran. We knew that, and not a word of it appeared in the Ameri-
‘can press or on American television or radio.

- It was a very well-kept secret for a very obvious reason. It would

‘have endangered lives. It was a very good and dramatic and inter-
-esting story, and we later iearned about it when they were released
by the Canadian Embassy. But that was known by the major news
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o alpizatibns in the United States, and not a word of it got into
public.

Mrs. ScHROEDER. So it would be fair to characterize it that no
one is aware of any documentation of secrecy being broken on that
type of thing?

r. BRINKLEY. None that I know of, Congresswoman.

Mr. Joyck. That is my understanding.

Mrs. SCHROEDER. My next question concerns the security of the
newspeople. I guess what I want to know is what do you demand
from the military when Jou are going in. Sup]pose you had been no-
tified ahead of time, 2nd they were going to let you in, and assum-.
ing you kept thc secret. at would you demand? Would you
demand extra ships cr planes for your cameras? Do they do it at.
their expense or ﬁur expense? What do you require? .

It almost sounds like a day care operation from the way they are
trying to characterize it. Is that what it is? Do you 1equire special:
troops to protect you?

Mr. BriNnkLEY. The only services we, in these circumstances, re-
quire of the military are those we are physically or otherwise
unable to provide for ourselves. Everything possible is done at our
expense, not theirs. ;;

hen, in the case of Grenada, there is no commercial air service
and no boats are available, tke only way to get there is with mili-
tary help. If they want to ‘charge us for it, fine. We are happy to
pa&it. We are looking for no handouts. |
vrs. ScHROEDER. Mr. Joy~e, would you pay the bill if they charge
you? ]

Mr. Joyck. Of course we would. Indeed, we pay our share of Air
Force One when the press uses Air Force One.

We had literally minutes away from Grenada a sizable contin-
gent of our people on Barbados. We would have—

Mrs. SCHROEDER. And they paid to get there on their own?

Mr. JoycE. Yes, they did.

If the military had been unable to fly them in, we, with a charter
air];)l:;xe, would have taken them in. We would have taken them in
by t. We have reporters who would have paddled to get there.

Mrs. ScHrOEDER. Would yuu have made them stop and put
phones in for you on Grenada? -

Mr. Joyce. Phones? If they can do that, fine. I don’t think we'
need to place the burden on the military to provide facilities for us.
We ought to be in the business of providing our own facilities.

Mrs. ScHrROEDER. Has anybody in the press ever sued the military
for notx-i})roviding adequate protection? Do they ask to be protected
personally? Is it like secret service? ‘ T

Mr. BrRINKLEY. No way. No one in the press has ever sued the
military. I have never heard of such a thing.

Mr. Joyce. No. B

Mrs. ScHROEDER. So actpally asking for personal security is not
something you do? You figure you were there—

Mr. CuanceLLOR. Con, woman, you sign a waiver when you
go into a combat zone if you are going in with the troops of any.
government, and this is standard operating procedure all over the
world, and, indeed, on just about ev..y police press pass that -re-
portexz carry it says somewhere on tzere that you absolve that
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lice derartment from any responsibility for injuries you mag!
ve while you are behind their lines, and that applies to the mili-
, and it applies in every combat situation.
e waive our rights automatically, and they are taken up by our
own news organizations.

Mr. Jovce. Each of us represents news organizations who have
lost feople in battle, and the military has never had that kind of a
problem.

Mrs. ScHrROEDER. You as the corporation carry life insurance or’
whatever?

Mr. Joyce. We do, indeed.

Mrs. SCHROEDER. And so that is how you pick it up?

Mr. Jovce. And we carry special casualty insurance for people

who do that line of work.
" Mrs. ScHROEDER. And lastly on the Government action question
that a prior Congressman asked about, there are some things we
could do about the prior restraint things and the lie detector
things, I think, that we could pass in the House, probably not in re
Grenada itself, but— ,

Mr. ABraMS. Yes, Congresswoman, I think there are lots of
things you could do. You could emulate what the Senate did and
have a rider on the appropriations bill, and that would have some
real immediate, genuine, ¢..d lasting effect.

Mrs. ScHROEDER. Thank you, Mr. Chairman.

Mr. KasTENMEIER. Does the gentleman from Kentucky have any
questions?

I wish to acknowledge his Fresence.

I have a.JiuSt one question of Mr. Abrams; that is, we have heard a
great deal this morning about the exrerience, information problem.

Can you relatie this in terms of a larger experience and whether
or not you see this as any part of the pattern or should we see it
only as an isolated event?

Mr. ABrams. I have two observations, Congressman. First, I
think we have to recognize the uniqueness of this country in terms
of our dedication to an open society and to information being made
available to the public generally. Not only are we different from
the states that don’t share our dedication to a free society, but we
are different from Western European states in the degree of our
, de?‘dcation to first amendment principles, to use the shorthand
word.

That being said, I do see this as part of a broader pattern of be-
havior. It is my view that in a series of events in recent years—an
article that I wrote in the New York Times did deal with the
Reagan administration—that when you look at the totality of be-
havior with respect to the changes in the classification system,
changes which were proposed for the Freedom of Information Act,
and the new secrecy agreement, and the use of the McCarran-
‘Walter Act, and a variety of other things, that there has been a
change, in my view, in governmental actior., and that there has
‘been a new mindset about this which is different in quality and

nature than has existed before. :

We have had administrations before which have, in my view at
least, misused the McCarran Act, and in my view at leaat, proposed
legislation inconsistent with the first amendment, but I don’t recall
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one which has so consistently aated in a fashion inconsistent with
the public right to information and which has a policy which one
can talk about in so many areas which are inconsistent with that
right and with that need.

And so I do, for myself, view the episode with respect to Grenada
as part of a larger discernible pattern of behavior and thinking.

Mr. KAsTENMEIER. Thank you, Mr. Abrams. I want to thank the
panel and the committee—

Mr. MorrisoN. Mr. Chairman, would the chairman yield for just
a question to the chairman?

‘Mr. KASTENMEIER. Yes.

Mr. MorrisoN. I think that the information from this panel has
been very helpful, but I am concerned that at the moment on our
schedule we don’t have appearances by anyone in the administra-
tion, particularly the Secretary of Defense or others, who made the
decisions about the Grenada coverage, ard frankly, 1 find what we
hear from the news organizations to be quite persuasive on the
point that persuades me that there are a lot of questions that
ought to be directed back at the Secretary of Defense and others,
and I would hope we might include that in short order.

Mr. KasteNMEIER. The gentleman’s inquiry is very timely. I
would like to take that matter up with my colleagues, Mr. Moor-
head and others, and if we can agree on other witnesses on this
and other subJects who would perhaps present a different perspec-
tive, that would be fine.

Mr. MorrisoN. Thank you, Mr. Chairman.

Mr. KASTENMEIER. We will work with the minority on that.

I would like to thank you, Mr. Joyce, Mr. Chancellor, Mr. Brink-
ley, and Mr. Abrams, for your contributions today. The committee
is indebted to you.

Thank you very much. .

We have one other panel today. Originally wz had hoped for
three panels. We had hoped that Mr. Harrison E. Salisbury could
come, however, he was not able to be here.

We do have two individuals, Mr. Ralph W. McGehee, who is the
author of a book entitled “Deadly Deceits’” and Mr. James Bam-
ford, author of “The Puzzle Palace.”

Mr. Bamford hoids a law degree and is a writer and lecturer.
Both have had extensive experience with national security agen-
cies; in Mr. Bamford’s case, the National Security Agency, and in
Mr. McGehee’s case, the Central Intelligence Agency. Mr. McGehee
has challenged the classification censorship system in a suit which
was recently decided by the court of appeals for the district circuit
in favor of the Central Intelhgence Agency.

Both of these gentlemen have personal experience with Govern-
ment policies, and we are pleased to have them here.

Mr. Bamford, would you proceed with your statement?

TESTIMONY OF JAMES BAMFORD, AUTHOR OF “THE PUZZLE
PALACE”; AND RALPH W. McGEHEE, FORMER CIA OFFICER,
AUTHOR OF “DEADLY DECEITS”

Mr. Bamrorp. Thank you, Mr. Chairman.
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Mr. Chairman, I welcome your invitation to address the commit-
tee today on the issue of Government restrictions on access to in-
formation and, in particular, on how these restrictions have affect-
ed the publication of my recent book on the National Security
Agency, “The Puzzle Palace.”

“The Puzzle Palace” may be the only book in history to have
been totally unclassified as it was being written, yet tep secret by
the time it was published. And the reason for this “Alice in Won-
derland” situation is the little known yet potentially sinister policy
of reclassification.

The recent actions which the NSA took, which I shall discuss
below, are best understood when one considers the Agency’s histor-
ical obsession with secrecy. Unlike the CIA, which was formed
openly through Congress with the passage of the National Security
Act of 1947, the NSA was formed in total secrecy by a seven-page
Presidential memorandum signed by Harry Truman in 1952 and
which even today is still top secret.

For much of NSA'’s first decade, its very name and its very exist-
ence was considered classified information. It was only revealed in
1958 as a result of a spy scandal.

Shortly after the NSA became publicly known, NSA officials suc-
ceeded in slipping through Congress an extraordinary provision
which permits the Agency to nearly deny its own existence and
Roday makes it virtually immune from the Freedom of Information

ct.
" This little known subscctior of an obscure NSA employment au-
thorization bill, Public Law 86-36, provides:

Nothing in this act or any other law shall be construed to require the disclosure
of the organization or anﬂ function of the National Security Agenc?r, or any infor-

mation with respect te the activities thereof, or of the names, titles, salaries, or
number of the persons employed by such agency.

Just to briefly give you a description of the actions that the NSA:
took, in terms of my book, first of all, I had never worked for NSA.
I am an independent writer. I basically a writer with a law degree
who does research. : :

The first action that the NSA took, took place when I was doing
research for the book. I submitted a Freedom of Information Act
request to the Justice Department for some documents dealing
with illegal NSA activities. This was under the Carter administra-
tion that I requested the material.

The material, after a 10-month review, was released to me, yet 2
years later, once the Reagan administration came into office, they
demanded that I give theze very same documents back to the Gov-
ernment.

I refused to give the documents back to the Governmeat and, as
a result, had several meetings in Washington and Boston with
. NSA and Justice Department officials. At one point they threat-
ened to use the espionage statute against me if I continued to
refuse to return the documents.

Again, these were documents that the previous administration
saw fit, after 10 months of review, to release.

I continued to refuse to give the documents back to the Govern-
ment and used the documents in my book. The end result was that
the Reagan administration changed the law. The law originally
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naid once a document had been declassified it can’t be reclassified.
‘Well, the Reagan administration, in April of 1982, changed the law
to say once a document has bees declassified it can be reclassified.

Mr. SaAwygR. Mr. Chairman, could I just interrupt for a question?

Mr. KASTENMEIER. Yes; sure.

Mr. SawyYer. When you say the Reagan administration changed
the law, how did they change the law?

Mr. Bamrorp. I am sorry. They actually changed the Executive
oﬁer. They didn’t change the law. They changed the Executive
order.

Mr. SAwYEgR. Thank you. I yield back.

Mr. KAsTENMEIER. Fine.

Mr. Bamrorp. The second instance took place actually after the
book came out. What happened was that the NSA had never had a
chance to review the book beforehand, since I never was under any
obligation to submit the book to NSA for review.

ell, once they obtained a copy of the book they used the foot-
r.otes in the back of the book, amf' they went to one of the libraries
which I had used extenswely for documents. It was the George C.
Marshall Research Library in Virginia..

They went down to the library and, again using the footnotes in
my book, they began pulling off documents and papers that I had
quoted from, from the library, from actually the shelves of the li-
brary, and began stamping those documents secret and ordering
that the documents be locked into a vault.

Again, this was the first time the. Government had ever done

 something of this nature, and it was done under the theory of re-
classification.

The incident at the George C. Marshall Library was rather bi-
zarre, since the information that they were pulling off the shelves
and stamping secret was already quoted in more than 150,000
copies of my book, and it was material that had for almost two or
three decades remained unclassified on the library shelves.

Just to conclude, I think that one of the most frightening aspects
of the Reagan administration’s war on words is the policy of reclas-
sification. It would be total anarchy for historians and scholars
who frequently spend years doing their research that if one admin-
istration would be permitted to recall history by forcing these.
people to return materials released by a previous administration.

About 350 years ago, Cardinal de Richelieu declared the principle
under which the Reagan administration today is operating, and
that is, “Secrecy is the first essential in the affairs of state.” I
think that is a sad commentary.

[The complete statement follows:]

PREPARED STATEMENT OF JAMES BAMFORD

Mr. Chairman, I welcome your invitation to address the committee today on the
issue of government restrictions on access to information and, in particular, how
these restrictions have affected the publication of my recent book on the National
Security Agency, The Puzzle Palace.

The e Palace may be the only book in history to have been totally unclassi-
fied as it was being written, yet top searet by the time it was published. The teasolh;?-f
for this Alice-in-Wonderland situation is the little known yet potentially sinister”
policy of reclassification.
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The recent actions of the NSA, which I discuss below, are beat understood when

one considers the agency’s historical obsession with secrecy. Unlike the CIA, wkich

. was formed g})enly through Congress with the passage of the National Security Act
 of 1947, the NSA was created in total secrecy by a 7-page Presidential memorandum
: :i‘gned by Harry Truman in 1952 and which even y is still top secret. For much
its tirst decade the existence and verty name of the agencx were considered classi-

fied information and known to only a few senior officials. A spy scandal in 1958 fi-
nally brought the agency’s existence to light but its true functions were hidden

under a bland cover story. .

Shortly after the NSA became publicly known, agency officials succeeded in slip-

.. ping through Congress an extraordinary provision which permits the a%t:x? to
nearly deny its own existence—and today makes it virtually immune from t ree-
dom of Information Act. This little known subsection of an obscure NSA employ-
ment authorization bill, Public Law 86-36 section 6(a), provides: “Nothing in this

Act or any other law * * * shall be canstrued to require the disclosure of the wa-
nization or any function of the National Security Agency, or any information with
respect to the activities thereof, or of the names, titles, salaries, or number of the
‘persons employed by such agency.”

Thus, under Public Law 86~36 the NSA may not only withhold classified informa-
tion from the public, but even unclassified information if it so much as mentions the
agency. This law has long been the envy of other U.S. intelligence agencies.

In the mid-1960s the NSA’s obsession elevated to paranoia when officials discov-
ered that David Kahn, an author, was about to include a chapter on the agency in
his It:rtllllcoming hook, The Codebreakers. According to the Senate Select Committee

‘on Intelligence:

The Director suggested planting dispar;f-gui;ég raview of the author’s work in the
press, and such a review was actually dr . Also discussed were: purchasing the
-copyright of the writing; hiring the author into the Government so that certain
‘criminal statutes would apply if the work were published; undertaking clandestine
-service applications against the author, which apparently meant anything from
; ghysical surveillance to surreptitious entry; and more explicit consideration cf con-- -
~ducting a surreptitious entry at the home of the ‘author.

Mwougl‘;none of these messures were ever carried out, Kahn’s name was placed

“on the NSA watch list thereby subjecting much of his communications to the agen-

‘cy’s eavesdropping techniques. Also, the director of NSA secretly persuaded Macmil-

“lan, Kahn'’s publisher. to turn the manuscript over to the agency for review without

the knowledge of the author.

. 'The next serious attempt by an author to write about the al_glen was my book,

:The Puzzle Palace. In 1279 1 entered into a contract with Houghton Mifflin to

;produce a well researched, heavily documented book on the history and activities of

-the NSA. Because of the lack of published sources un the subject, I was forced to

.depend primarily on Freedom of Information Act requests, publicly available

“records and documents, and interviews with current and former NSA officials. In all

=0f these areas I proved considerably more successful than NSA would have liked. As

a result, the Agency began a policy of classifying and reclassifying documents after

“I:had already had access to them.

... The first instance took place in late August 1980. Over the summer I had spent a

<number of days at the Naval Historical Center going over annual reports from vari-

- ous naval stations associated vriith the NSA. These reports were never classified. The

¢usual rocedure was to paperclip the items I was interested in having co&ied and
+they would later be mailed to my home. On August 29, 1980, however, the NSA dis-

-covered my research at the historical center and demanded that the center send to

“*NSA the most recent materials I had reauesbed. The NSA then stamped portions of .

~the documents secret and returned the deleted versions to me. Nevertheless;: I had

“taken notes from the now classified portions of the documents and therefore was

“.able to include this information in my book.

-+* The next instance of reclassification was considerably more scrious. In September

1978, as I was exploring the possibility of writing a book on the NSA, I sent a Free-

dom of Information Act request to the Justice Department in an attempt to obtain
information on a little known, highly secret criminal investigation into the NSA’s
domestic eavesdropping operations. At the Justice Department the request went to

‘Robert L. Keuch, a deputy-assistant attorney general in the Criminal Division. He

tdetermined that two documents, a task force report on the investigation and the

‘prosecutive summary, came under ‘the purview of my request. '

+‘Because of the classification of the docurnents, Top Secret Umbra, Keuch created
his own task force to review similar materials already in the public domain and to
base the declassification decision on that survey. He also decided not to submit the
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documents to NSA or the CIA because the agencies were the principal subjects of
the investigation and he felt that allowing them to review the reports would subvert
the criminal justice system. :

After 10 months, on July 5, 1979, Keuch released the requested documents to me,
with some portions dele

Several months later the NSA became aware of Keuch's actions and requested
that the Justice Department send it copies of the same documents. After a review,
NSA Director Bobby R. Inman wrote to Attorney General Benjamin Civiletti, in-
forming him that the documents contained still-top-secret-information and that they
should never have been released without first being sent to the NSA. Civiletti, be-
lieving that the documents had been properly declassified or else realizing that the
executive order on classification forbade rec]assxfymg documents released under the
Freedom of Information Act, ignored Inman’s protest. .

Two years later, however, there was a new administration and a new attorney
general and Inman’s successor at NSA, Lieutenant General Lincoln D. Faurer, de-
cided to try again. In a letter to Attorney General William French Smith, Faurer

uest;ed another copy of the two Justice Department documents. Copies were sent’

th the NSA and the CIA and, as a result, the two agencies decided that por-

tlons on the documents should once again be stamped Top Secret. The fact that the

250 pages of documents had been in my possession for 2 Xears and, by then, were
cited extensively in my manuscript, seemed to make little difference.

On July 8, 1981 the Justice Department contacted me and asked for a meeting to
discuss the documents. At the meeting Gerald A. Schroeder, a senior attorney with
the Office of Intelligence Policy and Review, explained that the Carter Administra- .
tion had released the documents by mistake and asked me to return them. I indicat- -
ed that I didn’t think that that would be possible but that I would be willing to”
meet with him again to further discuss the issue. That meeting with Schroeder and ",
two NSA officials took place in Boston at the offices of my publisher, Houghton:-
Mifflin Co. This time however, when it appeared 1 was going to decline to return the:.
documents, Schroeder brought up the possible use of 18 U.S.C. 793, the espionage
statute. At that point, on the advice of my attorney, Mark H. Lynch, T left the meet-

n o

%’he followmg month I received a registeresi letter stating: *“You are currently in .
possassion of classified information.that requires protection against unauthorized.
disclosure * * *. Under the circumstances, I have no choice but to demand that you _
return the two documents * * *. Of course, you will have a continuing obllgatlon
not to publish or commumcabe the information.”

In response, we simply cited section I-607 of the Executive order on Clessification’
(EO 12065) which stated: “Classification may not be restored to documents already
declassified and released to the public” under the Freedom of Information Act. ;

To overcome this, President Reagan on April 2, 1982, issued a new executive order:”
on secrecy which now gives the President or any agency head the power to reclassi-

information previously declassified and disclosed if it is determined in writing'
tiat (1) the information requires protection in the interest of national security, and:’
(2) the information may reasonably be recovered. When questioned by the press as .
to the meaning of the term reasonably, the administration refused to rule out the
use of surreptitious entry.

Because it would have been ex post facto, the Justice Department did not attem
to enforce the new order against me and the book was published on schedule, wi
out any deletions, in September 1982. That fact, however, did not deter the NSA
from their reclassification efforts.

Using the reference notes at the back of my book, the NSA launched what one"
official termed a systematic effort to track down and if necessary, remove from
public circulation research materials about sensitive matters that were guoted in
the book. The chief target was the George C. Marshall Research Library, a a private.
nonprofit library on the campus of the Virginia Military Institute in Lexington

The materizls they were most interested in were the pagers of William F.
man, one of the founders of American cryptology and considered by many :the fath
of the NSA. He had retired from the NSA in 1955 and, over the years, -3
greatl alarmed at the NSA 8 increasing, almost fanatical attitude  toward :

‘1 hag a couple of sessxons gesberday with the guiding lights at [Fortj:Meade he?’
once wrote to a friend, * 1 find the scientific climate so devastanng th am,
heartsick. The root of the evil is that they have gone overboard on-security.”,

As a result of his dismay over, the NSA’s attitude toward secrecy, Fri
vowed never to iet the NSA get hold of his books and private papers.. 'I‘hus, I“ned-
man wrote to a long time friend: . -
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Without doubt you will wonder: Why did I choose to bequeath our collecton to the
George C. Marshall Foundation? Why not NSA? Or the Library of Congress? Or
some other government institution? As to NSA we know that the Collection would
not be available to scholare and students there, because no one—but no one—with-
out a high-degree clearance can even enter its portals. The Library of Congress
would disperse the items—they don'i have the funds to keep collections intact, and
duplicates of items on their own shelves would be sold or given away to some other
library in exchange for an item the L. of C. might lack. At any rate the Friedman
Colltiction will be kept intack at the Marshall Foundation and available for serious
scholars.

Friedman died on November 2, 1969, and within a year or two the entire collec-
tion was shipped to the Marshall Library. Prior to the Eapers being opened to the
public, however, the NSA visited the library and went through the collection. The
pulled out two categories of papers and ordered that they be kept locked in a vault
and never released. The first category consisted of classified documents which the
NSA had agreed to hold for Friedman at Fort Meade. The second, however, despite
the wishes of the late cryptologist consisted of totally unclassified, private corre-
spondence between Friedman and other private citizens.

Nevertheless, despite the NSA restrictions, the library allowed me to review and
make copies of Friedman'’s unclassified personal correspondence files. These consist-
ed mostly of letters to and from other private citizens aboul family matters and per-
sonal feelings about the NSA. Nothing in the letters, which were dated mostly from
1955 until 1965, could be considered in any way damaging to the national security
and I therefore quoted from them extensively in my book. .

Seeing my references to the Friedman letters, the NSA in April of this year went
back down to the library and again pulled many of Friedman's unclassified letters
and paﬁrs from the open shelves, stamped them secret, and locked them in the
vault. This despite the Reagan administration’s own executive order on secrecy
which limits classification to material that is owned by, produced by or for, or is
under the control of the United States Government.

Thus, although the letters and documents, unclassified for two to three decades,
are quoted in more that 150,000 copies of my book, the NSA insists that they
remain ‘“‘secret.” ‘“Just because information has been published doesn’t mean it
should no longer be classified,” said NSA Director Faurer.

In the Reagan administration’s war on words there is perhaps no issue more
. frightening than the issue of reclassification. It would be total anarchy for histori-

ang and scholars, who frequently spend years on their research, if one administra-
. tion would be permitted to recall history by forcing them to return materials re-
leased by a previous administration. The NSA offers a perfect example of what hap-
pens when an agency is allowed to run wild with the classification stamp. It is a
. choice of history or hysteria.
- About 350 years ago Cardinal de Richelieu declared the principle under which the
‘ R;_eaﬁaxé Administration currently operates: “Secrecy is the first essential in affairs
of the State.”

Mr. KasteNMEIER. Thank you, Mr. Bamford.

I am sorry, I did misrepresent that you once had worked for the
National Security Agency. In fact, you had not; is that correct?

Mr. Bamrorp. That is true. ’

Mr. KASTENMEIER. Yes.

Now, Mr. Ralph McGehee, will you proceed, sir?

Mr. McGeHEE. Thank you, Mr. Chairman.

I appreciate the invitation to appear before the subcommittee to
discuss my experiences with the CIA’s prepublication -review re-
quirement. :

. I am a retired CIA officer who earned numerous awards and
-medals, including the prestigious Career Intelligence Medal.

During my last 10 years with the CIA, I protested false informa-
-tion on Vietnam. The deficiencies that created Vietnam permeate
CIA operations, and I felt an imperative to tell this to the Ameri-
.can people and wrote a book about my experiences. The book did
"not attempt to reveal the identities of my associates or other classi-
fied information. :
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I had otpted for early retirement in 1977 and immediately
research for a hook. I was confused about how to proceed. I coul
contact publisher, for anything I might tell him might violate pre-
publication review restrictions.

So I decided to work alone without benefit of a dontract or guid-
ance from an editor. This <vas a mistake that cost me 2 years of
misguided effort.

In February 1980, followmh g 3 years of research and writing, I
submitted a manuscript to the CIA. A month later the Agency’s
Publications Review Board notified that it had identified 397 class1~
fied items. These ranged in length from one word to several

Over the next weeks 1 worked with a representative of the RB
to prove that those deleted passages did not contain classified infor-
mation. I sourced my claims primarily to information appearing in
the cleared writings of other Agency authors, such as Colby and
Cline and Dulles.

We agreed on a number of revisions, and I rewrote the text ac-
cordingly. Dismayed that I had defeated its claims of secrecy, the
PRB reversed earlier decisions and began classifying information
that only a short time before it seid was not classified. This forced
me to again prove many of those claims false and to rewrite the .
text.

Finally, I overcame all objections, and for the first time I had a
manuscript to shop around to publishers. Sheridan Square Publica-
tions agreed to publish the manuscript only if I would rewrite it as
an autobiography, and to do this I prepared an outline as an aid. In
the transmitting letter I said I wanted the outline for discussions
with an edltor, following which I would rewnte and resubmit the
manuscript to the CIA. 1

The PRB refused to deel with the manuscript, yet a little while .
later they found out that I was going to speak before an academic"
association, and they requested my speech, even if it was only in
outline form—serving a double standard there.

After I had submitted three chapters of the rewrite, the PRB de-
manded that I complete the entire book before it would release any
of the material. I then had to go about rewriting the text without
the opportunity of consulting with an editor.

Led by William Casey, the CIA in early 1982 decided, regardless
o}f; tl;:)éigahtles, to stop my book. It was not going to let me publish -
the

It attempted to do this by reclassifying everything of substance-
that was in my first chapter. When I pointed out that this vxolated"‘
the Executive order then in existence, the PRB responded, “That is
too bad, we are doing it anyhow.” '

The CIA was determined to prevent publication of my exposé. It
ruled that the entire second chapter was classified, and the second:
chapter dealt primarily with my personal life, my faxmly life.

I contacted the Washington Post and the subsequent public expo- .
sure forced the CIA to relent. If the Post had decided not to run
the story, my book would have died there. ,

Embarrassed by the Post article, the PRB assigned a representa--
tive to work with me. Finally, in mid-1982, after more than § years .
of struggle, I had a cleared manuscript.
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It was only intense anger and bitterness over Vietnam and a cer-
tainty that we would repeat that mistake that mciivated me to
fight f};_he CIA. At various times I felt defeated and just stopped all

efforts.

%ut ultimately, anger and concern drove me on. Others who
don’t have this same overwhelming issue certainly will not endure
the frustration. ‘

The CIA claims that it does not use prepublication review to con-
‘ceal violations of law or to prevent en:harrassment. Fu: me it did
Jjust that.

The CIA further asserts that it follows the paramount principle
of evenhanded and fair treatment for all authors. This is demon-
strably not true, and I know of authors it has assisted in writing
their books.

Since 1977, the CIA has processed more than 62,000 pages of ma-
terial, but it does not maintain an institutional memory of released
‘information. This is a deliberate attempt to keep its capability low
so it will not have to use that capability when dealing with critics.

Mafazines have requested me to write articles very recently. One
: wrote an article, and set up a schedule to deliver it to the
legal counsel of the CIA. On reflection I thought if I turn this in
then the Agency is going to classify this information, and 1 will
Jose my right to even discuss it. At that point it was a nebulous
‘issue whether it was classified or not. I assumed it wasn’t, but if
‘they ruled it classified, then I couldn’t even discuss it.
= .Other occaswns, I have wanted to write Op-ed pieces and letters
‘to the editors, ' ut I have always stopped because I fear now if I go
‘back to the PRB they are going to classify overt information and
':f/stop me from even discussing these issues.

- I think it is particularly relevant to relate some of the things
that happened to me as I tried ta live up to all the strictures of the
‘sec é'lxgreement that I had signed in 1952. My efforts met only
suspicion. I was placed under surveillance. My phone is
_ftapped, and my mail has probably been opened.

* - Blatant surveillance is conducted not to determine my actions,
but to frighten me into silence. Agency security people have
;walked my heels in supermarkets, sit in cars near my house, and
f‘&ebably entered my hotel room and removed documents. -1 have

n harassed overseas.

-:On one occasion a phone monitor was getting a little bit upset at
fwhat was being said, and he broke in and started interjecting his
’objectlons )

“--Intimidation is the purpose of all this activity, and 1 am well
-aware that Big Brother is watching.

*."From my experience, 1 conclude that the CIA, reacting as. any
ureaucracy, uses prepublication review and spurious claims of na-
tional security to prevent the American people from learning of its
‘illegal and embarrassing operations. It attempts to deny to the
American people information essential to the good of the Nation
and to our democratic process:s.

The CIA’s efforts demonstrate what we can expect from other
- agencies, given the same authority under President Reagan’s Exec-
“utive order.
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The national security state regards truth as its greatest enemy:
and cries national security to destroy our freedoms. I fervently.
hoge that something can be done to prevent this from happening."

hank you, Mr. Chairman.

[The complete statement follows:]

PREPARED STATEMENT OF RALPH W. MCGEHEE, AUTHOR OF DeapLy Decerrs—My 25
YEears iN THE CIA

1 appreciate the invitation to appear before the subcommittee to discuss my expe-:
rience with the Central Intelligence Agency’s prepubhcatlon review requirement..
The issue is of paramount importance as President Reagan’s March, 1983 Executive_
order places hundreds of thousands of Government employees under identical con:
straints. Supreme Court decisions and liberal interpretations of the executive ordes
could extend life-long prepublication review constraints over an additional sever:
million government employees and employees of firms doing classified Governmen
work. This is a major threat to our constitutionally guaranteed right of free speeé
and forbodes the approach of 1984 and the national security state. ;

I am a retired CIA officer who earned numerous awards and medals mcluduig )
prestigious Career Intelligence Medal. During my last 10 years with the CIA 1 p
tested its false information on Vietnam. The deficiencies that created the Vietnam
war Fermeate CIA operations and 1 felt it imperative to tell this to the American

and wrote a book about my experiences. The book did not attempt to reves
the 1dentlt1es of my associates or other classified information. In an ensuing 2-y
battle with CIA censors Mark Lynch an attorney with the American Civil Libertié
Union J)rovxded advice and excellent legal support.

I had opted for early retirement in 1977 and immediately began research fo
book. I feared possible CIA retribution if it discovered 1 was wrxtm% an expose |
attempted to keep my activities secret from friends and from family members
living at home. My fears were justified as the CIA soon discovered what 1 was doi
and placed me under close, intimidating, multiple types of surveillance. A eurvei
lance that continues to this day.

I was confused about how to proceed. 1 could not contact a publisher for anytlu
I might tell him might violate prepublication review restrictions. I decided to wor|
alone without benefit of a contract or guidance from an editor. This was a mlsta'lke
that cost 2 years of misguided effort.

On February 26, 1980 followm% 3 years of research and writing, 1 subnuttpd,
manuscript to the CIA. A month later the publications Review Board [PRB] notlf'
me that it had identified 397 classified items in the text varying in length from or
word to several pages. Over ihe next weeks I worked with a representative of th
" PRB to prove that those deleted passages did not contain classified informatio
sourced my claims primarily to information appearing in the cleared writings
other agency authors. We agreed on a number of revigsions and I rewrote :the
accordingly. Dismayed that I had defeated it claims of secrecy the PRB reversed:
lier decisions and began classifying information that only a short time before it ha
Jjudged to be not classified. This forced me to again prove many of those claims fa
and to rewrite the text. Finally 1 overcame all objections and for the first time I
a manuscript, truncated as it was, to shop around to publishers.

The szarch for a publisher was a long time-consuming effort. Many pubhshers
mitted I had a viable manuscript but all said it needed better focus and rewriting.
None but a small 1deologxcally-motwated publisher would risk the time and unce:
tainty of battling the CIA’s review process.

Sheridan Square publications agreed to publish the manuscript only if 1 would
write it as an autobiography. As an aid 1 prepared a 50-page outline and sen
the PRB. In the transmitting letter I advised that I only wanted the outline fo
cussions with an editor following which I would rewrite and resubmit the mani
script. The PRB refused to deal with an outline, (Yet a few weeks later the CL
learned that I was to give a speech to the Association of Asian studies and sej
a registered letter advising that I must submit the speech for review even if onl;
outline form.) After I had submitted three chapters the PRB demanded that I
plete the entire rewrite before it would release any material. I then had to rewr'x
the remaining text without the opportun:tir of consulting my editor.

Led by William Casey the CIA in early 1982 decided regardless of the legaliti
stop my book. It attempted to do this by reclassifying everything of substance:
was in my first chapter. When I pointed out that Executive Order 12065, th
effect, section 1-607 said “classification. may not be restored to a document al
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declassified and released to the public under this order and prior orders.” the PRB
:resﬂ:mded in esgence that that was tough.

.- The PRB had ruled that I could not discuss my training or the training site at
‘Camp Peary even though such topics had been declassified and well publicized.
‘More oddly the PRB ruled that details of the personality test it gives recruits were
‘classified. Yet a proprietary company had copyrighted and published the test. Also,
Jack Anderson’s column had carrieti in over 1,000 newspapers, those same details
-that the CIA was claiming were classified. .

I appealed those and other decisions to Admiral Inman then the Deputy Director
of the CIA. He recognized the idial illegality of the Board’s decisions and ruled in
my favor in every single instance.

e CIA, however, was determined to prevent publication of my expose. It ruled
‘that the entire second chapter was classified. I contacted the Washington Post and
.the subsequent public exposure forced the CIA to relent. If the story had not run it
‘would have been the end of my book. Embarrassed by the Post’s article the PRB
‘assigned a representative again to work with me over the classified items and I
‘again rewrote and resubmitted the manuscript. Finally in mid-1982, after more than
-5 years of struggle, I had a cleared manuscript.

- It was only intense anﬁer and bitterness over Vietnam and the certainty that we
‘would repeat that mistake that motivated me to fight the CIA. At various times 1
felt defeated and ceased my efforts. But ultimately anger and concern drove me on.
iOthers not motivated by such an overwhelming issue will not endure the frustra-
tion,

& The CIA avers that it does not use prepublication review to conceal violations of
‘law or to prevent embarrassment. For me it did just th.t and claimed sec to
iconceal its illegal and inefficient operations The CIA further asserts that it follows
‘the paramount principle of evenhanded and fair treatment for all authors. This is
:demonstrably not true. It assists the writings of proponents while supressing the
-works of critics. Since 1977 the CIA has processed more than 62,000 es of materi-
.al but maintains no institutional memory 6f released information. This is not bu-
-feaucratic inefficiency, it is the deliberate crippling of its own ability. If the CIA
‘kept records of cleared information it might be forced to use that memory when
‘dealing with critics. This it avoids at all costs.

‘Magazines have recently rejueste? me to write articles for them. I went about
nducting the research and preparing drafts. But upon reflection I worried that if I
bmitted the articles to the CIA for review it would again classify overt informa-
on and I would lose my right to even discuss those issues. I decided not to take the
isk and informed the magazines that I could not write the articles for them.

On various other occasions I had wanted to write letters to the editor or op-ed
‘pieces for newspapers. Each tima I stopped because I feared the consequences. Due
10 prepublication review and the inevitable use of that authority by the CIA to sup-
:press criticism, my informed opinion on a range of topics is not available for public
bate. Multiplying the constraints on me by the hundreds of thousands or possibly
illions of Government employees subject to the new executive order, the result is
bvious and calamitous. Informed criticism of the processes of Government will be
epressed and those essential contributions to the maintenance of our democratic
institutions will be stilled.

“It is of particular relevance to the topic of this hearing to relate some of my expe-
iences as the CIA monitored by activities. I have lived up to all the requirements of
he secrecy agreement I signed in 1952. My efforts have met only with CIA suspi-
ion. I have been placed under surveillance, my phone is tapped and my mail has
robably been opened. Blatant surveillance is conducted not to determine my ac-
ions but to frighten me into silence. Agency security personnel have walked up my
éels in supermarkets, sit in cars near my house and have probably entered my
jotel room and removed documents. I have been harassed overseas in Canada. On
ne occasion a phone monitor interrupted a conversation to protest what was being
id. Intimidation is the purpose of all this activity and I am well aware that “Big
ther Is Watching.”

From my experiences 1 conclude that the CIA, reacting as any bureaucracy, uses
ublication review and spurious claims of national security to prevent the Ameri-
.people from learning of its illegal and embarrassing operations. It attempts to
eny to the American people information essential to the good of the Nation and to
\r democratic processes. The CIA’s efforts demonstrate what we can expect from
ither agencies given the same authority under President Reagan’s executive order.
 The national security state regards truth as its greatest enemy and cries national
gsecurity to destroy our freedoms. I fervently hope that something can be done to
siprevent this from happening. Thank you.
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Mr. KastenMmEeIER. Thank you, Mr. McGehee. Do you attribute:
what you term harassment and surveiilance, to the fact that you:
are engaged in seeking to publish material concerning the CIA or;.
because of the bitterness you feei about the Vieti.am war, yo
views are at odds with Agency policy? y

Mr. McGEHEE. I am sure if I were a proponent of the Agency
that I would not be subject to any of this activity. The fact that I
am a critic I think is the reason they surveil me. g

Mr. KASTENMEIER. It would appear from the statement you have.
filed with us that you Have submitted your testimony to the Cen-
‘tral Intelligence Agency for prepublication review.

Mr. McGeHEE. That is correct.

Mr. KASTENMEIER. And they cleared it?

Mr. McGeHEE. Yes; they did.

Mr. KasteNMEIER. Does that surprise you, considering——

Mr. McGeHEeE. Oh, no. If this were an article that I was writing;
there would have been a great deal of argument back and forth;
but since I was submitting this to a congressional committee, I as-
sumed that they wou!d be very lenient and let me say anythmg;
that I wanted to say. B

Mr. KasteNMEIER. If they had chosen to do otherwise, would you’i
have complied with their request?

Mr. McGeREE. I always have; yes, sir.

Mr. KAsTENMEIER. You always have?

Mr. McGEeHEE. Yes.

Mr. KasteNMEIER. Mr. Bamford, the essence of your complaint i ls;
becal ug’e of a new policy called reclassification. Is that truly a n
policy:

Mr. Bamrorp. Yes; it is. It is new under the Reagan administr
tion. Under the Carter administration, the way the Executive order.
on secrecy read was that once a document had been declassified it
could not be reclassified agam Once the information had been re-
leased to the public, yo: can’t recall it.

That policy has beert completely reversed under the Reagan
ministration. So, in other words, if somebody was working on a‘his-
tory of the Johnson admlmstratlon, somebody in the Reagan ad-
ministration can go back and say that although you obtained that
information under the Johnson administration it is now classified
‘and you cannot use that anymore.

Mr. KasTeNMEIER. You have also asserted that there is an a
tempt to regain material from you which has now been reclassified;
is that correct?

Mr. BaAmMroRD. Yes. ‘

Mr. KASTENMEIER. Is that a separate complamt that is, is 1t dl-'
vorced from the other?

Mr. Bamrorp. Well, all these come under the heading of recl
fication.

The first attempt was by the Reagan administration to recall. 250
pages v orth of Justice Department documents that were released
to me under the Carter administration. They threatened to use'th
espionage statute if I didn’t give the materials back.

But at the time they made those requests, the Reagan adminig-

oy

tration was still operating under the old Carter administration: ,E’x’
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ecutive order, and that was one of the reasons why President
Rexgin changed the Executive order to the way it stands now.

r my k came out, Reagan administration, actually the
NSA lNational Security Agency] went down to one of the libraries
1 and began pulling off the shelves papers and documents that
I had quoted from and stamped those documents secret and or-
dered that they be locked in a vault.

Mr. KasTeENMEIER. As I recall, you litigated this problem; is that
correct?

Mr. Bamrorp. No. I had an attc-ney, Mark Lynch, from the
American Civil Liberties Union, but we settled out of court basical-
ly on the issue of the owiginal documents, and on the second issue I
never litigated because the material was already in my book. So I
didn’t fe=] any need to litigate the issue.

Mr. KasTENMEIER. To your knowledge, or in your estimation, are
there many other individuals—researchers and writers and
~ others—who are going to have similar difficulty with reclassifica-
tion, or is this a unique experience?

Mr. Bamrorp. Well, Mr. Chairman, it is fairly unique. There are
one ¢t two other instances I have heard of. :

One instance was a writer who was working on a book dealin;
with the U.S. relationship with Israel, and the individual reques
some documents from the National Archives, and the documents
were sent to him. They were declsssified and sent to ::im.

Later on, the Archives asked to have those documents sent back
to the Archives for some review. Once they were sent back, howev-
er, they were reclassified in accordance with an order from the Air
Force, and there was a lawsuit over that issue, and the Air Force
and the Archives more or less retreated and released the docu-
ments once again.

I understand there was one other incidence involving some mate-
rial from the Drug Enforcement Administration.

It is £n issue which will probably come up time and time again if
the administration is allowed to proceed with these cases without
angiinm or without any objection. '

r. ENMEIER. Mr. McGehee, in your case you did litigate
our problem with the Agency to the D.C. Court of Appeals in the
ederal Circuit?

Mr. McGeHEE. Yes, sir. ‘

Mr. KasTENMEIER. You lost your suit, is that correct? ,

Mr. McGeHEE. 1 did sue over deletions that were made in an arti-
cle that I had written for the Nation magazine, and this has been
under litigation for 2% vears, and the U.S. district court of appeals
just recently ruled that the Agency was justified in making the de-
etions.

I don’t think all the issues were brought forward, ané my lawyer
is going to file an appeal for a rehearing.

r. KASTENMEIER. So that matter hasn't been finally judicially
concluded?

Mr. McGesee. It has not been finally; no.

Mr. KAasTeENMEIER. | see. Thank you.

idyield to the gentleman from Ohio.

r. DEWINE. No questions, Mr. Chairman.
Mr. KASTENMEIER. The gentleman from Michigan.
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{No response.]

Mr. KASTENMEIER. We appreciate your appearance, Mr. McGehee
and Mr. Bamford, this morning, detailing two experiences with the
national security agencies of the Federal Government.

It is helpful to know how policy is changing and what impact it
has had on two people in a situation such as this.

I think the matter of reclassification probably has not gotten
very much visibility or attention. It is something we ought to look
at. -

In any event, we are grateful for your appearance, and this con-
cludes the hearing today.

I will announce that, as scheduled we will be having a hearing
tomorrow morning, room 2226 of this building, at 10 a.m., and we
will continue our hearings on the subject we initiated today.

Until that time, the committee stends adjourned.

{Whereupon, at 11:40 a.m., the subcommittee was adjourned, to
reconvene at 10 a.m., Thursday, November 3, 1983.]



1984: CIVIL LIBERTIES AND TﬁE NATIONAL
SECURITY STATE

THURSDAY, NOVEMBER 3. 1983

U.S. Housg oF REPRESENTATIVES,
SuscoMMITTEE ON CoURTS, Ci1viL LiBERTIES
AND THE ADMINISTRATION OF JUSTICE
oF THE COMMITTEE ON THE JUDICIARY,
Washington, DC.

The subcommittee met, pursuant to call, at 10:30 a.m., in room
2226, Rayburn House Office Building, Hon. Robert W. Kastenmeier
(chairman of the subcommittee) presiding.

Present: Representatives Kastenmeier and Berman.

Staff ‘;nesent David W. ‘Beier and Deborah Leavy, counsels;
Joseph V. Wolfe, associate counsel; and Audrey Marcus, clerk.

Mr. KasTENMEIER. The committee will come to order.

- Today we continue a set of hearings begun yesterday on 1984,
civil liberties and the national security state. The focus of today’s
§hearmg is the conflict between academic freedom, scientific com-
munication, and restrictions thereon based on national security

‘considerations.

Our first witness will be C. Peter Magrath, and I note that one of
our colleagues and close friend of the prasident of the University of
Minnesota is here. Perhaps he would like to present Dr. Magrath
‘to the committee. I am talking about Congressman Jim Oberstar.
- Mr. OBERSTAR. Thank you very much, Mr. Chairman.

1 will spare you, the committee and myself, a long introduction.

‘With this virus I have, my, voice is not in form. But it is an honor

-and a privilege to present Dr. Peter Magrath, president of the Uni-
versity of Minnesota, who in his tenure has brought a new excite-
-ment to the university, an atmosphere of academic ferment and in-

‘quisitiveness that is the hallmark of a first-rate academic institu-

ticn. He has involved himself with the academic affairs of the uni-

-versity in a way that few of his predecessors have done. He has

:brought a new excitement about the institution and attracted top-

:level professorial talent to the University of Minnesota. He brings

spersonal warmth and keen insight to all he undertakes, and it is a

ipleasure for me to present him to the committee.

% “Mr. KasteNMEIER. We thank our colleague for that generous in-
troductlon of Dr. Magrath, which I am sure is well deserved, whom
we hope will provide an overview of the potential conflicts between

;facademlc freedom and national security, and on the free flow of in-

f;:formatlon

(49}
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Also we would ask to join Dr. Magrath another very important .
witness, Dr. Frank Press, who is president of the National Acade-
my of Sciences and a former Presidential Science Adviser. Dr.
Press will address a recent report on national secunty concerns as -
they affect the sciences.

We will have following them another panel involving representa-
tives of several other institutions who will address instances of re--
strictions on scientific information.

So our witnesses will describe in greater detail how the academic”
and scientific community has increasingly found itself in an adver-
sarial situation with the executive branch. The number of conflicts .
has led to the appointmeit of various study committees and com-*
missions. The common theme of the reports issued by these groups:
is a need to articulate the values that are preserved by the free"
flow of information. In part, one of the purposes of this mormng’s-
hearing is to provide a wider public forum for an expression of,
these values.

This morning we will address other important policy questions:
One, to what extent does the first amendment protect the free flow'
of scientific information; two, are the values from an unencum-
bered exchange of information intended to work for the benefit of
all Americans, not just academics and scientists; three, is it fair or.
appropriute to expect the academic and scientific communities to:
negotiate their first amendment rights with the executive branch;:
four, what role should the Congress play in calculating the criteria_
to be used before restrictions are placed on this flow of informa-:
tion. So it is my hope through this hearing and through subsequent.
submissions from interested parties and organizations that the.
committee will receive guidance and suggestions about the desir:
ability and the feasibility of legislation in this area. =

Before calling on our first witness, I would like to recall the:
words of James Madison, who said: B

Since the general civilization of mankind, I believe there are more instances of -

the abridgement of the freedom of people by gradual and silent encroachments of
those in power than by violent and sudden usurpations.

[The following was received for the record:]
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C. Peter Magrath

Testimony Before the House Subcormittee on Courts,
Civil Liberties, and the Administration of Justice
Noverrber 3, 1983

Mr. Chairman and Honorable Members of this Committee:

My name is C. Peter Magrath, and I am President of the University of
Minnesota. I appreciate the invitation to discuss with you a concern shared
by a growing number of university preéidents and their faculties.

.

Broadly stated, the concern involves a conflict between openness and
secrecy, between acadenic freedom and prior restraint, between the pursuit of
knowledge and the definition of natjonal security. More specifically, the
conflict grows out of the Adir\inisuation's efforts to advance American defense
interests by restricti.né the free fl& of information arong scientists,

researchers, and engineers,

The restrictions, which have been issued by the Departments of Defense,
State, Camerce, and Energy over the past 2k years, tcke a variety of forms.

—— There are Fresidential directives that authorize prior governmental
review.-of any publication by individuals who ever had access to classified
information, and presumably, this includes university scholars as well.

-~ There are regulations that permit the Executive Branch to restrain
the presentation, publication, or mere scholarly exchange of papers that are
reither classified nor drawn from classified sources.

— There are instructions to limit the access of certain foreign
students and scholars to college Slassrooms and laboratories.

—-- And there'are surveillance requests to gGumshoe intemational

visitors across the campus znd the local community.
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|
Specific exarples of the first two types of restrictions will be provided
by other speakers, but permit me to offer a personal experience which

illustrates the latter two directives,

- In 1981, the University of Minnesota received a nurber of letters, prone
calls, and campus visits by federal agents regarding a visiting scholar from
the People's Republic of China by the name of Qi Yulu. The State Departinent
had previously approved lr. Qi's study plans under a national policy that
expressly "ecncourages the tiaining of Chinese scholars in modern technology
and science.” Subsequently, the policy seemed to change, for the University

wes aisked to curtail the acudemic program of our visitor.

Accerding to the State Department, Mr. Qi was to have no access to
unpublished or classified government-funded research; no access to cammter
hardware design or mzintenance; and no access to source codes or their éevelop-
ment. In aicditicn, the University was to limit the scholar's access to
mblished software alone; provide him minimel involvement in applied resezrch;
and report, in advance, any visits he might make to industrial or reseaxrch
facilities, Tronically, within those constraints, we were told to offer Mr.

Qi as full an academic program as possible.

The directives were confﬁsing to say the least. For exarmple, the State
Department proposed limiting the scholar's access to classified research, yet
in common with virtually all of higher education, the University of Minnesota
accepts and conducts no sucih research. There was to be only miniral inmvolvement
in applied research, but a definition of either "minimal" of “applied" was

never given. There was to be a full academic program, yet for this computer
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scientist, most of our camputer technology wus off limits. And, of course,
there was the problem of 2dvising federal cfficials as to +he constant where-
abouts of Mr. Qi Yulu, an assignment that would force the University to
confine him or else contact the State Department several tires a day as to his

on and off canpus itinerary.

However, even more disturbing than the confusing nature of the State
Departrent's directives were whelir chilling implications. They struck at the
very heart of a free university, if not a free society, for they advocated
secrecy and surveillance, the restre%nt of expression and the disregard of
acacemic freedorm. Scholarship sinply cannot thrive in secrecy; research
cannot be advanced under wraps. Instead, scientific progress flourishes best
in the free corpetition of ideas. It is that openress and cagpoetition which
explains why the United States is preeminent in rost scientific fields., ind
it is the absence of openness and competition in thw Soviet system which
confims an observation of Nobel laureate, P.W. Anderson, namely, "Security
and secrecy irpede scientific and technical progress . . . tend(ing) to cloak
inefficiency, ignorance, and corruption more cften than it hides genuine

technical secrets.”

'n%is is not to irply that the protection of "genuine technical secrets"
is an inappropriate concern of cur government. The .concern is understandable;
the objectives legitimate. Few Americans, and even fewer menbers of the
research community, advocate the dissemination of information that directly
compromises national defense. However, what is guesticnzble and alarming are
the means by wiich such objectives arg pursued. S attempt to plug naticnal
security leaks by xmffliné those who pose a0 security risk mekes little sense.
It amounts to caulking the wrong part of the wrorg ship, and in the erd, the

efforts prove to be unnecessary, intimidating, and counterproductive.
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At least four issues merit your consideration here. First, most scienti-
iic invéstigations that are carricd out in campus laboratories offer no
immediate applications. Consequently, the sharing of such research, even with
foreign scholars, poses virtually no threat to U.S. technological er military
interests. A National Academy of Science panel on “Scientific Communication
and National Security" reached just such a conclusion when it reported that
"{Uiniver..ities and open scientific cammunication have been the source of very
little of (America's) technology transfer problem." The view was reinforced
in testimony delivered las‘.; year by former CIA Director, Bobby Inman. Adniral
Inman concluded that "only a small percentage” of the Soviet acguisition of
militarily relevant information comed from cammnicaticens involving scientists

and students.

Second, to force scholars to clear studies prior to publication presents
an irpossible burden for researcher and reviewer alike, That task is to
define the importance of undefined knowledge, to predict the cutcome of
inconmplete investigations, and to articulate the possible consequences of
unknown applications. On the part of a scientist, it is akin to requiring
Albert Einstein in his early spectroscopy research to foresee the creation of
laser technology some half century later. On the part of govermment review
© teams, it is to encourage restrictive decisions, because without a clear
understanding of possible applications, there is an inevitable tendency to exr
on the side of caution and oex%sorship.

A third problem is that of interpreting vague and sweeping regulations.
The task is not only confusing, but it is alsc intimidating. There is a price
to be paid for campliance as well as non~compliance. For exarple, current
State Department regulations can r;quire a university to supply background

information on students, yet in releasing such information, the school runs
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the risk of violating the Federal Educational Rights and Privacy Act as well

as State privacy statutes. Similarly, cooperation could force a university to
adopt a policy requiring its faculty to submit certain publications to govern-
ment review, yet in so doing, the institucvion runs the risk of being a willing

party to prior restraint and First Amendment violations.

On the other hand, the price of mon-campliance is no less threatening. A
university that misinterprets the camplex Internaticnal Traffic in Arms Reqgula-
tions (ITAR) or the Export Administration Regulations (EAR) exposes: itself to
adninistrative and civil penalties and fines not to mention the forfeiture of
feceral contracts. The loss to the uncooperative institution is further
campounded by the possibility of being “blacklisted.” I know of five university
presidents who received just such a warning from a private foundation. The
foundation pramised to sponsor adverse shareholder resolutions at‘ corporate
ané philanthropic reetings, because it determined that resistance to intrusive

regulations was itself a threat tO national security.

A fourth issue -- the impcsition of restraints upon scholarly exchanges
—-is equally disturbing. One justification, at least according to the
Director of the Office of Military Technology in the Defense Department, is
"to restrict Soviet scientists in the way American scientists are restricted
in the Soviet Union.* At best, the rationale is ircnic; at worst, it is

counterproductive.

It is ironic that the secrecy of a govermmental system we disdain should
became a model for our own research policies — a standard, by the way, that
has been applied not only to Soviet scholars, but to visitors from the People's
Republic of m, the Middle East, and Eastern Europe,



56

It is counterproductive in that much of our knowlelge about Soviet
advances in metallurgy, astrophysics, rcoboetics, cancer research and other
fields is a direct result of commnication between U.S. and Rissian scholars,
To restrict those exchanges is both to forfeit an invaluable information
cenduit and to cverlook those areas where dmerican scienze has been furthered

through exposure 4o Soviet contacts.

In short, Mr. Chairman, the issues and problems I have raized reguire a
greater sensitivity on the part of this Adninistration. To that end, there
have been a nw ser of recent discussions among university and cebinet
representatives, However, because change is so slow in caming, Congressicnal
action might well hav; to be tezken if the concerns of the research cormunity
are to be taken seriously. In prorgpting such change, let me conclude with the

following recormendations:

First, the majority of the restraints upon scholars and scientists appear
to be unilaterally irposed by the Emecutive Branch, rather than flowing fram
express grants of legislative authority. In the wbsence of any modification
in those restraints, Congress must give sericus consideration to imposing

clezar structurai limits upon administrative interpretations.

Second, only in the most exceptional and limited cases should the
cammunication of unclassified scientific information be restricted. Any other
course would not only transform mach unclassified information into classified
information, but even nore significantly, it would impede the very avemues for

scholarly cammnication that are so vital to national security.
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Third, if certain research is to be classified, then a mandatory review
mechanisn should be implemented. One framework for such review has been
bmposed by the Department of Defense Fornum, an advisory body that was esta-
blished twenty months ago and that includes representatives from the DOD and
the university community. Even as I applaud certain DOD officials for taking
the initiative in establishing this cammunication channel, I would encourage
other Cabinet departments to follow the Defense Department's lead. By institu-
tionalizing dialogue, sare of the differences between the Capitol and the

campus can be resolved in advance of regulatory overkill and public disputes.

Fourth, the university camunity recognizes that under exceptional and
narrowly defined circumstances, restrictions on foreign schcliars may be
appropriate. These restrictions sheuld not, by definition, be targeted at ow
open universities, but would apply to such non-university activities and
locations as classified laboratories cperated by defense contractors. Clearly,
in the vast majority of cases, restraints on scholarly exchanges must be
avoided if this nation it camitted to improving relations with foreign

countries, to reducing bureaucratic expenses, and to enhancing cur own scien-
&

tific capacities.

Fifth, if there are reservations as to the activities of certain visiting
scholars, then it is the responsibility of the State.Deparment to resolve
those reservations before the scholars are granted permission to enter the

' country. It is not the function of the academy to be a surrogate surveillence
agency.

Sixth, if there are to be restrictions on certzin types of scientific

- activities -~ in other words, secret research -- then such activities should
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be classified in advance, thereby putting universities on notice of the
restrictions before they apply for the contract. Alternatively, seriocus
consideration should be given to a policy of conducting all secret research in
government leboratories or private institutions rather than universities, If
the price of government research contracts is the forfeiture of open scholarly

cammnication, then the tradeoff is simply too high.

Seventh, there shoulé be an imrmediate clarification of the executive
orders requiring individuals with access to what is now labelled "sensitive
compartmented information" to sign pre-publication clearance agreements and to
submit to lie detector tests under certain circumstances. To the extent that
these orders are intended to apply to universities and faculty members in
their roles as federal contractors, such orders should be rescinded., Scholars
who contribute a period of their careers to govermment service or who carry
out federal research should no"t be forced to take lifelong vows of silence,
The laboratory is not the monastery; the scientist is not a Trappist monk., To
misunderstand these differences is to discourage the best and the brightest
froem lending their talents to national objectives, and, in that case, wur

s

security will truly be jecpardized.

In short, Mr. Chairman, 1f the question is whether our national interests
are better served by openness and technological progress or by secrecy and
scholarly restraints, then I would urge you to choose the former. The history
of. this nation is one of security by scientific accomplishment It has enabled
us to outpace our adversaries in the past, and it will permit us to continue
our lead in the future. A-rex:ica simply does not need the Soviet model of

science or the Soviet system of secrecy and surveillance!
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Mr. KasteNMEIER. I would now like to call on the president of
the University ¢i' Minnesota, Dr. Magrath.

TESTIMONY OF C. PETER MAGRATH, PRESIDENT, UNIVERSITY OF
MINNESOTA; AND FRANK PRESS, PRESIDENT, NATIONAL ACAD-
EMY OF SCIENCES

Dr. MAGRATH. Thank you very much, Mr. Chairman.

As indicated, my name is C. Peter Magrath and I am privileged
to serve as president of the University of Minnesota. I am also
ﬁivileged to work in a State that has elected so many outstanding

embers of Congress and the Senate, one of whom took time from
his very hectic schedule, Congressman Oberstar, to come here this
morning.

To Congressman Oberstar, I want to say that those of us in the
university community, not only in the University of Minnesota, ap-
preciate a person who understands what research universities are
about and what the role of great private and public universities is
about. We don’t take that kind of understanding and support light-
ly, and I personally appreciate his support enormously.

I appreciate this opportunity to discuss with you the concern,
Congressman Kastenmeier, that you have stated, because it is one
‘that is shared by a large number of university presidents and their
faculties. In broad terms, the concern is a conflict between open-
ness and secrecy, between academic freedom and prior restraint,
‘between the pursuit of knowledge and the definition of national se-
curity. More specifically, the conflict arises out of the administra-
tion’s efforts to advance American defense interests—which are le-
gitimate, of course, very legitimate—by restricting in various ways
:tl-le_ free flow of information among scientists, researchers, and en-
gineers.

The restrictions which have been issued bi\; the Departments of
Defense, State, Commerce, and Energy over the past 2% years take
a variety of forms:

There are Presidential directives that authorize prior govern-
mental review of any publication by individuals who ever had
access to classified information, and presumably, this seems to in
clude university scholars as well. :

There are regulations that permit the executive branch to re-
strain the presentation, publication, or mere scholarly exchange of
‘papers that are neither classitied nor drawn from -classified
.sources.

- There have been instructions to limit the access of certain for-
‘eign students and scholars to college classrooms and laboratories.
.- And there have been surveillance requests to, in effect, gumshoe
ternational visitors across the campus and the local community.
Specific examples of the first two types of restrictions will be pro-
ded I believe by other witnesses, but permit me to offer first a
rsonal experience that illustrates the latter two directives.

In 1981, the University of Minnesota received a number of let-
rs, phone calls and campus visits by Federal agents regarding a
i ‘iti.:l\f scholar from the People’s Republic ¢f China by the name of
i Yulu. The State Department had previously approved Mr. Qi’s
:study plans under a national policy that expressly—and I quote—
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“encourages the training of Chinese scholars in modern technol
and science.”” Subsequently, the policy seemed to change, for the
University of Minnesota was asked to curtail the academic pro-
gram of our visitor.

According to the State Department, Mr. Qi was to have no access
to unpublished or classified Government-funded research, no access
to computer hardware design or maintenance, and no access to
source codes or their development. In addition, we were to limit his
access to published software alone, provide him minimal involve-
ment in applied research, and report, in advance, any visits he
might make to industrial or research facilities. Ironically, within
these constraints, we were told to offer Mr. Qi Yulu as full an aca-
demic program as possible.

The directives were confusing to say the least. For example, the
State Department proposed limiting the scholar’s access to classi-
fied research, yet in common with virtually all of higher education,
the University of Minnesota accepts and conducts no such re-
search. There was to be only minimal involvement in applied re--
search, but a definition of either “minimal” or “applied” was never
given. There was to be a fuil academic program, yet for this com-

uter scientist most of our computer technology was to be off
imits. And, of course, there was the problem of advising Federal
officials as to the constant whereabouts of Mr. Qi Yulu, an assign-
ment that would force us to confine him or else contact the Depart-
ment of State several times a day as to his on and off campus itin-
erary. y
Much more disturbing perhaps than the confusing nature of
these directives were their chilling implications. They struck I be-.
lieve at the very heart of a free university, if not a free society, for
they advocated secrecy and surveillance, the restraint of expres-
sion, and the disregard of academic freedom. Scholarship simply
cannot thrive in secrecy; research cannot be advanced under
wraps. Instead, scientific progress flourishes best in the free compe-
tition of ideas. It is that openness and competition which explains
why the United States is preeminent in most scientific fields. It is

the absence, I submit, of openness and competition in the Soviet
" system that confirms an observation made by the Nobel Laureate
P.W. Anderson, namely, “Security and secrecy impede scientific
and technical progress * * * tending to cloak inefficiency, igno-
rance, and corruption more often than it hides genuine technical:
secrets.” -

This is not to imply that the protection of “genuine technical se-
crets” is an inappropriate concern of our Government. That ton-:
cern is understandable, and the objectives legitimate. Few Ameri-
cans, and even fewer members of the research community, advo-
cate the dissemination of information that directly compromises’
national defenze. However, what is questionable and alarming are’
the means by which these jegitimate objectives are pursued. :

To attempt to plug national security leaks by muffling those who;
pose no security risks at all makes little sense. It amounts, if you:
will, to caulking the wrong part of the ship, and of the wrong s ip,
at that, and in the end the efforts prove to be unnecessary, intimi-
dating, and counterproductive. £
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I think there are at least four issues that merit your consider-
- ation. First, most scientific investigations that are carried on in
campus laboratories offer no immediate applications. Consequently,
the sharing of such research, even with foreign scholars, poses vir-
tually no threat to U.S. technological or military interests. A Na-
tional Academy of Science panel, chaired by the very distinguished
former president of CornelFUniversity, on ‘“Scientific Communica-
tion and National Security”’ reached precisely this conclusion when
it reported that “Universities and open scientific communication
have been the source of very little of America’s technology transfer
problem.” That view was reinforced in testimony delivered last
year by former CIA Deputy Director Bobby Inman. Admiral Inman
concluded that “only a small percentage’” of the Soviet acquisition
of militarily relevant information comes from communications in-
volving scientists and students.

Second, to force scholars to ciear studies prior to publication pre-
sents I think an impossible burden for researcher and reviewer
alike. That task is to define the importance of undefined knowl-
edge, to predict the outcome of incomplete investigations, and to
articulate the possible consequences of unknown applications. On
the part of a scientist, it is akin to requiring Albert Einstein in his
early spectroscopy research to foresee the creation of laser technol-
‘ogy some half-century later. On the part of Government review
teams, it is to encourage restriztive decisions, because without a
clear understanding of possible applications, there is an absolutely
inevitable tendency to err on the side of caution and censorship.

A third problem is that of interpreting vague and sweeping regu-
lations. The task is not only confusing, but it is intimidating. There
is a price to be paid for compliance as well as noncompliance. For
‘example, curreni State Department regulations can require a uni-
versity to supply background information on students; yet, in re-
leasing such information, the school runs the risk of violating the
Federal Educational Rights and Privacy Act as well as-State priva-
cy statutes. Similarly, cooperation could force a university to.adopt
a policy requiring its faculty to submit certain publications to Gov-
ernment review, yet in so doing the iastitution runs the risk of
being a willing party to prior restraint and first amendment viola-
tions. . C ‘

On the other hand, the price of noncompliange is no less,threat-
‘ening. ‘A university that misinterprets the complex Int:%ﬁcmal
Traffic in Arms Regulations [ITAR], or the Export Administration
‘Regulations [EAR], exposes itself to administrative and civil penal-
ties and fines, not to mention the forfeiture of Federal contracts.
The loss to the uncooperative institution is {'%ller compounded by
the possibility of being “blacklisted”. 1 krow of five university
‘presidents who received just such a warning from a private, not a
‘governmental, but from a private foundation~Fhe_foundation
promised to sponsor adverse shareholder resolutions at-corporate
‘and philanthropic meetings because it determined that resistance
‘to intrusive regulations was itself a threat to'national security. The
‘University of Minnesota was one of those five universities.
=:A fourth issue, the imposition of restraints upon scholarly ex-
.changes, is equally disturbing. One justification, at least according
:to the Director of the Office of Military Technology in the Defense



62

Department, is “to restrict Soviet scientists in the way American
scientists are restrictea‘in the Soviet Union.” At best, the rationale -
is ironic; at worst, it's counterproductive. ,

It is ironic that the secrecy of a governmental system we disdain -
should become a model for our own research policies—a standard,
by the way, thai has been applied not only to Soviet scholars but to
visitors from the People’s Republic of China, the Middle. Enst, and
Eastern Europe.

It is counterproductive in that much of our own knowledge about
Soviet advances in metallurgy, astrophysics, robotics, cancer re-
search and other fields is a direct result of communications be-
tween U.S. and Soviet scholars. Also there is the assumption that
we are the ones that are giving something away and that we aren’t -
smart and we don’t learn and pick up things. The contrary is true,
I beiieve. To restrict those exchanges is to forfeit an invaluable in-
formation conduit and to overlook those areas where American sci-
ence has been furthered through exposure, in this case to Soviet
contacts.

In short, Mr. Chairman, the issues and problems I have raised .
require a greater sensitivity on the part of this administration. To':
that end, there have been a number of recent discussions among::
university and cabinet representatives. However, because change is:
so slow in coming, congressional action might well have to be taken:
if the concerns of the research community are to be taken serious-.
ly. In prompting such change, let me conclude with the following"
suggestions: . ~ -

irst, the majority of the restraints upon scholars and scientists
appear to be unilaterally imposed by the executive branch, iather
than flowing frcm expres grants of legislative authority. In the ab- -
sence of any modification in those restraints, Con musi give
serious consideration to imposing clear structural limits upon ad-
ministrative interpretations.

Second, ony in the most exceptional and limited cases should be -
communication of unclassified scientific information be restricted:"
Any other course would not only transform much unclassified in- -
formation into classified information, but even more significantly, -
it would impede the very avenues for scholarly communication that
are so vital to our national security.

Third, if certain research is to be classified, then a mandatory :
review mechanism should be implemented. One framework for:
such review has been proposed by the Department of Defense Uni--
versity Forum, an advisory body that was established 20 months™
ago and includes representatives from DOD and the university,
community. Even as I strongly applaud certain DOD officials for:
taking the initiative in establishing this communication channel;
would encourage other Cabinet departments to follow the Defense
Department’s lead. By institutionalizing dialog, some of the diffe
ences between the Capitol and the campus can be resolved in ‘ad::
vance of regulatory overkill and public disputes. R

Fourth, the university community recognizes that under excep::
tional and narrowly defined circumstances restrictions on foreigh:
scholars may be appropriate. These restrictions should not, by dg'::
nition, be targeted at our open universities, but would apply to:
such nonuniversity activities and locations as classified laboratories’.

i
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.operated by defense contractors. Clearly, in the vast majority of
:cases, restraints on scholarly exchanges must be avoided if this
“Nation is committed to improving relations with foreign countries,
.to reducing bureaucratic expenses, and to enhancing our own scien-
tific capacities. ,
. Fifth, if there are reservations as to the activities of certain indi-
-viduals who are to come to the United States under the cloak of
-being a visiting scholar, then it is the responsibility, I suggest, of
-the Department of State to resolve those reservations befo; o the
‘scholars are granted permission to enter the country. It is not the
‘function of the academy to be a surrogate surveillance agency.
Sixth, if there are to be restrictions on certain types of scienuiic
.activities—in other words, secret research—then such activities
-should be classified in advance, thereby putting universities on
-notice of the restrictions before they aggly for the contract. Alter-
‘natively, serious consideration should be given to a policy of con-
“ducting all secret research in Government laboratories or private
_institutions rather than universities. If the price of Government re-
-gearch contracts is the forfeiture of open scholarly communication,
:then the tradeoff is simply too high. _ :
¢ “Seventh, there should be an immediate clarification of the Exec-
tive orders requiring individuals with access to what is called
sensitive compartmented information” to sign prepublication
earance agreements and to submit to lie detector tests under cer-
tain circumstances. To the extent that these orders are intended to
pply to universities and faculty members in their roles as Federal
ontractors, such orders shoyld be rescinded. Scholars who contrib-
te a period of their careers to Government service or who carry
ut Federal research should not be forced to take lifelong vows of
~gilence. The laboratory is not the monastery; the scientist is not a
pist monk. To misunderstand these differences is to discourage
) t and the brightest from lending their talents to national o
jectives and, in that case, our security will truly be jeopardized.
‘In short, Mr. Chairman, if the question is whether our national
iterests are better served by openness and technological progress,
r by secrecy and scholarly restraints, then I would urge you to
hoose the former. The history of this nation is one of security by
cientific accomplishment. It has enabled us to outpace our adver-
ies in the past, and it will permit us to continue our lead in the
ure. America simply does not need the Soviet model of science
the Soviet system of secrecy and surveillance.
Thank you for hearing my remarks.
Mr. KasTENMEIER. Thank you, Dr. Magrath. I want to compli-
nt iou for a splendid and clear statement. Before we go to ques-
ns, however, we will hear from Dr. Frank Press.
Dr. Press. Thank you, Mr. Chairman.
Many- of ‘my ¢comments today will be based on a report of the
cademy, the Corson Report on “Scientific Communication and
ational Security”’, which Presideat Magrath referred to.
The subject of this hearing has become a national issue basically
use advancing scientific knowledge—and, more importantly,
2 technology that is fourded on that knowledge—has brought
o legitimate social objectives into conflict: the advancement of
knowledge and the Nation’s military security.
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With the exception of wartime, free international scientific com-
munication rarely has been perceived as detrimental to America’s
defenses .against foreign military adversaries. However, initiatives
" have been undertakexn over the past several years to prevent the
dissemination of certain U.S. research results from providing mili-
tary advantages to America’s adversaries. The reaction to these
measures has included strong statements of principle both by advo-
cates of scientific freedom and of national security; that is, state-
ments vigorously decrying and supporting such measures.

The issue, in my view, is somewhat paradoxical, for the qualit
of our new military and commercial technologies derives from U.S.
scientific superiority, and that superiority depends upon the open
exchange of ideas. The health of the research enterprise depends
crucially on scientists building on each others’ ideas and on the
ability to test new ideas against the best existing ideas worldwide.
The informal exchange of draft scientific papers among leading
specialists in the field, travel to scientific meetings and confer-
ences, personnel exchanges, and the publication of papers and their.
exposure to global scrutiny by other researchers is the essence of:
productive science. It is, I think, no accident that a nation founded”
on perscnal liberties enjoys world leadership in science, and it is no
accident that closed societies have been forced to look outward for
the science that must underlie their technological advances. ..

Thus, American scientists are extremely sensitive to the possibly
chilling effects of various governmental efforts to control scientific
communication. These include attempts to prevent certain unclassi-
fied research results from being presented at meetings attended by
scientists from Warsaw Pact countries. This occurred, for example,
at a meeting on magnetic bubble devices held by the American
Vacuum Society in 1980, at the annual technical symposium of the
Society of Photo-Optical Engineers in 1982, and at the Fourth.
International Conference of Permafrost in 1983.

There are also initiatives to require scientists to secure govern-
mental permission before they make their unclassified research re-
sults accessible in foreign countries. That would, of course, include
. virtually all scientific publications, since almost all have an inter-:

nationaf readership. An example is the ‘“no foreign distribution?.
condition in some unclassified governmental research contracts.

Perhaps most disquieting, from the point of view of individual:
United States scientists, is that these and other governmental ac-
tions to control scientific communication have been largely-disjoifit-
ed, unpredictable, and vague in specifying the scientific fields they.
are intended to cover. The result is that any particular scientist-is-
quite unclear about what obligations and sanctions, if any, might
ap&ly to her or his work. ‘

More generally, advocates of openness in science point out tha
imposing national security controls on scientific work may be coun-:
terproductive. For example, restrictions on scientific meetings held:
in the United States may result in international scientific organiza:
tions. banning meetings in the United States and the relocation ‘of
these meetings to other sites that are more accessible to foreign sci-.
entists and less accessible to ours. : {

Also, as the international scientific enterprise continues to a
vance, the proportion of scientific fields in which United States sci:
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ence has a clear lead will diminish, meaning that international
communication in more and more fields will be in our own scientif-
ic and technological interest.

Finally, there is same danger that in those scientific areas where
controls are iinposed, sonie of the best United States scientists and, -
importantly, some of their best students, will simply transfer their
interest to unrestricted research areas, thus depriving military and
civilian technologies of their contributions.

Proponents of stricter controls offer arguments that must be seri-
ously evaluated. They point out that increasingly United States se-
curity is related to our technological lead over our military adver-
saries. The days in which the advantage went to the Nation with
the largest military, the best trained soldiers, or the most defensi-
ble boundaries are largely behind us. Second, they point out that
military technology is increasingly what is called high techuology;
that is, more and more critical military technologies are in areas
that are very close to current scientific frontiers. In addition, many
of these new technologies are dual use technologies, like advanced
electronics, having both military and civilian applications. The sig-
nificance of the rise of dual-use technology is that one can no
longer be certain, even if research is not funded by ihe military,
that it will be irrelevant to military needs.

Citing these trends, those whose job is to protect United States
national security often point to the danger that we thoughtlessly
fg’l‘i?is away the advantage of our scientific superiority in critical
ields.

Both points of -.iew are based on legitimate concerns. The objec-
tives of the Academy study by the Corson Panel were to consider
those concerns, to examine the evidence, and to explore ways to re-
solve the dilemma. The organization and mission of the Panel on
Scientific Communication and National Security was designed to
ensure that it received views from all sides of the issues. Its mem-

~bership included several former national security officials, as well
"as university and industry scientists. Furthermore, the Panel solic-
ited evidence and differing views from many groups. ,

The Panel offered 15 specific recommendations, and these recom-
mendations rested on four basic findings: -

First, although there is substantial evidence of damaging trans-
‘fers of military technologies to the Soviet Union, and of Soviet in-
‘terest in acquiring Western science by both overt and covert
‘means, the Panel found that—and I quote—"in comparison with
other channels of technology transfer, open scientific communica-
‘tion involving the research community does not present a material
‘danger from near-term military implications.” _
© The Panel carefully evaluated both published and highly classi-
‘fied information of known technology losses and found no examples
of damage to United States military interests from academic.
‘sources.

+ Second, the governmental effort to control technology transfer is
‘generally diffuse. Many separate agencies are involved, and the
effort is spread over many different scientific and technological
fields. Enforcement personnel cannot hope to accomplish effective
control across all fields. Also, their practical knowledge of the pos-
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?.ibl_et:;chnological applications of these many sciertific subfields is
imited.

The Panel suggested explicit criteria for narrowing the reach of
controls, and encouraged the Government to endorse a stra of
“tall fences around narrow areas.” For example, the Panel conclud-
ed that the vast majority of university research should be free of
controls, and that only in a very small number of gray areas—and
that’s an extremely small number—may control be appropriate.
These are the exceptional cases that Dr. Magrath referred to.

Such gray areas, the Panel argued, must satisfy four criteria con-
currently—and these are very strict criteria: One, the technology is
developing rapidly and the time from basic science to application is
short; two, the technology has identifiable direct military applica-
tions, or it is dual-use and involves process or production-related
know-how; three, transfer of the technology would give the U.8.S.R.
a significant near-term military benefit; and four, the United
States is the only source of information about the technology, or
other friendly nations that could also be the source have control
gystems as secure as ours.

I repeat that all four of these conditions have to be concurrently
applied in establishing a gray area.

A third general conclusion was that export control regulations
are normally not appropriate tools for the control of scientific com-
munication. Qur export control system was assembled *o prevent
the unwarranted shipment of physical devices, not of knowledge.
When control of unclassified research results is necessary, the Gov-
ernment should try to use contractual obligations in funding agree-
ments, not export control regulations. Such contract provisions—
stipulating, for instance, that the Government’s contract officers
concurrently receive for comment materials submitted for publica-
tion—provide researchers with relatively clear, advance informa-
tion on their obligations, in contrast to controls based on export
regulations. :

I might add that these contractual obligations would still reserve
to the university the final decision about publication.

Finally, we need more reliable and complete information about
the nature of the overall technology loss problem and the most ef-
fective means of staunching it. The Panel was somewhat discour-
aged at the imprecise understanding of the extent and nature of
lost technology, the relative contributions of the many channels by
which adversaries acquire Western military technologies, and the
adverse effects of control measures.

The Corson Panel report was released in October 1982. There
have been some encouraging events since that time. For example,
two of the Panel’s specific recommendations have been implement-
ed. First, the intelligence community has moved to establish a sci-®
entific advisory committee to assist it in reviewing prospective sci-"
entific exchange visitors from adversary nations. Second, the Acad-"
emy itself has established a new Government-university roundtable
that will serve as a forum for give-and-take discussions of issues, -
such as the control of scientific communications, in which there is
political conflict between the government and the research commu-
nities. : E
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There has also been proposed legislation that drew on the

Panel’s report. I am pleased that both the Senate and the House

have seen fit to incorporate into their proposed revisions of the
Export Administration Act the following language:

It is the policy of the United States to sustain vigorous scientific enterprise. To do

80 requires protecting the ability of scientists and scholars freely to communicate

their research findings by means of publication, teaching, conferences and other
-forms of scholarly exchange. -

This language closely reflects the views of the Panel and other
scientific groups on scientific communication, and views that I
have expressed earlier.
~ But these initiatives do not really address the major provisions of
the Panel report and will not, of themselves, achieve the major
.changes that are needed to effect a clear, overall policy.

Shortly after the completion of the Panel study the National Se-
curity Council initi~ted an interagency effort to see if and how the
‘Panel's report could be implemented. The terms of reference for
‘this initiative were set forth in a National Security study directive.
‘An ambitious 2-month completion schedule was set. I am somewhat
‘disappointed that delays have occurred and that for various rea-
sons the administration has not in the course of its review consult-
‘ed with the outside research community. I understand that the gov-
ernment still hopes to complete its review in the coming months. I
‘am sure that the scientific and university communities would be
‘happy to cooperate, if asked. Moreover, it is important that the re-
:sults of such a review, when it is completed, be open up and widely
‘communicated.
~ In any event, I hope the process is a fruitful one. The currently.
-diverse and ad hoc policies are creating considerable apprehension
“among scientists, who have been and should continue to be active
.partners in keeping U.S. technology strong.

. I recognize that there may be no simple answers to the problems
‘of communications in areas where research is particularly close to
‘military application. However, we should not unthinkingly apply to
“American science a national strategy of security by secrecy. As Dr.
“Magrath said, our continuing scientific excellence, and the success-
:ful transformation of science into new military technologies of all
‘kinds, depend on extensive dissemination of research results. An
saltérnative national strategy, one of security by scientific accom-
‘plishment, by staying ahead of everybody else, has much to recom-
‘mend it.

. Thank you, Mr. Chairman.

~[The statement of Dr. Press follows:]
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My name is Frank Press. I am President of the

National Academy of Sciences.

I am pleased to provide my views on a vety important
national concern -~ the relationship between open
scientific communication and national security. 1 became
directly concerned with the issue when 1 was Science
Advisor to the President and Director of the Office of
Science and Technology Policy during the last
Adminisfration. More recently, it was the subject of a
major study conducted under the Academy's auspices, by a
aistinguished panel chaired by Dale Corson, former
president of Cornell University. The report of the Corson

panel entitled Scientific Communication and National

Security was released just over one year ago. Many of my
comments today are based on its conclusions.

The subject of this hearing has become a national
issue basically because advancing scientific knowledgé -
and, more importantly, the technology founded on that
knowledge -- has brought two legitimate social objectives

s

into conflict: the advancement of knowledge and the

nation's military security.
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With the exception of wartime, free international
scientific communication rarely has been perceived as
detrimental to america's defenses against foreign military
adversaries. Howewer, initiatives have been undertaken
over the past several years to prevent the dissemination
of certain U.S. research results from providing hilitaty
advantages to America's adversaries. The reaction to
these measures has included strong statements of principle
both by advocates of scientific freedom and of national
seéutity; that is, statements vigorously decrying and
supporting such measures.

The issue, in my view, is somewhat paradoxical, for
the guality of our new military and commercial
technologies derives from U.S. scientific superiority, and
that superiority depends upon the open exchange of ideas.
The health of the research enterprise depends crucially on
scientists building on each others ideas and on the
ability to test new ideas against the best existing ideas
-~ worldwide. The infotﬁal exchange of draft scientific
papers among leading specialists in the field, travel to
scientific meetings and conferences, personnel exchanges,
and the publication of papers and their ekposure to global
scrutiny by other researchers is the essence of productive
science.” It is, I think, no accident that a nation
founded on personal liberties enjoys world leadershif in

science. And it 1s no accident that closed societies have
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been forced to look outward for the science that must
underlie their technological advances.

Thus, American scientfsts are extremely sensitive to
the possibly chilling effects of various recent
governmental efforts to control scientific communication.
"hese include attempts to prevent certain unclassified
research results from being presented at meetings attended
by Russian scientists. That occurrea, for ‘example, at a
meeting on magnetic bubble devices held by the American
Vacuum Society in 1980, at the annual technical symposium
of the Society of Photo-Optical Engineers in 1982, and at
the Fourth International Conference on Permafrost in
1983. There are also initiatives to require scientists to
secure governmental permission before they make their
unclassified reseérch results accessible in foreign
countries, That would, of course, include virtually all
‘scientific publications, ﬁince almost all have an
international readership. An example is the "no foreign
distribution”® cdndition in some unclassified governmental
research contracts.

Perhaps most disquieting, from the point of view of
individual U.S. scientists, is that these and other
governmental actions to control scientific communication
have been largely disjointed, unpredictable, and vague in
specifying the scientific fields they are intended to¢

cover. The result is that any particular scientist is
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quite unclear about what obligations and sanctions, if
any, might apply to her or his work.

More generally, advocates of openness in sfience point
out that imposing national security controls on scientific
work may be counterproductive. For example, restrictions
on scientific meetings held in the United States may
result in internationzl scientific organizations banning
meetings in the United States and the relocation of éhese
meetings to other sites that are more accessible to
foreign scientists--and less accessible to ours. Also, as
the international scientific enterprise continues to
advance, the proportion of.scientific fields in which u.S.
science has a clear lead will aiminish -- meaning that
international communication in more and more fields will
be in our own sciéntific and technological interest-
Finally, there is some danger that in those scientific
areas where controls are imposed, some of the best U.S.
scientists (and, importantly, some of their best students)
will simply transfer their interest to unrestricted
research areas, thus depriving military and civilian
technologies of their contributions.

Proponents of strfcter controls offer arguments that
must be seriously evaluated. They point out that,
increasingly, U.S. security is related to our
technological lead over our military adversaries. The

days in which the advantage went to the nation with the
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largest military, the best trained soldiers, or the most
defensible boundaries are largely behind us. Second, they
point out that military technology is, increasingly, what
is called "high" technology. That is, more and more
critical military technologies are in areas that are very
close to current scientific frontiers; In addition, many
of these new technologies are "dual-use" technologies --
fields, like advanced electronics, having both military
and civilian applications. The sigrificance of the rise
of dual-use technology is th;t one can no longer be
certain, even if research is not fundea by the military,
that it will be irrelevant to military needs.

Citing these trends, those whose job is to protect
U.S. national security often point to the danger that we
thoughtlessly give away the advantage of our scientific
superiority in critical fields,

Both points of view are based on legitimate concerns.,
The objectives of the Corson Panel study were to consider
those concerns, to examine the evidence, and to explore
new ways to resolve the dilemma. Major funding support
for the work was provided by the Department of Defense,
the National S€cience Foundation, the American Association
for the Advancement of Science, and by internal Academy
funds reserved for critical pational studies. The
organizacion and mission of the Panel on Scientific

Communication and National Security was designed to ensure
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that it received views from all sides of the issues. Its
membership included several former national security
officials as well as university and industry scientists.
Furthermore, the Panel sclicited evidence and differing
views of many outside groups;

The Panel in its report, entitled Scientific

Communication and National Security, offered 15 specific

recommendations. These recommendations rested on four
basic findings:

First, although there is substantialjevidence of both
unwanted transfers ¢f military technologies to the Soviet
Union and of Soviet interest in acquiring Western science
by both overt ana covert means, the Panel found that "in

comparison with other channels of technology transfer,

open scientific communications involving the research

community does not present a material danger from

near-term military implications." Tne Panel carefully

evaluated both published and highly classified information
on known technology losses, and found no examplés of
damage to U,.S. military interests from acédemic sources,
Second, the governmental effort to control technology
transfer is, generally, diffuse. Many separate agencies
are involved, and the effort is spread widely over many
scientific and technological fields. Enforcement
personnel cannot hope to accomplish effective control

across all fields.* Also, their knowledge of the possib.e
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app?icationa of particular scientific subfivlds (to say

nothing of knowledge about the relative status of U.S.,

European, and Soviet progress in each) is also limited.

The Panel suggested explicit criteria for narrowing

the reach of controls, and encouraged the government to

endorse a strategy of "tall fences around narrow areas®.

For example, the Panel concluded that the vast majority of

university research should be free of controls, and that

on!y in a very small number of “gray areas", may control

be appropriate., Such gray areas, the Panel arqued must

satisfy four criteria:

-

The technology ig developing rapidly, and the

time from kasic science to application 1s short;
The technology has identifiable direct military
applicaticns; or it is dual-use and involves
process or production-related techniques;
Transfer of the technology would give the
U.S.S.R. a significént near~term military
benefit; and

The U.S. is the only source of information about
the technology, or other friendly nations that
could also be the source have control systems as

secure as ours,

Third, export control regulations are normally not

appropriate tools foi the control of scientific

communication. Our export control system was assembled to

4
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prevent the unwarranted shipment of physical devices, not
of information. When control of unclassified research

resulﬁs is necessary, the government should try to use

contractual obligations in funding agreements, not export

"control regulations. Such centract provisions ==
stipulating, for instance, that the government's contract
officers concurtently receive for comment materials
submittea for publication -- provide researchers with
relatively clear, audvance information on their
Obligations, in contrast to controls based on export
regulations.

And fourth, we ﬁeed more reliable and compléte
information about the, naturé of the overall technology
losg probllem and thd most effective means of staunching
it. The Panel was somewhat discouraged at the imprecise
understanding of the extent and nature of lost technology,
the relative contribution of the many channels by which
adversaries acquire western military technologies, and the
- adverse effects of control measures. Obviously, ‘the~ — -~
nation need not fully understand such factors before it
moves to stem losses; but in the current situation any
control policy is likely to involve unnecessary costs and
uncertAin benefits. Therefore, the Panel felt the problem
as a whole should be further evaluated.

The Corson Panel report was released in October 1982.

There heve been some encouraging events since,
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For example, two of the Panel's specific
recommendations have been implemented. First, the
intelligence community has moved to establish a scientific
advisory committee to assist it in reviewing prospective
scientific exchange visitors from adversary nations.
Second, the Academy itself has established a new
Government-University Round Table that will serve as a
forum for give-and-take discussions of areas, such as the
control of scientific communications, in whiéh there are
conflicts between the government and the research
community.

There has also been proposed legislation that drew on
the Panel's report, I am pleaszd that both the Senate and
the House have seen fit to incorporate into their proposed
revisions of the Export Administration Act the following
language: "It is the policy of the United States to
sustain vigoprous scientific enterprise. To do so
requires protecting the ability of scientists and scholars
_ﬁneglywtoucommunicgte their research findings by means of
publication, teaching, conférences and other forms of
scholarly exchanqe." This language closely reflects the
views of the Corson Panel and other scientific groups on
scientific communication, views I have expressed earlier.
Further, I understand that there has been a constructive
series of meetings of a special working group of

‘representatives from the Association of American
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Universities and the Department of Defense :egarding the
formulation of DoD policy.

However, these initiatives do not really address the
major provisions of the Panel report, and will not,
thémselves, achieve the-major changes that are needed to
effect a clear, overall policy. Shortly after the

e
completion of the Panel study, the National Security
Council iqi;iated an interagency effort to see if and how
the Pan¢l's report could be implemented. The terms of
reference for this initiative were set fortn in a'National
Security Study Directive. An ambitious 2-month completion
schedule was set. I am somewhat disappointed that delays
have occurred, and that, for various reasons, the
Aaministration has n;t in the course of its review
consulted with the outside research community. I
understand that the government still hopeé to complete its
review in the coming months. I am sure that the

scientific community would be happy to cooperate, if

asked. Moreover, it is important that the results of such

a review when complete be openly and widely éommunicated.
In any event, JI-hope the process is a fruitful one.
The currently diverse and ad hoc policies are creating
considerable apprehension among scientists, who have been,
and should continue to be, active partners in keeping U.S.

military technology strong.
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I recognize that there may be no simple answers to the
problems of communications in areas where research is
particularly cloge to military application. However, we
should not unthinkingly apply to American science a
national strategy of security-by-secrecy. Our continuing
scientific excellence -- and the successful transformation
of science into new military technologies -~ depend on
extensive dissemination of research results. An
alternative strategy, one of security-by-scientific
accomplishment, has much to recommend it.

Mr. Chairman, this completes my prepared statement, I
would be most happy to respond to questions from this

Subcommittee.
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Mr. KasTENMEIER. Thank you, Dr. Press, for that statement.

One of the assumptions, which may or may not be correct, is that
recently there is more and more em‘phasis, if not preoccupation,
with research and science in terms of military applications. Now,
we all know that surely since 1945 there has been a certain
amount of reliance upon and a devotion of resources, scientific and
other resources, to military enterprises. But is it your conclusion
that recently there has been sort of a step-up in terms of, say, the
allocation of resources, research and technology to the military?

Dr. Press. The Nation, that is, the Defense Department, is
moving to a military strategy that involves the extensive use of ad-
vanced technology, in just about every component, every weapon,
every device. That, of course, requires a vast expansion in the R&D
budget of the Defense Department. With this as a justification, the
growth in the Nation’s research and development in the military
s?clt:or;j has been the largest component of R&D growth in the Feder-
al budget.

Let me say it simply: the R&D growth in the total Federal R&D
budget has been led by the military component, with a reduction of
the developmental efforts in the civilian sector.

Mr. KasTeNMEIER. This reduction in civilian R&D apparently
concurrent to that. One of the questions is at what point in time
ii{id this take place. Has this been a gradual development? We don’t

now. * .

One would assume from what Dr. Magrath said that at least in
his view it was about 22 years, almost coincident with this admin-
istration, that this conflict has occurred. Not that the administra-
tion alone bears the responsibility, because these are sometimes
Congressional decisions. But can we see, in terms of a timeframe;
when this new set of problems arose with respect to the govern-
mental supervision of research and the invoking of additional regu-
lations , with respect to the flow of information in the scientific
fie}g? Is there a point in time this happened, or has this been grad-
ual? ,

Dr. Press. Let me give you my perception, and Dr. Magrath
might want to add to that. k

I think the current concerns began with the invasion of Afghani-
stan in the preceding administration. At that time there began re-
strictions on scientific conferences, reductions in international sci-
entific exchanges, denial of visas and that kind of activity, which
has accelerated in recent years as the superpowers have become
more and more at odds with each other. \ :

Dr. Magratd. Mr. Chairman, 1 would agree with that. I have to
say that obviously my comments are not any more than your in-
quiry intended in any respect to be partisan, but from where I sit
and from where my perspective comes, the kind of problems we are
discussing this morning have really surfaced in a very vivid fashion
in the,last 2 to 3 years. I think that in a sense that does relate to
what Dr. Press said about the increasing emphasis on defense re-
search related to military applications.

Now, the previous administration had indicated it was going to
support a major defense buildup and expansion. Clearly, it is not
controversial to say that that has been a major commitment and
emphasis of the current national administration, and if you think
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" back to Dr. Press’ comments about the relationship between this
enormous emphasis on applied research related to defense technol-

" ogies, it is in this period of the last 2 to 3 years that we are seeing
this problem intensify.

One of my concerns, if I may just quickly add to that, is that
many of us have worked very hard, both in the Government and
the Academy and in the major scientific societies, to_reestablish
healthy linkages between scientists and the Federal Government
on the premise that that's in the national interest, and some of the
issues we are discussing this morning I fear threaten that relation-
ship and could get us back to the ve ?' unproductive tensions that
existed in the late 1960’s and early 1970’s.

Mr. KASTENMEIER. I would agree. In fact I think Dr. Press, when
he said ¢n page 4 that there 1s some danger that in the scientific
areas where controls are imposed come the best U.S. scientists and
presumably institutions which sxmply transfer their interest to un-
restricted research areas. They’re not going to submit to this sort
of supervision, if you want to call it that, in a free and open socie-

Well, I have a series of other questions, but I would like at this
point to yield to the gentleman from California, Mr. Berman.

Mr. BermaN. Thank you, Mr. Chairman.

I am interested in your anecdotal story, President Magrath, re-
garding the Chinese scholar. What kinds of Federal agents came to
the university administration?

Dr. MAGRATH. Representative: Berman, I did not personally talk
-with any Federal agents. One of our leading professors of computer
‘science was visited and contacted by agents I believe of the Federal
Bureau, the FBI, but I would have to check that. I can certainly
provide you spe01f'ics on that. That was in the period of 1981 and
‘we certainly had & series of communications and correspondence
from the Department of State, which was the initiating agency in
:terms of those requests that we received.

Mr. BErmAN. You didn’t mention the university’s response.

Dr. MAGRATH. My response was commumcated to the gentlemen

-in the Department of State in which I said in fairly sharp terms,
‘some sharper terms than I used this morning, some of the pomts
‘that I made. I indicated we were not going to comply with that.
- I then had further correspondence—it is actually published in
‘the appendix to the Corson report that Dr. Press referred to. I indi-
scated that even in terms of releasing certain information, which we
-weren't in the first place compiling, I would want to have citations
“of the Federal statutes that justified our releasing such informa-
‘tion in view of their conflict with not only Minnestoa statutes but
‘also with the Federal privacy legislation.

If the next question is what happened, nothing happened; that is
ito say, that, in effect, ended the inquiries. I believe the scholar,
~after about a year or two, transferred to Carnegie-Mellon Umversx-

ty But we did not, in effect, comply with those directives.

Mr. BERMAN. And there was nothmg said or dene after your—

Dr. MAGRATH No, sir, not to the best of my knowledge othing
happened in the way of overt xmposmons or restrictions on the
.University of Minnesota.

Mr. KasTeNMEIER. Would the gentleman yield on that point?
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Mr. BErMaAN. Certainly.
Mr. KASTENMEIER. I thought, Dr. Ma%rath, you said the Universi-
-ty of Minnesota might have been one of five institutions sort of rec-
‘ommended for decertification for certain endowments, if I remem-
ber correctly, as a result of perhaps a lack of conforming to cer-
tain—or was that in a different context?

Dr. MAGRATH. It was in a somewhat different context, Mr, Chair-
man. I received, as did, I believe, the presidents of Stanford and
Harvard and MIT and possibly Columbia—I can’t recall--we re-
ceived a communication from a private, not a governmental, but a
private individual. I think that has to be made very clear.

Mr. KasTENMEIER. That’s correct. You did say private.

Dr. MAGraTH. It was telling us, because there had been some
publicity about various positions that those universities had taken
on these questions, that we, in effect, were not acting in the nation-
al interest and that this group was going to pursue shareholder res-:
olutions at corporate meetings to discourage these corporations and,
foundations from making grants to the universities that were not:
collaborating with the national interest. ‘ ‘

I have to say we do occasionally have concerns that the positions
we take might cause us difficulty, but in fairness I have to say I
have as of yet seen no evidence of that fortunately, and I hope that
will never happen.

ll:‘lr. BermAN. That threatened blacklisting never took place, I
take it.

Dr. MagraTH. Well, of course, we all believe in the fifth amend-
ment, so nothing bad has happened yet that Fm aware of. It’s pos-
sible that there were some enormous grants that some corporation
was going to give us that we didn’t get, but I don’t think so, no. I
don’t think anything has happened. I just think we do run the risk,
whenever we take this fairly clear position, that we irritate those
who define the national security interest in a certain way. :

Mr. BErmaN. Do you think in this particular situation that the"
actions, threatened actions, or the comments of these managers of.
these private foundations were induced by governmental pressure?

Dr. MagratH. Mr. Chairman, Representative Berman, no, I-do-
not. I see no evidence of that.

Mr. BERMAN. So there is not really much they can do in this
area.

Dr. MacraTH. No, I see no linkage, sir. :

Mr. BERMAN. You mentioned the fuzziness of the Export Admin-
istration Act regulations in this area. Is it possible to amplify that?
The reason I say that is, as Dr. Press pointed out, we made a very
generalized and nonspecific statement—I’'m on that committee and:
was very involved in that bill, which just passed the House and-
which will be going to the conference committee at some point in:
the near future. We passed and I guess the Senate passed, although'
I'm now advised that there is a very major difference in how the
report language construes the exact same words in the bill ‘that:
both the House and presumably the Senate very soon will be pass-
ing, a very generalized kind:of language that was read in Dr. Press’
statement.

- If it would be possible to get some sense of the regulations: that-
perhaps were overbroad or stifling or struck an improper balance
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between these competing interests, if only there could be a very

uick congressional remedy perhaps to that just in the context of
“finishing up work on that bill, I was wondering if you could com-
ment on some of those specifics.

Dr. MAGRATH. Maybe, Mr. Berman, Dr. Press can help me with
that answer. It is mK understanding that there are clarifications
moving in Congress that would be helpful in resolving the ambigui-
ty. The fundamental problem, as I understand it, is that the regula-
tions are so broad that—universities are in the export business, in
the sense of the exch:smﬁc:e of ideas. This is discussed at some length
in the so-called Corson Report and maybe Dr. Press could comment
on that further in response to your question.

Dr. Press. I would have two suggestions. The language that am-
plifies the need for open scientific communication as a prerequisite
‘for maintaining our position as the world’s leading scientific nation
appears in the report to the bill rather than in the bill itself. It is
-my understanding that executive agencies feel they are not neces-
.sarily bound by report language, although that is a continuing

‘issue of discussion between Congress and the executive branch.

Second, the Senate version contains the vague statement that re-
strictions on scientific communication should be avoided except
when overriding national security concerns must appropriately
take precedence. That's a very vague statement that can be inter-

reted in so many different ways by so many levels of bureaucracy
1in the executive branch that I fear it could prove an escape clause
that might be invoked too often. :

Mr. BERMAN. That’s in the Senate report language?
 Dr. Pkess. Yes. :
~~Mr. BERMAN. You mentioned, Dr. Press, the general conclusion

:of the panel that all in all, when we talk about the hemorrhaging
-of technology and acknowledge that information has been received
“by the Soviets from American sources that it would have been best
‘they had not received from a national security point of view, that
‘it is also the panel’s view that the research activities and commu-
nications of scientists in these international forums and exchanges
1 negligible part of that problem.

Now, every business community in the Export Administration
Act hearings said they’re a negligible part of the problem. Where is
“the problem? .

<< Dr. Press. I think there has been a damaging flow of technology
the Soviet Union consisting of hardware that is immediatel
isable or applicable in the near term in Soviet military systems. It
“has come from illegal industrial sales, third country sales, espio-
‘nage, industrial espionage. That has happened. But it has not come
from the kind of scientific communication, the publications, the
teaching, the international exchanges, that are the hallmark of a
-research university. That has not been the source of this damage.
> Mr. BERMAN. Thank you very much, Mr. Chairman. I yield back.

s Mr. KASTENMEIER. That was an illuminating answer. 7

*" You indicated, Dr. Press, that the Corson Panel had stated that
four criteria ought to apply, and apply in concert. Do I understand
that these criteria have not yet been accepted by the administra-
tion but that the administration is stili considering them? Is that
"the correct state of affairs?
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Dr. Press. The administration deliberations are closely held, so I
just don’t know what the dprogress is and to what extent they are
following these recommendations. I do know that the Corson report -
is being used in the administration deliberations as input to their
discussions, but how the policy is evolving in the internal adminis-
tration discussions is not known to me, nor to anyone else on the
outside.

Dr. MAGrATH That’s correct. We don’t know what the answer is,
in effect.

Mr. KAsTENMEIER. Dr. Magrath, in terms of the four criteria, are
you satisfied that they are sufficient?

Dr. MAGRATH Yes, sir. I wouldn’t presume to speak for individual
faculty members at ihe University of Minnesota. I have been
around too long to do that. But from my own perspective, because 1
know the authors of the report and what they intend, I can live
with and see the reasonableness of those criteria. But to reempha-
size, it's a gray area but it is not a big, broad gray area as it is
stated. It is a very narrow gray area.

Dr. Press. And it is also a gray area that would require a dialog
for 60 days but would not lead to a prohibition o publication. -
That’s a key point.

Mr. KASTENMEIER Some critics of the Corson report say that the
report in a sense asks the wrong questions or possibly assumes the
wrong premises, insofar as it merely attempts to accommodate se-
curity concerns of the intelligence agencies and the military rather"
than the other concerns, such as preserving openness and iradition-
al academic freedoms. Do you have any comment on that?

Dr. Press. Weil, having spent 23-some-odd years. in the universi- -
ty, and 4 years in the Government, I think T appreciate the con--
cerns on both sides. I think, not because the Corson report comes’
from my own institution, but I think it was an extremely balanced
statement taking into account the legitimate concerns of both the
Government and university community.

It is an eloquent statement of the need for open universities and
free scientific communication, as eloquent as I have seen:

Mr. KASTENMEIER. Others are concerned that the part of the -
Corson report in which it appears to premise the assessment of the-
nature of the problem is really based on a classified report, which
is not made public. Apparently, the classified report proved that
technology transfer was a significant problem, but insofar as this is -
not available for general review, can it have full credibility? :

Dr. Press. Mr. Chairman, there was no classified report. The
Corson report was the—well, let me see. I had better back off
There was—— .

Mr. KAsTENMEIER. I'm not talking about the report itself.

Dr. MAGRrATH I think the reference is to some of the information
that was made available to the Panel.

Dr. Press. Yes. Let me back off—

Mr. KasTeNnMEIER. Which in the beginning made its assessment
of the nature of the problem.

. Dr. Press. It has been a year or more and now it’s coming back
to me. A subcommittee of the Panel received briefings that were
classified. These wrre briefings by the ‘intelligence agencies about
the kinds of damage that has occurred by American technology-
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‘showing up in Soviet military systems. These were briefings about
the sources of this technology leakage—industry, espionage, third-
“country transfers, universities, and so on.

As a result of those briefings, the subcommittee concluded that
_open scientific communication was not the source of this damaging
-technology transfer, but the sources were the other sectors that I
:described to you. There was a written statement that was classified
‘that summarized those briefings.

Mr. KASTENMEIER. If that was the case—and for the record I'm
.arguing the point in the sense of trying to explore the situation—
why would then conclusions be reached which would, say, be more
_permissive of the Government limiting universities when they are
:not the source of the problem? And maybe you don’t read the
‘Corson report that way.

Dr. Press. No. The proposals, the so-called limitations of univer-
sities, are no more severe than the universities impose upon them-

-selves for such thlngs as patent protection, and no more severe
“‘than the universities impose upon themselves in dealing with :in-
-dustrial sponsors of research. Universities insist that there not be
‘an undue delay in publication, no more than 30 or 60 days. The
/universities insist that their openness—their teaching and reedom
st6-communicate—not be compromised in their own privately spon-
:_:sored research. The Corson Panel recommends limitations no more
‘severe than that, and then only if very strict criteria_apply. The
iCorson report recommends only a 60-day delay in publication” so
that the Government contracting officials can discuss particular
‘paragraphs in a report with the researchers that they sponsor. The
“universities have the final right of decision in the recommenda-
‘tions. So, it is not a proposal for something that is extraordinary in
% 'academlc life.

- Mr. KasTeNMEIER. What does it say with respect to the number
@ff:of things that President Magrath detailed as problems for the sci-
;_entlﬁc and academic community?

'Dr. Press. I would say that as I listened to President Magrath's

talk I could subscribe to just about everything he said. In fact, I
zean’t think of a single exception, although I would like to read his
“statement over again. But I was just nodding my head all the time
.that he was making his presentation.
. Mr. Kastenmeier. The point is, there seems to be some slippage
“between what is actually happenmg in the country and. say, the
Corson report, or that which is complained about.
- Dr. PrEss. I see what you mean. The Corson report is a recom-
mendation from a private sector organization, the National Acade-
my of Sciences, to the Government. It is not a requirement on the
Government by any stretch of the imagination. It has no force of
thority. It is just a private organization’s view, an organization
th a traditional relationship to the Government, but these are
policy recommendations that the Government can act on or not, as
it sees fit.

.- The fact that there have been scientific meetings where papers
ere forced to be withdrawn, the fact that there have been a
umber of instances of the kind that you heard, concerning foreign
~students on the campuses, some instarces even more severe than
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what you just heard, these are ongoing problems that we have to:
address.

Mr. KASTENMEIER. Is it not a concern to people in the admlms-;
tration that there is growmg—-perhaps hostility is an overstate-
ment—but tension surely between the scientific and academic com-:
munity and the regulations and other restrictions imposed by the'
administration on them? Are they not aware of it, or do they feel
that the overriding need for national security considerations are
such that they must proceed irrespective of the feelings of the com-
munity?

Dr. Press. It is very difficult for me to characterize the admmxs-,
tration’s concerns, especially when the discussions are private. But.
I would venture a guess that the senior administration officials in.
science and technology are very sympathetic with the Corson Panel
report. The reason for that is that they understand the nature of
scientific discovery and technological innovation. They know that
once you start compartmentalizing smence, then you start degrad-
ing scientific productivity. They don’t want to see that happen—for
the benefit of the country. So, by and large, I would say they are
sympathetic. . y

I think the Problems we have come from those in the administra- .
tion who don’t have such experience and who tend to lump basic:
science and advanced technological hardware together, without un-.jﬁ
derstanding that they are quite different.

Mr. KasteNMEIER. Of course, it is not the scientific adviser or,
people that you referred to who are really in control in terms of:
regulations and directives that are issued. :

Dr. Press. Having had that position, I would say that the Pres1-,‘
dential science adviser is bne of many voices and many different"
points of view that will be considered in the final decisionmaking:
process.

Mr. KASTENMEIER. Dr. Magrath.

Dr. MAGRATH. Just a brief comment, Mr. Chairman.

Dr. Press is much closer and far better qualified to answer the:
question that you posed to him, but my sense of it is that his com-.
ments are exactly accurate and that there are persons and voices:
within DOD and elsewhere within the Federal Government who-

are very sympathetic to the position that we are taking. But there:
are other voices and other pomts of view as well. N

I would also like to say this is the Corson report and I did noti
serve on the Panel, alth_ough I believe I was invited to and couldn’t:
I believe that while 'm sure one can find points of difference here.
and there, I think we can study and discuss and debate these very-
difficult issues for many weeks and months and I don’t think you'
will find a better statement of the problem, and a stronger affirma-:
. tion of scientific and academic freedom, and a more sensible set of:
recommendations put together in a period of I think 3 or 4 months;:
by some very hard-working individuals, than in this document. It’s:
as good a guideliiie I think as we could have, as Congress and youl-
and others explore these very important issues. :

Mr. KasTENMEIER. Apparently it is not being followed, and our:
problems are that decisions are being made by others who do not
give the highest priority to those considerations.
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Coming from the scientific area and the educational area, I happen
to believe that these two fields have a great deal to do for our na-
tional security beyond our military strength. So I think we have to
take a broad view of what constitutes national security.

Within this context, I think that any restriction of science, of the
kind we have been speaking ubout, would start us down the road of
losing our scientific preeminence in the world, which I think is a
very important element of our future national! military security,
national economic security, and the cultural life of the Nation.

Mr. KasteNMEIER. Thank you.

Mr. Berman, any further questions?

-~ Mr. BeErMAN. Just a couple. A
In your testimony, Dr. Press, this reference to the “dual ase” ca-
g:‘l;ilities, you site several instances where apparently there have
n administration efforts to prevent certain unclassified research
results from being presented at meetings attended by Russian sci-
entists. I am just not informated at all on the nature of these and
have no scientific background. ' v

One of them is the Society of Photo-Optical Engineers in 1982.
Somehow that strikes me as spy satellites or technology that might
be used there. Am I just totally off base or is that——

Dr. Press. No. Photo-optical devices are a very important ele-
ment of many different military systems. I am sure there is a le-~
gitimate ni in certain areas of that technology, where the mili-
tary application is obvious, to examine it from the point of view of
classification. ‘

But it is also a field that is extremely important in civil technol- -
ogies, that are in use today such as optical communication sys-
tems—which replace copper with optical tibers—and the laser de- .
vices for phonograph playback and high-fidelity recordings. There
are all sorts of new devices based upon photo-optical technologies. -
So it is a very big, economically important field, with some military
applications. :

f we are going to achieve commercial strength in this country in:
_this very important field, we have to have open communication in :
scientific meetings. But again, I think if there is a case for classifi-
cation, the rationale it should be made and should be made very

clear and very specific, and people should know about it.

Mr. BERMAN. But how do you make——

Dr. PreEss. When one organizes a scientific meeting and all of the .
papers are received, and they are all unclassified, and then 2 weeks:
before the meeting there is an order saying ‘“These papers have to:
be withdrawn because you're liable .for prosecution under the:
Export Administration regulations” that’s not the way to have-
open scientific communication. It alienates the scientific communi-=
ty and it encourages international scientific bodies to have meet-
inﬁ outside the United States. ' .

r. BERMAN. How do you—I'm asking these questions because I.
can think of people in this body whose initial reaction to this kind:
of discussion is; well, how do you know that the papers that are:.
going to be delivered relating to the cutting edge of research in this*
area are, in fact—even though they’'re not done by the Department
of Defense or under the sponsorship of the Department ofp Defense,
and may be much more a product of academic or research or re--



89

-search under some private foundation contract—are so revealing
that a level of information will pass into the hands of the Soviets
in this kind of exchange, that there should be some prepublication
review or a potential to stamp on to that document classified, or at
least classified as to foreigners or classified as to Soviet scientists.
- What is the process? '

" Dr. Press. As | understand it, except for atomic energy, the Gov-
ernment has the right to classify only those things that it pays for.
‘So we’re talking about Government contracts fcr research. Those
contracts for research with universities are carefully defined, care-
fully spelled out, and with all research universities they are unclas-
sified contracts or else the universities would not accept them. So
there is a clear charge to the researcher, or theiz is a clear propos-
al by the researcher—“I will work in these fields, and this is what
T intend to do.” .

Almost all of the time that work stays on the unclassified side.

Once in a very rare experiment, a very rare result, the university
researcher may walk across a line where his research becomes
‘useful in the very near term in a military system. There might be
‘a justification for classification at that time.
- The process we have, and it’s a good one, is that the Government
‘contract official usually knows what’s going on on the university
‘¢ampus. There are progress reports that are made, there is commu-
nmication, and most of the time that excursion into the classified
-area is recognized by both sides.

At that point there is a decision to be made. The Government
‘can classify it, in which case the university will stop doing that re-
.search—to the detriment of the Government—or the Government
‘will take its chances and not classify it because it becomes very ex-
cited about its potential. But there are mechanisms and means for
‘doing these things.

;- The problem is with research mutually agreed to be unclassified.
;A new category is being invented ad hoc when the Government
‘takes unclassified research and treats it as if it were classified by
:prohibiting its presentation. _

. Mr. BERMAN. The last question I have is for Professor Magrath.
--Some people apparently, including Admiral Inman, have argued
that the type of prepublication review urged by the executive
branch is virtually parallel to that imposed on researchers support-
ed by corporate funds, and apparently accepted by those research-
.ers. You may have touched on this in your answer to the chair-
‘man’s question, but I would just throw that out. )

< Dr. MAGRATH. Well, Mr.: Berman, I can’t speak for other uriver-
:sities, but I know that at the University of Minnesota we do not—
‘and we have some very close linkages with industrial firms and
;corporations—we do not and will not agree to prepublication re-
‘Strictions. Most of the relationships that I'm familiar with at least,
:involving research universities and corporations, are very much
iwithin the traditions that, generally speaking, historically have
‘worked well between universities and the Federal Government. In
fact, I happen to believe that there are many good models that his-.
‘torically have existed between the Federal Government and univer-
‘dity researchers and that they are part of the answer to some very .
-difficult questions involving corporate-university relationships. But

40-209 0 - 83 - 4
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we would not agree to prepublication agreements that in any wa
are different from the kind of situation that Dr. Press has outlined.

Mr. BErmaN. Thank you very much.

Mr. KAsTENMEIER. The committee wants to thank you both for
your contributions, Dr. Press and Dr. Magrath. It has been very
helpful and very informative for us and contributes—not only your
presentations but your answers to our questions—to our under-
standing of the problem and hopefully to the public discussion that
we trust will ensue.

Dr. Macgrath. Thank you, sir.

Dr. Press. Thank you very much.

Mr. KasTENMEIER. Our 1.ext witnesses will make their presenta-
tion as a panel. The first member of the panel is Prof. George
Davida of the University of Wisconsin at Milwaukee. He is an
expert in matters relating to computer science in general and ¢
tography in particular. He has had some personal experience relat-
ing to restrictions on the publication of scientific information.

Our second witnesses represent the Institute of Electrical and
Electronic Enginecrs. IEEE is a national professional organization
that frequently sponsors scientific conferences and exchanges. Rep-
resenting IEE% will be Professor Karl Willenbrock from Southern
Methodist University. Accompanying Professor Willenbrock is Ellis
Rubenstein, managing editor of the organization’s magazine “Spec-
trum.” Mr. Rubenstein will relate his testimony of personal experi-
ence with attempted restrictions on publication by the Department
of Defense.

The final member of our distinguished panel is Prof. Stephen
Unger of Columbia University. Professor Unger is alsz an evpert in
computer sciences and has been actively involved in the subject on
a number of panels of the American Association of University Pro-
fessors, the AAAS, and has aiso written extensively on the subject
of academic freedom.

. Gentlemen, you may proceed. Professor Davida, you may proceed
irst.

Professor Davipa. Mr. Chairman, I would just like to refer to my
report.

Mr. KastenMEIER. Without objection, yciar statement will be re-

ceived and made a part of the record, and you may proceed as you
wish, professor.

TESTIMONY OF PROF. GEORGE !. DAVIDA, DEPARTMENT OF
ELECTRICAL ENGINEERING AND COMPUTER SCIENCE, UNIVER-
SITY OF WISCONSIN-MILWAUKEE; PROF. F. KARL WILLEN-
BROCK, CHAIRMAN, IEEE TECHNOLCGY TRANSFER COMMIT-
TEE, ACCOMPAN'ED BY ELLIS KRURENSTEIN, MANAGING
EDITOR, “IEEE SPECTRUM"; AND PROF. STEPHEN H. UNGER,
COMPUTER SCIENCE DEPARTMENT, COLUMBIA UNIVERSITY

Professor Davipa. Thank you, Mr. Chairman. ;
My own experience with the Government’s classification powers
occurred in 1977 and 1978. We had been funded at the time by the:
National Science Foundation, in one of those grants that was re-'
ferred to earlier by Drs. Press and Magrath. It is an unclassified
research grant, although my understanding is that a lot of the
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award letters that are being issued now are being perhags tight-
ened up to allow possibilities of classification even under NEF-spon-
sored proposals.

But, in any case, in 1978, as a result of a patent apglication, we
were issued a secrecy order that, among other things, contained
penalties of 2 years in jail and $10,006 fine for unauthorized disclo-
sure of a subject matter we had invented on our own, without any
reference to classified information. What that seems to imply, Mr.
Chairman, is that there are some things that some regard as being
born secret—in other words, regardless of how you arrive at them,
somehow you cannot disclose them.

I don’t know how these concepts came about to be accepted by
some, but I do find them to be contrary to the principles of this
country. I don’t accept them. I don’t know about my other col-
leagues, but I don’t tﬁink we should be subscribing to the theory
that there is some knowledge that simply cannot be talked about.

Now, the problem that I see really is twofold: what is the impact
of the classification powers of the Government, and will it, in fact,
achieve the desired effect of denying our adversaries the fruits of
our labor?

When one considers other models of secrecy that we practice in
this country, I'm not entirely convinced, Mr. Chairman, that secre-
cy has really done a lot for us. I have asked physicists who worked
on nuclear weapons whether the secrecy they practice has, in fact,
prevented any country from introducing a nuciear weapon if it had
the resources. The answer has always been that it has not. In other
words, the research that is being conducted and the secrecy that is
being practiced in areas where there is effective control, not only is
the transfer of technology not necessarily as controlled as we would
like, the results are not exactly all that encouraging.

In the nuclear weapons industry, I understand that ple in the
highest levels of Government stem to say that we're either at
about the same level in terms of destructive capacity as the Sovi-
ets, or that they are slightly ahead. If that’s the case, I would hate
to see what would happen to our other technological advances in
non-DOD areas. Perhaps if we practiced secrecy we would be just
as mediocre as the Soviets.

It is clear that secrecy appears to have nothing really in s.ore for
us except mediocrity. I don’t think that we will in any way keep
our lead or even make advances if we continue on this path of re-
stricting the flow of information among the scientists.

Now, there are some other issues that this business of classifica-
tion brings up. I remember when we first received the secrecy
order, one of my colleagues came up to me and said that we should
“be honored that our research was classified. In other words, there
-was a tendency on the part of some to think that if the research is
-classified it was important. I would hate to see that kind of think-
‘ in%creep into the academic process.

»  For example, in one case, it is my understanding, one of the Gov-
“ernment agencies that was interested in some of the research actu-
“ally interceded on behalf of a faculty member, I guess writing some
.kind of a letter to his department chairman or somebody, in effect
-telling the institution that his work was so important that that
" person ought to perhaps be granted tenure. I don’t wish to see such
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involvement of Government agencies, particularly intelligence
agencies, in the issues of academic freedom and issues of tenure
and the publication of our results. I think that would obviously be
contrary to the way we do research at universities and not in any
way enhance our research capabilities. ’

Finally, I do think that the Government has the obligation to be
consistent. On the one hand, we do have exchanges with our adver-
saries. We sell them all kinds of products, food and other technol-
ogies, and at the same time the Government turns around and tells
us that we should not communicate among ourselves to prevent the
Soviets from learning what we know.

If I may summarize, the Government must get its act together. 1
find the current regulations, both export control regulations as
well as the secrecy act, to be rather confusing, and chilling. I don’t
think that we can live with the kinds of vagueness that has been
referred to by others. With that I would like to conclude, Mr.
Chairman.

[The statement of Professor Davida follows:]
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In 1977 the Wisconsin Ajumni Research Foundation filed for a
patent on behalf of myself and a graduate student for a data
protection device that resulted from research funded by the
National Science Foundation. The research was unclassified and
was based on materials publicly available. 1In 1978 we were
igsued a secrecy order by the Commerce Department which, unknown
to us at the time, had done so at the request of the National
Security Agency.

Upon careful reading of the secrecy order, we became
concerned since the order contained penalties of two years in
jail and $10,000 fine for unauthorized disclosure of the subject
matter of the patent appliéation, which, 1 would like to
emphasize, was based on publicly available material.

Upon informing the University of the secrecy order, the
Chancellor became guite concerned that the order infringed on
academic freedom, not to mention the First Ammendment. After the
resulting press coverage, the Chancellor communicated with the
then Commerce Secretary Krepps and NSA director ﬁdmiral Bobby

Inman. A short time later, the order was rescinded.

In 1979 the Americal Counci] on Education undertook a study
of the issue of publication of research in Cryptography and its
relation to national security. The group, called the Public
Cryptegraphy Study Group (PCSG), met éor about two years and in
1981 issued a report in which the majority of the members
recommended a system of “"voluntary" prior review. I dissented

from this recommendation and iSS“éd a minority report in which 1

outlined my reasons for opposing what 1 saw as nothing more than
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censorship.

My opinion has not changed. I still oppose the system of
prior review. My conce:rn has grown as I have seen my
predictions, that the government's interest in classification of
research would grow to include other areas, come true.

The secrecy orders and the PCSG's recommnedations raised
issues that had a direct bearing on the Nation's political,
scientific and economic health. More specifically, the secrecy

orders and prior review raised questions regarding:

1. anstitutionality

The sebrecy order that was issued to ug was for material
that we had discovered without knowledge of classified
information. The government seemed to regard this subject to be
what some have called "born secret." Such concepts have no place

in our democracy.

2. Impact on Basic and Applied Research

Secrecy orders and censorsaip of results deemed by some in
the government to be a danger to the national security would
inevitably lead to the removal from the public domain of
interesting results. There is no doubt that this would seriously
harm the quality and direction of research.

The PCSG's recommendations were equally disturbing. It was
without any basis since the committee had no evidence to suggest
that publications in cryptography were harmful to thé nation’s

security. The committee did not consider the critical importance
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of cryptography in data protection. Our nation is changing. The
most intimate details of our lives are being stored and
manipulated by computers. Medical databases, credit files,
insurance files, employment records are being constructed and
cennected to computer networks. The increased use of personal
computers may lead to petsonal databases. These techndlogical
changes can potentialy destroy not just privacy, which is already
gravely threatened, but freedom itself. It is difficult to
conceive of freedom without privacy. We must be allowed develop
the technology tc protect information that we 4o not wish to
share with others.

Economically, our society is changing in such a way that our
assets are no longer physical, but logical. "Disks and not vaults
are the repository for the new wealth. Wealth is being reduced
to just "bits" and "bytes" in some computer. Electronic funds
transfer would make it possible to move this wealth at
unprecedented speeds.

The need for protection technology was made abundantly clear
in the reported Soviet evesdropping activities. More recentiy
young computar buffs raided computer systems all over the
country. What caused these weaknesses? In the case of
cryptography, the gove;nment would not only not share its
knowledge in data protection , but was now attempting to suppress
information developed in the civilian sector. These actions
clearly indicate that the blame for the vulnerabilities in our

communication and computer systems rests with the government.
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3, Effectiveness of Such Measures

Even if one was willing to ignore all the other objections
to suppression of information, there still remained the question
cf whether the actions would have the desired effect of denying
the results to our ennmies. There is no evidence that there is
significant contribution to technology transfer to our ecnemies by
publications cf basic research. Studies have shown that
technology transfer to our adversaries occurs through commercial
exports from both the United States, Western Europe and Japan.
What little impact from publicaticns there may be has to balanéed
against the obvious benefits that this ration enjoys in just
about every area of technology that we choose to pursue., We are
clearly the worl!d leaders in those areas that we are equipped to
conduct research in. There are areas in which, some say, we are
losing our lead to, not the Soviets, but the Japanese. The
decline of investment in research has been well documented. 1t,
therefore, should not surprise anyone if we lose our lead in
areas that are hnderfunded. Nour shortcomings are not due to lack
of ;bility. Our problems have been the lack of national
leadership to reinstat? the resources necessary tc maintain (or
regain) our technological lead.

In assessing our technological strengths and weaknesses,
some comparisons are in order. Just how well are we doing
compared to, say, the Soviets? It is interesting to note that
in the non~-defense R&D and production, we are clearly decades
ahead of the Soviet Union. But when we consider nuclear weapons,

government officials at the highest levels tell us that the
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Soviets are either egual to us (the prevailing view) or are
slightly ahead. It thus appears that in an area where both we and
the Soviets practice secrecy, the results are about the same!
This is rather strange since one would expect that, in a field
where we were practicing secrecy and thus denying the Soviets the
opportunity to share in our advances, we would be ahead given our
overall lead in technolégy. This implies that 1f we were to
impose secrecy in other areas of eng