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Unclassified Edition

In response to Congressional direction, on December 30, 1998, the Attorney General
submitted to Congress a Five-Year Interagency Counter-Terrorism and Technology Crime Plan.'
The Five-Year Plan is intended to serve as a baseline strategy for coardination of national palicy
and operational capabilities to combat terrorism in the United States and against American
interests overseas. Although primarily a federal planning document, it has important
implications for state and local govermnments.

. As 17 nation learned from bombings of the World Trade Center in New York City and
the Murrah Federal Building in Oklahoma City, a terrorist incident within the U.S. will have jts
initial and most devastating impact at the local and state levels. In the first critical hours
* following an attack, it is primanly local public safety and emergency responders, with state back-
. up support, who must contain the danger; locate, extricate and treat the victims; and take the first

steps to restore order. Because of the vital roles that these first responders play, Congtess
directed that, among other key issues, the Five-Year Plan address strategies to strengthen state
and local capabilities to respond to-terrorism. In addition, the Plan identifies critical technologies
for targeted research and development efforts, many of which have a direct, practical effect on
the ability of state and local responders to combat terrorism.

A strong state and local response capability is essential to our national counter-terrorism
efforts. Numerous federal programs provide suppott to state and local responders; however,
improvements are needed in the coordination and delivery of federal support. The Five-Year
Plan contains several new strategies to assist state and local authorities in accessing federal

support.

These strategies reflect significant input from representatives of state and lacal emergéncy
response agericies. This input was obtained by means of a questionnaire that was distributed to
state and local officials and emergency service providers thraugh their national professional-.
associations. The Attoamey General also drew upon the results of a state and local domestic
preparedness stakeholders forum, convened in Washington, D.C., on August 28 and 29, 1998, by

' The Five-Year Interagency Counter-Terrorism and Technology Crime Plan is classified
in its entirety. This excerpt is unclassified.
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the Department of Justicé's Office of Justice Programs, and the [nventory of State and f.ocal Law
Enforcement Technology Needs to Combat Terrorism, a 1998 study funded by the National

Institute of Justice, Department of Justice.

This excerpt from the Five-Year Plan describes the proposals most directly related to state
and local counter-terrorism efforts, including thase affecting research and development and
techinology. It also includes an introduction that describes thé purpose of the Plan, the process
used to develop it, and the main sources of information, as well as a summary of the responses to
the questionnaire circulated to state and local officials and emergency responders.

BACKGROUND

The Conference Commitiee Report accompanying the 1998 Appropriations Act for the
Departments of Commerce, Justice, and State, the Judiciary, and Related Agencies required the
Attorney General, in consultation with the Secretary of Defense, the Secretary of State, the
Secretary of the Treasury, the Director of the Federal Bureau of Investigation, and the Director of
Central Intelligence, to develop a Five-Year Interagency Counter-Terrorism and Technology
Crime Plan to serve as a baseline strategy for caordination of national policy and operational
capabilities to combat terrorism in the United States and against American intcrests overseas.

. The Attomey General was charged with creating a Plan thdt would be representative of all
participating agencies involved in the government’s counter-terrorism effort, drawing upon the
expertise of academia, the private sector, and state and local law enforcement: The Conference
Committee directed that the Plan contain concrete propasals for implementation over the next
five years relating to a broad range of topics encompassing our efforts to prevent and deter
terrarist attacks, manage a crisis created by a tervorist incident, and handle the consequences of
such an incident, including issues of cyber-terrorism, the use of conventional and unconventional

“weapons by terrorists, and research and development projects designed to combat the terrorist
threat. '

The specific goals which the Attorney General was directed to address in the Plan are:
(1) to identify critical technologies for targeted research and devc':lop'mcm efforts;

(2) to outline strategies for preventing, deterring, and reducing vulnerabilities to terrorism
and improving law enforcement agency capabilities to respond.to terrorist acts while
ensuring interagency cooperation;

(3) to outline slrat‘egicé for integrating crisis and consequence management; .
(4) to outline strategies to protect our National Information Infrastructure; and

(5) to outline strategies to improve state and local capabilities for responding to terrorist

acts involving bombs, improvised explosive devices, chemical and biological agents, and
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cyber attacks.

The final Plan, which is classified, was submitted on Decerﬁber 30, 1998, and is to be updated
annually.

The Process

In order to foster the interagency aspect of the Plan, senior representatives of 24 federal
agcncics designated as the Core Agency Group (CAG) were called together periodically to help,
create the Plan and to keep participating agencies fully informed about input to the Plan from
other sources. The CAG members supervised completion by their respective agencies of an
extensive survey that was designed (o obtain specific information concerning current and
proposed programs, activities and initiatives, as well as research and development projects in the
area of counter-terrorism. The CAG representatives also nominated experts from within their
agencies who served on seven working groups established to consider specific issues to be’
addressed in the Five-Year Plan. '

In order to obtain input from state and local law enforcement, a questionnaire was created

for distribution 1o associations representing state and local officials, including governors, mayors,
- state attorneys general and district attomeys; law enforcement; first responders; and emergency
medical personnel. These associations distributed the questionnaire to a cross-sectian of their
constituencies, including major urban areas as well as mid-size and smaller suburban and rural
jurisdictions; those with experience responding to a terrorist incident as well as as those who
have not had such an experience; those who have a key asset or special event site and those who
do not; and those who have had the opportunity for counter-terrorism training and those who
have not. The questionnaire addressed many of the same issues as those presented to the
working groups: preventing and deterring terrorist acts in the U.S.; crisis and consequence
planning and management; preveating and responding to terrorist attacks against the national
informatien infrastructure; research, development and technology. A summary of the responses
to this questionnaire is included as an appendix to this excerpt. '

Additional input to the Five-Year Plan from the state and local law enforcement and
emergency respanse communities was gathered through various efforts of the Department of
Justice’s Office of Justice Programs (OJP), including a Stakeholders Forum for assisting state
and local jurisdictions to respond to incidents of domestic terrarism held on August 28 and 29,
1998, in Washington, D.C., and the Inventory of State and [ocal Law Enforcement Technology-
Needs to Combat Terorism, a 1998 study funded by the National Institute of Justice, Department

of Justice.

_ In order to obtain input frém academia, a one-day colloquium was held on July 10, 1998,
with the Universities Study Group on Catastrophic Terrarism at the Kennedy School of

Government at Harvard University to address critical issues in counter-terrorism. Thé specific

issues addressed included: organizational restructuring to address non-conventional threats such
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as chemical, biological, radiological and nuclear (CBRN) weapons and agents; collection of
intelligence information and dissemination of warnings; the role of the Department of Defense in
responding to catastrophic attacks; crisis and consequence management; and budget and
acquisition innovations to meet extraordinary needs. The Deputy Attomey General, the Deputy
Secretary of Defense, and the Deputy Director of the FBI attended, alang with senior officials of
other agencies centrally involved in counter-terrorism, i.e,, the Departments of State, the
Treasury, Energy, Health and Human Services, and the Federal Emergency Management Agency.

Outreach efforts to the private sectar were deferred to prevent duplication and overlap
with the extensive network of federal agency-private sector interaction mandated by Presidential
_ Decision Directive (PDD) 63. The first annual review of this Plan will include as one of its tasks
an evaluation of whether additional outreach to the pnvate sector is necessary in order to

supplement and update the Plan.

An effort was made to coordinate the priorities and specific actions identified in the
interagency development of this Plan with cross-cutting reviews of counter-terrorism resource
requirements by the National Coordinator for Security, Infrastructure Protection and Counter-
terrorism and the Office of Management and Budget. It is anticipated that annual updates of the
Plan will improve upon this coordination, will adjust the time frame for updating the Plan to
correspond more closely with the budget process and, in so doing, will enhance our ability to
identify deficiencies and duplications in government-wide counter-terrorism efforts.

The Five-Year Interagency Counter-Terrorism and Technology Crime Plan does not
purport to be a compendium of all efforts government-wide arguably related to terrorism. Many
of the agencies which participated in the Core Agency Group have a number of programs and
initiatives integrally tied to their individual missions which also share a counter-terratism aspect.
It is beyond the scope of this Plan to catalogue all of these efforts. " Rather, this is a strategic plan
which sets forth present and projected efforts by the Attorney General in partnership with other
federal agencies and with state and local entities to improve our readiness to address the threat of
terrorism. It is a strategic plan which considers where we are now and where we want to be in
five years in our national preparedness to prevent and respond to terrorism, and sets out specific
steps outlining how-to reach these goals. In doing so, the Plan builds on past-successes as well as

on-going counter-terrorism efforts.

Since the issuance of Presidential Decision Directive 39 in 1995, which sought to
organize more systematically the federal govemment's counter-terrorism activities, respounsibility
for caordination has been held by the interagency Coordinating Sub-Group (CSG) of the
Deptities Committee. This National Security Council-chaired group has included the.
Departments of State, Defense, Justice, FBI, CIA; Treasury and, when apprapriate,
Transportation, the Federal Aviation Administration (FAA), Federal Emergency Management
Agency.(FEMA) and Health and Human Services (HHS). Under the leadership of this group,
significant strides were made in counter-terrorism measures, including the rendition of an

-unprécedented number of foreign terrorists both to the United States and to other countries. The
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CSG has also coordinated defensive éfforts against terrorism, including coordination of security
arrangements for the Atlanta Olympics, which was judged to be an attractive target for attack by
terrorists using unconventionial weapons. The CSG also coardinated initial implementation of a
nationwide effort to build state and local firs( response and consequerice management
capabilities, while sponsoring an unprecedented series of complex exercises to fest our national
capacity for responding to simultaneous unconventional threats. Because the threat of a terrorist
attack involving unconventional weapons has grown, and the vulnerability of our critical
infrastructure has emerged, President Clinton decided to expand and elaborate the system
developed by PDD 39 and the CSG and did so by issuing PDD 62 and PDD 63. These new
PDDs created interagency working groups to deal with these new issues: the Weapans of Mass
Destruction Preparedness Group (WMDPG) and the Critical Infrastructure Coordination Group
(CICG). In addition, the CSG was renamed the Counter-Terrorism Security Group to reflect

more accurately its new mandate.

Scope of the Plan

The Five-Year Interagency Counter-Terrorism and Technology Crime Plan secks to
outline the steps necessary to achieve nationwide readiness to address the full range of terrorist
threats. The Plan describes emerging terrorist threats which present new challenges and fays out
a number of strategies to begin to meet those challenges. As national policy on combating
terrorism continues to evolve, our nation extends its focus beyond the acts of terrorism which we
have experienced bath at home and abroad through the use of conventional weapons to the threat
of catastrophic tecrorism and the use of weapons of mass destruction(WMD).? The Five-Year
Plan outlines specific steps we can take to work internationally, on the federal level, and with
state and local authorities to improve our counter-terrorism capabilities.

Over the past decade, our diplomatic and law enforcement cfforts have sensitized the
international community to the need to treat terrorism as criminal conduct and have resulted in
increased international cooperation in our efforts to investigate and prosecute those responsible
for terrorist incidents. As part of our message equating terrorism with criminal conduct, we have.
maintained that sanctuaries for terrorists must be eliminated, that countries that sponsor
terrorism must be penalized, that criminal acts committed by terrorists should be punished, and
that states victimized by terrorism, as well as states that help bring terrorists to justice, should
receive assistance from the United States. We must continue 10 build intemational cooperation

* The Plan uses the term “weapons of mass destruction” to include conventional and non-
conventional weapons capable of causing mass casualties and damage. Although more
expansive than the definition used in some federal training programs, this definition is consistent
with the federal law prohibiting the use of weapons of mass destruction, 18 U.S.C. § 2332a, and
reflects the fact that, in addition to non-conventional chemical, biological, radiological or nuclear
weapons, conventional devices such as truck bombs-can cause large scale harm that would
severely strain or overwhelm our existing response capabilities. Our national goal must be to

Pprepare to meel the full range of threats.
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in counter-terrorism efforts.

Federal, state and local agencies have developed crisis and consequence management
plans to respond to a vanety of emergency situations. State and local governments continue to
modify their existing emergency response plans to address terrocist incidents. This process
should be completed as soan as passible, and federal; state and local plans should be integrated
so that in the event of a terrorist incident, all jurisdictions and individuals involved in the
response and mitigation can work together in a jointly planned, fully integrated effort. By
educating themselves as to the scope and provisions of each agency's and jurisdiction’s plan, and
by exercising and training together, these entities can learn to work effectively together and-
enhance our overall readiness. The Department of Justice is proposing to establish a National
Domestic Preparedness Office (NDPO) to serve as a single point of contact for federal efforts
and resources available to state and local authorities for these purposes.

The NDPO would serve as the cornerstone of federal efforts and resources to assist state
and local authorities in regard to planning, training, and providing equipment to enhance our
readiness to respond to WMD. We must make every effort to prepare to identify and respond to
the consequences of a WMD attack, should one occur. To do so, we must continue to assist state
and local authorities to train and equip first responders and emergency workers. These effarts
should inchide 2 concentrated effort to train and equip medical and public health personnel and

to strengthen the existing public health infrastructure, particularly the surveillance system, so that

we are more likely to detect a surreptitious biological attack.

The Five-Year Plan outlines specific steps we can take to safeguard public safety by
improving state and local capabilities. These steps include increased communication and
intelligence sharing among federal, state and local law enforcement agencies; increased training,

" planning and equipping of first responders and emergency personnel to address terrorist acts

_ involving WMDs; enhancement of strategically placed resources to enable tocal medical
providers to quickly and safely treat victims of WMD attack and protect others at risk; and

enhancement of public health systems and resources ta detect and respond.to WMD attacks.

Working in partnership with state and local officials and emergency responders, we will continue

to refine and augment these objectives through the annual updating process.

The NDPO would also serve as a méchariism to providé input from state and local
authorities to the annual updates of the Plan. This will afford us an assessment of what actions
outlined in this Plan we have accomplished, what objectives we have achieved, and what new
efforts and programmatic adjustments are required in future years.

~ Our counter-terrorism efforts must also include protection of our critical infrastructures,
those vital networks of independent, interdependent, mostly privately-owned, systems and
.processes that work together to produce and distribute a continuous flow of essential goods and
services. According to The President’s Commission on Critical Infrastructure Protection, these
infrastructures are deemed critical because they are “so vital that their incapacity or destruction
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would have a debilitating impact on our defense and economic security . ..." The Commission
identified eight critical infrastructures: transportation; oil and gas production and storage; water
supply; emergency services (police, fire, medical); government services; banking and finance;
electrical power; and telecommunications. Most of our nation's critical physical infrastructure is
privately owned, making partnerships between the public and private sectors vital to its
maintenance and protection: PDD 63 outlines caniprehensive steps to be taken nationwide to
achieve and maintain the ability to protect our nation’s critical infrastructures from intentional

acts, including terrorist acts, to disrupt their aperations.

The Plan focuses on cyber terrarist threats to our National [nformation Infrastructure;; it
does not address all threats to our critical information systems, nor does it consider the much
broader range of vulnerabilities and needs of the entire spectrum of critical infrastructures. The
latter is comprehensively addressed in Presidential Decision Directive 63 and is the focus of on-
going interagency activity coordinated by the National Coordinator for Security, Infrastructure
Protection and Counter-terrorism. In the annual reviews of this Plan, we will monitor this
progress as it relates to counter-terrorism and suggest course corrections consistent with this

_Plan.

Technological development has a significant role to play in protecting U.S. citizens and
~ assets from the terrorist threat. Technology is a vital tool to be used in conjunction with
intelligence gathering, law enforcement and other activities to safeguard U.S. persons and
interests both within the U.S. and abroad. While there is no technological “fix" for terrorism,
many terrorist acts, particularly against fixed targets, can be deterred, prevented or mitigated by

judicious use of technical tools.

A number of agencies are engaged in independent research and development efforts,
consistent with their individual agency missions, which relate to our nation’s overall counter-
terrorism strategy. In addition, agencies pursue joint research and development projects to
develap technologies which further their individual agency goals; these joint efforts allow them
to leverage their resources for greater gains than they might achieve independently. Some of
these joint efforts impact on our overall counterterrorism R & D goals. There are a number of
working groups and other mechanisms in place which enable agencies involved in research and

We suggest some improvements to mote efficiently manage these various research and
development efforts and to spur progress toward targeted areas of need identified by federal, state
and local officials and by the responder community which are reflected by the goals and
strategies of this Plan. The proposed National Domestic Preparedness Office would provide an’
avenue for continuing input from state and local authorities to federal agencies concerning their
terrorism-related technology needs. Further, the NDPO would provide a forum for the
coordination and sharing of R&D and ensure that emerging technologies are integrated into
current and future first responder training, planning and equipment efforts.

Page 7




The Plan identifies high-level goals and sets forth a- number of objectives to achieve and
specific actions to take in order to reach these goals. These goals, which closely track the T pn

specific focus areas identified in the Conference Report, are summarized below: fol
GOALS OF STRATEGIC PLAN tooco
o o co
GOAL I: PREVENT AND DETER TERRORISM WITHIN :2:
THE U.S. AND AGAINST U.S.INTERESTS im
ABROAD
. ad
b st
GOAL2:  MAXIMIZE INTERNATIONAL S
COOPERATION TO.COMBAT TERRORISM
' o ' . bu
GOAL 3: IMPROVE DOMESTIC CRISIS AND " aal
CONSEQUENCE PLANNING AND ‘ co
MANAGEMENT _ C et
GOAL4:  SAFEGUARD PUBLIC SAFETY BY ba
IMPROVING STATE AND LOCAL
CAPABILITIES ,
GOALS5:  SAFEGUARD OUR NATIONAL
INFORMATION INFRASTRUCTURE
GOALG6:  SPEARHEAD RESEARCH AND
DEVELOPMENT TO ENHANCE COUNTER— _ : w.
TERRORISM CAPABILITIES
This unclassified edition of.thc.Fivé.-Xear._Plan.inc.ludcs..pertinent.ponions of Goals. 1,3, 4, 5 and
6 which are of particular relevance to state and focal authorities. er
! S . _ ga
NATURE OF THE THREAT L5t
, : Br
As national policy on combating terrorism continues to evolve, our nation extends its cr
focus beyond the acts of terrorism which we have cxpcncnccd both at home and abroad through gi

the use of conventional weapons to the threat of catastrophic terrorism and the use of weapons of
mass destruction. As PDD 62 states, “because of our military superiority, potential enemies, be
they nations, terrorist groups, or criminal organizations, are increasingly likely (o attack the U.S.

in unconventional ways.” Given this environment, we must build on past successes in se
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preventing, detecting, and responding to conventional terrorism. In addition, we must move

forward to improve still further our preparedness to address conventional terrorism which we

will continue (o face in the years ahead, and we must also'meet the challenge of emerging threats
concerning the use of chemical, biological, radiological, nuclear (CBRN) and ather non-
conventional weapans, as well as possible attacks on the national and global information.
infrastructure, Such attacks could come from either domestic or foreign terrorists and are
increasingly likely to accur within.our own borders. The tremendous damage and psychological
impact that such an attack would have compels us ta prepare for this passibility. In order to
adequately address these emerging threats, we must increase our preparedness at the federal,
state, and local levels to prevent and deter such attacks and to respond to the consequences of

such an attack, should one occur.

The Five-Year Plan is formulated to address these new dimensions of the terrorist threat
building on our current technical capabilities. This Five-Year Plan outlines specific steps we can
take to enhance federal resources and to work with state and local authorities to improve our
counter-terrorism capabilities, particularly in these emerging threat areas where the most work

remains to be done.

In describing and evaluating the terrorist threat facmg our nation, we must answer three
basic sets of qucstxons

. Who are the terrorists? Individuals? Small groups?‘ Movements?

. How will they l-ikcly strike? What weapons will they use and what are the
patential effects of those weapons?

. - Where will they strike? What are the likely targets?

Who Represents a Terrorist Threat?

) Domestlc tercorists are gcncrally extremists, sometimes affiliated with an cxtrcmlst
group, who use or threaten to use farce, vialence or intimidation against an mdmdual group or
government in order to further social or political ends. Their inspiration tends ta spring from
issues related to American political and sacial concems. The threat from domestic extremist
groups and individuals ranges from specific instances of individual violence to well-organized
criminal activities, and includes such acts as strings of bank rabberies in the Midwest and
Northwest and high-casualty mmdqnls such as the bombing of the Murrah Federal Building in

Oklahoma Clty

_ Right-wing extremist groups currently constitute the primary domestic threat to our
security. These groups espouse the themes of conspiracy, such as a United Natians takeover of
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the U.S., the coming of a New World Order, or a movement by the government to take away
citizens' weapons. Many extremists on the right articulate anti-government, anti-taxation, and
white supremacy sentiments, and many adherents to these philosophies engage in paramilitary
and survivalist training. The most ominous aspect of some extremists advancing these views is
their belief that there is an impending conflict with the federal govemnment that necessitates the
stockpiling of weapans. Some militia members, for example, assert that the federal government
is enacting gun control laws in order to make it impassible for the people to resist the imposition

of a “tyrannical regime” or a “ane-warld dictatorship.”

Some right-wing extremists have shown an interest in obtaining chemical, biological, or
radiological weapons. For example, in 1995, four persons associated with a group known as the
Patriot Council were convicted in Minnesota on charges of manufacturing ricin, a highly toxic
biological substance made from castor beans. Their intended targets were a Deputy U.S. Marshal

and a shenff.

“The threat from such groups may well increase in the near future due to the following

factors:

The beliefs of certain groups encourage violent action. For example, the coming of the
millennium requires Churistian Identity adherents to prepare for the Second Coming of
Christ by taking violent action against their enemies. The increasingly popular Phineas
Priesthood philosophy, which demands violent action of followers, also provides
religious justification for acts of terrorism. '

. The structure of certain groups favors violent action. Some groups have adopted the
principle of “Leaderless Resistance,” which calls for a secretive, decentralized cell-
structure. Not only does this structure make it difficult for law enforcement to investigate
them, but it removes the restraining influence of a larger group, thereby increasing the
potential of violence from small units of isolated, like-minded individuals.

The need to maintain credibility and recruit new members favors violent action. In order
to preserve and build upon the conspiratarial, anti-government momentum generated by
cvén{s at Waco and Ruby Ridge, some groups seek a martyr to rally the movement. This
may-escalate- confrontations with-law enforcement. . S . »

Advances in communications technology have allowed these groups to cooperate with
each other and spread their ideas. Extremists have become adept at the use of the Intemet,
computer bulletin boards, and fax networks. The well-established support network
among members of extremist groups allows for easier access to training information,
intelligence and weaponry. This, in turn, may support increased levels of violence.

In addition, rcligious/apodﬁlyptic sects which are unaffiliated with far right extremists
may pose an increasing threat. Thus far, these groups have inflicted damage primarily on
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themselves. With the coming of the millennium, some may tum to violence as they seek to
achieve dramatic effect to fulfill their prophecies. The possibility of an indigenous group, such
as Aum Supreme Truth, cannot be excluded. ,

The threat posed by extremist groups on the left has greatly diminished in recent years.
The end of the Cold War and subsequent fall of the Soviet Union have drastically reduced the
political underpinnings of left-wing organizations. Puerto Rican terrorist groups, such as the
Fuertas Armadas de Liberacion Nacional Puertorriquena (FALNP) and the Ejercito Popular
Boricua Macheteros (EPB-Macheteros), are an exception and represent an on-going threat. They
have previously used violence in an attempt o achieve inaependence for Puerto Rico. In an
eleven-year span, Puerto Rican terrorists were responsible for more than 100 bombings and
arsons, in both Puerto Rico and on the U.S. mainland. Factors which increase the present threat

- from these groups include te. ot ' } o

. the 100-year anniversary of the U.S. presence in Puerto Rico, and the impending

release from prison of members of (hese groups jailed for prior violence.

A third source of the domestic threat comes from certain special interest extremists wha
seek to influence specific sacial issue, rather than effect widespread political change. These
extremists seek to force segments of society, including the general public, to change attitudes
about issues ~onsidered important to their causes. These groups occupy the extremist fringes of
animal rightz, anti-abortion, environmental, anti-nuclear, and other movements. As recent events
in Atlanta and Birmingham graphically demonstrate, some persons with extremist views are
willing and able to cause harm to both property and persons. Extremist animal rights groups and
environmental groups have repeatedly demonstrated the ability and willingness to engage in acts
- of sabotage and property destruction to achieve significant commercial impact. Some of these
acts, such as throwing firebombs at logging trucks, threaten the safety of people, though most
members of these groups would disclaim intent to cause such harm. Although it is possible that
these groups could resort to violence againé; individuals, it is not anticipated that this will

constitute a major threat in the near future.

. A fourth category of terrorist threat of concern to law enforcement is the lone offender.
Such persons may hold views resembling those of left or right-wing extremists but they act on

- their own-and.-not as part of any group. Because they are not part-of-a-group; they: are not. -

bounded by or contralied by group structure and may resort to violent acts that a group would

deem too risky or otherwise reject. Further, it is much more difficult for law enforcement to

track the activities of such persons, since they have little or no contact with larger groups that are

monitored. Lone offenders represent an “wsettling and, to a significant degree, unknown threat to

U.S. security.

The current international terrorist threat confronting the United States both at home and
abroad can be divided into four general categories: 1) state sponsors, 2) formalized terrorist
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organizations, 3) loosely affiliated cxtrcmxsls or roguc terrorists, and 4) rehglous/apocalypuc
groups.

Nations designated as state sponsors of terrarism provide support (o terrorists and their
activities. State sponsors, as currently designated by the State Department, are Cuba, [ran, Iraq,
Libya, Nortth Korea, Sudan, and Syria. The threat posed by several of these nations has
diminished during the past several years. However, three of these nations -- lran, Iraq, and Sudan

— pose a serious and continuing threat:® -

Formalized terrorist organizations are generally transnational groups that have their own
infrastructures, personnel, financial arrangements and training facilities. They are able to plan
and mount terrorist campaigns on an intemational basis, and many actively suppart terrorist
activities in the United States.* On October 8, 1997, Secretary of State Albright formally
designated 30 foreign terrorist organizations® under the Antiterrorism and Effective Death
Penalty Act of 1996, P.L. 104-132, 110 Stat. 1312 (1996), which makes it illegal for anyane

subject to the jurisdiction of the U.S. to pravide material support to such groups. These
designations are subject to biannual review. Additional organizations can be designated at any

time that the standards for designations are met.

- Loosely affiliated extremists and rogue terrorists may pose the most urgent threat to the
- United States because they may remain relatively unknown to law enforcement. Characterized by
the rogue band assembled by Ramzi Yousef for the 1993 bombing of the World Trade Center,
loosely affiliated groups may-form en an ad hoc basis and then disband after their operational
objectives have been met. These terrorists pose an cspccxaﬂy urgent challenge because thcy seek

to pérpetuate violence and dcstmctlon as a way of life.

* See Patterns of Global Termrorism 1997, Department of State, at 29-35.
* See Patterns of Global Terrorism 1997, Department of State, at Appendix B,

! These 30 designated organizations are Abu Nidal (ANQ), Abu Sayyaf Group (ASG),

Amed Islamic Group (GIA), Aum Supreme Truth (Aum), Basque Fatherland and Liberty (ETA),

Democratic Front for the Liberation of Palestine (DFLP), al-Gama'at al-Islamiyya (Islamic
Group, [G), HAMAS (Islamic Resistance Movement), the Harakat ul-Ansar (HUA), Hizballah
(Party of God), Japanese Red Army (JRA), al-Jihad, Kach, Kahane Chai, Kurdistan Workers®
Party (PKK), the Liberation Tigers of Tamil Eelam (LTTE), Manuel Rodriguez Patriotic Front
(FPMR), Mujahedin-e Khalq Organization (MEK), National Liberation Army-Colombia (ELN),
.the Palestine Islamic Jihad (PL), Palestine Liberation Front (PLF), the Party of Democratic
Kampuchea (Khmer Rouge), Popular Front for the Liberation of Palestine (PFLP), Popular Front
for the Liberation of Palestine-General Command (PFLP-GC), Revolutionary Ammed Forces of
Colombia (FARC), Revolutionary Organization 17 November (17 November), Revolutionary
People's Liberation Party/Front (DHKP/C), Revolutionary People’s Struggle (ELA), Sendero
Luminoso (Shining Path, SL), and Tupac Amaru Revolutianary Movement (MRTA).
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Usama bin Muhammad bin Awad Bin Laden is an example of a rogue terrarist who
sponsors and supports loosely affiliated extremists. Bin I - ‘zn founded an organization whose
goals include driving U.S. forces from the Arabian Penin: | overthrowing the Government of
Saudi Arabia, “liberating” Must. - holy sites from percei~ d occupation by Western forces, and
supporting Islamic revolutionary groups around the world. In February 1998, Bin Laden issued a
Jarwa (religious edict) threatening violence against American civilians and military persannel
worldwide. He has funded terronist training around the world and has provided safe haven and
financial support to other leaders of formalized terrorist groups with whom he has close
associations. He and persons affiliated with him have been charged with crimes connected to the
bombings of the embassies in East Anica in August 1998 and for his role in the attacks on U.S.
troops in Somalia in October 1993. in addition, on August 20, 1998, Bin Laden and three others
were designated as terrarists who thrca(cn to disrupt thc Middle East Peace Pracess pursuant to

Exccutxvc Order 13099.

- Religious/apocalyptic groups based abroad, such as Aum Supreme Truth, present an
additional threat. The closed nature of their groups and the bizarre nawre of their beliefs
contribute to the danger they pose. The monetary resources and technical expertise of such
groups require that we not underestimate their potential to exploit conventional and

unconventional weapons.

There is some concern that the demarcation between domestic and intemational terrorists
may be bridged in the near future. Communication or other links between international and
domestic extremists may substantially increase the threat each sector poses separately.

How Will the Terrorists Likely Strike?

) The nature of the weapons and the means that terrorists may use to strike range from
. conventional weapons, including mail and vehicle bombs, to CBRN weapons and cyber attacks.
Factors such as availability, effectiveness, and ease of use, lead us to conclude that conventional
. weapans and methods, i.e., bombings, use of firearms and kidnappings, will likely continue to be
favored by most terrorists, pamcularly those with specific political objectives. Consequently,
we must continue to enhance our readiness to withstand and respond to terrorist attacks at home
———-—-- afid-abroad-which-rely-on conventional weapons-and-methods: Atthe-same time; we-must
prepare to meet new threats, as there is increasing intelligence of interest by terrorists in the use
of chemical and biological weapons and cyber attacks both in the United States and abroad.
Because the threat of use of CBRN agents and cyber attacks is rclauvcly new, they require

additional focus.

CBRN

Our greatest present concern is that adequate steps be taken to achieve a greater degree of -
readiness so that we can effectively respond in the event of an attack using CBRN weapons.
Intelligence and investigations reveal that lone offenders and, to a lesser extent, extremist
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elements of right-wing groups have surfaced as those most likely to be involved with such
weapons. The number of investigations involving CBRN agents, though small, is increasing.
This disturbing trend is expected to continue, although it should be noted that the majority of the
CBRN investigations initiated by the FBI last year were determined to be “non-credible,” i.c

hoaxes.

The use by terrorists or extremists of biological weapons in the U.S. is threatened more
often than use of chemical, radiological or nuclear materials, perhaps because materials and
informatian on how to produce biological weapons are more widely available. A terrorist attack
using a biological weapon may not be immediately apparent, and the resulting spread to and-

" impact on additional victims, as well as first responders and emergency health personnel, could
be far reaching: The depth of information pertaining to the developmerit and utilization of
chemical and biological agents easily obtainable via the Internet heightens the risk that these
materials may be used by terrorists. Many dangerous substances have legitimate dual uses and
are thus readily available. Unprotected exposure to these hazardous substances can cause

“breathing difficulties, burns, or other health problems to the general public:

Less likely is the use of radiological weapons, in the form of either a radiological
dispersal device or an improviséd nuclear device. Recent cases do not demonstrate a significant
increase by terrorists in interest in radiological devices. However, as with all WMD scenarios,
the mere threat of any of thcsc ouons can cause concem and dxsruptmn. ]

B FOIA Exemption (b)(2) per FBI ‘

Cyber

The cyber threat from individuals or organized group attacks on U.S. computer systems -
has grown substantially in recent years. For example, in early 1998, hackers located i m both thc
United States and abroad gained access to a number of government computer systems.* :
Although this incident did not involve terrorists, it demonstrated that the tools for a cyber attack -
- a computer, modem, telephone, and user-fncndly hacker software -- are widely available.
Domestic and international terrorists have edsy access to these capabilities if they should desire

-to develap them. Software tools for cyber-attack include computer viruses, Trojan Horses,

¢ Currently, there are very loosely organized groups of hackers, who share techniques and
boast amang themselves abaut their exploits. These groups do not seem to target particuldr
" entities; indeed, pnvate sector networks are targctcd as often as federal government networks.
Choice of targets is based upon what will rcccwc the most publicity, rather than on ldcology or

political goal. |
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worms, logic bombs and cavesdropping sniffers.” Cyber attacks can impair data confidentiality
(through the unauthorized access to or interception of data), data mtcgnry (by unauthorized
alteration), and system availability (through denial of service attacks)." Unlike most physical
attacks, a cyber attack may not be immediately apparent. Damage assessment can take

significant amounts of time.

Because of the widespread availability and low acquisition costs of tools and techniques to
conduict cyber-attacks, some tntemational terronst groups have developed a capability to conduct
such attacks. For example, the Liberation Tigers of Tamil Eelam (LTTE), a Sri Lankan separatist
group, conducted a successful “denial-of-service™ attack on the Sri Lankan government, and the
Zapatistas, a Mexican separatist group, successfully hacked inta the Mexican government’s
computers and modified them to broadcast Zapatista prapaganda. A group sympathetic to the
Zapatistas has called for worldwide “electronic disobedience,” targeting selected Internet
websites for disruption. In addition, hacking techniques and use of computer viruses are widely
promoted over the Intemnet. There are numerous home pages on the World Wide Web that
contain an index of hacking techniques and computer viruses, and include step-by-step
instructions to break into specific U.S. government computer networks, such as “milnet,” the

DOD unclassified network.

Many nation-states are trying to develop information warfare capabilities. Cyber access
to the United States and to critical U.S. infrastructures is much easier to obtain than physical
access, making this an attractive, low-cost method to launch terrorist attacks against the United

States.

The most worrisome cyber threat comes from the insider--someone with legitimate access
to a system or network. Terrorists or others may make use of a witting or unwitting insider to
gain access to a cornputer ar network. Because we are increasingly reliant upon interdependent

_cyber-supported infrastructures, non-traditional attacks on our infrastructure and information

systems may significantly harm our military power and our economy.

As we focus on scientific and technological advances which terrorists may seek to
harness for their own purposes, we must not overlook the wide availability of benign source

" A “Trojan Horse™ is a software program that has an apparently useful function and
additional hidden, usually harmful, functions. A “worm” is a sometimes malicious program that
can self-propagate to other computers via networks. A “logic bomb™ is a program that triggers
an unauthorized action when a certain event occurs (i.c., a specific date). A “sniffer”isa
* program that intercepts key strokes as thcy are entered, aJlowmg someone to eavesdrop on an

clectromc commumcatlon

' A “denial of service attack" is a cyber attack on the availability of a computer system.
In such an attack, the victim computer’s processing capability is so completely dévoted to
processing the attack program that it cannot perform any other function.
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materials, knowledge and technology, which can be used to create a weapon of mass destruction
or cyber weapon. Even innocuous materials can be used for terrorist purposes, and the more
sophisticated individuals and groups may have access to and be trained in the use of more deadly -

materials.

Where Will They Strike?

The threat of terrorist attacks in the U.S. is increasing. There are more identified
followers of international terrorist groups and a greater number of loasely affiliated extremists in
* the United States than there were ten years ago. [n the past, formalized terrorist groups limited
their violent terrorist activities on U.S. sail because they viewed the United States as a fucrative
source for fundraising and fertile ground for recruitment of new members. Loosely affiliated
extremists are not bound by controls éstablished by formalized terrorist groups. These loosely
affiliated extremists pose the greatest threat of attack against U.S. citizens and U.S. interests both

at home and abroad.

U.S. Persons and Property Overseas

Numerous state sponsors of terrorism and international terrarist groups pose a (hrca( to
U.S. persons and property overseas. The extensive U.S. caltural, political, economic and military
presence abroad, in conjunction with oppasition by certain foreign groups and govermimeats to
American valucs_. policies and actions, continues to make U.S. citizens and interests targets for
terrorists. A confluence of tecent events, including Usama bin Laden’s February 1998 farwa
(reaffirmed in May, 1998), the embassy bombings in Africa, the U.S. missile strikes on
Afghanistan and Sudan, the indictments of Usama bin Laden and others in the Al Qaeda; the
formal designation of 30 foretgn terrorist organizations by the Department of State; the U.S.
convictions and sentencings of Shayk Omar Abdel Rahman, Mir Aimal Kasi and Ramzi Ahmed
Yousef; simmering Arab frustration over the stalled Middle East peace process: and the ongoing
threat of United States tensions with Iraq increases the risk that individuals or groups will attack

U.S. individuals and interests. The United States deployment of military forces in Bosnia and
Saudi Arabia, as well as our growing commercial mfrastmcturc overseas, also increase our.

presence and exposure abroad.
While U.S. persons and property overseas are often direct terrorist targets,’ at other times,

U.S. persons are incidentally injured or killed in terrorist attacks not specifically directed against
them. Terrorists are mounting more lethal attacks focusmg on civilian 1argets as governments

harden official mstallatmns

In addition to éstablished tervotist groups, such as Hizballah, the Egyptian al-Gamalat al-
[slamiyya (IG) and the Islamic Rcsistanc_c Movement (HAMAS), the United States faces an

% The two lethal bombings committed on August 7, 1998 agamsl the U.S. Embassies in
Kenya and Tanzania are sobcnng reminders of this fact.
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increased threat from such groups as the organization of terrorist financier Usama bin Laden and
small terrorist cells that have no known backing but which form to commit a single, specific
‘errorist attack. The cells organized by Ramazi Youscfcxcmpllfy this type of group. The threat
from [slamic extremist groups has grown in recent years as they have dcvclopcd mfrastruc(urcs

and undertaken operations worldwide.

Palestinian groups such as the Palestine Islamic J ihad (P1J) and HAMAS pose a threal to
UJ.S. interests in that they continue to oppose the Middle East peace pracess by violent means,
.including the use of suicide bombers. Such activities pase dangers to’ Americans in the Middle

East.

Similarly, ethio-nationalist terrorist groups pose a threat to. Americans by their use of,

indiscriminate attacks on commercial areas that occasionally contain Americans. There is.also an
increased threat to information infrastructures.

State spansors of terrorism remain a moderate o significant threat to U.S. persons and
property overseas. While formally disavowing terrorism, thcsc nations suppon and harbor
tcrronsts who threaten U.S. persons and facilities overseas.

The most significant tcrrorist attacks overseas will likely continue to occur in urban areas.

While U.S. government personnel and facilities will be the preferred targets, sccurity precautions

will limit the number of attacks in these areas but may prompt more vxolence agamst private U.S.

citizens and their commercial interests.

Di T

B FOIA Exemption (7)(A), (7)(E), (7)(F) per IRS |§

- FOIA_Exemption {(TXA), (T)E), (7)( per IRS B

' Federal Bureau of Investigation, Terrodsm in the United States, 1996, p. 23.
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FOIA Exemption (7)(A), (T)E), (7)(F) per IRS

' Our crops and livestock are vulnerable as well, pamcularly to blotcrronsm although
current threat assessments and intelligence do not indicate a significant risk of such an attack. We
must maintain vigilant for any information which indicates increased risk, since our agricultural
products feed not only our own population but a significant portionof the warld. A
comprehensive plan which details the roles and responsibilities of the various public and pnvatc
sector participants involved in the food supply production, marketing and distribution system is a
necessary component of our overall preparedness. Current resources available to address
naturally occurring outbreaks of disease in our crops and livestock are the logical starting point

of such a coardinated plan.

: There is increasing concern about the possibility of a terrorist attack on our critical
national infrastructures. As the President’s Comimission on Critical Infrastructure Protection
found in 1997, the interconnectedness of the infrastructures has created a new level of
vulnerability to attack, so that an outage in one node of ane infrastructure could impair the
functioning of other nodes of ather infrastructures. For example, an attack (either physical or
cyber) on an electrical power generating station could impact the water distribution, banking and

_ finance activities, and communications of that area. Similarly, an attack on an area’s water
supply will impact that area’s agriculture, industry, business, emergency and government
services, as well as disrupt the personal lives of the area residents. Transportation mechanisms,
such as tank cars and pipelines, could constitute targets 6f opportunity for the release of

: dangcrous quantities of hazardous materials within close proximity to large population centers
where various infrastructures are centered. In short, what makes an attack on the infrastructure

so serious is the possxbdlty of massive dtsrupuon due to increasing lnlcrconncclcdnCSs :

Ccmun key National Informatlon Infrastructure (NII) assets may be pamcularly
vulnerable (or at least attractive) as terrorist targets. The Internet Domain Name Server (DNS)
system, which currently cansists of |3 servers. that are responsible for directing the routing of .
Internet traffic is one example. The primary or “A” server, which is respoasible for distributing
the master copy of the domain name database to.the other roat servers, is currently operated by a
_ private company in Herndon, Virginia under a coaperative agreement recently transferred from

the National Science Foundation to the Department of Commerce. Nine of the other 12 root
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servers are located tn various locations around the U.S., including several at U.S. government
facilities. The remaining 3 are located in foreign countries. The Commerce Department is
currently undertaking a process (o transmon certain DNS technical management functions - -
private sector, not- for-profit corporation."  Although the distributed nature of the systerc .5 .
designed to preserve DNS functions in the event of a successful attack against one or more of the
DNS root servers, it is essential that this system be protected against both physical and cyber

attacks. This is true regardless of whether the servers are in government or private:-hands.
Accordingly, as part of the transition process, a review of the Intemet Root Server System will be

conducted with a view toward increasing the security and professional management of the

: systcm.

Next generation telecommunication switches represent another class of key cyberassets at
risk. These machines are dedicated computers designed to perform the increasingly complex
tasks involved in setting up, routing and processing telephone calls. Many of these computers
are dependent on massive software programs, often containing millions of lines of sourze code.
Such machines have long been favaorite targets of the hacker community, and they will
undoubtedly present even more attractive targets for cyberterrorists as more of our “real world™

assets are computerized and connected to the NII.

Attacks on banking and other financial networks, particularly as on-line payment options -
and on-line securities trading become more prevalent, may prove to be an effective means not
only of direct terrorist attack but al+ v of fundraising by terrorist groups who may seek to use the
Intemet to circumvent the fundraising restrictions of Executive Order 12947 and the Terrorism
Sanctions Regulations, 31 CFR Part 595, implementing that Order. Such attacks will require far
less risk and mvcstmcnt than traditional fundraising activities and could patentially prove more

financially rewarding."”
Virtua"y all of our critical infrastructures are reliant on the NII at some level and could,

therefore, be subjected to a terrorist cyberattack. Both electrical power and water are distributed
over transport systems that rely on the NII far command and control functions. Virtually all

segments of the transportation industry depend on reliable telecommunications, and these sectors

are increasingly reliant on Internet-based tracking and routing systems. Emergency services are

1 See Department of Commerce Statement of Policy entitled Management of Intemnet

NAHE&AM.AJMLC&EQS June 5, 1998. See also the National Telecommuni=ations and Information
Administration's (NTIA) proposed rule entitled A Proposal to Improve the Technical

M&WIWHELMMM January 30, 1998.

u Although not msugalcd by a terrorist organization, the Russian hacker penetration of
Citibank is an example of the type of attack that might be attempted by a terrorist organization.
In this case, a group of hackers working in concert managed to transfer some $10 million from
Citibank accounts (o various financial institutions around the world. Fortunately, all but

$360,000 was recovered.
Page 19




significantly dependent on telecommunications. A succcssful attack on the phone system i a
sufficiently large region could potentially impact all of these infrastructures simultaneously. For.
example, when a hacker receatly disabled a Bell Atlantic digital switch in the Baston area, _
telecommunication services were cut off for everyone for over six hours, including the Worcester
Airport, which was closed-as a result. Ultimately, it is important to rccogmzc that any network
systemvis a vulncrablc target for terrorist attacks

In summary, the’ greatest terrorist threat today emanates from- domcsuc right-wing
extremists and lone offenders and from loosely affiliated intemational extremists and rogue
terrorists. Bath domestically and intemationally, terrorists have relied upon conventional
weapons and large scale truck bombs. However, given the increasing amount of infomiation
indicating terrorist interest in and acquisition of chemical and biological agents, there is growing
concern that terrorists may.turn toward the use of these weapons as well as the use of cyber
attacks. The U.S. needs to develop effective and comprehensive means o prevent, deter, and

respond to these new methads of attacks.

We cannot know with ccrtamty wherc terrocists wxll strike. Domcsucally, there is
continued concern about terrorist attacks at high profile special events and on critical

mfrastructurcs

The timing of terrorist acts is inherently unpredictable but such acts are likely to continue .
and turn deadlier. Further, given the interest by extremists in acquiring chemical and biological
weapons both in the United States and abroad, we may see the use of such weapons of miass
destruction by terrorists. Finally, given the growth of the Internet, demonstrated terrorist interest
in using the Internet as a weapon, and increasing global dependence oa critical infrastructures,
we will likely see an increase in terrorist attacks using cybcr means.

. GOAL3:  IMPROVE DOMESTIC CRISIS AND CONSEQUENCE PLANNING AND
) MANAGEMENT

The Presidential Decision Dxrcctxves sets forth lcad ag cncy rcspons:bxhues for combatmg
tcrronsm mcludm respa ndmg to tcxronst mcldcnts B o R _
, - F § Foa Exemption (b)2), (b)(S) Per FBI

FOIA Exemption (b)(2), (b)(5) Per FBI

and consequence management

and.local government).

Consequence management includes measures to protcét
public health and safety, restore essential government services, and provide emergency relief to
governments, businesses, and individuals affected by the consequences of an act of terrorism. It

is pnmanly a.public health and safety response: — _ .
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Numerous federal, state and local agencies' have devoted significant resources in recent
years (0 the development of crisis and consequence management plans. Significant work
remains, hawever, to successfully integrate those plans so that in the event of a terrorist incident,
all those involved in the response and mitigation aspects can work together as if under a common
plan rather than as separate players whose efforts may, at times, be at cross purposes with the
efforts of others. By educating themselves as to the scope and provisions of each agency's and

jurisdiction’s plan, and by exercising and training together, these entities can learn to work

effectively together.

OBJECTIVE: Enhance Integration And Coordination Of Crisis And
. Consequence Management, Planning, Training, Command
And Transition Among Federal Agencies

Experience has taught us that there is often no clear point in time when resolution of a
terrorist incident moves from the crisis to the consequence management stage. Indeed, these
phases may occur simultaneously or, in some instances, the consequence phase may actually
precede the identification of a terrorist event. This is particularly true in'regard to a biological
terrorisim event; we may have to address emergency management, victim treatmeat and other
services before we determine that these effects were caused by an intentianal terrorist act.

Under Presidential Decision Directives, the FBI is the lcad federal agency for operational
response to any domestic terrorist incident. As the on-scene commander, the FBI is responsible
for implementing crists management efforts to resolve a terrorist threat or incident. PDD 39
designated FEMA as the lead federal agency for consequence management and directed that
FEMA ensure that the Federal Response Plan' is adequate to respond to the consequences of a
terrorist incident. As a result of this mandate, FEMA ‘developed a Terrorism Incident Annex to
the Federal Response Plan. The Termrorism Incident Annex details procedures for FEMA and
other agencies to provide consequence management suppant to the FBI during a terrorist incident.
This plan also details the procedures that FEMA and other federal agencies would use to provide
federal assistance to state and local authorities in dealing with the consequences of a terrorist act.

lhal'they' had crisis and consequence management plans in place for terrorist incidents. See

" Approximately two-thirds of responders to the State and Local Questionnaire reported

Appendix B: State and Lacal Questionnaire, responses to question 17.

" The Federal Response Plan describes the strategy for responding to any incident or

situation requiring federal emergency or disaster assistance. This Plan is supported by 27 federal
departments and agencies and the American Red Cross.
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Action: . Finalize, Adopt And Conduct Exermscs O(Thc CONPLAN
- And The Domestic Guidelines

To ensure that agency crisis and consequenc’c_managcmcnt roles are clarified and
coordinated, numerous other contingency plans have been developed. These plans have been
vetted through an interagency process designed to ensure that they are coordinated at all levels

and that they will provide for seamlcss transntmn bctwccn crisis and conscqucncc acnvmcs at a[l

sta es of atcnonst mcxdcnt B

FOIA Eiemption (b)(2), (b){5) Per FBI

" The Guidelines for the Mobilization, Deployment, and Employment of U.S. Government
Agencies in Response to a Domestic Terrorist Threat or Incident, also known as the PDD 39
Domestic Guidelines, or sfmpl}/ the Domestic Guidelines, have also been developed. The
Domestic Guidelines déscribe specific procedures and responsibilities for deploying federal
resources comprising a specialized interagency team known as the Domestic Emergency Support
Team (DEST). The Domestic Guidelines enumerate the responsibilities of the various agencies
in the case of a chemical, biolagical, nuclear or radiolegical dispersal incident and specifically
address the use of specialized military assets. The Domestic Guidelines await the signature of
the Attorney General and the Secretary of Defense and the approval of the President. They are
expected to be approved and become effective this fiscal year.'

SN 014 Exemption (b)(2), (b)(5) Per FBI

FOIA Exemption (b)(2), (b)(5) Per FB( | "'
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@ FOIA Exemption (b)(2), (b)(5) Per FBI

To ensure that there is effective coordination of crisis and consequence management,
planning, training, command and transifion, current contingency plans, including the CONPLAN,
the Terrorism Incident Annex of the Federal Response Plan, and the Domestic Guidelines, need
to be exercised on a regular and continuing basis. A signifi cant number of these exercises need
to involve all elements of the federal, state, and local community that could be called upon to

-respand to a terrorist act; including one mvolvmg use of a WMD, Because acts of terrorism

committed in the United States are federal crimes, the U.S. Attomeys' Offices (USAOs) will play |

a cnncal legal advnsory and prosecutrvc rolc in rcspondmg to domesuc tcrronsm

N FOI Exemptian (b)(2), (b)(5) Per FBI :

 The federal government conducts a con51dcrablc number of training exercises each year
to test the preparedness of federal, state and local authorities to handle a terrorist incident through
coordinated efforts. Interagency exercises are conducted annually. Individual agencies also '
conduct interagency cxcrcnscs to'test the crisis and consequence management response of the
participating agencies.' 7 Additional exercises designed to ensure the preparedness of an
mdwrdual agency's componenls also occur regularly '

B FO(A Exemption (b)(2), (b)(5) Per FBI (NN
! FEMA ensures, through training and exercises, that the Federal Response Plan is
adequate to respond to the consequences of terrorism in the United States, including terrorism

involving the use of a WMD. Crisis and consequence management plannmg coincide dunng a
Cerlblc chemical brolo ical, or radiolo 1cal/nuclcar incident and ny -

[1 C
l FOIA Exemption (b)(2), (b)(5) Per FBt _

Page 23




Federal interagency exercises have enhanced communication among participating
agencies and helped to identify shortfalls in response capabilities. While these are important first
steps, the federal inferagency exercise process needs to be strengthened. Domestic exercises
currently tend to focus on tactical respanse capabilities, with less attention to interagency and -

intcrgovémmcntal comman'd and management issues.

1

Wthh lcads conscqucncc managcmcnt cxcrcuscs should encourage mare f cld exercises ta test N\
actual response capablhucs ‘ ' ﬁlA Exemnt«on (b)(2). (b)(5) Per FBI

In addition, fcderal exercises should continue to include the active parttctpatmn of state
-and local authorities, including the state emergency structure with which FEMA regularly deals.
Some excrcises should be conducted exclusively at the national level, and some at the state and
community levels, in order to promote communication and coordination within these respective
levels of govcmmcnt However, state and local authorities will most likely be the first
responders to a crisis site, and they will take the lead-in dealing with the conisequences ofa
terrorist act. They cannot use federal resources available to them under the Fedéral Response
Plan or contribute to crisis management effectively unless they have been included in federal
response planning and excrciscs. Although state and local emergency responders can obtain -
information about federal resources fram sources such as the Rapid Response Information -
System (RRIS),"* participation in appropriate federal interagency field exercises is-needed to test
the coordination and effectiveness of these various resources in a more rcalistic environment.

The Na(lonal Domestic Preparedness Office (NDPO) within thc Department-of Justice
will become the focal point for federal efforts to support state and local needs for equipment,
training and participation in exercises rclated to WMD preparedness. The NDPO, under the
management of the FBI, will include representatives from those federal-agencies which have, in
the past, conducted such programs, including DOD, HHS, DOE, EPA, and FEMA. The NDPO
will be the single point of contact that state and local authorities have requested. The NDPO will
examine funding options for those state and local agencies with insufficient budgets to
parlicipate in countcr-tcrronsm training exercises. _ :

In addition, interagency commuxiication and natification of planned exercises must -
improve. The exercise schedule should be disseminated to all of the approximately 41
government agencies with counter-terrorism responsibilities, perhaps via a secure website,

u RRISisa congrcsswnally mandatcd planning and training resource faor use by planncrs ,

and responders at all levels of govemment. Itcontains databases on characteristics and
" precautions for chemical, biological, radiological and nuclear (CBRN) agents; federal response
capabilities; surplus federal cqunpmcnt CBRN help and hotlmc phone numbers; and olhcr

reference matcnals )
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Action: Clarify The Interrelationships Among The Numerous Existing
Emergency And Conseqdenge Management Plans

The current consequence respanse framework includes an array of emergency plans,
capabilities and resources of local, state and federal governments, and of private and voluntary
organizations. At the federal level, emergency plans deriving from statutory authorities,
executive orders, and national security guidance are used by departments and agencies to carry
out their emergency response missions. Under this response framework, federal resources and
capabilities are provided to augment those of state and local respanders.

Although there are a substantial number of interagency plans that have been and are being
developed to meet the challenges of managing a terrorist crisis and its consequences, several
problems exist in the planning area: (1) federal operational plans and guidance are not fully
understood by all responding agencies; consequently, additional coordination is required to
facilitate the most efficient federal response; (2) the relationship between and amorig operational
response and technical guidance documents such as the Federal Response Plan, Terrorism
Incident Annex to the Federal Response Plan, Federal Radiological Emergency Response Plan
(FRERP), National Oil and Hazardous Substances Pollution Contingency Plan (NCP) and the
Domestic Guidelines is not clear or fully understood by various agencies;" and (3) the concept of

. lead federal agency and the attendant responsibilities of that designation are not fully understood
* by all emergency response organizations.

The development of terrorism-specific plans and emergency operating procedures by

. federal, state and local governments neceds to be consistent and compatible to the maximum

extent possible to ensure interoperability among all responders during a WMD incident.
Planning also must build on existing local, state and federal emergency systems, capabilities and

coordination mechanisms.

FEMA has the lead for federal terrorism-related consequence management planning,
using the structures of the Federal Response Plan. FEMA coordinates this activity through
several interagency forums. These include the Emergency Support Function Leaders Group and
the Catastrophic Disaster Response Group at the national level, and the Regional Interagency
Steering Committees in each FEMA Regional Office composed of regional representatives of the
key response agencies with crisis and consequence management responsibilities.

These groups focus on developing terrorism-specific plans and procedures to support
Federal Response Plan implementation, including supplementing Regional Response Plans
(RRPs) and development of regional specific procedures and checklists to support consequence
management activity at the regional level. This includes the development of Memoranda of

¥ For example, lhc NRC has lead agency responsxbllmcs in the FRERP, yet the NRC is
not among the federal agencies given specific roles by PDD 39 or the Terrorism Incident Annex

t0 the Federal Resp. nse Plan.
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Understanding (MOU) between cach state and its FEMA Rc‘gional Office to supplement the
RRPs. These MOUs form the basis for operational relationships, such as defining expectations

regarding notification and deployment of liaisons in response (0 terrorism incidents.

s assistance Lo suppoit state and Iogal government terrorism-related
grants to the states o suppart the -
ncy operations

FEMA also provide
" emergency response planning. This includes providing
development of {errorism-specific annexes (o existing state and local emerge
plans; disseminating guidance for use by local and state emergency management planners and
officials in developing emergency operations plans; support for the Rapid Response Information
System (RRIS) as a planning tool to aid federal, state, and local emergency responders in

_ preparing for and responding t6 a terrorism incident involving WMD:; and support for states
regarding development of mutual aid agreements, such as the Emergency Management .

Assistance Compact (EMAC).

ll FOIA Exemption (b)(2), (b)(5) Per FBI

Ensure That The Vulnerabilities And Recommendations
Identlfied In Exercise And Terrorism Incident After-Action
Analyses Are Shared With Participating Agencies

Actioa:

B FOIA Exemption (b')(2).(b)(5) Pe Fl "

chnical assistance and advice to state and local planning
to-address the environmental consequences of a.
WMD response annexes to

1 For example, EPA pravides te

entities responsible for developing plans
hazardous materials release. EPA is encouraging the addition of

existing HAZMAT plaas.
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FOIA Exemption (b)(2), (b)(5) Por o1 [ S

Government-wide, federal responsiveness and coordination in crisis and conséquence
management will be streamlined and improved as the National Defense Preparedness Office-
(NDFO) develops procedures to record and disseminate lessons learned that affect operations and
interagency coordination and cooperation. All partici patmg agencies will be encouraged to
" submit rélevant after-action analyses to the NDPO for dissemination to other affected federal
_ agcnc;cs as well as to state, local, and other WMD responders across the country. As this

system is developed, it will assist in determining whither exercise goals and objectives were
achieved. It will also provide a means to identify vulnerabilities and make recommendatians to
address such vulnerabilities. Further, it will help in identifying WMD equipment procurement
needs or madifications, improv'c training and planning initiatives and, ultimately, improve the

capability of WMD responders in actual incidents. A mechanism will also have to be established

to track and ensure that all corrective actions have been 1mp1cmcnted in response to earliér
lessons learned from exercises and actual incidents.”

Distribution of the WinJIIP database should be completed by June 30, 1999, and
development and implementation of the lessons fearned distribution system, and the system for
tracking corrective action, should be comp!etcd by Decernber 31, 1999

Action: Achleve A Unified Communications Capability And Pratacals
To Enhance Coordmatlon Among Federal, State And Local
Respaunse Agenctes And The Public

In the event of a terrorist incident, federal, state and local response agenéics must be able .
to communicate quickly among themselves and with the general pubhc Despite the i lmportancc _

. of this function, there are gaps in aur technology and pohcu:s that impair effective
communications among these entities. . :

Currcntly there is no common, comprehensive communications capability among the
numerous federal, state, and local agencies that could be called upon in the event of a-terrorist
“ incident, Existing conimunications systems often are not technically interoperable. The result is
that one set of responders may be able to communicate among themselves but not with
_ rcspondcrs in other jurisdictions. Where common capability does exist, the systems tend to be

N WinJIIP is the Windows 95 version of DOD’s Jaint Uniform Lcssons Learned Systcm .

(JULLS}) and should be morcuser-fncndly and-accessible than earlier versions.

2 During the pcndcncy of a criminal investigation and prosccuuon it may not be
possible to divulge information about the operation. ' After these procccdmgs dre complete,
however, the operation should be subject to the same analysis as exercises, and lessons learned

should be shared with appropriate audiences. -
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ovcrwhclmed-in timcs ofcrisis. | ' oy
- . FOIA Exemptlon (b)(Z) (b)(S) Per FB(

_ Then éach agency, using its own equipment and frequency,

carnmunicates with its responders. Consideration should be given to usc of FEMA's Mabile
Emcrgcncy Response Support (MERS) Detachments as an additional asset for use in and arotind
the sité of a terrorist incident. MERS is strategically located in five different regmns and has

quick response and dcploymcm capabilities.

A study should be conductcd to determine the best tcchmcal approach to resofving this
critical communication problem.. As a result of the QJP Stakeholders Forum held in August
1998, a group consisting of FBI, FEMA and representatives from other interested agencies will
study the issue of a unified communications capability and the requirements of such a system.
Existing regional capabilities, as well as potential new technologies should be considered in

-order to develop alternatives for use by all affected agencies: The Technical Support Working
Group (TSWG) should consider including this issue as a priority area for résearch and
development in FY 2000, consistent with concems voiced by state-and local authorities. Any
efforts along this line should be coordinated with the Public Safety Wireless Netwark (PSWN)
program coordinated by DOJ and Treasury. PSWN has been directed, by the Vice President's
National Performance Review, to develop a plan for the implementation of a nationwide public
safety radio network to ensure mtcropcmb;hty among state, local and fedéral law enforcement

~ public safety agencies.

There is also a need for improved communications capability in general, asidé from the
issue of compatibility. Ifan incident occurs in a remote area, agencies will have a difficult time
establishing secure communications back to their regional and national headquarters command
centers. One approach to this problem will be to develop a mobile command system for use in
crises. A prototype communications/surveillance support trailer was built for the 1996 Olympics
in Atlanta to coordinate the response to incidents in the outlymg venues hosting the Olympic
events. This system was used successfully in establishing communication links and served as a
command post for consolidated trackmg and nionitoring equipment. These units could provide
the qutckest communications support in rCSponsc to incidents in rcmotc areas where current -

communications do not exist.
Anather area that requires incredsed attention is the coordination and release of

emergency information to the general public and the media during the response to a terrorist
incident, particularly one involving 2 WMD. Timely, accurate information will be a critical

component of efforts to-preserve order, reduce panic and save lives. At the same time, the proper -

balance must be struck between the need to inform the public and the need to protect sensitive
law enforcement information, particularly as it might affect our ability to preclude any further
incidents from taking place, or to apprehend those responsible for the terrorist attack. The lack
of agreed-upon protocols and procedures among federal, state and local officials hampers our
ability to meet this important neéd. Accordmgly, we recommend that the appropriate interagency

warking group working closely with agencies’ public affairs representatives, and including state
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and local officials, develop the methodalogy and plans to implement emergency public
information activities in response (0 a terrorist incident.

SAFEGUARD PUBLIC SAFETY BY IMPROVING STATE AND LOCAL
CAPABILITIES

Terrorist acts have their initial devastating impact at the state and local level. 1t is the
first responder and emergency worker who must literally begin to pick up the pieces; locate,
extricate, and treat the victims; put out the fires; take the first steps to begin to make order out of
chaos. We owe it (o these vital persannel and to ourselves to make sure that they are adequately
trained and equipped for these tasks. We cannot measure our preparedness to deal with terrorist
acts without measuring the degree to which we have-prepared first responders.”

Yet state and local first responders and emergency personne! consistently report
inadequacies in their preparation for these tasks. While their training and equipment to respond
to attacks by conventional weapons is sufficient more frequently than not, this is not the case in
regard to chemical, biological, radiological or nuclear (CBRN) weapons. The response to the
state and local questionnaire was consistent and alarming: 80% or more responders reported that
they are ill prepared for CBRN events and 75% or more reported that they are not trained or
equipped to preserve or recover evidence from such events. Se¢ Appendix: State and Local

Questionnaire, responses to questions 26 and 28.

[f we were to experience an attack using chemical or biofogical weapons, the results
would be severely disruptive, both psychologically and physically, to.the affected areas and

B This section deals primarily with the first responders employed by state and local
governments. There are other categories of individuals with public safety responsibilities who
could be the first responders on scene at a terrorist incident. Some, such as transit system
employees or private security officers, may be private sector employees. Others, such as public
safety and security officers who are responsible for U.S. facilities and lands, may be federal
employees. All federal agencies with law enforcement, emergency response or public safety
duties as part of their mission should ensure that they conduct appropriate planning for, and are
properly trained, equipped and practiced in dealing with a terrorist incident, particularly one
involving unconventional weapons. As states and localities incorporate counter-terrorism
measures into their public safety and emergency response plans, they should address the need for
training, equipment and other preparedness pragrams for private sector responders. Federal
agencies with private sector constituencies should also be pro-active in developing and
- promoting appropriate counter-terrorism planning and training. In particular, agencies with lead
fesponsibilities for critical infrastructure protection under Presidential Decision Directive 63
should ensure that their vulnerability assessments consider their sector's readiness to deal with
the effects of a physical attack, particularly one using unconventional weapons such as chemical,

biological, radiological or nuclear materials.
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populations. In the case of biological weapons, an attack might not be immediately apparent,
and the resulting spread to and impact on additional victims, as well as first responders and
emergency health, personnel could be far-reaching. Determining the extent of an attack and
apprehending the perpetrators would be difficult. For these reasons, we must make every effort
ta prepare to identify and respond to the consequences of an attack, should one occur. To do so,
we must properly and thoroughly train and equip first responders and emergency workers.

Improving state and local capabilities begins with information and intelligence sharing.
In order to prepare for a terrorist event, we must know as much as we can about the potential
threat.” One way to accomplish this on the state and focal level is to increase the participation of
state and local authorities in task forces and working groups with their federal counterparts to
facilitate the sharing of information. In addition, regular, periodic sharing of information
“conceming terrorist groups active in a particular locale -- not just threat wamings tied to a
specific incident -- would be helpful to local officials.

A significant aspect of increasing state and local capabilities to respond to terrarist acts
involves proper training, equipment and planning. We must address these needs in terms of
conventional weapons as well as chemical, biological, radiological and nuclear weapons. In
addition, because of the unique challenges posed by bioterrorism, we must loak at specific
remedies to boost medical and public health resources at thie state and local level and to enhance

back-up capabilities at the federal level.

Final-ly, we should make available the protection of federal laws to state and local
government employees who are the targets of obstructive and threatening actions by anti-

govemment extremists.
Intelligence Collection and Local Capabilities

OBJECTIVE: Increase State And Local Awareness And latelligence-
Gathering Capabilities Regarding Terrorist Activity

While the ability of state and local agencies to acquire information about terrorist activity
in their regions has increased as a result of recent federal outreach efforts, challenges remain. As
indicated by the responses to the State and Local Questionnaire, state and lacal law enforcement
and non-law enforcement agencies, such as emergency responders, agree that they would benefit
from more training and information about terrorism, particularly information that is regional in
- focus, or that addresses emerging issues such as cyber-terrorism, or the use of chemical or
biological weapons. Such training and information sharing would help local agenciés focus their
own counter-terrarism law enforcement and intelligence efforts. It would be especially beneficial
to those agencies that do not have strong intelligence gathering capabilities. Particularly in rural
areas, local law enforcement agencies may not have sufficient personnel to support their own
intelligence unit or even to participate in federal intelligence-sharing task forces. Similarly, state
and local law enforcement agencies may not have the equipment or training to take advantage of
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existing electronic systems for communicating intelligence information. Another obstacle to -

effective communication is that intelligence gathered by federal agencies is often classified and, '

therefore, federal agencies must cithér facilitate the necessary security clearances or sanitize the
information of its classified details. :

Action: ~ Expand Joint Terrorism Task Forces And Related Federal
Efforts To Improve Communications Among Federal, State
And Local Law Enforcetient Agencies

FOIA Exemption (b)(2), (b)(5) Per FBI  [HRE

' FOIA Exemption (b_)(2),(b)(5)erFBl R

FOIA Exemption (b)(2), (b)(5) Per FBI i

% See Appendix: State and Local Questionnaire, responses to question 5.

B FO( Exemption b)(2), (b)(5) Per FBI S ;

¥ Sec 'A_ppcndix: State and Local Questionnaire, responses (o questions 4-9.
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' the Customs Service, the Secret Service and the [mmigration and Naturalization Service (INS).

7 mtelhgcncc and to Jomtly mvcsuga(c tegrorist: acuvxry

. addmOn to ongomg mtclhgcnce shanng, these task forces sponsor regronal 1erTo

FOIIA- Exemption
(b)(2), (b)(5) Per
FBI

jurisdictions. The JTTFs, which exist in 18 major metropolitan areas, are composed of state énd _
local officials, and local representatives from the FBI anid other federal agencies, such as ATF,

FOIA Exemption (h)(2),

(b)(S) Per FBI In.

T Conferences
to train local taw enforcément agencies about the terrorism threat in their region. These face-to- ||

face working arrangements not only improve the flow of information from federal intclligence
agencies to localities, but they allow federal agencies to obtain intelligedce from local sources.

Participants work together, usually on a full-time basis, to gather, analyze and dxsscmmatc i ;
B ‘

The existing 18 JTTFs involve participation by approximately 260 full- and part-time |
federal, state and local personnel State and [ocal law enforcement :
personnel endorse such federal, state and local joint efforts: Many report that they would
participate in JTTFs if they were available to them. ¥ Based on local interest and an assessment
of terrorist activity, creation of a dozen additional J TTFs aver thc next three yedrs may wan'ant

consideration.

j FOIA Exemption (b)(2), (b)(5) Per FBI

Action: Assist Local Law Enforcement Age‘n‘des To Identif); And Gain
- Access To State And Federal Intelligence Systems "

Many local law enforcement agencies report thit the lack of resources to support their -
own intelligence infrastiucture is a real barrier to.effective counter-terrorism efforts. Often the
problem is as basic as the inability to spare officers to perform mlelhgcncc activities, Tosome _
extent, participation in JTTFs can address this need because the FBI makes overtime money
available to compensate state and local participants. Howevcr. this cannot redress the problems
faced by many small town or county law enforcement agencies, which may have only a handful
of officers to perform all duties. Ideally, at a minimum, a local law enforcement office unable to
perform its own intelligence activities should have access to a state or rcglonal electronic
information system that provides real-time, accurate intelligénce, a system that should include

*timely federal information on criminal and terrorist activity. However, even this solution often is

aut af reach for local police or sheriffs offices because of the lack of resources to procure -
computers, appropriate softwarc or the trainin B needed to acqulrc access (o electronic K i

— —— —

7y Lhc State and Local Qucstmm\alrc 69% rcspondcd ycs to this question. SQQ
Appcndlx responses to question 3. ,
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informétion systems, or because of the unavailability of a reliable, centralized repository of

. jnformation..

FOIA Exemption (b)(2), (b)(5) Per FBI

- “Action: Develop More Effcc;tive Means Of Sharing Classified
Information With State And Locs:: Law Enforcement And
Emergency Respanse-Agencies '

Even where mechanisms for developing and sharing terrorist information exist, state and
local officials express frustration because of the- aclief that critical information is often denied
I or delayed because it has been classified. This p-cblem is greatly diminished in areas with JTTFs
pecause all federal, state and local law enforcement participants must abtain Top Secret
clearances before joining a task force.. Law enforcement agencies in general are likely to have
personnel with necessary security clearances, which means that this perceived problem may be
alleviated through betier working relationshiips between FBI field offices and their state and local
counterparts. Thus, expansion of JTTFs and similar cooperative arrangements may go a {ong
yav toward solving this problem. Nonetheless, other solutions may be needed.

FOIA Exemption (b)(2), (b(5) Per FBI o

Lack of access to classified information may be an obstacle to non-law enforce_mciu '
agencies as well. Many emergency responders believe that security restrictions on information
possessed by the federal govemmerit have prevented dissemination of sufficiently detailed

——— e

B FOIA Exemption (b)(2), (b)(5) Per FBI
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information to allow them to plan or react appropriately in an emergency.” On the other hand,
many members of the intelligence community betieve that much intelligence information is not
felevant to planning or response needs, and that there are mechanisms for sharing essential

information.

The need to protect national security.information from unnecessary disclosure must be
carefully balanced against the need to ensure timely and adequate dissemination of relevant
intelligence to state and local first responder officials who are ultimately respansible for the
safety of their communities. Emergency responders ordinarily cannot participate in JTTFs
because the JTTFs actively investigate terrarist crimes and, accardingly, their membership must
be restricted to faw enforcement personnel. To increase confidence among the emergency
response community that federat agencies are sharing necessary intelligence, and thereby increase
intergovernmental coordination, new approaches are needed. The appropriate working groups
within the NSC's WMDP Group, drawing on the expertise of national security and public safety
specialists from the federal, state and local government levels, should study the feasibility of
establishing a system for granting the necessary security clearances to a small number of seniar
public safety personnel so that they can have access to classified information relating to terrorist

. threats as needed.’® At a minimum, each state and the nation's most heavily populated urban
areas should be assured access. This assessment should have no budget implications.

A closely related issue is the extent, if any, to which restricted information needs to be
shared with security officers in certain critical private sectors, such as the nuclear power industry.
The Natianal Infrastructure Protection Center (NIPC) and the critical infrastructure private sector

¥ In response to the State and Local Questionnaire, a substantial number of law
enforcement, emergency response and medical personnel identified issues of inadequate
. information sharing and the lack of security clearances as factors that limit the usefulness of
information or threat assessments obtained fram the federal government. These state and local
personnel seek more timely dissemination of more localized and specific information. See

Appendix, responses to questions 6 and 9.

¥ One such proposal has been advanced by the Competency Panel on Civil lnlcgrauon

-and Rcsponse of the Defense Science Board. See Report of the Competency Panel on Civil
Integration and Response at'page 16. This Panel proposes that an average of three to five public

safety personnel who are responsible for planning and directing the public safety effort in the
community, rather than political leaders, be provided with security clearances for the purpose of
receiving this classified information. Under this proposal, access to classified documents would
be restricted to reviewing the material at cleared facilities maintained by the federal government
(such as an FBI field office, Secret Service office, U.S. Marshal’s Service office or military
installation). The cleared public safety personnel could be notified of the need to review a
classified threat analysis either by personal visits from locally based federal agents or by
unclassified messages instructing them to report to a secure facility to access the particular

material.
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linisons developed under PDD_ 63.are required to establish effective threat warning and security -
information systems to serve key infrastructures.’! As these systems are cstablished, the NSC's
Critical Infrastructure Coordination Group should assess the need for dissemination of classified
information to security personnel in these sensitive areas. The National Coordinator and the
Critical Infrastructure Assurance Office will also play key roles in asscssmg the rieed for
dissemination of classified mfozmatlon .

Another hindrance to intelligence dissemination is uncertainty about which organizations
have equipment and storage capability for classified information. Many local law enforcement
and most emergency response agencics lack secure commumcau . cqulpmcnt and secure

storagc for scnsmvcor classtﬁcd mfonnauon : - IR :
R D A FOIA Exemptlon (b)(2) (b)(5) Per FBI R

 OBJECTIVE: ~ Increase Capabilities Of State And Local Emergenéy - .
Responders To Address Terrarist Acts [nvolving Weapons Of
Mass Destruction . . .

Although combating terrorism is primarily a federal responsibility, state and local
emergency responders (police, fire and emergency medical personnel) are almost certain to be the
first to respond to the use’of a weapon of mass destruction (WMD), whethier a convcntlonal

. 3! Our nation is rapidly augmenting its capabilities to safcguard both the physwal and -
cyber aspects of critical irfrastructures through the National Infrastructure Protection Center
(NIPC), which was created by the Department of Justice during FY98. The NIPC is an
interagency center hosted by the FBI, that will deter, assess, wam, investigate, and respond to -
attacks, threats-and unlawful acts targeting the critical infrastructure of the United States,
including illegal intrusions info government computer networks and protected computers. An
important feature of the NIPC is an analytical capability designed for all the information that will -
flow through the NIPC, including mtclllgcncc criminal investigative, and infrastructure
information, tied to a watch and warning unit set up to disseminate analytical product and
warnings to a variety of audiences. The-watch and warning unit will b linked electronically to
ci'er federal agencies, including other wamning and operations centers, and will be a focal point
for the collection and dissemination of information on cyber intrusions and other infrastructure
telated information from open sources, intelligence sources and, to the extent agreed upan, by
other federal agencies and pnvalc sectar organizations that gather and analyze informatian about
¢yber intrusions. The mission of the watch and warmning unit will include providing timely
warnings of intentional threats and comprchcnswe analyses. NIPC wamings may also mclude
guidance rcga_rdmg additional protection measures o be taken by owners and operators. In
Providing this guidance, the NIPC will coordinate closely with the PDD 63 critical infrastrucure
Sector L.iaisons and Sector Coordinators, and other relevant federaf arid private sector entities,
that are responsible for developing scctor based plans for protecting their critical infrastnictures.
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explosive or incendiary device, or an unconventional weapon contatning chemical, biological,
radiological or nuclear (CBRN) matter. They also may be the first to discover a WMD before it
is activated and, thus, will be responsible for disarming or containing it. Their initial actions will
be critical to the success of the averall response and, hence, to public health and safety.

Our capability to prevent or respond to a terrorist incident varies according to the type of
weapon used and the maguitude of harm caused, althaugh there is roam for improvement in all
areas. In general, state and local emergency responders are best prepared to deal with incidents
involving conventional explosive or incendiary devices. Of the CBRN weapons, our ability as a
nation to deal with nuclear or radiological weapons is the strongest because of military programs
developed during the Cold War and regulatory programs develaped in response to the use of
nuclear energy. State and local capabilities are adequate in areas hosting nuclear facilities.
Similarly, many states and local communities have some basic chemical detection and response
capabilities because of the pervasive risk posed by routine transportation of hazardous materials
and the presence of chemical storage and manufacturing facilities or chemical weapons stockpile
disposal sites. By far, our greatest deficiency in regard to WMD lies in our limited capability to
detect, prevent and respond to the use of biological agents. Moreover, if terrorist use of a
conventional or unconventional WMD were to cause mass casualties, even those localities with
some degree of response capability would quickly be overwhelmed.® '

A comprehensive federal effort to enhance and support state and local capabnhtlcs to
respond in WMD incidents should:

promote the addition of WMD response plans to every state cmcrgency response plan and
the development of WMD response plans in every significant jurisdiction of a state;

develop national standards for CBRN and conventional terrorism response capabilities
and promote their adoption by national and state professional accreditation systems;

_ identify, develop and make available, through existing national, state and local training
systems, courses to enable emergency responders (including, but not limited to,
firefighters, police officers, emergency medical and other medical and public health _
professionals, and specialists such as bomb squad and HAZMAT technicians) to meet‘the

terrorism response capability standards in.their respective fields;

develop recommended standards for CBRN civilian response equipment and provide
" financial support to enable first responders to acquire equipment that meets rccommcndcd

standards;

12 These assumptions are supported by the results of various studies and surveys of state
and local agencies. Se¢e, ¢.g., Appendix: Statc and Local Quesuonna:rc responses to questions

26-28.
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“encourage federal agencies to include state and local responders in federal interagency
terrorism response exercises and encourage states and localities (o conduct terrorism-
focused exercises as part of their ongoing emergency preparedness efforts; and

provide readily accessible information and technical assistance to first responders and
emergency planners on the full range of WMD issues, from the use of conventional
cxplosivcs to the use of chemical, biological or radiological material.

ventional Explosi
Although first responders must be properly trained to deal with the unique character of

CBRN weapons, they are more likely to encounter conventional explosives which are mare
available and familiar o terronists. States and localities must be prepared to deal with weapons.
ranging from pipe bombs to large truck bombs. Such weapans may be directed at first.
responders as the primary or secondary target. Although we have experience and existing
training programs to déal with miore conventional explosive weapons, there are still gaps which
we can and should address. There is also cancern that terrorists may combine.deadly CBRN
materials or matter with conventional explosive devices, thereby creating dual hazards for Wthh

first responders are largely unprcparcd

Ac_tiou: [n'crease Availability Of Federal Pre-Blast And Post-Blast
Bomb Techuician Training For First Responders '
, Primary responsibility for pre-blast response to a suspicious package or recognized
explosive device rests with local bomb squads. There are approximately 630 bomb squads
associated with police and fire departments throughout the United States. Federal law
enforcement agencies play a significant role in training these state and local first responders.

REM FOIA Exemption (b)(2), (b)(5) Per FBI S

FOIA Exemption (b)(2), (b)(5) Per FBI '
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f Foia Exemption (B)(2), (b)(5) Per FBI

U E FOIA Exemption (b)(2), (b)(5) Per FBI |

' _ FOIA Exepﬁon (b)(2, (b)(5) Per FBI '
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T enco
combined use of explosives and a chemical, biological or radiological substance.”

Prepare Bomb Teclinicians To Address Incidents Involving A
Comnibination Of Explasives And Chemical, Bmloglcal Or-
Radiological Agents :

Action:

Even though bomb technicians may be among the first cmcrgcncy responders to
anter a terrorist device, they are relatively unprepared to address incidents mvolvmg the
To meet these

gnique needs, we need to. expand related traimag and equlpmcnt programs for these ﬁrst

e |
To support and protect bomb technicians, the Department of Justice will administer a

" three-year program to outfit the approximately 630 bomb squads throughout the United States

with equipment to allow them to detect and react to a chemical ar biological agent. Each year.of
the program, approximately 210 squads will be able to procure detection equipment, including
mass spectromefters and polymer-chain reaction (PCR) devices capable of detecting and
identifying chemical ‘and bno!ogxcal agents/toxins; robots; portable x-ray machines;
cheniical/biological suits; percussion automated non-electric (PAN) disrupters; digital probes and
other tools; technical and reference manuals; and training materials for state and local bomb
squads. Additional suppart to retrofit 200 total containment vehiclés curréntly in use by state
and local bomb technician squads to accommodate improvised explosive devices suspected of
havmg chemical or bxolaglcal agents or toxins is also being consxdcrcd

responders.

In 'addmon to (hese training and equipment programs, state and focal bomb squads need.
protacols for warking with HAZMAT units in situations that involve packages that do not

contain an ex losnvc dcvxcc but may contam a chcmlcal or blolo ‘1cal substance, — ‘

N 0 Exemptlon (b)(2), (b)(S) Per FBI

The praposed National Domestic Preparedness Office, in consultation with the WMDP
Group, would assess whethet bomb squads necd radiological monitors and personal protective
-€quipment as well as chemical and biological devices and equipment. If so, the office would
* develop specific proposals for cnsurmg the availability of this equipment.

—

3 See Appchix£ State and Local Questionndire, responses to questions 26 and 27.
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CBRN dgents

Since 1996, the federal government has made first responder preparedness far terrorist
incidents involving CBRN agents, particularly chemical or biological ageats, a high priority.
Primarily through the Nunn-Lugar-Domenici (NLD) Domestic Preparedness program,” CBRN
training, equipment and related field exercises have been made available to first responders in the
nation’s largest cities. If carried to completion, in five years this program will create a basic
emergency response capability in the most heavily populated areas of the country. It has raised
.awareness of terrorism issues among first responders and fostered closer working relationships
among federal, state, and local emergency response agencies.”* Thus, the NLD program
represents an important step in the developmernt of a long-term strategy for building and
maintaining first responder capability nationwide. :

Nanetheless, many observers believe that corrections are needed-in the initial course set
by the NLD program and in the federal approach to domestic preparedness generally. The most
frequently identified shortfalls in the current approach are: {) the lack of coordination among,
and focal point for, federal domestic preparedness efforts;* 2) insufficient coordination of federal
efforts with the pre-existing state and local emergency response systems;’? 3) inattention to the

M This program was authorized in the National Defense Authorization Act for Fiscal
Year 1997. The popular name refers to the program’s three primary Senate sponsars.

¥ See U.S. General Accounting Office,

Qnmhaﬁnglemuam&npgﬂunnmﬁﬂmnm_,
Domestic Preparedness Program Focys and Efficiency (GAO/NSIAD-99-3, November 12, 1998)

(hereafter “Domestic Preparedness Report”), at p. 4.

% On August 27-28, 1998, DOJ convened a state and local “stakefiolders” forum in
Washington, D.C., to solicit first responder input on domestic preparedness issues. Mare than
200 state and lacal emergency response planners and practitioners attended this forum. One
of the recommendations from this group was that a single point of contact should be designated
for coordination of the various federal initiatives that provide training, equipment and other
damestic preparedness assistance. See also Domestic Preparedniess Report, supra footnote 15, at
p- 20 (“Some {ocal officials viewed the growing number of WMD consequence management
programs, ..., asevidence of a fragmented and possibly wasteful federal approach toward

combating terrorism.")

Y Gee Domestic Preparedness Report, supra footnote 15, at p. 8 (noting that current NLD
focus on large cities does not leverage existing state emergency management structures, mutual
- aid agreements among local jurisdictions ar othcr collaborative arrangements for emergency

response).
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| rraining and equipment needs of states and localities not served by the targeted cities;®

and 4) the

absence of a plan to maintain responder skills and equipment once the initial training is
completed. As explained below, future efforts should focus on correcting these shortfalls.

Action: Coordinate Emergency Responder CBRN Training, Exercise
Aud Equipment Initiatives And Expand To All Jurisdictions

Training

A brief review of the major federal first responder training and equipment programs
illustrates why states and localities call for better coordination and a single federal pomt of

contact.

Nmn;nggL;D_ngmg_Immﬂg_Emgr_a_m In the NLD Domestic Preparedness program,

Congress authorized the Department of Defense (DOD) to develop and conduct first responder
training focusing on terrorist incidents involving nuclear, chemical or biological weapons. DOD
targeted the 120 most populated U.S. cities to receive this training. The NLD program has
offered two medical and six non-medical courses aimed at educating experienced city trainers so
that they can train law enforcement officers, firefighters, HAZMAT technicians, emergency
medical personnel, and emergency managers in general subjects such as awareness and incident
command, as well as in more specialized courses in specific operational areas (e.g., HAZMAT,
emergency medical, hospital provider). Through courses developed by FEMA, DOD has also
provided some direct training in basic awareness and a workshop for senior officials, such as
mayors and their cabinets. In addition to classroom instruction, the NLD program includes a
table-top and a field exercise to test participants® ability to apply the information taught. Once
DOD identifies a city for training, it is left up to mayors and city managers to decide which and

how many trainers to send through this program. DOD has now stated its intention to transfer this
. cntire program to the Department of Justice.

By the end of FY 98, DOD had.trained approximately 10,000 trainers in 32 cities and
conducted 10 follow-up field exercises: DOD had planned to introduce its program in all 120

cities by the end of fiscal year 2000.

The Office of Justice Programs Chem/Bio Training Program: Congess also authorized,

through (he Antiterrorism and Effective Death Penalty Act of 1996, a second terrarism training
program for firefighters and emergency medical personnel. This program has been administered
by the Office of Justice Programs (OJP) within the Department of Justice. The QJP courses are
based on materials developed by FEMA's National Fire Academy (NFA). They cover explosive,
incendiary, chemical and biological, but not nuclear or radiological, incidents. QJP has provided

I Gee Domestic Preparedness Report, supra footnate 15, at p- 6 (120 cities represent
about 22 percent of the U.S. population; 12 states and the U.S. territories have no cities in the

Program and 25% of the NLD cities are in California and Texas).
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a two-part basic concepts “train-the-trainer” course and a direct course tn incident management |-

and tactical decision-maKking to responders in the 120 fargest urban jurisdictions (cities and
counties). OJP's target audience overlaps but is not identical to the DOD target audience.
Combined, the “train-the-trainer” classes offered by DOD and OJP encompass 157 separate
urban jurisdictions tn 38 states. OJP has also made its “train-the-trainer” caurse available to
instructors from all state fire training academics, and has offered a self-study terrorism awareness
course to all firefighters and emergency medical teams. OJP estimates that by the end of
calender year 1998, 75,000 firefighters and EMS personnel and 420 trainers will have been
trained (including through self-study) in its 120 targeted urban jurisdictions.

In addition, in FY 98 and FY 99, OJP will receive up to $10 million to establish a Center
for Domestic Preparedness at Fort McClellan, Alabama. This center will provide advanced
hands-on training for law enforcement officers, firefighters, emergency medical and emergency
management personnel in responding to terrorist incidents involving CBRN weapons, including
some caurses involving actual chemical agents. OJP estimates that 1,800 first responders will
receive training by the end of FY 99; 450 of them will participate in courses involving actual

chemical agents.” ;

FEMA Course Materials and Grants: FEMA, through its National Fire Acadcmy (NFA)

and Emergency Management Institute (EMI), issues basic course materials concerning
emergency response to terrorism for emergency responders generally, including firefighters,
emergency medical service providers, and HAZMAT technicians. FEMA also issues course
materials aimed at preparing elected officials and managers to deal with the consequences and
management of terrorism and other events resulting in mass fatalities. Both DOD and OJP have
used FEMA materials as the basis for some or all of their first responder training courses.

In FY 98, FEMA also provided grants totaling $110 million to the states for planning,
training and exercises to improve disaster preparedness and support development of a risk-based
all hazard emergency management capability. Of these grants, $1.2 million was earmarked for
terrorism-related training and for assessing and improving plans and systems to enhance the
capability for dealing with the consequences of terrorism. "Also in FY 98, FEMA provided $2.0
million in grants to state fire training centers to support training and enhance the capability of fire
dcpartments to respond to tcrronst attacks

* In response to Congressional direction, OJP has established a consortium of facilities
for training development and delivery. In addition to the Center for Domestic Preparedness, the
consortium includes the Energetic Materials Research and Testing Center at the New Mexico
Institute of Mining and Technology; the National Ceater for Bio-Medical Research and Training
at Louisiana State University; the Nevada Test Site; and the National Emergency Response and
Rescue Training Center at Texas A&M University. These centers will be used to pramote
advanced training and curriculum development for first responders.

Page 42




Q[h;r_Ecd;LaL]lammeﬂQmms the Environmental Protection Agency's (EPA)

Environméntal Response Team provides training o federal, state and local HAZMAT

{echnicians (rCSpondcrs and planners) which addresses radiolagical, biological and chemical
pazards. EPA is adding training dealing with weapons of mass destruction to its existing five-day
training course. The Department of Energy (DOE) also sponsors training in how torespondto -
incidents involving the release of nuclear or radiological substances. This training is made
available primarily to communities in which nuclear facilities are located. The Department of

' Transportation (DOT), in consultation with FEMA, administers the Hazardous Materials

Emergency Preparedness (HMEP) Grant Program, which makes grants 10 states, tetritories.and
Indian Tribes for training of public sector employees who respond to emergencies and for the
development of improved hazardous materials emergency response plans, Approximately $6.75
million per year is expected to be made available for this program over the next five fiscal years.
‘Depending on the needs perceived by- each state, this-grant moncy cainl support training programs

witha terrorism focus.

* In order to provide state and local responders with a single point of contact for the
multitude of federal domestic preparedness efforts, the Attorney General will be proposingto
establish a National Domestic Preparedness Office (NDPO) within the Department of Justice.
The primary mission of the NDPQ is to coordinate Department of Justice programs with thosé of
other federal agencies to enable state and local first responders to establish and maintain a robust
crisis and consequence management infrastructure within the United States capable of
rcspondmg toa conventional or nonconventional terrorist attack. To facilitate this coordination,
DOD] proposes to transfer responsibility for the NLD city training program and related
equipmerit, exércise and most technical assnslancc lmtiathCS to thc Dcpanmcnt of Jusucc by the

end of FY 00.¢

) Foia Exemptton (b)(2), (b)(5) Per FBI

The NDPO would coordinate the averall state and local tnainiﬁg effort, and fully integrate
the various domestic preparedness training programs now conducted by DOD, OJP, FEMA, and

" This is only a partial illustration of the federal programs that might be used by states
and localities to acquire or improve their WMD response capabilities. As part of its domestic
preparedness program, DOD compiled a dircctory of federal courses relating primarily to CBRN
response. That directory lists over 80 courses sponsored by 11 different agencies that could be
used by first responders. Most of the courses address preparedness to deal with the use of a
CBRN weapon, although some courses relaung to incident command issues wauld apply to all

- WMD incidents. These are in addition to the federal programs that train bomb lcchmuans how '
(0 address the use of bombs er improvised cx;)losxvc devices by terrorists. 7

' The National Defense Autcarization Act of FY 97 allows’ thc President to lransfcr lcad
agency responsibility for the domestic preparediess program from DOD to another federal

agency on or after October 1, 1999.
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other departments and agencies into the broader national training initiative, Training
development will be dorie in consultation with participating federal agencies, state and local
government officials, and first responders. An interagency training development group would be
establishéd. Its participants would include training and curriculum development expert staff -
from the FBI, OJP, FEMA, DOD, Health and Human Services (HHS), EPA, and DOE. As
required, additional expert staft from other relevant federal, state and local agencies would
supplement the core interagency training development group. The curriculum would include
response training tailored to meet the needs of first responders in a variety of WMD crisis

~- scenarios. This program will be based on the capabilities and needs assessment developed by
NDPO and conducted by each community.*? To the greatest extent passible, existing FEMA
programs, networks and facilitics, such-as the National Firc Academy and the Emergency
Management Institute, and other federal, state-and local training systems should be used to

deliver training to state and local rcsPc)ndcrs

As part of its coordination effort, and in response to qucstlons ra!sed about the efficiency
of the current NLD focus on the 120 largest cities, the NDPO could-assess whether the NLD
delivery model results in the best usc of federal resources. This method by-passes the well-
established emergency response training and planning systems in most states, which are the key

_ means by which states establish their own priorities, based on existing resources, and coordma(c
their emergency response efforts. The General Accounting fo ce (GAO) has chal!engcd the
NLD 120 cities approach on several grounds, including that it results in duplicative training
efforts in neighbaring cities while at the same time offering no training in several states and
across large regions of the country. ' Domestic Prcparcdncss Report, supra footnote 15, at pp. 6-

17.

Reorienting federal domestic preparedness programs so that they serve the entire nation,
reflect priorities established by the individual states and are delivered through existing state
training systems would address the problems identified by the GAQ. Nonetheless, many cities
have already built the expectation of NLD training into their emergency response planning. It
may be too disruptive, and result in too many countervailing inefficiencies, to abruptly change
the NLD program focus now. An alternative would be ta complete the NLD cities program as
initially conceived, while assessing: the opportunity to provide support that will allow states, in
compliance with federal standards, to provide training, equipment and related domestic

. FOIA Exemption (b)(2), (b)(5) Per F&I |8
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preparedness planning for the balance of the nation.”’ Once the NLD cities training is done, the
tasks of maintaining and enhancing capabilities in those cities could revert to the states, again
with the continuing guidance and technical assistance of the NDPO. This would allow state and
Jocal emergency response managers, who are most familiar with all state arid local resources and
needs, to better allocate training and resources. At the same time, federal agencies with
experience in CBRN preparedness would need to continue to update and maintain training,
courses, and equipment standards and test and develop innovaltive or enhanced preparedness
initiatives to supplement state efforts. The NDPO should address this issue promptly, with
substantial input from the .ate and local first responder and emergency planning communities
and advice from the NSC*s WMDP Group.

Coordination of initial first responder training is just the first step in a sounder domestic
preparedness strategy. Training programs must ensure that the proficiency of responders trained
is maintained, follow-on training is provided as refresher instruction, and responders are
informed of new equipment, techniques, and threats as they appear. Regular exercise and
planning cycles should be developed in order for pians and skills to remain up to date.

Exercise Programs

Current federal terrorism response exercise efforts focus almost exclusively on the
participation of federal agency personnel and assets. Yet field exercises aré a crucial means by
which participants cvaluate and validate their planning, training and equipment. As more state
and local responders complete terrorism preparedness programs, it will be necessary to involve
them in more field exercises to test the effectiveness of the training and to refresh capabilities.
The proposed NDPO would undertake an initiative to support the planning, scheduling and
implementation of coordinated exercises involving state and local responders. These exercises
should be closely integrated with the federally-supported training programs and be realistic,
hands-on, multi-team, multi-agency events based on threat-driven scenarios, and designed to
evaluate performance;, reinforce training and provide positive feedback. Ideally, exercises will
range from simple local.events to complex multi-jurisdictional national level episodes - from
local and regional exercises, to state and multi-state exercises, as well as national-level exercisés.
Atthe same time, development of these exercises should reflect that first responders already
participate in non-terrorism-related exercises as part of their continuing professional certification

0 One grant program that offers a useful model for how such a pragram could be

“administered is the Hazardous Materials Emergency Preparedness (HMEP) Grant Program

administered by DOT. Although HMEP grants are made to states, so that planning and training
¢an be coordinated with cach state’s unique emergency response system, the majority of grant
money must be spent directly on programs that reach first responders and the money must be
Used to achieve national objectives. In connection with this grant program, FEMA has developed
for DOT required and recommended training and planning guidelines so that states can select
courses that ensure that théir public sector employees can safely and efficiently respond to

dous materials emergencies.
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~or state and local emergency planning obligations. The domestic preparedness initiatives should
be closely integrated with existing exercise obligations in order to reduce unnecessary demands

“on emergency response professionals.

Equipment Programs

State and local first responders are not adequately equipped to respond to a CBRN
terrorist incident.** In most cases there is only marginal awareness of overall capability,
requirements, shortfalls, and the potential for mutual support. Deficiencies in CBRN specialized
equipment are compounded by uncoordinated procurement and maintenance programs. The
result is a lack of sufficient equipment, standardization, and inter-opérability necessary to
respond to a CBRN terrorism incident in a safe, timely and effective manner. Provision of
CBRN training is fruitless unless first responders have access to the proper equipment.

To support NLD training, Congress authiorized DOD to lend CBRN equipment to first
responders for training purpases. DOD makes up to $300,000 available to each NLD city for
training equipment and materials under a five-year loan agreement that requires the cities to
repair, maintain, and replace the equipment. . Equipment that may be loaned includes personal
protection equipment, detection equipment, decontamination and containment equipment, and
training aids. Many cities are dissatisfied with this arrangement because they view the
maintenance provisions as an expensive unfunded federal mandate. See Domestic Preparedness
Report, sypra footnote 14 at p. 18. Cities-also express frustration that they are not supposed to
use the loaned equipment for anything but training. [d. However, despite this restriction in the
autharizing statute, DOD reports that it will allow the cities ta keep the “loaned” equipment and
use it for operational purposes as well as training. [d. In ad_‘ditidn, same cities also report
frustration that they must comply with two separate application processes in order to obtain
training-related equipment for the core NLD training program and the related Metropolitan
Medical Response System program, discussed jnfra at pp. 32-33, which was also authorized by
the FY 97 Defense Authorization Act. [d. 4

Recognizing that equipment loans were not sufficient, in FY 98 and 99, Congress
appropriated $103.5 million to make chemical/biological equipment permanently available to
first respanders through grant programs that will be administered by DOJ's Office of Justice
Pragrams. OJP estimates that this money would support two to three HAZMAT respanse teams
per locality with individual and (eam equipment consisting of personal pratective clothing and
equipment with self-contained communication, air supply, and metering, monitoring and

detection systems; antidote delivery systems; and mass decontamination systems and equipment.

Equipment grants programs should be continued. The proposed NDPO could offer useful

guidance. In addition, the WMDP Group should assess whether there is a comparable need for -

nuclear/radiological equipment.

“ See Appendix: State and Local Questionnaire, responses to questions 26 and 27.
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The propased NDPO also could coordinate the creation and promotion of national
equipment standards to enable states and local agencics (o procure reliable, compatible CBRN,
response equipment. These standards should be developed in consultation with representatives
of state and local responders, and conform to National [nstitute for Occupational Safety and
Health, National Fire Protection Association and ather recognized standards. All equipment
procured through the federal grants program should conform to the promulgated standards and be

* in compliance with state and applicable federal emergency response plans.

Action: Ensure That Emergency Response Training Programs Address ‘

Crime Scene Issuesof Personal Safety And Evidence
Preservation

The majority of fire, EMS and emergency management personnel have received
insufficient training in the special issues that may arise when they respond to a WMD/terrorist
crime scene. Two specific crime scene issues must be addressed in WMD emergency response
training programs: the targeting of first responders and emergency personnel for terrorist attack
and evidence preservation. First responders who understand that they are increasingly the
primary or secondarty targets of terrorist acts can better protect themselves. Equally important, if

‘properly trained, first respanders will be betier able to notice and preserve evidence.

Existing NLD and OJP. basic awareness courses educale first responders in the target
urban areas in dangers they may encounter as potential targets of terrorist attack. These courses
also need to promote new protocols for securing the scene and conducting operations (o protect
the responder and the public from deliberate secondary attacks. Priority should be given to
providing first responders throughout the country with similar basic terrorism awareness/personal
safety courses. FEMA should coordinate this effort, in consultation with the federal agencies and
professional associations that traditionally work with or represent first responder constituencies,
and with organizations representing state and local governments. The proposed NDPO could
assist in this effort. To speed delivery, thesé materials should be distributed through existing
training delivery mechanisms such as state training academies, long distance learning centers

“{e.g., the long distance leaming system supported by the National Guard), and self-study

programs using traditional and innovative methods such as interactive CD-ROMSs. The goal
should be to guarantee by the end of FY 00 that every first responder in the country has access to
these basic awareness materials, either through group courses or self-study.

Some emergency response training materials already introduce first responders to
evidence collection and preservation issues. For example, FEMA's Emergency Management
Institute offers a six to eight-hour course entitled “Emergency Response to Criminal/Terrorist
Incidents,” that is aimed at firefighters, emergency medical services, law.enforcement, public
works and emergency managers. Among-other goals, the course is designed to enhance evidence
Preservation and foster cooperative working relationships among responders by clarifying roles
and responsibilities, particularly between law enforcement and emergency responders. In a
simifar effort, FEMA's National Fire Academy, with support from OJP and in coordination with

Page 47

Ch amiemmm e ———




the FBI, is developing advanced courses in incident management and operations that will include
a unit on evidence preservation. EPA alsa includes training in evidence preservation through its
National Enforcement [nvestigations Center. Courses under development should be completed
as soon as possible and evidence preservation instruction made a required component of any
federally-supported WMD/terrorism training or grants program for first responders.

Action: Encourage States And Localities To Develop Terrorism
Response Plans !

" Most states and many localities, particularly urban areas, have emergency response plans
to enable them to deploy and coordinate necessary resources during a natural disaster. These
plans reflect the unique combination of resources present in each community and often :
incarporate mutual aid agreements among jurisdictions in the state or even across state lines. '
Although thése plans are not specifically designed to deal with terrorist-caused disasters, there
~ are common elements among the resources needed to respond to any kind of disaster, and first
responders are accustomed to working within the existing disaster response systems. To
promote efficient use and coordination of resources, terrorism response plans need to build upon -

these existing emergency response systems.

The FBI and FEMA will share responsibility for coordinating federal, state and local
planning, with the goal of promoting the adoption of terrorism crisis and consequence response
plans at the federal, state and local government levels nationwide. FEMA already has a limited
grants program in place to encourage development of terrorism-specific annexes to existing state
emergency response plans and for other terrorism response activitiés. FEMA should assess the
number of states that have successfully incorporated terrorism response plans into their existing
emergency response systems and determine what; if any, additional incentives are needed to
achieve adaptian of terrorism response plans by all states by the end of the calendar year 2000.

_ In addition, FEMA should examine whether its current program siiccessfully promotes the

~ inclusion of desirable planning elements such as inventories of specialized terrorism response
resources within that state (e.g., specially trained WMD response teams); mutual aid agreements;
and coordination with federal terrorism response agencies. Although care should be taken not to
tmpose unnecessary or overly restrictive requirements on state planners, it is appropriate (o
condition receipt of federal assistance on the attainment of reasonable national objectives. -

‘Promoting terrorism response plans at the local level presents the greatest challenges.
Many communities simply do not have the resources or the necessary governmental
infrastructure to develop all-purpose emergency response plans, much less specialized plans to
deal with WMD incidents. Through the proposed NDPO and in consultation with national
associations representing the affected state and local governments and planning agencies and the
Contingency Planning and Exercises Working Group of the WMDP Group, the FBI and FEMA
should develop by the end of FY 99 specific proposals for stimulating the development of WMD
crisis and consequence response plans, respectively, at the local level. These proposals should
include performance measures, such as the proportion of lacalities to adopt such plans in a given
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'nod of time. Again, if financial incentives are proposed, then they should.be tied to the
inclusion of necessary planning components. Linkages with federal, state and other local plans

would be especially lmpor(an(

Particular aftention should be paid to leveraging complementary local planning processes.
For example, states and localities have State Emergency Response Commissions and Local
Emergency Response Committees (LEPCs) to address the environmental consequences of a
hazardous materials release, which would include releases caused by a terrarist act. LEPCs are
responsible for developing hazardous materials response plans for their communities; where the
community also has a more general emergency operations plan, the HAZMAT plans must be
incorporated inta it. The EPA, which provxdcs technical assistance and advice to LEPCs, has set

an administrative goal that, by the calendar year 2005, fifty percent of the LEPCs will incorporate

- WMD preparedness into local HAZMAT response plans. While this is an important step,
communities with broader response capabilities should not limit their terrorism response plans to
HAZMAT response activities. Localities that intend to add WMD-preparedness plans to their
local HAZMAT plans should be encouraged to expand the focus to WMD preparedness for all
emergency responders. Similarly, HHS promoates local planning through the Metropolitan
‘Medical Response Systems program, which provides funds and encouragement for municipal
officials to develop plans for use of medical resources in COH]UﬂCthl‘I with police, fire and

emergency response systems.

As illustrated abovc, states and localities may develop emergency response plans for
different purposes in order to comply with different federal mandates. While it may be useful for
various plans to include terrorism-specific components,-the federal agencies that oversee the
different planning processes should not impose or encourage inconsistent terrorism planning
requirements. To avoid conflicting requirements, the NDPO, in consultation with the WMDP
Group, could ensurc that federal agencies with state or local emergency planning roles adopt
complementary terrorism-related planning requirements for states or localities. The same forum
could be used to ensure that technical assistance to state or lacal planners is not conﬂlctmg or

unncccssanly duplicative.

-~ Action: Establish And Maintain Reliable, Immediately Accessible
Expert Assistance To First Responders Ou CBRN Terrorism

Matters™

. Inthe FY 1997 National Defense Authorization Act, DOD was directed to cstablisha
“helpline” and a “hotline” to provide relevant data and expert advice for the use of state and lacal
officials responding to emergéncies involving CBRN weapons or related malcn’als." The

——

Y Although the National Defense Authorization Act uses the term “weapons of mass
: chlTUctlon" to describe its preparedness initiatives, the Act does not include explosive or
mCCndtaJy devices within the definition of WMD, as we do in this Plan. Accordingly, we do not

Use the term to describe DOD's programs.
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Helpline was opened on August 1, 1997, to provide access (o information about chemical and
biological ageats on a routine, non-emergency basis; it is staffed weekdays from 9:00 a.m. to
6:00 p.m. Operators have the capability to access and retrieve information quickly and d1stnbu(c

it by a variety of means, including (ax and e-mail.

A 24-hour Hotline was activated in January 1998 through an agreement with the U.S.
Coast Guard's existing and successful National Response Center. All incoming calls detailing
the release of a chemical or biological agent will be connected with the relevant expert DOD
agency as well as with the apprapriate FBI Field Office. In the event a call involves a threatened
or pre-release scenario, the call will be forwarded to the FBI for further threat assessment.
Access to expertise in a nuclear or radiological incident is available through the Department of

Encrgy's 24-hour emergency aperatians center.

A related effort involves FEMA's development of the Rapid Response Information
System (RRIS) (o aid federal, state and local emergency responders in preparing for and
responding to a terrorism incident involving CBRN agents. The RRIS provides information on
federal response capabilities that could be made available to support state and local government
respanse efforts; information on surplus federal equipment available from the General Services
Administration; databases of the characteristics and safety precautions for chemical and
biological warfare agents and radiological materials; information on physical descriptions,
characteristics and safety precautions for chemical and biological munitions; information on the
advantages and. limitations of current CBRN equipment used by the federal government; CBRN
Hotlines and Helplines; and a reference library of internet- rcla(cd resources dealing with CBRN

topics.

These systems should be maintained on a permanent basis. [n addition, the appropriate
working group of the WMDP Group, in coordination with the propased NDPO, should formally
_survey the extent to which state and local emergency responders and planners find these
resources useful and, in particular, whether they know how to and expect to access the
emergency hotlines in the event of an emergency.” FEMA has already made an electronic
survey form available ta RRIS users to supply informal feedback on the system. The WMDP
Group should develop specific proposals to address any deficicncies revealed by formal

assessments.

- 46 A number of city and state officials interviewed by the GAO had limited knowledge of |

the hotline or the RRIS and expressed skepticism of their value during a crisis. Domestic
Preparedness Report, supra footnote 15, at p. 5.
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Medical and Public Health Response

The emergency respondcr training and cquipment programs described above are designed
(0 Prcpare local governments (o respond rapidly, safely and effectively to a WMD terrorist attack,
whether it involves conventional explosives or the use of CBRN matecials. They are directed at
existing police, fire, and emergency medical community response capabilities. While these
programs enhance essential public safety functions, additional measures are necded to prepare
medical and public health systems to deal with the consequences of a mass casualty WMD
incident, especially one involving a biological weapon. This is particularly important because
the refease of a biolagical agent may not be discovered until health care providers recognize and
correctly diagnose the symptoms in victims who have been exposed. Even if a release is known
to have occurred, the medical and public health communities will play a critical role in carrectly
jdentifying and treating victims, and protecting the unexposed public and cmcrgcncy personnel

from harm.

We must pursue a two-pronged strategy in this area: |) enhance our existing emergency
and disaster medical response systems to include the ability to address the unique requirements of
CBRN incidents; and 2) support a public health surveillance and respanse system capable of
identifying and countering surreptitious CBRN incidents, with a special focus on incidents
involving biological agénts. This will require cnhancmg ar, in some cases, building state and
local capabilities and fcdcral support systems to supplement lacal efforts.

Providing appropriate care for the affected population and obtaining critical health system
assets, including health professionals, pharmaceuticals, equipment and facilities, are crucial to a
successful respanse. Health response requirements are driven by the type of WMD incident
encountered. A chemical incident generally results in immediate effects at a known incident site
and requires the on-scene determination of the causative agent. Short term goals in such an
incident include keeping people alive, providing immediate care, and accessing more definitive
care. The longer term goals include maximizing patient recovery, which could take days to

months.

Radiological incidents involve fcwcr treatment ortions. Nuclear incidents would result in

severe traumatic and thermal injuries similar to those experienced in a conventional mass
casualty event, but on a larger scale. There would also be considerable radiation injuries. Both
radiological and nuelear incidents would incur significant lorig term medical and enviranmental

consequences.

Unlike a chemical or nuclear attack, an intentional silent release of a biological weapon '
may not be apparent for days until it is detected and identified by the public health surveillance
System. A biological incident can-be characterized by (s stealth, including delayed effects from
exposure to an unknown pathogen. When the release occurred, where it occurred, and what was
teleased may be unknown.. The health response would include mass prophylaxis, mass patient
care, and mass fatality management. Environmental cleanup might be larger in scope and more
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complex than in a localized chemical incident.

If intelligence and law caforcement measures are unsuccessful in preventing a bioterroris¢
attack, communities must rely on the public health surveillance system (o detect signs of a _
possible bioterrorist event. This means that public health providers, such as family physicians, l
school nurses, infectious disease specialists and emergency room personnel, must be able to |
recognize as early as possible that an anomalous situation exists and transmit these concemns
immediately (o state and national health authorities for rapid diagnosis.

: Much of the burden and responsibility for providing an appropriate heath system response

to a terrorist attack of any kind rests on state and local governments. The local public health
system will be called on to provide appropriate protective and responsive measures for the

. affected population. However, depending on the scope and magnitude of the eveat, appropriate
urgent support must be provided by federal agencies. Surveillance, epidemiologic capabilities
and medical response systems are activities where the federal govcfnmcnt can work in
partnership with states and lacalities, providing leadership and funding early in this multi-year
effort, but where states and localities should be expected to assume more responsibility for their
share of partnership expenses aver time. The nature of terrorist attacks requires that assistance
be provided in a well integrated . manner to suppori local public health-and medical needs. i

OBJECTIVE: Enable Lacal Medical Providers To Quickly And Safely Treat
Victims Of A CBRN Attack And Protect Others At Risk

As a result of PDD 39, HHS reviewed the adequacy of the nation’s medical systems in
responding to terrorist incidents. That review concluded that “[t]raining for {medical] response
aperations in an NBC* environment is almost totally lacking at this time.” HHS also founda - ;
compelling need to train non-EMS medical personnel, such as physicians, nurses and hospital :

staff, in triage and treatment of CBRN victims.** : i

Among the potential terrarist weapons, blologncal agents present special challenges that
require unique.preparation. Whereas explosives as well as most chemical weapons cause
immediate casualties, an intentional, silent release of a biological agent can take days or even
weeks before it is detected. Therefore, the traditional first responder (police, firefighters,
paramedics) scenario is not likely to occur as a result of a bioterrorist attack. Suspicions about
such an attack will develop only when unexplained clusters of illness and/or death begin to

7 Inits review, HHS used the term “nuclear, biological, chemical (NBC)" to refer to the
kinds of agents that this Plan refers ta as “chemical, biclogical, radiological and nuclear

(CBRN)" agents.

* No more than 20% of the medical system personneél who responded to the Plan's State
-and Local Questionnaire believed that first responders and emergency personnel were adequately
equipped and trained to respond to a terrorist attack involving CBRN weapons.
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emerge If the biological agent used is contagious or if travelers have been exposed, then the
adverse health effects could be felt well beyond the site(s) of the actual terrorist incident.
Management of the medical consequences, therefore, is much more dcmandmg than in the case

of a !ocahzcd attack involving cxplosnvcs or chemicals. ¢

An attack using biological weapons could produce an unprecedented health and medical
emergency, generaling a demand for medical servicés that could overwhelm the existing health
care system at the focal level. [t could require the delivery of medical services to a'potentially
Jarge symptomatic population, praviding preventive care to an even larger number of thase who
are at risk, and ensuring safe disposition of those who have died. A concerted and integrated

effort must be meunted by federal, state and lacal governments to ensure that the array of
services required for medical and public health conscqucncc management will be available when

needed.

A number of steps have been taken o address this compelling need. First, EMS and
some non-EMS medical personnel are now receiving training in CBRN incident response
through the DOD Domestic Preparedness and the OJP emergency responder programs. This
capability will be advanced and maintained through the training strategies outlined above.

In addition, . HHS has begun a twb-pm program to assist local governments to develop
Metropolitan Medical Response Systems (MMRS), as well as to add CBRN capability to the

existing National Disaster Medical System (NDMS),* which supplements state and local
systems: Also, HHS is developing a national vaccine and pharmaceutical stockpile and delivery

¢ Similar problems could occur in the event of a surreptitious use of a radiological
substance. We are better prepared to respond to such an event. For example, the Department of
_Energy, in executing its responsibilities for handling radidlogical emergencies, has trained over
3000 physicians and medical responders in triage, identification of overexpasure to radioactive
substances, and the use of pharmacologics through the Radiation Assistance Center and Training
Site (REAC/TS). Some of this training might also be used in handlmg overexposures to

biological and chemical agents.

3% The NDMS is a cooperative interagency program that combines the assets of HHS,
DOD, the Department of Veterans Affairs (VA), FEMA, state and local governments and the
private sector. Since 1984, it has provided a nationwide medical response systemto supplement
state and local medical resources during disasters and emergencies; back-up medical support to
the military and VA health care systems during an overseas conventional conflict; and
development of community-based disaster medical service systems. NDMS is composed of aver
3,000 private sector medical and support personnel organized into teains that can be deployed in
natianal emergency to provide immediate medical attention to the sick and injured when local -
emergency response systems become overloaded  The NDMS also includes a back-up system of
Patient beds in almost 2,000 civilian hospitals: Ts cse beds are managed by chcral Coordinating

Centers run by DOD and the VA.
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system. As described below, each of these initiatives is an important companent in the nation's

couanter-tecrorism policy.

Action: Support And Increase Metrapolitan Medical Response System

Capabilities In Strategically Identified Locatians g
: : l

The Office of Emergency Preparedness (OEP) at the Departmeat of Health and Human
Services has contracted with local governments of 27 major cities to develop Metrapolitan
Medical Response Systems (MMRS), [formerly called Metropolitan Medical Strike Team
(MMST) Systems).! Through teams of specially trained and equipped local emergency medical,
HAZMAT, fire and law enforcement professionals, the MMRS enhances local HAZMAT and

.emergency response systems by providing capabilities for on-site victim extraction, antidote i
administration, decontamination, primary care, emergency medical transportation and definitive, !
hospital-based médical care and crisis counseling, primarily in the event of a chemical attack. =~

' Success in reducing morbidity and mortality depeads on the local response capability for the first |
day -- until supplemental state and federal assets arrive. MMRS capabilities need to be expanded
to include an appropriate response to known sudden releases of biological or radiological agents.

By the end of FY 1999, HHS anticipates assistance to a total of 35 local areas in
developing MMRS. Collectively, these systems represent less than ane-half of the metrapolitan
areas targeted for CBRN training in DOD’s Domestic Preparedness Program. MMRS should be

developed in as many of the targeted areas as possible. !

Actiaon: Enhance The National Disaster Medical System s Ability To
Respond To CBRN Incidents

The nature of CBRN ageats makes it likely that there will be mass 'c.asu'al;ics, possibly .
reaching catastrophic numbers, which could quickly overwhelm ordinary local response [
capabilities. HHS should expand the existing National Disaster Medical System (NDMS$) to :

provide limited supplemental federal assistance to state and focal resources as needed,
particularly.in areas urable to support their own specialized WMD response systems.

The NDMS relies on specialized teams of state and local health professionals who can be |
deputized for federal service and deployed nationwide to assist communities when their

_ ! Eligible cities are drawn primarily from the list of most-heavily populated cities that is
used-by DOD in targeting its Domestic Preparedness program. To receive HHS support and to
enhance their existing systems to include CBRN response capability, cities must present detailed

proposals that are subject to interagency review and HHS approval. The 27 cities now
participating in the program are: New York, Los Angeles, Chicago, Hauston, Philadelphia, San
Diega, Detroit, Dallas, Phoenix, San Antonio, San Jase, Baltimare, Indianapolis, San Francisco,
Jacksonville, Co!umbus, Milwaukee, Memphis, Boston, Seattle, Deaver, Kansas City, Honolulu,

" Miami, Atlanta, Washington, D.C., and Anchorage.
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cmergency response systems are overwhelmed. Disaster Medical Assistance Teams (DMATS)
provide in-field medical triage and patient stabilization for transport to medical facilities. There
are 24 fully deployable DMATS nationwide, and four enhanced teams that have been specially
trained and equipped to respand to CBRN incidents. These teams have been named National
Medical Response Teams-Weapons of Mass Destruction (NMRTs). NMRTSs are capable of
provtdmg victim decontamination, medical triage, and initial teatment and have a limited -
extraction capability. Three of the NMRTs can be deployed anywhere in the United States.*?

An additional NMRT is dedicated to service in the National Capital area.

‘In addition, NDMS Disaster Mortuary Teams (DMORTSs) would be needed to assist local
medical examiners and coroners deal with the patentially large number of casualties. Decisions
must be made on how to safely manage these remains for proper bucial or cremation after
appropriate steps have been taken to preserve evidenee, and how to pravide appropriate family

suppart and assistance.

The Office of Emergency Preparedness will also be investing in activities ta strengthen
and maintain the national health and medical infrastructure that will be called upon in the event
of & bioterrarist incident. NMRTs will be enhanced by increasing the number of deployable
members, providing additional equipment, and pharmaceuticals. NMRTs train and participate in
coordinated excrcises with local response systems, DMATSs and teams from other agencies,
mcludmg the Dcpartmcnts of Defense, Energy, State, Justice, and thé Environmental Protection

Agency.™

Expaud Capability To Access And Rapidly Distribute Medical
Supplies And Pharmaceuticals

Action:

A biological weapon would create a public health crsis in the United States requiring

._extraordinarily large amounts of antibiotics, antivirals and/or vaccines for treating thase who

become ill or for protecting those who may have been exposed. Ta establish the national
requirements for critical pharmaceutical supplies to be available to these victims in less than 24
hours, one must identify the biological or chemical agents (hat present the greatest threats,
estimate the potential size of the papulation that may be affected, determine the best prophylaxis
or treatment options, and then decide how best to assure immediate access to sufficient ’
quantities. The term “stockpile has been applied to this ready supply.

2 These teams are based in Las Angeles, Califdmia; Denver, Calorado; and Winston-
Salem, North Carolina.

1 In addition, DOD is adding significant capabilities in this area. Reserve components
are developing new capabilities to support first responders in each of the following specialty

areas: Triage, Trauma, Stress Management, NBC Medical, Pre:crvation Medicine, Mass Care
and Mortuary Affairs. These capabilities are accessed through existing procedures established by

the Federal Respanse Plan and the Govcmors state authorlucs
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The federal government is working with the private sector to develop such a stockpile of
pharmaceuticals because the kinds of pharmaceutical products which would be required during
biological or chemical weapon attack are not normally found in the marketplace in adequate

quantities (o meet mass casualty demands, and production lead times are too long to meet urgen| .

needs. This national domestic stockpile of critical pharmaceuticals and biologics (e.g.,
antibiotics, vaccines) that the federal government would make available to local and state
jurisdictions can substantially enhance our readiness to respond (o bioterrorism. However, a
stackpile in and of itself is not sufficient to provide an adequate medical response. Related
‘objectives must also be met: (1) establishment of an infrastructure to assure the rapid delivery
and distribution of the products to the needed geographic location(s), the exposed population(s)
and the health care professionals who must to administer them, and (2) development of an
adequate monitoring and record-keeping system, especially for continuity of care, compensation,
assessment of risks, and evaluation of the cfficacy of the therapeutics/vaccines that would be
administered in response (o a bioterrorist attack. .

Traditionally, with respect to natural epidemics or other outhreaks of disease, local and
state governments have been responsible for developing plans to identify the affected population;
establish distdbution systems; organize mass immunization or prophylactic treatment centers
with trained, professional staffing; maintain appropriate health records; make referrals to
treatmént centers; and keep the public informed regarding critical health information. Thése
responsibilities will not change in the event of a biological attack. However, local and state
governments will need guidance from HHS on how to meet the unique challenges of a
deliberately caused outbreak, which is likely to involve relatively unknown diseases. “HHS

already provides such technical assistance to the cities that participate in the MMRS program and .

requires inclusion of procedures for mass immunization and prophylaxis in MMRS plans. As it
is developing a national network of readily accessible pharmaceutical supplies, HHS also should
develop and promote related planning guidelines and treatment protocols for use by all local and

state govermunents.

OBJECTIVE: Assist State And Local Public Health SyStems To Recoguize
And Respond To CBRN Terroarist Attacks

Unless announced by the terrorist, the deliberate release of biological, radialogical, and
some chemical substances into a community will nat be discovered until victims begin to exhibit
. the effects of their exposure. Discovery will depend on the ability of medical providers and
public health authorities to diagnose individual cases of diseases that are highly unlikely to have
- . been acqijircd_ naturally, or to recognize suspicious disease outbreaks that are difficult to explain
in any other way, and report their incidence to a system capable of corrclating and analyzing
suspicious patterns of illness. This is particularly true in the case of bioterrorism because of the

delayed onset of signs and symptoms in exposed victims.

] T‘htl: first line of response against bioterrorism rests with the public health and medical
infrastructure. [t must be capable of detecting unusual patterns of morbidity or death,
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dc[gﬂﬂlnlng their cause (whether natural accidental or intentional) and, in the case ofdlsordcrs
caused by microbes, detecting and identifying the arganism(s) involved. Ta do so, this

infrastructure must have the following:
Increased local and state capacity for public health surveillance;
Expanded epidemiologic capability to investigate and control patential threats;

Strengthened public health laboratories I identify and diagnose suspcctca biological or
chemical agents; and '

Coordinated communications amaong the various components of the public health system,
between public health agencies and other government organizations, and bctwecn public

health officials and the public.

Recognizing the inlcrdcpcndcnt roles of federal, state and local governments in preparing
for and combating bioterrorism, efforts to strengthen the public health infrastructure must be
carried out in conjunction with authorities at all three levels. Because health departments vary in
size and organization, type of population served and level of support, the capacity to mount an
appropriate respanse (o a terrorist event varies from locale to locale. Cansequently, there are
deficiencies that impede the ability to detect problems, investigate and control potential threats,

identify suspected agents and coordinate communications.**.

HHS propases expanding the local and state as well as federal laboratory, clinical and
epidemiological capacity required to respond to bioterrorist attacks/outbreaks of infectious
discase. These investments would include providing local and state health departments with
resources and staff to develop methads of active public health surveillance; strengthening
sentinel networks of health care providers (e.g., emergency rooms, medical examiners, travel
clinics, infectious disease specialists) to serve as front-line sources of information on unusual
health events; buttressing this-surveillance with adequate laboratory capacity (o rapidly
characterize and identify bxologxcal/chcmlcal agents; and ensuring that pertinent information and
data are shared electronically with all relevaat authorities and health care providers as quickly as

passible.

3¢ For example, more than half of the medical systems personnel who answered the State
‘and Local Questionnaire responded that they did not have a database or help line to assist them-in
fecognizing symptoms that may include exposure (o a chemical or biological agent.
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Action: Train Public Health Praviders To Detect, Investigate And
Control Incidents Involving The Release Of Dangerous
Chemical, Biological And Radiological Agents -

Local and state health departments need assistance in recruiting and training staff who are
skilled in detecting, investigating, and diagnosing potential acts of terrorism. At both levels,
epidemiologists are needed to analyze surveillance data and investigate any unusual clusters of
unexplained death or unusual illness that may signal a bioterrorist event. It will be important to
create and support a sufficient number of providér-based sentinel networks that could identify

. and report unusual health events, c.g., encounters with early victims of what could turn out to be
a bioterrorist attack; early cases among perpetrators who mishandled the weapons; or bystanders
affected by small intentional releases made to test the efficacy of CBRN weapans. Development
of these resources should be reinforced with simulatians and exercises involving local, state and
federal officials. The federal government will provide leadership and funding in the carly years
of this multi-year effort, with states assuming a larger share of expenses over time.

Action: Improve Federal, State And Local Electro'nic [nformation
Systems For Reporting And Responding To Health Threats

To respond effectively to a terrorist threat ot event, public health officials must
coordinate their communications with one another; with other local, state and federal officials;
and with the general public. Electronic communications need to be enhanced to enable rapid
analysis and reporting of emerging infectious diseases potentially caused by biological weapons.
States will need staff and resources to expand their telecommunications systems to include
regional laboratories and local health departments, thus facilitating the rapid recognition of
unusual clusters of illnesses and changing mortality patterns. Key information - including
clinical guidelines, recommended antibiotics and vaccines, protective measures and policy
decisions -- must be quickly and accurately disseminated to health care providers, health
agencies, the media and the public. The federal government will provide leadership and funding
in the early years of this multi-year effort, with states assuming a larger share of expenses over

time.

Action: Expand Laboratory Capacity To Identify And-Diagnose
' Suspected Apeunts

I the event of a terrorist attack involving chemical or biologicai weapons, rapid detection
and diagnosis will be critical so that appropriate prophylaxis and treatment can begin promptly.
Adequate laboratory capacity must be available to identify and characterize suspected agents.

This calls for making rapid diagnostic tests and reagents available for testing potential biological .

* and chemical agents; making new-generation diagnostic methods widely available 1o state and
selected metropolitan health laboratories; establishing and implementing protocols for the safe
collection, handling and shipping of specimens to reference diagnostic laboratories; and
developing a plan to identify and expand; on an incremental basis, a network of regional
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[aboratories located throughout the U.S. that would provide rapid and accurate diagnostic and
reference support for biological and chemical agents. This network of laboratories should rely as
much as practicable on existing federal or federally-supporte- - horataries with experience in
these areas, such as DOD's USAMRIID, the Centers for Dis-  : Control's (CDC's) intramural
laboratories, and EPA's in-house and contract laboratories. The federal government will provide
leadership and funding in the early years of this multi-year effort, with states assummg a larger

share of expenses aver time.

OBJECTIVE: Protect Government Employees From Terrorist Attack And
Intimidation

Because they symbalize government authority, federal, state and local facilities and
employees are frequently the targets of foreign and damestic terrarists. Acts against govemnment
targets range from devastating violence to intense harassment and intimidation; from the
bombing of the Murrah Federal Building in Oklahoma City to the filing of fraudulent court
actions against federal, state. ~d local law enforcement and judicial employees. Ta discourage

- such assaults, we must strenguen our physical and legal defenses.

Action: Pursue Legislation To Deter Threats Against And Intimidation
Of Federal, State And Local Government Employees

: Persons disaffected with government within the United States are increasingly
manifesting their discontent by undertaking obstructive and threatening actions against federal,

state and local government cmployees. Although most of these actions are nonviolent attempts

directed against federal officers or employees. See, ¢.g., 18 U.S.C. § § I11 and 115. In addmon |

e R

to obstruct or impede the performance of official dutics, some have involved explicit threats or
viclence. Further, even non-vielent actions may be disruptive, inconvenient and intimidating.
They adversely affect both official performance and the personal well-being of the targeted

employccs

Federal law contains effective provisions (o address violence, and threats of vxolence

26 U.S.C. § 7212 prohibits non-violent actions undertaken to intimidate, obstruct or impede
Treasury Department employees. Because other federal employees are increasingly subject to
non-violent but intimidating actions, a proposal to extend the protections of Section 7212 to all
federal employees is being considered. This would provide protection against a wide range of
harassing actions, including the filing of frivolous encumbrances against the property of federal

officers or employees in retaliation for the performance of their public duties.

While the protection of state and local government officials is primarily the responsibility
of the states, these officials are frequently the subject of threatening or harassing actions by
advocates of so-called common law courts, and state and local law enforcement authorities in
many states have experiénced difficulties in addressing the problem effectively. This is
especially the case where the offending conduct is initiated totally or partially from outside Lhe
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state of the victim employce. Further, the victims are often local employees in relatively rural
areas which lack sufficientaw enforcement resources to address the problem.

After consultation with organizations representing state and local govemment officials,
DOJ has developed federal legislation to prohibit theinitiation of groundless actions against state
or local officials or public employees with the intent to abstruct or impede, at retaliate because
of, the employees’ performance of their official-duties. Consistent with Constitutional limits,
such prohibitions would apply only if the actions were taken in circumstances that have
traditionally been recognized as providing an appropriate basis for federal mvolvemcnt No
additional funding is required for this initiative.

GOAL 5: SAFEGUARD OUR NATIONAL INFORMATION INFRASTRUCTURE

Our national policy on infrastructure protection is still evolving. Following large scale

terrorist attacks in New York City and Oklahoma City in 1993 and 1995, respectively, PDD 39

- set forth our nation's policy on terrorism. Pursuant to PDD 39, - the Attorney General chaired a -
Cabinet Committee to assess the vulnerability of the nation's critical infrastructures and
recommend measures to protect them. Based on this committee’s recommendations, the

- President’s Commission on Critical Infrastructure Protection (PCCIP), also known as the Marsh
Comumissian, workmg under the direction of a Steering Group chaired by the Attomey General,
addressed this issue. As a result of the Marsh Commission Report, the President issued PDD
63, which outlined comprchensivc steps to be taken government-wide to achieve and maintain

the ability to protect our nation’s critical mfrastructures from intentional acts to disrupt their
operations. ** :

PDD 63 directs the National Coordinator for Security, Infrastructure Protection and
Counter-terrorism to: implement the directives of the PDD; ensure interagency coordination on
critical infrastructure issues; review crisis activities concerning infrastructure events with
significant intemmational involvement; provide advice during the budget process in regard to
agency budgets for critical infrastructure protection, and chair the Critical Infrastructure
Coordination Group (CICG). Much of the work conceming infrastructure protection is on-going
under the PDD 63 implementation process. PDD 63 set as a national goal achievement of a
baseline capability by the year 2000, and full operational capability by the year 2003, to protect
our nation's critical infrastructures from physical and cyber attacks. In the annual reviews of
PDD 63 and this Plan, the National Coordinator .will monitor this progress as it relates to
counter-terrorism and suggest course corrections consistent with this Plan as necessary. This
plan is consistent with the goals of PDD 63 and is intended to contribute to achieving and
‘maintaining the protection our nation's information infrastructure through a partnership of
appropriate federal, state, and local authorities as well as private sector infrastructure owners and

53 As stated in the Introduction to this Plan, we do not attempt to duplicate here the
comprehensive national approach of PDD 63. Instead, we focus on selected counter-terrorism
related aspects of infrastructure protectian, to be pursued in conjunction with PDD 63 activities.
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The PCCIP defined infrastructure as “a network of independent, interdependent, mostly
orivately-owned, man-made systems and processes that function collabaratively,
interdependently and synergistically to produce and distribute a continuous flow of essential

oods and services.” Those infrastructures that are “so vital that their incapacity or destruction
would have a debilitating impact on our defense and economic security are deemed critical.” The
pCCIP identified eight critical infrastructures: transportation; oil and gas production and storage;
water supply; emergency services (police, fire, medical); governmént services; banking and
finance; clectrical power; and telecommunications.*® Most of our nation’s critical infrastructure
is privatcly owned, and PDD 63 states that market forces are the first choice to ensure
.infrastructure pratection. Therefore, true partnerships between the pubhc and private sectors are
essential to the maintenance and protection of the infrastructure.

In order to protect infrastructure assets, we must know both where they are, how
vulnerable they are, and how to reconstitute them after attack. PDD 63 assigns lead federal
agencies to work with their private sector counterparts o:

| ‘ assess the vulnerabilities of each sector to cyber and physical attacks;
. recommend a plan to eliminate significant vulnerabilities;
+  propose a system for identifying and preventing attempted major attacks;
. develop a plan for alerting, containing and rebuffing an attack in progress and then, in

coordination with FEMA as appropriate, rapidly reconstituting minimum essential
capabilities in the aftermath of an attack. :

Federal agencies are currently drafting their timetables for completion of these sector plans.
These assessments and plans constitute individual sectoral plans which, when integrated

logether, will yield a National Infrastructure Assurance Plan. . This overall plan will provide for
coordination, integration, and interdependencies. A draft National Plan for Critical Infrastructure
is currently under consideration by the National Coordinator for Security, Infrastructure
Pratection and Counter-terrarism. '

PDD 63 calls for a National Plan that will:

) Protect our nation's critical infrastructures from intentional acts from whatever source

that would significantly degrade the ability of thosc infrastructures to perform essential
services,

% The PCCIP specifically declined to address the food supply as a critical infrastructure.

Page 61




Ensure that any tnterruptions or manipulations of critical functions are infrequent,
manageable, quarantined, and minimally detrimental to the welfare of the United States;
and :
Achieve an averall end state of “assured capability” of our nation's infrastructures,
defined as achieving a coadition that is hardened against attack and capable of being
quickly reconstituted after any disruption in function. Four broad abjectives are integrally
linked to achieving this end state: assess and prioritize, prepare and prevent, detect and

respond, and manitor and improve.

"In developing the National Plan, the CICG is examining many issues, including several
with a cyber focus:

Qualified Computer Specialists: the number.of computer specialists trained in
safeguarding computer systems and networks is inadequate. The CICG is examining the
use of existing, and perhaps new, authorities — including educational incentives — to
ensure that the government has a cadre of well-trained computer security specialists;

Intrusion Detection Networks: The CICG is examining three interlocking systems - - one
for the Department of Defense (DOD), one for the other federal agencies, and a system
that may be offered to the private sector. The exact specifications of cach system are still
being developed. Two important and sensitive problems must be addressed in setting up
intrusion detection networks: (a) we must avaid the perception that we are creating a
system that will to any degree compromise the privacy, integrity and civil liberties of U.S.
citizens; and (b) we must avoid crcatmg a centralized, highly lucrative target for attack or

deception;

Private Sector Centers: The Information Sharing and Assessment Centers (ISACs)
encouraged by PDD 63 could serve as a private industry component that links up to U.S.
gaovernment entities such as the National Infrastructure Protection Center. The exact
design of these ISACs will be left to the private sectar. ISACs can also provide one
useful and effective conduit for threat assessments and warnings generated by the NIPC.
In addition, they could perform other functions such as outreach, education and
awareness, and the creation of standards for best practices;

Reconstitution: The ability to reconstitute minimum essential infrastructure following a
cyber attack is an explicit requirement of PDD 63. Efforts to build a reconstitution
capability and to develop redundant systems in many critical infrastructures are being
evaluated. The Year 2000 will also require significant reconstitution capabilities;
therefore, the National Coordinator has initiated contingency planning efforts with the

Y2K Commission; and

Research and Development: The Office of Science and Technology Policy (OSTP) chairs
a subgroup of the CICG in order to identify potentially promising research and
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development projects not present in any departmental program. Appropriate
recommendations of this sub-group will be reflected in the President’s FY 2000 budget.

As regards cyber terrorism, much work has already been accomplished by the federal
government in identifying assets that may be at risk to terrorists attacks. For example, the PCCIP
report, Critical Foundations: Protecting America's Infrastructures, includes an analysis of
existing physical and cyber vulnerabilities. Special attention has been given to our vulnerability
to cyber attacks. The FBI, in cooperation with the Computér Security Institute, publishes an
annual report based on their “Computer Crime and Security Survey, " which describes existing
vulnerabilities and attempts to identify vulnerability trends across various industry sectors.”
Review of these broad-scope threat assessments makes clear that virtually all of the United
States’ critical infrastructures rely on the public switched telephone network and, to a lesser
extent, on the Intemnet -- both key-elements of the National Information Infrastructure.

As directed by the Conference Committee Report, our focus here is-on terrorist threats to
the National Information Infrastructure (NII). The definition of the NI used in this Plan is the

~ computer and telecommunications networks that support our critical infrastructures. These

systems consist of the following main classes of components: transmission media such as wires
and fiber optic cables, switching equipment, processing equipment and software, all subject to
physical attack; as well as wireless and sateflite systems subject to disruption through the air
waves. Vulnerability'to attack is essentially determined by the level of physical protection
available for the physical assct. Thus, in the physical realm, telecommunication wires are highly
vulnerable because they are spread across wide ranges of insecure space, whereas
telecommunication switches are generally more secure based on their typical placement in
unidentified, locked and guarded locations.

In stark contrast, cyber attacks on the-NII generally do not depend on physical access to

- the targeted asset (although such access can make the attacker’s job far easier). Because the

netwarks that make up the NII were designed ta facilitate information sharing and ease of use, it
is often just as easy to launch a cyber attack from half-way around the world as it is from right
next door. Moreover, it may be extremely difficult to determine the source of an attack in real
time, especially if the attacker is skilled and knowledgeable about the victims' systems. Indeed,
domestic cyber attacks can be intentionally woven through a series of remote foreign locations in

an attempt to abscure the actual source of the intrusions.

- Because cyber attacks are not dependent upon physical access, vulnerabilities generally
cannot be determined or addressed by traditional means. For example, telecommuaication wires

ki See Richard Power, Current and Future Danger: A CS] Primer on Computer Crime &
IﬂfQun_mn__mg (1998).
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which are highly vulnerable to physical attacks are usually not the subject of pure cyber attacks. ™
On the other hand, Intemet and telecommunication switches, which are often endowed with
considerable processing intelligence, can be subjected to a variety of cyber attacks
notwithstanding the fact that they are often well protected from physical tampering and
destruction. In other words, conventional methods of guarding against terrorist attacks may be

wholly ineffective against cyber attacks on the NII.

Virtually all infrastructures are at risk to some level of cyberattack; some level of risk is
acceptable,; some is not. The amount of risk associated with a given asset relates to a wide
‘variety of factors, including, but not limited to: the physical security surrounding the asset; the
type of hardware used; the operating system employed; the security software installed on the
asset; the skill, reliability and diligence of the person(s) authorized to maintain and use the asset;
and the number and type of connections available between the asset and the outside world.
Because these factors vary widely even among relatively similar networks, it is difficult to
generalize about the risks presented by a given system unless that system and its operators have

been individually analyzed.*

Pursuant to PDD 63, a comprehensive, government-wide plan for an assessment of
infrastnicture vulnerabilities is being prepared. These assessmeats will provide information about
cyber-asset vulnerabilities dand protections on a sector-by-sectar basis for the private sector and
on an agency-by-agency basis for the public sector. As part of the Critical Infrastructure
Coordination Graup (CICG) process, the National Security Agency and the National Institute of

51 Cenrtain types of attacks, however, are hard to characterize as purcly “physical” or
purely * cybcr For example, it is possible to attach a physical device to wires on a computer
network and capture logon and password combinations for that system, thereby gaining illegal
access to user accounts. Such an attack combines both cyber and physical world techniques.
Moreover, prevention, detection and response to such an attack can and should involve both -

E physncal and cyber security measures.

¥ Several system specific studies have been conducted to test the vulnerability of ]
govemment and private networks. The General Accounting Office (GAO) has analyzed and
reported on the vulnerabilities of various non-classified computer systems at the State
Department and the Department of Defense. GAO alsa reported on vulnerabilities of banking |
industry networks associated with on-line banking in a report entitled Electronic Banking:

Experiences Reported by Banks in Implementing On-Line Banking, November 1997. Other

similar studies include: National Security Telecommunications Advisory Committee,

Information Assurance Task Force, Electric Power Information Assurance Risk Assessment
(1996), and An Assessment of the Risk to the Security of the Public Network (1995); and.

[nformation Infrastructure Task Force (IITF) Security Issues Forum, NII Security; The Federal

Role (1996), and [ITF's NI[ Risk Assessment: A Nation's Information at Risk (1996). The
Officé of Science and Technology Policy report, Cybernation; The American Infrastructure in the

[nformation Age, provides a technical primer on issues associated with mfrastruc(urc protection.
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Smhdafds and Technology are assessing opportunities to-work with industry to develop best

praclicc standards and accre

ditation regimes for improving information systems security. These

best praclicr'slandards would be adopted or adapted as appropriate across federal agencies.

OBJECTIVE:

Bl FOIA Exemption (bY(2), (b)(5) Per FBI

Establish A National Capabiiit‘yi For Analysis, Warning And
Response :

ol Exemption (b)(2), (b}(5) Per FBI

B F0ix Exemption (b)(2), (b)(5) Per FBI e ’

| FOIA Exemption (b)(2), (b)(5) Per FBI

B 0 Exemption (b)(2), (b)(5) Per FBI [N
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- % The Computer Emergency Respanse Team (CERT) is run by Carnegie Mellon -
University and funded by the government. Through voluntary reporting by systems
administrators in the private and public sectors; CERT collects information on computer
intrusions, viruses, and other vulnerabilities, works with hardware and software manufacturers to
develop a solution to the problem, publishes public advisories describing in general terms the '
vulnerability, and directs users to the appropriate point of contact to obtain the solution. This
organization has been a highly successfut model of private-public caoperation. Industry
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] fjl FolA Exemption (b)(2), (b)(5) Per FBI :

particularly likes this model because industry representatives report vulnerabilities in 2 discreet
maaner, receive technical assistance in developing a solution, and have access'to a
communications. system (o make the solution available. '

' The National Security Telecommunications Advisory 'Commineg: (NSTAC) was

created by the President in 1982 by Executive Order 12382, to advise him on matters conceming

national security and emergency preparedness télecommunications. NSTAC is composed of up

030 presidcntially appointed industry léaders (usually chief executive officers) representing

various elements of the telecommunications industry. NSTAC meets approximately every nine.
months to report on its activities and providé recommendations to the President on issues related
to national security and cmergency preparedness (NS/EP) telecommunications. The National
Communications Systcm (NCS), consisting of 23 federal member departments and agencies, is
responsible for ensuring the availability of a viable NS/EP telecommunications infrastructure.

The NCS also runs the National Coordmatmg Center for Telecommunications (NCC), which is-

staffed by selected govemment agencies and several of the largest telecommunications carriers.
The NCC assists in the initiation, coordination, restoration, and reconstitution of NS/EP

telecommunications services and facilities, and serves as the operational focal point for all the

National Telecommunications Management Structure (NTMS) all-hazards response levels. A
tumber of government agencics and NSTAC members participate in the government and
industry Network Security Information Exchanges (NSIE), respectively, the joint mectings of
which provide a unique forum to exchange information on electronic intrusion threats,
Vulnerabilities, incidents and countermeasures. These public- pnvatc mformauon sharing

Partnershjps are often cited as models far.other seclors.

«f
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FOIA Exemption (b)(2), (b)(5) Per FBI '

FOIA Exemption (b)(2), (b)(5) Per FBI - |}

0lA Exemption (b)(2), (b)(5)Per F-BI

. 6 pDD 63 encourages the private sector o create information sharing and-analysis
centers (ISACs) in consultation with the federal government. These centers could serve asa |
mechanism for gathering, analyzing, sanitizing, and disseminating private sectar information
regarding vulnerabilities, threats, intrusions, and anomaljes to industry. The ISACs should not
interfere with direct information exchanges between industry and the government. '

o0 be amended to pcnﬁit sharing of

6 Some laws related to information sharing may need t 7
162-164 for proposed changes to

informatjon relating to infrastructure protection. See infra, pp-

~ existing laws.
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S IR FOIA Exemption (b)(2), (b)(5) Per FBI .

FOIA Exemption (b)(2), (b)(5) Per FBI .‘ .

' FOIA Exemption (b)(2), (b)(5) Per FBI

‘ : FOIA Exemption (b)(2), (b)(5) Per FBI R

Actions ~ Ensure Domestic Substantive And Procedural Laws Facilitate
Computer Crime Investigations And Prosecutions '

© Several existing statutes should be reviewed to determine if amendments would facilitate
investigation and prosecution of infrastructure attacks while not violating Constitutional and
statuidry protections. Currently, a federal grand jury subpoena has effect and can be served
anywhere in the United States, so that a grand jury sitting in one district has the power to compel
evidence that is located in another district, without going to anéther grand jury. Similarly, an

6 «Red team attacks” arc penctration testing exercises _dcw)clopcd by the NSA (sce [nfia
p. 172), and performed-upon request with available resources for-a limited number of agencies.
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order under Title 18, section 2703(d) sceking transactional records of a'subscriber of a
telecommunications or network service provider can be issued by any federal district court judge,
and can be executed anywhere in the United States. This facifitates investigations in which the
target of the investigation and the service provider are located in different districts.

The appropriateness of a similar nationwide statute for orders relating to requests for trap-
and-trace/pen registers should be explored. Under current law, a trap-and-trace order® can anly
compel the production of data from providers in the district in which the order was issued. Itis
important for law enforcement to have the ability to go ta ane court and obtaix one arder that will
be effective anywhere in the United States. Seeking multiple orders wastes precious time in
computer intrusion cases, where time is of the essence because the evidence is ephemeral.
However, the impact on privacy protections needs to be carefully considered.

Additionally, the desirability of amending Rule 41 of the Federal Rules of Criminal

- . Procedure governing search warrants, at feast with respect to infrastructure attacks, should be
explored. Currently, Rule 41 only authorizes couits to issue search warrants for property that is
within their district or was within the district at the time the warrant was issued. “Geography” is
not a particularly meaningful concept in cyberspace, where information and data freely cross
jurisdictional lines. The ability to execute one search warrant within the United States, and
obtain all the evidence an the désignated computer network, regardless of its actual physical
location, would aid investigations. We may also need to develap transhorder search authority,
allowing an agent in one country to remotely search a computer located in another country.
Trans-border search principles are under development by the G-8 and the Council of Europe.
Again, however, the impact an privacy protections needs to be carefully considered. '

~ Amendments to the Computer Fraud and Abuse Act, 18 U.S.C. section to more clearly
protect certain types of computers and/or information may be desirable. Specifically, all
intrusions info DOD computers, postal computers, and computers used in the administration of
justice (including courts, prisons, and parole boards) could be designated a violation of section
1030(a)(5) regardless of the dollar amount of damage. Currently, the statute requires at least

$5;000 in damage before section 1030(a)(5) applies, but there are computer intrusion cases which -

involve extremely serious.infractions that do not amount to $5,000 in damage.

The juvenile jim"sdictional statute, 18 U.S.C. section 5032, could also be amended to
permit federal jurisdiction in appropriate cases in which the defendant is a minor. Currently, the
federal government must defer to the state authorities, and obtain a centification from the state

8¢ A trap and trace order, which can be served on any telecommunications service
provider, is used to learn the originating address of all incoming communications (telephone
numbers if the order is for a telephone, Internet Protocol (IP) addresses and ports if the order is
for a computer). A pen register order is used to learu the intended destination for all outgoing
communications. Requests to obtain information about all incoming and outgoing '
communications can be combined into one order.
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{hat it declines to prosccutc Yet, many serious computer-crimes are comimitted byjuvcmlcs each
car. In addition, terrorist groups or foreign intelligence services might be able to co-opt
-uveniles, either knowingly or unknowingly, to cenduct infrastructure attacks on their behalf, and

the involved Juvcmlcs would be outside thc reach of the federal criminal codc

There are a number of othér possi_blc amcndmcnls to existing statutes that would facilitate

. information sharing with the private sector. These changes include:

o creation of a limited antitrust exception to allow private sector entities to sharc

information for purposes of infrastructure protection without violating antitrust laws;

. protection from disclosure under the Freedom of Information Act of sensitive information
" (even information that does not fise to the level of a trade secret) that relates to threats
and vulnerabilities of computer networks; and :

e immunity from civil liability for the private sector in sharing sensitive personnel

information related to security concerns.

Such charnges would be controversial, and would require extensive study and evaluation before
“legislation is proposed.

OBJECTIVE: Enhaiice Computer-Related Capabilities-
Action: .Expand Forensies Capablhty, Including Cryptanalysns
Capability

Law enforcement is increasingly encountering encrypted information in investigations.

- Because of the perceived lack of security of computer data in storage and transmission, there is 4

developing market for encryption. The low cost of software and decreasing cost of hardware
encryption, combined with this market demand, assure that encryption will become common in
the near future for both stored data and communications. In order to fulfill its critical mission,
law enforcement must be able to obtain plaintext under proper legal authority when it encounters
encryption in this new environment and, therefore, must develop the technical ability to create

and deploy appropriate taols for its own use.

FOIA Exempion (b){(2), (b)(S)Per FBt
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determmcd that thc nccd for some basclmc decrypuon capablhty is urgent and is, thercfore,
enhancing its own capability, which it plans to make available as a resource to state and local
investigators.- The government will retain control of sensitive information and (_cchnoldgy,

: Given the nature of the lhrca( to the cybcr infrastructure, industry participation in this
issue is critical. We recommend that the FBI encourage industry to provnde assistance on a long-

. term basis through detailees. We must look to create and mairitain economic incentives that
support cooperation over the long term. In addition, in conjunction with relevant community
examiners, the-government should dchlop a computer forensics examiners certification prograim
to-ensure that computer forensics examiners and technicians undergo regular professional =

training and stay abreast of current technology. : _ S :

-l e

The Department of the Treasury has begun its third year of a combined enforcement
initiative to provide training and equipment in the area of computer forensics to agents assigned |
to the IRS, ATF, Customs, and the Secret Service. The initiative was designed to integrate the
expertise and experience of the existing programs at.all of the bureaus into a'training exercise
that leads to forensic standards needed in-the examination of computer evidence. Over 200
agents from all four bureaus have taken part in the program ta date, with the plan to double that
figure by the year 2000. This initiative effectively provides for the individual bureaus to place
agents trained in the examination of computer evidence in all of the respective field offices.

-

Action:  Develop Better Software Engineeridg Processes

The federal government's efforts to rapidly repair Year 2000 software problems has led to

. the outsourcing to foreign companies of large source-code rewriting projects. This has prompted

" concerns that mahcnous code could be written into widely used software or government operating
systems by terrorists or others. There is no question that this possibility exists and that it could
result in considerable threats to the NII. At the same time, no readily viable solution to the
problem currently exists. Itis not practical to attempt to monitor all code placcd on govemment
systems - - let alone private sector infrastructure networks. Furthénmore, any restrictions-on code
written by foreign nationals mlghl face discrimination challenges and industry opposmon The
Justice Department therefore initends to study this issue furthcr consistent with on-going

| examination of this i dssue by the CICG.

~ To the extent that the government is dcvc10pmg software for. nsclf or having custom
software written for i lts own use, building i in security should bc and generally is, 2 mandatory

L A separate private sector edtity could also serve as an advisory board for thc
government on access to plaintext issues, as well as acting as the primary liaison for exchange of

relevant information between government and industry.

Page 76




cqmrcmcnl For example, DOD's Critical Asset Assurance Program is designed to ensure that
ﬂﬁastrucrures critical to DOD's mission requirements are secure. Assuring security in software
r services purchased “over the counter” from private industry is significantly more difficult.

The development of technical tools to address and respond to new developments in the
commercial marketplace is an on-going and difficult process. The federal government works
with industry to understand how new products work and uses this knowledge to develop effective

mvcsugatlvc tools ta detect and combat intrusions.

At present, government involvement in software engineering is concentrated on the
telecommunications side of the NII. Pursuant to the Communications Assistance for Law

Enforcement Act of 1994 (CALEA), 47 U.S.C. § 1001, et seq., U.S. law enforcement and
intelligence gathering entities cooperate with telecommunication providers to ensure that law

- enforcement’s ability to legally intercept communications is maintained as the industry shifts |
" from analog to digital signal processing. The National Security Telecommunications Advisory

-* Committee further serves to ensure that the federal government and the telecommunications

industry are coordinating on a variety of issues including software engineering. These activities
should be continued and supported.

On the non-telecom side of the N[I, the government funds the Software Engineering
Institute (SEI) at Cainegic Mellon University.” In addition, many federal agencies participate in

various software and telecommunication industry groups in an effor to encourage the
introduction of security features at all levels of software and network development.” We should

" The SEI was established in 1984 as a response to the risk presented by automated and
human driven attacks on the Internet. The Institute concentrates on the development and
implementation of improved software engineering practices by operating a 24-hour point of
contact to respond.to security emergencies on the Internet; facilitating communications among
experts working to'solve security problems; providing a central point for identifying
vulnerabilities in computer systems and for working with technology producers to resolve those
vulnerabilities; serving as a model for, and facilitating the creation of other computer security
incident response teams (CERTS); taking steps to increase awareness of information security and
computer security issues; maintaining close ties ta the research community and conducting -
tesearch and development to produce methads and tools that improve the security of networked
computer systems. Se¢ Testimony of Richard Pythia, Manager, Trustworthy Systems Program
and CERT Coordination Center, Software Engincering Institute, Carnegie Mellon University,
before the Permanent Subcommittee on Investigations, U.S. Senate Commmec on Government

Affairs, June 5, 1996.

" The Critical Infrastructure Coordination Group's sub-group on Research and
Development coordinates research and development on a varicty of programs and technologies
associated with infrastructure protection. Similarly, GSA is invelved with the implementation
and development of Internet/internet security mechanisms including firewalls and other access-
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‘continue to participate in industry groups working on software development in'an effort to share
intrusion experiences and suggest software i improvements to asstst law enforcement's anti--
terrorism activities. Most such suggestions will also enhance general security and will, therefore,
assist in further development of the economic benefits of electronic commerce. We should also
invest in research and development of cyber tools that assist our counter-terrorism efforts, as
discussed at page 183 of this Plan. We do not recommend that any additional regulatory or
statutory requirements be placed on the software industry with respect to security engineering.

‘Action: ‘Develap Investiga tive Expertise By Rccruiting, Training And
' _ Equipping Computer-Literate Agents And Analysts

EO(A Exemption (b)(2), (b)(5) Per FBI : .

' FOIA Exemption {b)(2), (b)(5) PerFBl '

FOIA Exemption (b)(2), (b)(5) Per FBI B

control dcvmes Thc thtc ‘House Office of Science chhnology and Policy (OSTP) works with
the NSTAC and various other industry groups.

n Currcntly, fcderal agencies are permitted under Title § of the Unitéd Stalcs Codc (o pay
recruitment bonuses to employees in occupations in which the government has or anticipates a
shortage of qualified petsonnel, especially in occupations invalving critical skills. The
Department of Justice anticipates using this authority (o attract highly qualified persons.
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The Secret Service has an Electronic Crimes Special Agent program designed to support

© field operations in digital technolagy, satellite communications, advance paging systems, and
. ‘telecommunications tracking, and to provide forensic analysis of computer equipment: The
i Secret Service praposes to provxdc high-tech training in the area of netwark intrusion and

i1 qelecommunications compromise activity to fcdcral state, and local law enforcement, as wcll as

to privatc industry.

- Inorderto enhance coordination and prevent duplication, computer related training of
. investigators and prosecutors is offered through the National Cybercrime Training Partnership
(NCTP) a strategic alliance among fec :ral, state, and local investigative and prosecuting
agencies which have as its mission the creation of a national network of high-tech law

*» enforcement personnel who can serve as trainers. The NCTP seeks to develop the skills and

" knowledge required to investigate and prosecute high-tech crime through actively designing,

developing, and delivering detailed technical training courses for investigators, forensic
examiners, and prasecutors. The NCTP serves as a forum to notify federal, state, and local law .

enforcement of training and technical assistance programs, and is establishing a secure
communication system to facilitate this notification. The NCTP will develop instructors through

its training program, and will also provide acadenmiic institutions with dcvelopcd courses for use
in collcgcs, universities and professional-technical schools. . :

Over the next 12 months the NCTP will complete development of curricula, other
training materials, a national database of trainers, and a database of points of contact for technical
and legal issues. Thereafier, the NCTP will develop materials to conduct training needs
assessments, training program evaluations, and a “best practices"” guide for investigators and
prosecutors. The NCTP will serve as aclearinghouse for- hlgh techi issues, mcludmg information

on available tools for computer investigations.

ACTION:  Develop Prosecutivé Expertise By'Recruiting, Training Ané
Equipping Computer-Literate Prosecutors

: Over the next five years, the Justice Department plans to increase significantly the
number of federal prosecutors with technical training and expertise, so that we will be able to
competently assist investigations on infrastructure attacks and bring prosecutions to deter these

attacks. Toward this end, the Department will cxpand the care group ofhxghly lralncd
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“specialized prosccutors in the Computer Crime and In(cl]cctua! Property Section (CC[PS) in the
Criminal Division.”

To increase prosecutive expertise in the field, in 1995 the Department created the
Computer and Telecommunications Coordinator program in the U.S. Attorneys' Offices. Each
of the 94 U.S. Attorneys' Offices has designated at least one Assistant U.S. Attomney to serve as
the coordinator for that office, with three specific respansibilities: (1) serve as resident consultan
on high-tech issues; (2) be part of a nationwide netwark of high-tech prosecutors available to

- serve on a nationwide high-tech prosecutive team for multi-district computér cases; and (3) serve

as a leader and legal consultant to federal, state and local agents and those technical experts

warking high-tech cases in their districts in order to share information about developing
technologies, and strengthen local technical expertise. As part of this pragram, the coordinators
receive specialized training in computer crime and infrastructure protection annually through the
National Advocacy Center in Columbia, South Carolina. The Executive Office for U.S.
Attorneys should continue to make computer crimes a priority, and should consider a program to
detail Assistant U.S. Attorneys to CCIPS for up to 12 months so that they can receive additional
training and develop technical expertise in more complex cases.

* The Department of Justice also secks to expand the Computer and Telecommunications-
Coordinatar program to state prosecutors, who are often the first line of defense in infrastructure
attacks. In addition, the Department would like to expand the CCIPS detail program to include
more state and local prosecutors. The first detailee in this program, from the New Jersey
Attomey General's Office, just completed a 9-month detail (funded by a grant to the state) and
now heads the Computer Crime Section for the New Jersey Attorney General's Office.

A formal program should also be dcvclo;;cd to educate judges, who may not grasp the

technical aspects of these cases and may underestimate the seriousness of a computer crime or
infrastructure attacks. This program could be facilitated through the Federal Judicia! Conference.

Action: Encourage And Facilitate Implementation Of Good Camputer
Security Practices

It is nat good enough to know which targets are vulnerable and to have ways of protecting

" CCIPS prosecutors have, and will continue to develop through additional technical
training, specialized expettise in infrastructure protection, including experience in investigating
infrastructure attacks. CCIPS prosecutors will provide legal advice, and help obtain needed
court arders for investigators from federal law enforcement agencies. CCIPS prosecutors will
also provide advice to state and local investigators on computer search and seizure issues and
compliance with federal laws applicable to state agents. -In addition, CCIPS prosecutors will
continue to assist U.S. Attomeys with the technical aspects of investigations into infrastructure

attacks that take place in their districts.
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those assets from attack. The inconsistent application of known security fixes can lead to
significant security risks. In numerous cases involving attacks against U.S. government

* computers, attackers havc,cxploi(cd known vulnerabilities for which solutions had previously
peen made available to the public.” Anackers-are quickly attracted to weak links in a chain of
networked systems and will use a vulnerable nctwork as a launching point for attacks on more

secure systems. [fa system with weak security serves as the home system for an individual with

access to more secure networks, a hacker may be able to breach the weak system and use the
- individual accounts to bootstrap his or her way into the more sccure systems. In this way, access
. (o a single node can lead to access to a huge number of related systems. Moreover, because
hackers-often brag about their exploits over the Internet, often disclosing in detail precisely how
to access a compromised system, a single probing by hackers can potentially expose a system to

. far more serious terrorist attacks.

It is, lhcrcforc extremely important that bath govcmmcnt and private sector system

- operators be encouraged and enabled to implement good computer and telecommunications
-+ security practices. There are several ongoing efforts to encourage the adoption and
" implementation of such practices at federal agencies including training missions, internal system

upgrades, secure communication channels and simulated attack exercises.

One of the, grcatest challenges to enhancing information security programs and

* developing a workable infrastructure protection program is to ensure that protection efforts are

“owned" by the program and business managers at federal agencies who are accountable for the
success of their entire program, including security. The Information Technology Management
Reform Act of 1996 (Clinger-Cohen) went a long way to addressing that issue by establishing
agency chief information officers, who were given responsxblhty over the security of agency
systems, and the OMB co-chaired CIO Council. The mission of the CIO Council's Security

‘Committee is to ensure implementation of security practices within the federal government that
gain public confidence and protect government services, privacy, and sensitive and national
security information. Among the particular efforts that are ongoing by the CIO Council Security

Committee to address this priority area:

. Promoting security awareness and training with the Federal Computer Security Program

 For example, in the recent “Solar Sunrise” case, an Isracli hacker and two California
minors were able (o exploit a known vulnerability to acquire root access on dozens of U.S.
government and private computers systems using the Sun Solaris operating system. Once the
hackers gained root access to the systems, they left “sniffer” programs behind and applied
security patches available on the Intemet to seal the hole through which they had entered. (A
“sniffer'"is a software program that captures keystrokes as they are entered, and can be used to
capture users’ account names and passwords.) They then proceeded to advertise the success of
their exploits over the Internet through the “Anti-on-line" hacker web site. Had the security
patches used by the hackers been employed by-the system administrators before the attacks, the
hackcrs would not-have had such an casy route to complete contral of these systems.
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Managers' Forum and publishing a training plan;

. Reviewing the appropriate qualifications and attributes of computer system admiiistrators
-- the first line of defense for secure systems;

. Partnering with others, such as GAO and the President's Council on lategrity and
Efficiency, to identify best security practices in industry and government, conduct an
awareness program and publish a report to promote these practices; and

. Developing an interagency security assistance team to conduct independent and
confidential reviews of agency security programs.

- The CIO Council Security Committee is also working with the NSC to coordinate PDD
63's new requirements with the existing requirements of OMB Circular A-130, the Computer
Security Act, Paperwork Reduction Act, and the Clinger-Cohen Act. The objective is to
establish the government as a madel for security and develop and promote a process by which
government agencies can: 1) identify and assess their existing security posture; 2) implcment

security best practices to assure program improvement and effectiveness; and, 3) setin motion a -

process of continued maintenance.

The Federal Computer Incident Response Center (FedCIRC),” conducts security training
serninars for federal system administrators. Attomneys from the Justice Department speak
regularly at FedCIRC conferences and before a variety of other gatherings of govemment and
private sector computer and telecommunication system aperators in arder to bath encourage good
security practices and disseminate information gained from prior system intrusions. The Secret
Service, the FBI; and other government agencies participate in the Network Security Information
Exchange (NSIE) to'provide information and training on past intrusion activity and current
threats. The NIPC will also be conducting outreach to the private sector on intrusions and

threats.

Many federal departments and agencies also have ongoing programs to assess speécific
existing networks and increase security where necessary.” Some federal agencies have also

5 FedCIRC, currently aperated by GSA, collects information related to computer
intrusions into government computers and issues wamings about known vulnerabiljties.

' For example, the IRS is currently in the second year of a program to review and
increase the security of its internal computer systems. It is developing capabilities through its
Office of Security Standards and Evaluation to identify and respond to potential cyberattacks
from both intemnal and external sources. Similarly, DOD’s Critical Asset Assurance Program
(CAAP) provides an integiated asset and infrastructure vulnerability assessment and assurance
program that ideutifies dependencies, vulnerabilities and the effects of systcm disruptions on

DOD plans and operations.
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established special secure communication channels that can be used to facilitate system security
opcratlons NSA's penetration testing (“red team") exercises simulate actual attacks against
pOD and other govemment networks generating vulnecability information that can be used to
improve system secunity and prevent actual attacks. The results of these exercises will be used to
_develop the vulnerability assessments and infrastructure assurance plans required under PDD 63.

Action: Premote The Training And Dev_eiqpment Of System
Administrators And Netwark Security Specialists

As mentioned previously, the CIO Council Security Commitiee is reviewing the
" apprapriate qualifications and attributes of computer system administrators -- the first line of
defense for secure systems. These efforts are important because several obstacles currently stand
: in the way of consistent, widespread implementation of good security practices, including
pcrsonncl security and training issues, lack of security standards and certifications, and

In the past ten years the enormous increase in the demand for telecommunication and
computer network administrators has significantly outstripped the education system's capacity to

" produce qualified candidates to fill available slots. Moreover, both the government and the

private sector have failed to comprehend the complexity of modem networks and the demands

" and importanc" of netwark administration. We must recognize the value of skilled technical
- personnel ar - invest sufficient resources in their development. The U.S. government must hire,

train and rer-. .: sufficient numbers of skilled information sccunty specialist and systcm
administrators to protect its networked systems.

Virtually all federal government components are negatively affected by the insufficient
numbers of computer security system specialists available in the work force to perform necessary

.. Security functions. Many system administrators have multiple responsibilities of which security

issues make up only a small part. Moreover, even when security concerns are used as a -
justification for adding personnel, the additional resources are rarely designated as full time
security managers, and are often diverted to other, more immediate concems.

We should explore dedicated line-item budgeted security resources to be assigned to
critical government computer and telecommunication systems. Moreover, in order to be
competitive with private sectar employment, such pasitions must carry sufficient salary and
benefits to attract and retain qualified candidates. In light of the current salary differential
between private sector and government sector Information Technology (IT) positions, it may be
necessary to create a separate or supplemental pay scale for [T professionals using existing
statutory authority. Ideally, any “IT-Scale™ would permit technical employees to rise to the top of
the pay-scale without being forced out of technical tasks and into management positions.

The Critical Infrastructure Coordination Group IWG on personnel and training issues is
considering ways to recruit, retain, and provide advanced training for government IT
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professionals, and is assessing such options as creation of a “cyber-corps,” funding

undergraduate or graduate education for IT professianals in return for government service,
providing fellowships for private sector IT professionals, and a number of other initiatives.
Stmilarly, the Department is also looking at existing incentives to recruit and retain highly

qualified personnel.

The lack of untform training standards for computer security administration (either
within government or at the university level) makes hiring decisions difficult. Non-technical
supervisors lack the expertise to assess the security of computer systems without the benefit of
clear standards against which to judge system performance, nor do they have the expertise to
evaluate applicants to perform these tasks. NSA, the National Institute of Standards and
Technology (NIST),” and the Defense Advanced Research Project Agency should therefore set
standards for networks that include recommendations: (1) for the number of dedicated security
personnel necessary for operation of various systems; (2) for the necessary skill levels of each
security administrator; and (3) for training and certification programs for
camputer/telecommunication security experts. In addition to ensuring adequate security for
governinent systems, a comprehensive and intensive certification program, available only
through a set period of government service, could enable the government to retain such personnel
and compete with private enterprise for qualified security candidates while simultaneously
providing the public sector with-a model-for security procedures.

The C10 Council Security Committee should consider whether the lack of routine
background checks on government employees wha scrve in positions of trust as systems
administrators or programmers for sensitive government computer systems is a valid concemn.
The shortage of qualified applicants for system administrator positions increases the pressure to -
fill positions without proper regard for security concerns. Even when these systems do not
themselves contain classified or sensitive information, they often have privileged access
connections to other systems that do contain such information. The utility of a formalized system
of background checks for all applicants for these positions should be explored. Moreover,
security clearances for such positions should be standardized across federal agencies to ease and

expedite the movement of employees among government agencies. .

" NIST currently works with industry and government to establish secure information
technology systems and develop methods for protecting the integrity, confidentiality, reliability
and availability of information resources. NIST also works to enable the measurement and
improvement of the security of information technology systems and networks while addressing
technical issués such as cryptographic techniques, advanced authentication systems,
communications security, public key certificate management, firewall policy and design, incident
response, vulnerability analysis, security architectures and security criteria and metrics. NIST is
also engaged in the production of standards, guidelines, prototypes, conformance tests, assurance
metrics and reference implementations. NIST and NSA: co-chair the Critical Infrastructure

Coordination Group's sub-group on standards.
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SPEARHEAD RESEARCH AND DEVELOPMENT TO ENHANCE
COUNTER-TERRORISM CAPABILITIES '

Technotgical development has a significant role to play in protecting U.S. citizens and
assets from the terrorist threat.™ Technology is a vital tool to be used in conjunction with
intelligence gathering, law enforcement, and other activities to safeguard U.S. persons and
interests within the U.S. and abroad. While there is no technological “fix" for terrarism, many
terrorist acts, particularly against fixed targets, can be deterred, prevented, or mmgatcd by

;udxcxous use oflechmcal tools.

: The U.S. is a world leader in developing new technology to enhance counter-terrorism
capabilities. In order to sustain the technological advantage within the U.S. counter-terrorism
commuaity, there must be a comprehensive research’and development strategy which includes:
defining near and longer term technology needs, meeting specific requirements defined by end-
users of technology in the emergency responder community, supparting fundamental research in
targeted technical sectors, and supporting both competitive and centralized research programs to
promote technological bréakthroughs. Our efforts should nat be limited to the off-the-shelf
technical solutions for today's technical shortfalls, but should also encourage new concepts based
on a national strategic policy which supports.lang term technical requirements.

Research and development efforts o enhance our counter-terrorism capabilities must be
cansistent with and complementary to our nation’s overall technology goals. The National
Secunty Council’s Critical Infrastructure Coordination Group's R & D Interagency Working
Group (IWG) has drafted a comprehensive R & D strategy which addresses the full spectrum of -
critical infrastructures. Similarly, the NSC's Weapons of Mass Destruction Preparedness R & D
[WG is overseeing our R & D efforts to respond to WMD terrorist attacks and is addressing
broad national technology goals in this area. As these efforts continue through the interagency
process, the White House Office of Science and Technology Policy, which chairs these two
IWGs, should continue to assure that programs to develop the specific critical technologies

" identified befow (o incredse our capabilities ta prevent, deter and respond to terrorism are well

coordinated and in harmony with these national technology goals.

A number of federal agencies are engaged in independent research and development
efforts, consistent with their individual agency missions, which relate to our nation’s overall
counter-terrorism strategy. In addition, agencies pursue joint research and develapment projects
to develop technologies which further their individual agency goals. These joint efforts allow
them to leverage their resources for greater gains than they might achieve independently. Some
of these joint efforts impact on our overall counter-terrorism R & D goals. There are a number of
working groups and other mechanisms in place which enable agencies involved in research and
development to exchange ideas, keep abreast of each other's progress, and minimize duplication.

™ Office of Technology Assesstment, U.S. Congress I;QMQ]_QE)’_AQ_LQSLEU;QM_
The Federal Effont (July 1991).
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We suggest some improvemenis to more e[ﬁcicndy manage these various research and
development efforts and to spur progress toward targeted areas of need hlghhghtcd by the goals

and stratchcs of this Plan.

OB.TEC'_I‘IVE: Improve Management, Coordmatmn And Developmcut of
Critical Technologies

There is a need for a comprehensive clearinghouse and coordinator of interagency
counter-terrorism research and development to pravide overall structure and focus.to interagency -
activities. This entity would highlight research programs with leading technical strengths; -
pinpoint duplication, overlaps and gaps; identify outstanding technical needs; provide a forum for
improved inter-agency communication and exchange of ideas; and promote greater efficiency. It
could coordinate as well as synthesize our counter-terrorism technology program and serve as
center for strategic thinking and plannmg on related research and development.

Ac(ion:- Designate Lead Interagency Mechanism To Provide
Broader R & D Coordination Autherity '

" Uncoordinated counter-terrorism R & D effoits dilute the focus of and return on research
dollars and may promote unwanted duplication of effort. Various federal agencies have
memoaranda of understanding to jointly fund specific types of projects to augment thexr mdlvxdual
apgency expertisé and top rowdc greater return on thelr rcsearch dollars ; . s

FOIA Exemption (b)(2), (b)(5) Per FBI _'

. One highly successful interagency model-is the Technical Support Working Group,
known as TSWG, jointly funded and managed by the Departments of Defense, State, and Energy,
and the FBL™ TSWG provides an interagency forum to address multi-agency needs and
requirements through funding of specific projects. Its focus is on rapid research, dcvclopmcnt
and prototyping to meet specific user requirements. Through multi-agency subgroups chaired by
agency experts, TSWG identifies R & D requirements and how to meet them in the following
eight areas: explosives detection and defeat; infrastructure protection; investigative support and
_ forensics; personnel protection; physical security, surveillance collection and operations suppart;

- tactical operations support; and chemical, biological, radiological, and nuclear countermeasures.

a » Dcpartmcnt of State provndcs pohcy ovcrstght the Dcpaﬂmcnls of Dcfense and Energy
" and the FBI co-chair the technical ovcrsn ght: DOD rovxdes Lhc manag cmcnl staff and facnlmcs.

“ and Statc DOD Encrgy, and (EEEU : -
] : ) - SN OlA Exemptlon (b)(2) (b)(S) Per FBI
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The ability of TSWG to reach.down into its well-established and functioning subgroups, where
much strategic thinking and peer review takes place, is a significant advantage. TSWG's current
focus is on chemical and biological threats in urban areas, large vehicle bomb countermeasures,
stand-off detection of explosives, infrastructure protection, and structural blast mitigation. The
more than 40 federal agencies and components which participate in TSWG' endorse its
successful approach, which includes assessments of threats, capabilities, and requirements;
setting priorities; issuing announcements to federal agencies, the private sectar-and academia for
ptoposals which meet these requirements; evaluating responses (o these announcements;
awarding contracts for specific proposals; and monitoring progress on these projects to
completion. TSWG is highly successful in developing solutions by feveraging resources of the
federal government, state and local representatives, the National Laboratories, academia, the
private sectar, and its three contributing foreign partners."!

These efforts, and others like them, are useful and necessary. We should build on them to
maximize our R & D efforts. Nevertheless, what is needed is a comprehensive mechanism

which sets national (as differentiated from agency, mission-dependent) counter-terrorism
pnontxcs tracks on-going projects consxstcnt with these counter-terrorism pnontlcs, prowdes a

. forum for. agcnciés to meet, discuss, and share results of agency counter-terroristm R&D efforts;

and promotes strategic thinking concerning long range basic research. Through the R & D IWGs
of the Critical Infrastructure Coordination Group and the Weapons of Mass Destruction
Preparedness Group, the National Coordinator has created such a mechanism. These IWG’ 5,
chaired by the Office of Science and Technology Policy (OSTP), are developing and
coordinating broad national technology goals and priorities. Provision must also be made for

additional avenues-of input and designated points of contact to provide state and local authorities

with a means to voice their terrorism related technology needs.*?  The Justice Department’s
proposed National Damestic Preparedness Office could help fill this laison role by serving to
inform federal R&D programs about the needs of state and local first responders, coordinating
and sharing development priorities and results within the féderal community, and ensuring that
emerging technologies are integrated into current and future first responder {raining, planning,

- . and equipment efforts.
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0 S_i.n.cc 1995, TSWG has also had agreements in place for joint R & D projects with
three other nations: Canada, Great Britain, and Israel.

¥ TSWG is credited with having greatly increased commumcallon among scientists of

various agencies working similar problems.
supra, footnote 35, at 4. TSWG's interagency role in identifying needs, seeking common

approaches, and coordinating the development of new technologies was recognized in the 1995
President’s National Security Science and Technology Strategy. -

"8 Tywo-thirds of the responses to the State and Local Questionnaire indicated the need for
such a point of contact. Se¢c Appendix: State and Local Questionnaire, responses to question 46.
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Broader R & D coordination is not intended to adversely impact individual agency R&D
efforts. In addition to supporting counter-témorism research through the TSWG forum and
interagency memaoranda of understanding, the National Coordinator should support those
principal agencies engaged in terrorism-related research, such as DOD, FBI, HHS, CIA, EPA,
Department of Agriculture (USDA), DOE, and FDA, to pursue projects specific to their
responsibilities. These projects, which may be of use to only a single agericy, contribute
significantly to the overall technology development effort in counter-terrorism. Although these
projects may be pursued by a single agency, they should be coordinated through the CICG and

WMDPQG so that the counter-terrorism community is kept fully informed.

Require Respbnses To Government Announcements Which
Solicit Propasals For Research And Development Projects To
Identify Pending Similar Submissions

Action:

Numerous agencies issue announcements seeking propasals from diverse sources for
specific research and development projects. Responders to these announcements are not required
to state whether they have a current application to fund essentially the same proposal pending at
another agency. Research and development announcements issued by federal agencies which
seek project proposals should require responders to disclose this information. This would
mitigate against duplicate funding for essentially the same project; it would not prectude funding
of a more efficient or alternative approach. In addition, disclosure of this information in the
response to the arinouncement would provide agencies with sufficient information to confer
among themselves as to similarity of requirements and the feasibility of joint efforts. This

recomunendation does not require budgetary enhancements.

- Action: Develop Critical Technologies That Increase Qur Capabllities
To Prevent, Deter And Respond To Terrorism

There appears to be considerable agreement on the areas to target for counter-terrorism
research investment. On-going research and development projects are addressing many of these
needs. This Plan does not attempt to catalogue these on-going efforts. It is clear, however, (hat
presently funded projects will not meet ali outstanding requirements to develop prototypesto
satisfy all presently identified needs or for next-generation technologies. Highlighted below are
specific areas in need of additional research and development focus. -

Communication

~ State-and local law enforcement authorities as well as federal officials identify command,
control, and communication needs as significant. The ability to communicate information
quickly and accurately and to direct and coordinate the activities of diverse individuals and
organizations to resolve successfully a terrorist incident is important regardless of the character
of the terrorist incident. Development and acquisition of interoperable, secure, mabile, compact.
and affordable communicatians systems which connect first responders and other caiergeacy
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personnel to the on-site command structure are a high priority.
WMD Detection

Another high priority area is improved mcan'é for detecting and identifying chemical,
biological, radiological, nuclear, and explosive agents. Law enforcement and other responders
express urgent need {or portable (handheld or wearable), low-cost equipment responsive to a
wide range of hazards, but particularly chemical and biological agents. First responders’ primary
need is not for highly sophisticated devices which distinguish among a broad range of agents and
identify precisely which specific agent is present. Rather, they urgently need a lightweight
inexpensive alerting device which alarms when a CBRN agent -- of whatever variety - i
present. At the request af the Weapons of Mass Destruction Preparedness's R&D subgroup,
TSWG has recently completed a detailed assessment-of non-medical R & D needs relative to
chemical and biological agents and countermeasures.

There is also a need to develop a flexible deployable area manitoring system for CBRN
agents, bath pre- and post release. Such a system would allow authorities to know where a safe
perimeter could be established in the event of an attack. The system could also be useful al
special events to protect against a terronst incident.

Cyber Tools

Certain critical needs relate (o the unique nature of particular threats and the rapidly
evolving nature of technology. For example, cyber-terrorism poses unique challenges in terms of
detecting an incident, defending against and recovering from such an event, and tracing it back to
its point of origin so that the perpetrators can be identified and prosecuted. A related need exists
for taols to aid in critical infrastructure protection, vulnerability assessment, penetration testing,
and recovery, and there is an urgent need for a portable methodology for vulnerability ’
assessments/penetration testing (“red team™ attacks). In 1995, TSWG formed an infrastructure
protection subgroup, which has identified requirements for information infrastructure security,
electrical pawer distribution, and control and data acquisition systems. TSWG has also
completed a road map that identifies deficiencies and is intended to serve as a guideline for

future infrastructure protection activities in specific technical areas.

Protecting our nation’s cntxcal m_ﬁastmcturcs will require new tools, techniques,
technologies, standards, and practices. PDD 63 directs OSTP.to coordinate research and
development agendas for the government related to critical infrastructure protection through the
National Science and Technology Council (NSTC). Accardingly, OSTP established the Cntical
Infrastructure Protection R&D Interagency Working Group under the NSTC in March 1998,
This group, in coordination with the Critical Infrastructure Assurance Office, has developed a

comprehensive list of infrastructure protection R&D needs.
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Medical Respanse Technologies

Improving our medical therapeutics, including antidotes, vaccines, supportive therapy,
-and alternative treatment approaches, s a high priority. Research and development targeted to
produce new diagnostics, vaccines, and antidotes, including broad spectrum therapeutics not
limited to specifically identified biological agents, are urgently needed, as is underlying
biological research on the genetic make-up of disease-causing bacteria and viruses and on the
mcchamsms by which bacteria and viruses cause disease.

Prcparedncss for and response to an attack involving biological agents are complicated by
the large number of potential agents (most of which are rarely encountered naturally), their
sometimes long incubation periods and consequent delayed onsets of disease, and their potential
for secondary transmission. In addition to naturally occurring pathogens, agents ased by
bioterrorists may be genetically enginecred to resist current therapies and evade vaccine-induced
immunity. Initial research emphasis should be placed on microbes such as smallpox and anthrax
which have the greatest potential for use as a weapon of mass destruction. For the longer term,
research must target agents and discases such as Ebola virus, brucellosis, plague, tularemia, viral
encephalitides, viral hemorrhagic fevers, and botulism.

A research program to produce vaccines and therapeutics for biological weapons faces the
challenge of not being able to proceed with Phase Il efficacy clinical trials involving human
subjects. Given ethical and safety concerns, infecting human subjects with a deadly organism in
order to test a vaccine or therapcutlc cannot be undertaken. Therefore, the regulatory process for
approval of treatments must be modified to permit the emergency use of antibiotics/antivirals and
vaccines that have been shown to be safe and efficacious in animal models. '

Since it is likely that an intentional release of a bioweapon will become apparent in the
. form of a disease outbreak, emphasis must be placed on the development, evaluation and
approval of rapid diagnostics. The ability to rapidly identify and characterize a suspected
biological agent will permit speedy treatment and/or prophylaxis. The rapid diagnaostic
technologies to be developed should be capable ofdcteclmg known biolagical agents as well as
genetically engineered organisms. »

. Diagnostics. The areas to be emphasized include the design, development and approval of

" miethods for rapid detection and identification of the biological agent itself; development and
approval of technology to rapidly identify components of a bioengineered microorganism; rapid
identification of virulence factors in bioengineered microorganisms; rapid determination of the
microbe's drug sensitivity; development of sensitive and specific assays to identify a serological
response to the micrabe or virulence factor or to a unique pathology caused by the microbe; and
development of antibody-detection-based diagnostics to assist in epidemiologic studies.

Antimicrobial Drug Design, Development, and Testing. Research needs in this area will focus

on the development of therapies for known agents with significant potential for use as
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bioweapons (e.g., anthrax, smallpox); therapies aclive against drug-resistant microbes; multiple
therapies encompassing three or more therapeutic agents, aimed at different gene functions, for
each targeted microbe to enable treatment of drug resistant microbes; and broad-spectrum
therapics active against microbial families. In the development of these therapeutics, il is
important to focus on those with favorable pharmacokinetic properties which result in drugs
which can be taken by mouth and require fewer doses to facilitate treatment of civilians in an

emergency situation.

New Vaccipe Development and Testing. Vaccines are the most effective method of providing

primary prevention against a broad array of infectious diseases. Research to develop safe,
effective vaccines that can be administered to the general population or specific groups at highes!
risk is critical to protect the U.S. population from bioterrorist attacks. Although the priorities @d
timeframes for the military vaccine development program do not coincide with civilian needs, it
would be worthwhile to explore the feasibility of leveraging existing military programs to
develop vaccines for civilian use as well, recognizing that some military-produced vaccines may
not be suitable for the civilian population which has a much wider range of age and health status.

ic ' d Behavioral Studies. The successful development of strategies for dealing
with biological weapons depends on the availability of a foundation of knowledge about these
organisms and the diseases théy cause. Because the numbecs and types of microbes that can be
used as bioterrorist weapons are many and diverse, it is critical to develop more fundamental
knowledge of the molecular, cellular, and genetic mechanisms invalved in microbial
pathogenesis and host immune defense mechanisms. Furthermore, bioweapons may be delivered
by non-traditional routes (e.g., water-bome, inhalation) and at higher-than-normal concentrations
(such as that achievable by aerosolizatian). Increased knowledge of factors that play a decisive
role in determining virulence and invasiveness, as well as thase events or processes critical to
initiating infection or influencing the severity of disease. are crucial to the development and
approval of therapeutic strategies. -Behavioral study an: analysis are needed to assess personal
and public health risk, determine the effects of public in:srmation, and identify the immediate
behaviaral responses to the unique characteristics of a biological attack, as well as the longer

term impact on individuals and communities.

Expedited Regulatory Review and Approval. Notwithstanding the fact that efticacy clinical trials

. of therapeutics and vaccines against the most likely biological weapons are not possible, the

Food and Drug Administration (FDA) is committed to assisting and expediting the development
of, and access to, important new products for serious and life-threatening illnesses and
conditions, including products that could be used to treat outbreaks caused by biaterrorist agents-
To mect this objective, the FDA is considering changes to regulations to allow approval of such
drugs and biological products based on evidence of effectiveness derived from appropriate
studies in animals, forgoing efficacy studies in humans. The changes would allow FDA to rely
on evidence from animal studies where (1) the mechanism by which biological, chemical,
radiological, or nuclear substance causes disease and illness and its treatment or prevention by
the product is reasonably well understood; (2) the effect :5 reproducible in multiple animal
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species; (3) the study endpoint is clearly related to the desired benefit in humans; and (4) it is

therefore reasanable (o expect the effect of the product in animals (o be a reliable indicator of its
efficacy in humans.

Conventional Weapon Technologies

Research must continue and be enhanced regarding the strengthening of existing physical
structures against the threat of explosive attack. As we have seen with the recent events in East

Africa, our physical structures continue to be vulnerable to terrorist attacks by conventional
means.

Improved tools to defeat, mitigate, decontaminate, transport and dispase of weapons are
also needed. Stand-off detection and disrtuption of large vehicle bombs are another critical
requirement in the fight against terrorism. Large vehicle access tools and diagnostics, as well as
large bomb and tanker truck bomb disrupters, are important technologies in the fight against
frequently used terrorist weapons. Technologies also need to be improved for rendering safe

improvised explosive devices (IEDs). Low cast robotics to support bomb squads and evidence
response teams would also be useful.

Non-Lethal Apprehension Tools

Past experience with hostage and barricade situations indicates a need for development of
non-lethal apprehension tools and techniques. Effective tools which enable law enforcement to
stun and tcmporarily incapacitate terrorists and other perpetrators who put themselves and others
at risk of serious bodily injury or death might well provide law enforcement with altemmatives to

the use of deadly force in some sitvations. This would give us additional capability to defuse
lughly chargcd threat sxtuauons

Casualty Management

An area of significant need where new technologies would be helpful is mass casualty
management. Regardless of the weapon used, if a catastrophic event occurs, we will need every
available resource to facilitate response and recovery. Management of these resources and
priaritization of utilization wilf be esséntial. Technology to control utilization of resources and
facilitate difficult decisions, to help plan responses to catastrophic events, and to provide training
for simulation and decision making, will increase our:preparedness for such incidents.

Page 92




iAo

——

1n A e—

Technologies to Counter Agricultural Bioweapons

USDA continues Lo explore and pursuc a comprehensive, tong-term research and
development program aimed at safeguarding our agricultural sector. Consistent with national

-lcchnology goals to be established by the WMDPG-and the CICQG, it should coordinate these

efforts with TSWG and OSTP on projects which overlap into the counter-terrorism arena. Such
projects may include research programs to provide tools to detect, trace, and respond to a terrorist
attack on agriculture or the food production, processing, and marketing system that involve
biological agents or pests, some of which can also infect humans. USDA should cooperate with
other federal agencies in preventing and controlling zoonatic (transmittable from animals to .
humans) microorganisms and pests and insect vectors (i.e., transmifters) of animal and human

diseases, including bioweapons agents.
The broad-based long term research program proposed by USDA includes:

. Research to expand identification capabilities;

. Research to develop quick response diagnostic tests which do not incarporate infectious
matenals for use on site by non-professionals;

«  Epidemiologic mapping of pathogens and pests to pinpointv their- worldwide geographical
' origins for use in determining the source of a pathogen or pest;

. Research on gcnctically-enginecrcd vaccines that can be manufactured in the U.S. and
which are effective against all the highly infectious animal and zoonotic d(scasc agents of
~ biological warfare concem;

* . Research to support U.S. licensing of disinfectants, acaricides and other foreign pest or
pathogen control chemicals;

. Research on al* ~atives to widespread aerial chemical control of mosquitoes, midges,
and other inseci .. . s of human, animal, and zoonotic disease;

. Research to prevent and control pathogens that are potential anti-crop biological warfare
'weapons;

Research to identify resistance genes that can enhance genetic resistance of major crops (o
pathogens that are potential biological warfare weapons;

Research to create biological weapons Hazard Anafysis Critical Contral Points (HACCP)
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programs® for targeted animal and plant commodmes and their potential bxologxcal
warfare pathogens;

-+~ Research on rapid and humane animal cuthanasxa methods and cconomlcally and
environmentally sound carcass disposal; :

As USDA continues to dcvclop a largeted approach to this broad based, long-term
research agenda, the National Coordinator and relevant agencies should work with USDA to
support and pursue counter-terrorism related research consistent with the Five-Year Plan.

Forensics and Epidemiological Investigation

Additional areas of need for research and development include tools for forensic and

cpidcmiologi_cal investigation, technology for protection from-and détection of conventional

- weapons, tools for data mining and information searching, and technology and supporting -
databases for biometric personal identification. While these technologies may be less pressing
and more discrete in their application than other technologies discussed herein, they are still
necessary to a well balanced counter-terrorism R & D program. However, tliey may be more
appropriate for individual agency pursult or for joint efforts pursuant to existing memoranda of
undcrstandmg

Bl FOA Exemption (b)(2), (b)(5) Per FBI

Addmonal work is required to develop database technologlcs that can link cxlstmg
federal government forensic and other databases. This effort will result in an increased ability
regarding source attribution, a critical factor in successfully identifying and prosecuting terrorists.
TSWG is currently working on three projects in this area. The first deals with identifying ink
sources on fraudu!cnt passports. The second i is identifying international soils and dust samples,
as well as air quahty and pollen. The third deals with fiber identification, particularly ﬁom '

carpets and microcontaminants in dyes. -

¥ USDA maintains emergency operational plans to guide eradication programs triggered
by the discovery of dangerous pests and pathogens. These plans should be extended to all
recognized bioweapons risks for-targeted commodities in cooperation with ather federal

agencies, the states and private industry.
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Action:  Provide For Coordinated Acquisition Of Technology

Our averall strategy on meeting technology needs arising out of this counter-terrorism

~ plan must encompass various aspects, including development of new technologies, production

and testing of prototypes, establishing standards and specifications, broader production of
affordable technologies, acquisition, distnibution, and training for effective use. At present, each
agency functions largely on its own. A central acquisition mechanism could reduce costs and
promote cffcnency without interfering wrth mission specific procurements and established time

lines.

[ our consultations with academia,* they shared this view and recommended a .
cooardinated, broadly focused budget program to plan, coordinate, and track all R & D and
acquisition projects to improve all counter-terrorism capabilities -- conveational and
unconventional, defensive and offensive, domestic and foreign." They propose drawing on

Defense Depantment expertise in rapid, large-scale procurement.

On a limited scale, the Department of Justice is putting in place the necessary procedures
to pravide for acquisition of equipment which meets uniform standards to facilitate operations
relative to terrorist acts within the U.S. which may involve numerous agencies and jurisdictions.
The proposed National Domestic Preparedness Office (NDPO) within the Department of Justice,
discussed supra, at pp. 22-23, would be one means by which to coordinate such an effort and to
encourage state and local authorities to purchase equipment which meets such standards. [n
addition, in coordination with other agencies which have statutory authorities and programs for
preparing for and responding to terrorist incidents involving weapons of mass destruction,
including DOD, HHS, DOE, FBI, EPA and FEMA, the Department of Justice is establishing an
acquisition mechanism through its Office for State and Local Domestic Preparedness Support, ~
which will provide grants to state and local authorities to purchase equipment through the
Department of Defense from an approved list of standardized items best suited for WMD
response. These acquisitions must meet defined needs consistent with preparedness plans to be
drafted locally. It is anticipated that this acquisition mechanism will begin functioning during
FY99. Consideration should be given to an overarching acquisition mechanism which applies to
counter-terrorism acquisitions which fall outside the scope of equipment needs of first responders

and emergency personnel involved in state and local domestic preparedness.

¥ This approach was discussed at the Colloquium on Counter- tcrronsm at the Kennedy
Schoo! of Government, Harvard University, July 10, 1998.

15 We recognize that cyber R&D dcvc10pmcnt and acquisition needs to be coordinated.
However, development and acquisition of cyber technology s somewhat uruque. Significant
private sector infrastructure issues are but one aspéct of cyber R&D which impact on whether an
overali central mechanism should include cyber technology or whether the cyber area should be
handled separaiely. This issue requires further study within the R&D and cyber communities.
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In the Attorney General's April 1998 statement to Congress concerning the threat of
chemical and biological weapons,'® the Attamey General described the extraordinary acquisition
requirements that could be created by a significant or catastrophic chemical or biological terrorist
event. “We may necd'to develop an approach which will permit the government to accelerate the
normal procurement procedures to quickly identify and deploy new technologies and substances
needed to thwart terrorist threats and respond to terrorist acts. These procedures would be used
not only to purchase medications and other'needed tools, but also, in some instances, (o borrow
medications or tools from, or to. enter into effectivé partnerships with both academia and
industry.” Such extraordinary acquisition nceds could also arise in the context of a broad based

* canventional weapon terrorist attack or as the resuft of a cybcr attack.

- Congress responded to this need in the 1999 Appropriations Act for the Dcpaﬂmcnts of
Commerce, Justice, and State, the Judiciary, and Refated Agencies by providing expedited
acquisition procedures under extraordinary circumstances. Section 115 of that Act provides that
the Attorney General may use any appropriated counter-terrorism funds for the purchase or lease
of equipment or services in the cvent of an exigent need for such equipment or services to
support an ongoing counter-tecrorism, national security, or computer crime investigation or
prosecution which need cannot otherwise be timely met. This provision, which allows the

" Attorney General to by-pass normal acquisition rules and regulations, provides a mechanism to

facilitate quick response in appropriate circumstances.
s

The Office of the National Coordinator, through the interagency Weapons of Mass

- Destruction Preparedness and Critical Infrastructure Coordination Groups, is exploring new ways

of doing business in order to more expeditiously respond to new types of terrorist threat. With
the provision of state and [ocal input, these working groups - - or subgroups thereof - - could be
charged to fully explore this cancept and to develop a suggested approach or approaches. State
and local input is important because two-thirds of the responders to the state and local -
questionnaire indicated a need for a point of contatt on counter-terrorism technology issues, and '
because state and local personnel will be the end users of much of the tools, cquxpmcnl ~and other

technology related to counter-terrorism.
CONCLUSION

The Conference Committee Report which called for the preparation of this strategic Plan
directed that the Plan be updated annually to institutionalize coordination of national policy and
operational capabilities in regard to counter-terrodsm. These same aims are also at the care of
PDDs 62 and 63, which pravide for specific, progressive, and coordinated agency actions over
the next several years to continue (o strengthen our national counter-terrorism program and
fortify our National Information Infrastructure. Our present assessment indicates that many of

% Suatement of Attorney General Janet Reno, Hearings of the Senate Judiciary
Subcommittee on Technology, Terrorism and Government Information and the Select Comumittee
on Intelligence, “The Threat of Chemical and Biological Weapons,” April 22, 1998.
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the specific proposals and rccommcﬁdations in the Five-Year Plan correspond directly to
requirements outlined in the PDDs. Thus, the PDDs and the Five-Year Plan should be viewed as

complementary efforts-(o further our goal of increased readiness and capability to deal with

terrotism and its cansequences.

. The Plan suggests a number of issues to be studied during the coming year. Although a
few of these studies are mission-specific to certain agencies, many of them falf within the
purview of the Weapans of Mass Destruction Preparedness Group, the Critical Infrastructure -
Coardination Group, and the numerous subordinate inleragency working groups established to

_4 implement PDDs 62 and 63. The first annual review of the Plan should evaluate progress made
in these studies and report any additional recammendations or ather steps to be taken as a result

of these studies. In addition, the first annual review should reassess whether feedback from the
private sector through the network established pursuant to PDD 63 is sufﬁcxcnt and how this

feedback ought to be incorporated into updates to the Plan.

The Plan is broad in scope and ambitious in its goals. It attempts to address
comprehensively the mandate of the Conference Committec Report, particularly in the areas of
emerging threats from chemical and biological agents and from cyber-attacks on computer
systems as emphasized in the Report. It is hoped that the Five-Year Interagency Counter-
Terrorism and Technology Crime Plan will serve as a baseline strategy for coordination of
national policy and operational capabilities in this vital national security area. '

Page 97 |




