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Re:  Constitutionality of Amending Foreign Intelligence Surveillance Act to Change the
“Purpose” Standard for Searches

You have asked for our opinion on the constitutionality of amending the Foreign Intelligence
Surveillance Act, 50TJ.S.C. §§ 1801-1811 (1994 & West Supp. 2000) (“FISA™), so that a searchmay
be approved when the collection of foreign intelligence is “a purpose” of the search. In its current
form, FISA requires that “the purpose” of the search be for the collection of foreign intelligence. 50
U.S.C. § 1804(a)(7)(B). We believe that this amendment would not violate the Fourth Amendment.

It should be made clear at the outset that the proposed FISA amendment cannot cause a facial
violation of the Fourth Amendment. Because “a” purpose would include the current warrant
apphcations in which foreign intelligence is “the” purpose of the search, a significant class of valid
searches would continue to fall within the new statutory language. It may be the case that some
warrant applications — for example, those instances where criminal investigation constitutes an
overwhelming purpose of the surveillance — will be rejected by the FISA court. In those situations,
the FISA amendment would not be unconstitutional, so much as the Court would be construing the
stafute, according to the canon that statutes are to be read to avoid constitutional problems, so as not
to require the issuance of a warrant that would go beyond the Fourth Amendment. In other words,
the proposed amendment cannot violate the Fourth Amendment because it would simply allow the
Department to apply for FISA warrants up to the limit permitted by the Constitution, as determined
by the FISA court. Amending FISA merely gives the Department the full flexibility to conduct
foreign intelligence surveillance that is permitted by the Constitution itself.

We caution, however, that much will depend on the manner in which the Department chooses
to operate within the new standard. Some warrant applications might be rejected by the courts if
prosecutors become too involved in the planning and execution of FISA searches. Nonetheless, as
we observed in 1995, “the courts have been exceedingly deferential to the government and have
almost invariably declined to suppress the evidence, whether they applied the ‘primary purpose’ test
or left open the possibility of a less demanding standard.” Memorandum for Michael Vatis, Deputy
Director, Executive Office for National Security, from Walter Dellinger, Assistant Attorney General,
Office of Legal Counsel, Re: Standards for Searches Under Foreign Intelligence Surveillance Act
at 1 (Feb. 14, 1995). We believe that the Department would continue to win such deference from



the courts if it continues to ensure that criminal investigation not become a primary purpose of FISA
surveillance.

L

The Fourth Amendment declares that “[t]he right of the people to be secure in their persons,
houses, papers, and effects, against unreasonable searches and seizures, shall not be violated.” U.S.
Const. amend. IV (emphasis added). The Amendment also declares that “no Warrants shall issue,
but upon probable cause, supported by Oath or affirmation, and particularly describing the place to
be searched, and the persons or things to be seized.” Jd. .

Thus, the touchstone for review is whether a search is “reasonable.” See, e.g., Vernonia
School Dist. 47J v. Acton, 515 U.S. 646, 652 (1995) (“[a]s the text of the Fourth Amendment
indicates, the ultimate measure of the constitutionality of a govemmental search is
‘reasonableness’™). When law enforcement undertakes a search to discover evidence of criminal
wrongdoing, the Supreme Court has said that reasonableness generally requires a judicial warrant.
See id. at 653. But the Court has made clear that a warrant is not required for all government
searches. A warrantless search can be constitutional “when special needs, beyond the normal need
for law enforcement, make the warrant and probable-cause requirement impracticable.” Jd.

As aresult, the Court properly has found a variety of warrantless government searches to be
consistent with the Fourth Amendment. See, e.g., Pennsylvaniav. Labron, 518 U.S. 938 (1996) (per
curiam) (certain automobile searches); Acton (drug testing of high school athletes); Michigan v.
Dept. of State Police v. Sitz, 496 U.5. 444 (1990) (drunk dnver checkpoints); Skinner v. Railway
Labor Executives' Ass'n., 489 U.S. 602 (1989) (drug testing of railroad personnel); Treasury
Employees v. Von Raab, 489 U.S. 656 (1989) (random drug testing of federal customs officers);
United States v. Place, 462 U.S. 696 (1983) (temporary seizure of baggage); Michigan v. Summers,
452 U.5. 692 (1981) (detention to prevent flight and to protect law enforcement officers); Terry v.
Ohio, 392 U.S. 1 (1968) (temporary stop and limited search for weapons).

In these circumstances, the Court has examined several factors to determine whether a
warrantless search 1s reasonable. As the Court stated just last Term: “When faced with special law
enforcement needs, diminished expectations of privacy, minimal intrusions, or the like, the Court
has found that certain general, or individual, circumstances may render a warrantless search or
seizure reasonable.” [llinois v. McArthur, 121 S. Ct. 946, 949 (2001). In creating these exceptions
to its warrant requirement, the Court has found that, under the totality of the circumstances, the
“importance of the governmental interests™ has outweighed the “nature and quality of the intrusion
on the individual’s Fourth Amendment interests.” See Tennessee v. Garner, 471 U.S. 1, 8 (1985).

Of particular relevance here, the Court has found warrantless searches reasonable when there
are “exigent circumstances,” such as a potential threat to the safety of law enforcement officers or
third parties. The Court has also recognized that a government official may not need to show the
same kind of proof to a magistrate to obtain a warrant for a search unrelated to the investigation of



a crime “as one must who would search for the fruits or instrumentalities of cime.” Camara v.
Municipal Court of San Francisco, 387 U.S. 523, 538 (1967). For example, “[w]here considerations
of health and safety are involved, the facts that would justify an inference of ‘probable cause’ to
make an inspection are clearly different from those that would justify such an inference where a
criminal investigation has been undertaken.” Id. See also Indianapolis v. Edmond, 5311.5.32, 44
(2000) (in context of seizure and exigent circumstances, Fourth Amendment would permit
appropriately tailored roadblock to thwart an imminent terrorist attack or catch a dangerous criminal
who is likely to flee).

1I.

This analysis of Fourth Amendment doctrine demonstrates that the government could
conduct searches to obtain foreign intelligence without satisfying all of the requirements applicable
in the normal law enforcement context. It is important to understand the curmrent shape of Fourth
Amendment law, and how it would apply to the circumstances at hand, in order to evaluate the
constitutionality of the proposed amendment to FISA. As we have noted earlier, the Fourth
Amendment’s reasonableness test for searches generally calls for a balancing of the government’s
interest against the individual’s Fourth Amendment interests. Here, the nature of the government
interest is great. In the counter-intelligence field, the government is engaging in electronic
surveillance in order to prevent foreign powers or their agents from obtaining information or
conducting operations that would directly harm the secunty of the United States.

To be sure, the Supreme Court has subjected counter-intelligence searches of purely domestic
terrorist groups to a warrant requirement. When it first applied the Fourth Amendment to electronic
surveillance, the Supreme Court specifically refused to extend its analysis to include domestic
searches that were conducted for national security purposes. Katx v. United States, 389 U.S. 347,
358 n.23 (1967); see also Mitchell v. Forsyth, 4721U.5. 511, 531 (1985). Later, however, in United
States v. United States District Court for the Eastern District of Michigan, 407 1.5.297,299 (1972)
(“Keith™), the Court held that the warrant requirement should apply to cases of terrorism by purely
domestic groups. In doing so, the Justices framed the question by explaining that, “[i]ts resolution
is a matter of national concern, requiring sensitivity both to the Government’s right to protect itself
from unlawful subversion and attack and to the citizen’s right to be secure in his privacy against
unreasonable Government infrusion.” While acknowledging that “unless Government safeguards
its own capacity to function and to preserve the secunty of its people, society itself could become
so disordered that all rights and liberties would be endangered,” id. at 312, the Court cautioned that
“[t]he danger to political dissent is acute where the Government attempts to act under so vague a
concept as the power to protect ‘domestic security.” Given the difficulty of defining the domestic
securnty interest, the danger of abuse in acting to protect that interest becomes apparent.” Jd. at 314.
As a result, the Court held that the absence of neutral and disinterested magistrates governing the
reasonableness of the search impermissibly left “those charged with [the] investigation and
prosecutorial duty [as] the sole judges of when to utilize constitutionally sensitive means in pursuing
their tasks.” Id. at 317.



The court explicitly noted, however, that it was not considering the scope of the President’s
surveillance power with respect to the activities of foreign powers within or without the country.
Id. at 308. And afier the Keith decision, lower courts have found that when the government conducts
a search, for national security reasons, of a foreign power or its agents, it need not meet the same
requirements that would normally apply in the context of criminal law enforcement. In United States
v. Truong Dinh Hung, 629 F.2d 908 (4th Cir. 1980), for example, the Fourth Circuit observed that
“the needs of the executive are so compelling in the area of foreign intelligence, unlike the area of
domestic security, that a uniform warrant requirement would, following Keith, ‘unduly frustrate,’
the President in carrying out his foreign affairs responsibilities.” Id. at 913. The Court based this
determination on a number of factors, including:

(1) “[a] warrant requirement would reduce the flexibility of executive foreign intelligence
imitiatives, in some cases delay executive response to foreign intelligence threats, and
increase the chance of leaks regarding sensitive executive operations,” id.;

(2) “the executive possesses unparalleled expertise to make the decision whether to conduct
foreign intelligence surveillance, whereas the judiciary is largely inexperienced in making
the delicate and complex decisions that lie behind foreign intelligence surveillance. .. . Few,
if any, district courts would be truly competent to judge the importance of particular
information to the security of the United States or the ‘probable cause’ to demonstrate that
the government in fact needs to recover that information from one particular source,” id. at
913-14; and

(3) the executive branch “is also constitutionally designated as the pre-eminent authority in
foreign affairs.” Jd. at 914,

The Court also recognized, however, that “because individual privacy interests are severely
compromised any time the government conducts surveillance without prior judicial approval, this
foreign intelligence exception to the Fourth Amendment warrant requirement must be carefully
limited to those situations in which the interests of the executive are paramount.” Jd. at 915. See
also United States v. Brown, 484 F 2d 418 (5th Cir. 1973), cert. denied, 415 U.S. 960 (1974); United
States v. Buck, 548 F.2d 871 (9th Cir.), cert. denied, 434 U.S. 890 (1977); United States v. Clay, 430
F.2d 165 (5th Cir. 1970), rev'd on other grounds, 403 1J.S. 698 (1971).

Therefore, the Fourth Circuit held that the government was relieved of the warrant
requirernent when (1) the object of the search or surveillance is a foreign power, its agent or
collaborators since such cases are “most likely to call into play difficult and subtle judgments about
foreign and military affairs,” 629 F.2d at 915; and (2) “when the surveillance is conducted
‘primarily’ for foreign intelligence reasons . . . . because once surveillance becomes primarily a
criminal investigation, the courts are entirely competent to make the usual probable cause
determination, and because, importantly, individual privacy interests come to the fore and
government foreign policy concerns recede when the government is primarily attempting to form the
basis for a criminal prosecution.” Jd.



The factors favoring warrantless searches for national security reasons may be even more .
compelling under current circumstances than a the time of these lower court decisions. After the
attacks on September 11, 2001, the government interest in conducting searches related to fighting
terrorism is perhaps of the highest order - the need to defend the nation from direct attack. Asthe
Supreme Court has said, "It is 'obvious and unarguable' that no governmental interest is more
compelling than the security of the Nation." Haig v. Agee, 453 U.S. 280, 307 (1981). The
compelling nature of the government's interest here may be understood in light of the Founders
express intention to create a federd government "cloathed with dl the powers requisite to the
complete execution of itstrust." TheFederalist No. 23, at 147 (Alexander Hamilton) (Jacob E.
Cooke ed., 1961). Foremost among the objectives committed to that trust by the Congtitution isthe
security of the nation. AsHamilton explained in arguing for the Constitution's adoption, because
"the circumstances which may affect the public safety” arenot "reducible within certain determinate
limits,"

it must be admitted, as a necessary consequence, that there can be no limitation of
that authority, which isto provide for the defence and protection of the community,
in any matter essential to its efficacy.

Id. at 147-48." Within the limitsthat the Constitution itself imposes, the scope and distribution of
the powers to protect national security must be construed to authorize the most efficacious defense
of the nation and its interests in accordance "with the realistic purposes of the entire instrument."
Lichter v. United States, 334 U.S. 742, 782 (1948). Nor isthe authority to protect national security
[imited to that necessary "to victoriesinthefield." Application of Yamashita, 327U.S. 1,12(1946).
The authority over national security "carries with it the inherent power to guard against the

! See also TheFederalist No. 34, at 211 (Alexander Hamilton) (Jacob E. Cooke ed., 1961)
(federal government isto possess "an indefinite power of providing for emergencies as they might
arise"); TheFederalist No. 41, at 269 (James Madison) ("Security against foreign danger isone of
the primitive objects of civil society.. . .The powers requisite for attaining it, must be effectualy
confided to the federal councils.") Many Supreme Court opinions echo Hamilton's argument that
the Constitution presupposes the indefinite and unpredictabl enature of the "the circumstanceswhich
may affect the public safety,” and that the federal government's powers are correspondingly broad.
See, e.g.. Dames& Moorev. Regan, 453 U.S. 654,662 (1981) (noting that the President "exerciges)|
the executive authority in aworld that presents each day some new challenge with which he must
deal"); Hamilton v. Regents, 293 U.S. 245,264 (1934) (federal government's war powers are "well-
nigh limitless" in extent); Stewart v. Kahn, 78 U.S. (11 Wall.) 493, 506 (1870) ("The measures to
be taken in carrying on war ... arenot defined [in the Constitution]. The decision of al such
guestions rests wholly in the discretion of those to whom the substantial powers involved are
confided by the Constitution."); Miller v. United Sates, 78 U.S. (11 Wall.) 268, 305 (1870) ("The
Congtitution confers upon Congress expressly power to declare war, grant letters of marque and
reprisal, and make rules respecting captures on land and water. Upon the exercise of these powers
no restrictions are imposed. Of course the power to declare war involves the power to prosecute it
by all means and in any manner in which war may be legitimately prosecuted.").



