Department of Justice

Decrypting Secure Messages

If you've received a secure message from a US DOJ employee, please use the following instructions to decrypt and access the message.

When you receive a secure message, it will look
similar to this (Fig. 1) in your inbox:

Step 1: To access the message, right-click the
“Click Here” link , copy link, and paste into
new browser window.

Step 2: The first time you receive a secure
message you will be prompted to register

(Fig. 2).

NOTE: Registration is a one-time process. For
any future secure messages received you will
only be prompted to enter your password.

Registration
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Email Address: example@email. com

First Mame: | |
Last Mame: | |

Password: | ]

Confirm Password: | |

“ou must accept the following terms and conditions before continuing:
Terms and Conditions

| agree to the linked terms and conditions.

Fig. 2

For additional guidance please visit:

DOJ Secure Mail Help

0OCIO Cybersecuirty Services Staff

Phone: 202-357-7000
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This is a secure message.

Click here by 2015-10-15 07:34 EDT to read your message.
After that, open the attachment.
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Disclaimer: This email 3nd its

ntent are confidential and intended solely for the use of the

sddresses. Please notify the der if you have received this email in rar or simply delete it.
Secured by Proofpaint Encryption, Copyright @ 2008-2013 Preofpain Al rights reserves
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Step 3: Once Registered and logged in, you
will be able to access the message by going
back to your inbox and following Step 1.

Step 4: The decrypted secure message will
open in a new browser window (Fig. 3)
where you will have the option to reply or
forward as necessary. You will also be able
to download and save any attachments.
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From:  sender@usdojgov Sent:  10/8/2015 11:19:03 Al
To example@email. com

ce:

Subject:  test

§ Digital Signature is VALID
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Email: DOJCERT @usdoj.gov



https://securemail.usdoj.gov:10020/help/enus_encryption.htm

