
IN THE UNITED STATES DISTRICT COURT
rOR THE NORTHERN DISTRICT OF OKLAHOMA

UNITED STATES OF AMERICA,

Plaintiff,

Y.

NICIIOLAS PAUL KNIGHT,
a/k/a "Inertia",
alkla "Logic",
dkla "nickmc0l",
alkla "Solo",
a/k/a "INERTIA,,
alUa"l Logic 1",
DANIEL TRf,NTON KRUBGER,
alkla "Thor",
a/k/a to0runuttn

a/k/a "Gambit",
a/k/a "Chronus",
a/k/a "7hor",
a/k/a "G4mbi7",

Defendants.
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THE UNITED STATES ATTORNEY CHARGES:

At all times relevant:
I NTROD UCTO RY ALLSG.TTIONS

All dates are on or about the dates listed.

ooProtected computer" means a computer within the definition of Title 18, United

States Code, Section 1030(eX2).

3. Database "schema" is the technical structure of a database. This schema is kept

private, in part, because disclosure of it makes databases more vulnerable to being

hacked.
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*Hack" means to access a protected computer without authorization.

Passwords can be stored in "cleartexf' and 'oencrypted" forms. A "cleartext"

password is stored in the same format in which a user enters it. An encrypted

password is stored following the application of a security-related algorithm and, as

used below, includes both "hashed" passwords, which are one-way encrypted

passwords, and two-way encrypted passwords.

6. Postings to Twitter ("Tweets"), identified below, were made to the Twitter

account of Team Digi7al.

The United States Navy ("Navy"), an agency of the United States Sovemment,

was the naval warfare service branch of the United States Armed Forces.

The Naval Criminal Investigative Serviee ('NCIS"), an agency of the United

States government, was the primary investigative law enforcement agency of the

Navy, In June 2AlZ, NCIS began investigating a breach of the United States

Navy's Smart Web Move website and database ("Navy-SWM").

Team Digi7al (pronounced digital), a renamed continuation of Team Hav0k

(pronounced havoc), was a criminal association organized to hack protected

computers, steal sensitive and private information, make unauthorized public

disclosures of that stolen sensitive and private information, and commit various

other crimes related to its hacking activities, including to obstnrct justice by

destroying records. Members of Team Digi7al Tweeted boasts of their hacks and

publicly disclosed stolen sensitive and private information obtained from their

hacks of protected computers.
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10. NICHOLAS PAUL KNIGIIT ("KNIGHT"), th. self-professed leader of Team

DigiTal, was the primary publicist and Twitter poster. KNIGIIT, a hacker since

age 16, completed some of the technical work behind the hacks and used various

aliases online, including the following: "Inertia", o'Logic", "nickmcOl", "Solo",

"INER7IA" (pronounced inertia), and "l Logic 1". KNIGHT resided in the Eastern

District of Virginia, first in Virginia Beach and later in Chantilly, and was an

active duty enlisted member of the Navy stationed in Norfolk, Virginia, and

assigned to duties aboard nuclear aircraft carrier USS Harry S. Truman as a

systems administrator in the nuclear reactor department. While aboard the USS

Harry S. Truman, KNIGHT conducted unlawful Tearn DigiTal activities on the

Navy's computer network and was discharged by the Navy after he was caught

trying to hack into a Navy database while at sea.

DANIEL TRENTON KRUEGER ("KRUEGER"), who performed much of the

technical hacking work for Team Digi7al, posted Tweets of sensitive and private

information obtained during his hacks and sent other such information to

KNIGHT for Tweets on behalf of Team Digi7al, KRUEGER resided in Salem,

Illinois in the Southern District of Illinois and used various aliases online,

including the following: "Thor", "Orunu", "Gambit", 'uChronus", "7hor"

(pronounced Thor), and "G4mbi7" (pronounced gambit). KRUEGER was a

student at an Illinois community college where he studied network administration.
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12. Team Digi7al members known to the United States Attomey and not charged in

this Information include the following individuals:

Team DigiTal Member A ("TD Member A"), a minor and a resident of

Montgomery, Alabama in the Middle District of Alabama, performed much

of the technical hacking work for Team Digi7al.

Team Digi7al Member B ("TD Member B"), u minor when he joined Team

Digi7al and the conspiracy and a resident of Pitkin, Louisiana in the

Western District of Louisian4 performed technical hacking work for Team

DigiTal.

Team DigiTal Member C ("TD Member C"), a minor when he joined Team

Digi7al and the conspiracy and a resident of Decatur and Covington,

Georgia, both in the Northern District of Georgia, performed technical

hacking work for Team DigiTal and disclosed sensitive and private

information stolen during hacks.

13. In furtherance of the conspiracy, Team DigiTal's members hacked the following

websites:

a. Navy-SWM:

i. The United States Navy managed the logistics of duty station

transfers for active duty members of the United States Navy, Army,

Air Force, Marines, and Coast Guard, and their families ("Service

Members"). To do so effectively, the Naly maintained the Navy-

SWM website and database.

a.
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To initiate a move, Service Members input a variety of personal

private information on Navy-SWM, which was stored on at least one

protected computer located in Tulsa County, Oklahoma in the

Northern District of Oklahoma" including Social Security numbers,

full names, dates of birth, encrypted passwords, and password

reminders (which regularly contained inforrnation like mothers'

maiden names! children's nalnes, and additional personal account

passwords) ('oPersonal Infbrmation").

Navy-SWM stored this Personal Information for approximately

220,000 Service Members, rvith information dating back to 2001, on

at least one protected computer located in Tulsa County, Oklahoma

in the Northern District of Oklahoma.

United States National Geospatial-Intelligence Agency ("NGA") was a

United States govemmental agency with the mission of providing combat

support to the United States Department of Defense by collecting,

analyzing, and distributing geospatial intelligence in support of national

security.

United States Department of Homeland Security Transportation Worker

Identifi cation ("DHS-TWIC"): under the Maritime Transportation Security

Acg transportation workers who require unescorted access to secure areas

of maritime facilities and vessels are issuEd DHS-TWIC credentials, which

contain biometric and other sensitive personal infiormation.
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Los Alamos National Laboratory ("LANL") was a Unitcd States

govemment-run laboratory with the mission of developing and applying

science and technology to ensure the safety, security, and reliability of the

United States nuclear deterrent, to reduce global threats, and to solve other

emerging national security and energy challenges.

Toronto Police Service, Canada ("TPSC") was the investigative law

enforcement agency in Toronto, Canada.

AT&T Uverse: AT&T hosted a website that contained information related

to its Uverse telecommunications customers.

Rashod Holmes was a musician who promoted and sold items through a

Zipbox Media account, hosted at www.rashodholmes.com.

COUNT ONE
[l8 U.S.C. $ 37ll

14. Paragraphs 1-13 of the Introductory Allegations are realleged and incorporated

here.

15. From not later than in or about April 2012 to in or about June 2013, in the

Northem District of Oklahoma and elsewhere, the Detbndants, KNIGIIT and

KRUEGER, did knowingly, intentionally, and willfully combine, conspire,

confederate, and agree with each other and with others known and unknown to the

United States Attorney, including TD MemberA, TD Member B, and TD Member

C, to defraud the United States by impeding, impairing, and defeating the lawful

d.
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functions of the United States government and to commit offbnses against the

United States, as follows:

a. To access protected computers without authorization and thereby obtain

information from protected computers in furtherance of criminal and

tortious acts in violation of the laws of Oklahoma, specifically, violations

of Title 21, Oklahoma Statutes, Section 1953(AXl) (willfully and without

authorization gain access to and disclose the contents of a computer), and

invasion of privacy, in violation of Titlo 18, United States Code, Sections

I 030(a)(2) and I 03O(cX2XBXii);

b. To access protected computers without authorization and, as a result of

such conduct, recklessly cause damage to persons during a one-year period

resulting from the Defendants' related course of conduct that affected

protected computers in the aggregate of at least $5,000 in value, in violation

of Title 18, United States Code, Sections 1030(aX5XB) and

1 03 O(a)(s )(cXaXAXiXI);

c. To commit identity theft in and affecting interstate and foreign commerce

in connection with a felony under the laws of Oklahoma, specifically, a

violation of Title 21, Oklahoma Statutes, Section 1953(AXl) (willfully and

without authorization gain access to and disclose the contents of a

computer), in violation of Title 18, United States Code, Sections 1028(aX7)

and 1028(cX3XA); and
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