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Letter from the Editor-in-Chief

he next two issues of the Bulletin focus on the working relationships among the United States Attorneys’ offices,

the Criminal Division’'s Office of Enforcement Operations (OEO) and Computer Crime & Intellectual Property

Section, and the Assistant Attorney General or Deputy Assistant Attorney General inthe area of TitleI11, and
other electronic surveillance techniques. We have included articles, checklists, and interviews covering the approval
process for, and use of, Title Il intercepts and related electronic surveillance methods in the investigation and
prosecution of avariety of criminal cases.

The interview of OEQ Director Frederick D. Hess isterrific. He provides us with insight into the history of
OEQ, itsinner workings, and the need to have OEO lawyers review applications to allow us to use these effective and
powerful investigative tools. Through the collective efforts of several OEO lawyers, we have a great article on the “nuts
and bolts’ of OEO’s Title I11 approva process and highlights of several major Title Il cases. You'll aso find that the
articles submitted by Michael R. Sklaire of the Narcotic and Dangerous Drug Section are invaluable references when
faced with “what do we need to doto get . . . [electronic surveillance order]” questions. AUSA Jeffrey W. Johnson has
written a very common sense article regarding his approach to wiretaps. We aso included an interview with DEA
Special Agent Mark Styron regarding his perspective on working relationships between AUSAs and Agents in wiretap
cases. AUSAs Mélissa J. Annis, Monica Bachner, and Patricia Diaz share their experiences with wiretap
investigations, including some of the obstacles AUSASs face when supervising wiretaps. Each author offersterrific
suggestions and “things to think about.”

Please take time to review the inside back cover of the magazine for our publication schedule over the next
several months. If you are interested in writing an article on any of these topics, please contact me. Finally, if you have
any comments or constructive criticisms regarding past issues, call me at (809) 773-3920 or Email me at
AVISCO1(DNISSMAN). Our intent is to make the Bulletin a practical and useful resource; our method of doing sois
through your continued contributions, comments, and suggestions.

DAVID MARSHALL NISSMAN
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| nterview with Director Frederick D. Hess
Office of Enforcement Operations

Director Frederick D. Hess
Office of Enforcement Operations

rederick D. Hess has served as Director of the Office

of Enforcement Operations (OEQ) for more than 15
years. He received his Bachelor of Arts degreefrom
Columbia College and Juris Doctor degree from
Brooklyn Law School. In August 1967, he was appointed
an attorney in the Criminal Division as part of the
Attorney General’ s Honors Program. Mr. Hess began his
career in the Department of Justice in the Legidation and
Special Projects Section, where he served as Deputy
Chief from January 1974 until becoming Associate
Director of the Office of Legal Support Services (OLSS)
in February 1979. He was Acting Director of OLSS from
January 1980 to June 1982, when OL SS was merged
with OEO and he was named Director.

As Director of OEO, Mr. Hess oversees the use of
the most sophisticated investigative tools in the Federal
Government. Beyond reviewing United States Attorneys
offices’ requests for authorization to apply for court
orders approving the interception of wire, oral, and most
€lectronic communications, OEO—with a staff of
approximately 100 attorneys, analysts, paralegals, and
secretaries—provides the United States Attorneys
offices and the Federal law enforcement agencies with a
wide range of prosecutorial and investigative support
services. OEO authorizes or denies the entry of all
applicantsinto the Federal Witness Security Program
(WSP), and oversees mattersrelating to all aspects of the
WSP; administers the International Prisoner Transfer and

S Visaprograms; supervises the mechanism by which
Federal law enforcement officers or agents employed by
the Offices of the Inspectors General may become
Special Deputy United States Marshals;, and coordinates
requests to immunize witnesses, subpoena attorneys,
issue subpoenas to the press, close court proceedings, or
search the offices of attorneys who are suspects or targets
of aninvestigation. In addition, OEO provides lega
adviceto Federal, state, and local law enforcement
agencies on the use of the Federal electronic surveillance
statutes; assists in developing Department policy on
emerging technologies and tel ecommunications issues,
and responds to requests made to the Criminal Division
for disclosure of information pursuant to the Freedom of
Information Act and the Privacy Act. Upon request, OEO
also assistsin the drafting of reply briefsinvolving
electronic surveillance issues.

OEO Director Fred Hess (FH) wasinterviewed by
Assistant United States Attorneys (AUSAS) David
Nissman (DN), Editor-in-Chief of the United States
Attorneys Bulletin, and Jennifer Bolen (JB), Northern
District of Texas. OEO Senior Associate Director
Maureen Killion (MK) also participated in the interview.

DN: How do you view the working relationship between
OEO and the United States Attorneys' offices?

FH: When we get acall from the field, the attorney’s
attitude is not, “What do you want?’ but, rather, to ask
what they can do to help. We have hardworking people,
particularly in the Electronic Surveillance Unit. When D.
Lowell Jensen, now a Federal district judgein San
Francisco, was Assistant Attorney General of the
Criminal Division, he coined a phrase for our office:
“The office that never deeps.”

DN: Do you persondly review each affidavit?

FH: We are now in a situation where there are just too
many. Fifteen years ago, during the first year that | was
here, there were 227 affidavits for review. The next year
there were 360. Last year there were 1367. For seven or
eight years, | read every affidavit, but it's
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just not possible anymore. Also, the officeislarger and
has many more functions that require my attention. While
I no longer have time to read the incoming affidavits, | do
review the Electronic Surveillance Unit's action
memoranda that summarize each electronic surveillance
request for the Assistant Attorney General or Deputy
Assistant Attorney General that must approve the request
before a court order may be sought.

On theincoming end, we like a senior person in the
United States Attorney’s office to sign off on the affidavit
and let us know that thisis a case that the United States
Attorney wantsto do. A Title Il isathree-legged stool:
the legs are the investigative agency, the United States
Attorney’s office, and our office. Like any three-legged
stoal, if one leg falls off, the stool falls over—so al three
participants have to approve. So when an affidavit is sent
to this office, the agents—primarily from DEA, FBI, and
the Customs Service—should also send a copy to their
headquarters. The agency headquarters then does an
independent review. We don’t go forward on new
Title 11 applications without a written request from the
agency’ s headquarterstelling us they want to do it.
Wiretaps are expensive. We' ve always used the ballpark
figure of $50,000 for the cost of running a 30-day
wiretap, because wiretaps are so agent time-intensive.

“We don’'t go forward on new Title I11
applications without a written request from
the agency’ s headquarterstelling us they

want to do it.”
Frederick D. Hess

When we get an affidavit, welog it in and assign it
to areviewing attorney and a senior attorney. The senior
attorney reads it quickly to make sure that there are no
major problemswith it, and then turnsit over to the
reviewing attorney. If there are problems with the
affidavit—and we find them a good percentage of the
time—the reviewing attorney contacts the Assistant
United States Attorney who will be applying for the Title
[11 order. We raise the problems we' ve seen in the
affidavit, and discuss how the Assistant can get the
affidavit in shape so we can move it forward.

Once changes we request are made, the reviewing
attorney writes a synopsis of the affidavit—afive or six
page action memorandum. A casefileis started that
contains the application, affidavit, and any prior action
memoranda (from previously handled, related Title 111
requests). These documents, along with the OEO

Hess Receives Attorney General Award

On June 13, 1997, Director Frederick D. Hess,
Office of Enforcement Operations (OEO), received
the Attorney Genera’s Mary C. Lawton Lifetime
Service Award in recognition of high standards of
excellence and dedi cation exhibited during his 30-
year career with the Department of Justice, and
especialy during his 15-year tenure as head of
OEO. He supervised the implementation of a
variety of sensitive and sophisticated investigative
or prosecutive programs, and handled inquiries
pursuant to the Freedom of Information and
Privacy Act. <

attorney’ s action memo, are then given to the Unit Chief,
Julie Wuslich, or her deputy, Janet Webb. One of them
reviews the case file and may request additional
information or changes. Then this file comesto me or one
of the OEO Associate Directors. | read as many of them
as| can. Wethen review it, and put a buckdlip on it to the
Assistant Attorney General or one of the Deputy
Assigtant Attorneys General. One of these high-level
Department officials reviewsthe Title I11 request and,
almost invariably, will signit. They have problems with
the requests once in awhile, but major problems are rare
after the extensive review processin OEO.

DN: Who reviews the request when it goesto Main
Justice?

FH: When | started here, Title |11 allowed for the
Attorney General’s authority to be delegated only to the
Assistant Attorney General’slevel, which created a great
burden on the Assistant Attorney General especialy as
our numbers began to go up. We finally got that amended
in 1986 so that the authority can now be delegated to the
Assigtant Attorney General or the Deputy Assistant
Attorneys General for the Criminal Division. A request
can now be handled by any one of the five Deputy
Assistant Attorneys General unless, for some reason, |
need to direct it to a specific Deputy— such aswheniit's
related to a previous request handled by one of the
Deputies. Otherwise, whoever is available can get it. The
only exception to thisisaroving oral or wire interception
request which, by statute, must be reviewed (and
approved) by the Assistant Attorney Genera or higher.

DN: What happens when the application comes back
from the Deputy Assistant Attorney General ?
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FH: When the authorization is signed by the Deputy
Assistant Attorney General, it isfaxed back to us. The
authorization memo, along with aletter from meto the
United States Attorney, isfaxed to the Assistant, and the
Assistant then makes the actual application to the court.

JB: Doesthat process change depending on the type of
wiretap case; for example, narcotics, public corruption,
or computer? Do different people get involved or isit
basically the same process?

FH: We send acopy of an original affidavit to the section
of the Criminal Division that has the substantive
responsibility for that subject area and ask them to
review it, not for the existence of probable cause, but,
rather, to determineif it isa significant case. Electronic
surveillanceis avery sensitive and important investiga
tive tool, and we want it used where it is most advanta-
geous. The section submits their comments at the same
time we' re cleaning up other matters with the Assistant.
When the request is ready to go to the Assistant Attorney
General or Deputy Assistant Attorney General for
review, we also need to get amemorandum from the
headquarters of the investigative agency requesting that
the application be reviewed and approved. This
sometimes delays the approval process for several hours
or aday.

The Electronic Surveillance Unit isa collegia
group. We assign the same attorney to any extensions and
spinoffs, but if that person is on vacation or travel,
another attorney can usually pick up the case without a
problem, and there' s not too much of alag. Extensions
are reviewed basically the same way as originals, except
that we don’t go to the substantive Criminal Division
section for comments or to the investigative agency for a
requesting memo. As such, we can usually get these done
more quickly than the original request.

| see two problems with extensions. The first
problem isthat sometimes the Assistant doesn’t oversee
the agent when the affidavit is being prepared. Everyone
isin ahurry, that'sagiven. For example, in adrug case
the agent will often throw together atrain of
conversationsthat isin code. These drug codes are not
exactly sophisticated. | read them and know exactly what
they’re talking about, when they’ re talking about half a
truck, half a shirt, or acar with threetires, but we need a
document that a judge can read. So we request that these
conversations be characterized or briefly interpreted. We
can't expect every judge to know drug codes, or be
willing to interpret the codes if the agent, who istrained
as an expert in these matters, is not willing to do so. The
agent knows that when these people are talking about
“cassettes’ they're really talking about kilograms of
cocaine. That's what this conversation meansin the

agent’s opinion, which is based on his experience in the
current investigation aswell as previous investigations. It
should be described that way. That's al we need. We're
not talking about guilt beyond a reasonable doubt here.
We're dealing with probabilities.

The second problem with an extension istiming. |
know everybody is busy, and we're busy here too. If
extensions are submitted on the 29th day of the 30-day
interception period, it's a burden on everybody to get it
approved in time. Giving priority to alast-day extension
means some other AUSA’ swiretap hasto wait. Wetry to
meet the demand, but we usually need two or three days
lead time. While we don’t need it on the 15th or 20th
day, if the affidavit comesin on the 25th, 26th, or 27th
day with the conversations characterized, recent
investigative leads summarized, and the continuing need
for interception set out, then we can amost certainly get
it signed before the interception period expires.

“Whether for an original or extension
request, each affidavit has to establish
probable cause for three things: that a
predicate crime as set forth in the statute
[18 U.SC. 2516(1)], has been or will be
committed; that the people you' re naming
asviolators are indeed committing these
offenses; and that the people you are
naming are using not just any phone but
THAT phone or, if it's a request for a bug,
THOSE premises to commit these specific

offenses.”
Frederick D. Hess

Whether for an original or extension request, each
affidavit has to establish probable cause for three things:
that a predicate crime, as set forth in the statute [ 18
U.S.C. 2516(1)], has been or will be committed; that the
people you' re naming as violators are indeed committing
these offenses; and that the people you are naming are
using not just any phone but THAT phoneor, if it'sa
request for abug, THOSE premises to commit the
specific offenses.

We apply astandard to determineif thereis
probable cause. Sometimesit’s difficult to meet, but if
the two main things we look for are there, everything else
usually falsinto place and our review can be done
quickly.

Firgt, you have to have independent evidence (that
is, evidence other than pen register information) within
the past six months that illegal activity was discussed on
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the target phone, or inside the target premises. For
example, an informant in adrug case says, “| called him
at this number [the target phone number] two months ago
and tried to buy drugs,” or within the last few months an
undercover agent called the target phone to buy drugs, or
the agent or informant was standing in the room where
the phone islocated when they overheard someone using
it for adrug-related conversation. There are a number of
other ways of doing it. For example, somebody’ s courier
isarrested and he says, “Yes, I’ ve done this before and
every time| get there thisis the number | call.” At the
same time, you have to have a pen register running on the
target phone that shows when the phone was used and
what numbers were called, which may be able to confirm
the callsidentified by the informant. In a pen register
analysis, you can't just list alot of phone numbers. Y ou
have to identify the number called and who uses it, and
whether there' s evidence that this personisinvolved in
the criminal activity. Thistype of analysis also helpsyou
determine which persons are likely to be intercepted in
criminal conversations during the interception period.

Second, you have to establish that at least one
pertinent phone call was made over the target phone
within the last 21 days—and that can be by the use of pen
register information. For example, the pen register shows
that the target phone has been used recently to contact a
known coconspirator. There' s a problem when you can't
get the independent evidence that the target phone has
been used in furtherance of the crime, and al you have
are pen registers that show that alleged drug traffickers
are calling other alleged drug traffickers, with nothing to
show what these conversations may be about.

| know that OEO’s pen register policy has
occasionally been a big bone of contention in the field.
The policy isin place because we have a responsihility to
the American people and to Congress to be very careful
in how we apply the statute. We are engaged in
extraordinary invasions of personal privacy and we
have to be as certain as possible that these people are
indeed doing what the affidavit alleges they’re doing.

“1 know that OEQO’ s pen register policy has
occasionally been a big bone of contention
in the field. The policy isin place because
we have a responsibility to the American
people and to Congress to be very careful
in how we apply the statute.”

Frederick D. Hess

We have devel oped ways of making pen registers
work without what some have called the “dirty” call. To
do that you have to establish a pattern of phone use that
supports other information in the affidavit. For example,
your informant tells you that atruck is driven from
Chicago to Texas every three weeks to pick up drugs.
The informant says that the subjects always stop in St.
Louis on theway back from Texas and call the target
phone to report that they’ re amost home. Physical
surveillance confirms that the subjects have stopped their
truck in St. Louis, and a pen register/trap and trace
revealsthat a call was received over the target phone
from St. Louis at this same time. The subjects are later
surveilled asthey park the truck at the location where the
target phone islocated. Around thistime, the pen register
goeswild indicating calls over the target phone to
persons who have drug records and/or are suspected of
distributing narcotics. Surveillance may then show that
thereisan increasein visits to the premisesthat are
consistent with drug trafficking.

Now you' ve established a pattern that tracks what
your informant told you. Y ou don’t have any traditional,
direct evidence of phone use, but showing this kind of
pattern between identifiable phone calls and the resulting
drug activity makesit go. There may be other ways of
doing thisaswell, and our attorneys work with the
Assistants in setting out the facts in order to establish
patterns where possible.

On the other hand, if al you have is that the
informant says that a subject is adrug dealer, and the
subject makes 100 or 200-plus calls a month to people
who have drug records, and that’ sit, that is not enough. |
don’t know whether that might be enough to stand up in
court, but that’ s not the standard we apply. We apply a
higher standard because we understand that Congress
enacted this statute, and Congress can take it away if it
perceives that we are not exercising our supervisory role
properly. It should not be easy to tap a phone, and we
should not accept the very lowest
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common denominator that a court might accept for
probable cause. We need alittle more than that. We don’t
ever want to jeopardize the existence of the wiretap laws,
and the way we do thisisto have atrack record of
judicious and careful application of the statute and a
record of not getting suppressed in court based on alack
of probable cause.

“ It should not be easy to tap a phone, and
we should not accept the very lowest
common denominator that a court might
accept for probable cause. . . . We don't
ever want to jeopardize the existence of the
wiretap laws, and the way we do thisisto
have a track record of judicious and
careful application of the statute and a
record of not getting suppressed in court
based on a lack of probable cause.”

Frederick D. Hess

DN: Have you succeeded in this?

FH: In every case except for onetime. | remember the
first timethat | met Steve Trott, who, at the time, wasthe
Assigtant Attorney General for the Criminal Division
(and who is now acourt of appeals judge on the Ninth
Circuit). He came to the Department in the early ‘80s
from the United States Attorney’ s officein Los Angeles
and, before that, he was in the district attorney’ s office in
Los Angeles. The first question he asked me was, “What
isyour rate of reversal on probable cause grounds?’ At
thetime, | was able to say that it had never happened.
Since then, we have been reversed once on probable
cause grounds, but this record is still quite extraordinary.
By the way, that’ sjust once in many thousands of cases.

DN: What happens in emergency situations?

FH: We have two concepts for an emergency situation.
Oneisthe statutory concept, which is a 48-hour
emergency, in which you get the Attorney General’ s oral
permission to intercept wire or oral communications for
48 hours without a court order. We don’t like these,
because 48 hours go by so fast that there's a panic at the
end to get it to court. The agents, who should be writing
their affidavit because they're going to haveto file
everything within 48 hours, no matter

what, are in the middle of the case. The problem is
getting around to writing it. Usually, it'swell past the
40th hour before we receive something, and we have to
do the whole review process with the clock ticking
because the statute mandates suppression of the evidence
if the application is not made within the 48 hours.
Because of this, we prefer to avoid them, so we limit
them to life-threatening emergencies, usually a
kidnapping or where a murder is believed to be
imminent. There still hasto be probable cause for the
phonein al of this, and you have to show need. If al you
can show are phone calls to the house of the kidnapped
victim’'s family, then you don't have a need for the tap
because you're listening to these calls with the family’s
permission, and you can identify the calling phone
(through atrap and trace). Instead, you have to be able to
show, usually through a pen register, that after the first
call was made to the family over the target phone, this
same phone was used to call somewhere else—maybe to
an accomplice. These |ater calls are the ones that have to
exist in order to justify the wiretap.

We can't worry too much about establishing
patterns or a strict application of the pen register policy
when alifeisin danger—that’s awhole different
atmosphere. We'll do it, but those situations create
enormous problems because agents and Assistants are
not disciplined to start writing right away. Instead of this
avenue to handle emergencies, we prefer a second
course—that someone writes a bare-bones affidavit as
rapidly as possible, and then we move very quickly and
expedite the process as much as possible. When we get
an affidavit that is in a shape that the Deputy Assistant
Attorney General can read it (because we don’t have time
to write an action memo), we send it forward with the
authorizing memo—this is assuming that the facts are
there. Obvioudly, thisis done only rarely, and not where
there' s just going to be a couple-pound load of cocaine
coming in tomorrow, because aload probably camein
last week and oneislikely to come in again next week.
Using just the affidavit and authorizing memo won't fly
for that kind of thing. If something huge happens, like a
person isin danger of being killed and we believe phone
calls are going to be made to hit men, we're going to be
up on that phone as soon as possible. Still, asyou can
see, it makes sense to do most emergencies as an
“expedited review” with an affidavit wherever possible,
rather than as a statutory, 48-hour emergency.

DN: What do you do with this bare-bones affidavit when
you receive it? Where does it go when it reaches you?
How isthis procedure different?

FH: 1t's got to meet al of the statutory requirements. The
differenceisthat we cal the Terrorism and Violent
Crime Section (or whatever section supervisesthe
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underlying offenses) and get a 1-2-3 okay. Wetell people
inthefield to notify FBI headquartersto get them to sign
off on this because, until they do, it's not going to

happen. We take the affidavit, call one of the five Deputy
Assistant Attorneys General, and explain that we cannot
write an action memorandum and that we will fax them
the affidavit as soon aswe get it. We review it here
quickly, advise the Assistant what changes or additions
are needed, and then we fax or hand carry it to Main
Justice.

DN: Doesthis affidavit ever see itsway into court?

FH: Yes, from the court’ s point of view it isjust like any
other affidavit. The point isthat thereisan
affidavit—that’ s the difference between the 48-hour
emergency and this expedited one. With the 48-hour
emergency, you have nothing, no paper at al. You have a
conversation between the Director of the FBI and the
Attorney Generd, after everyone underneath says “ okay,
let’sdo this,” and then within 48 hours you need an
application, order, and affidavit for usto review, and all
three have to be presented to the court within 48 hours
from the time the Attorney General orally authorizesit.
Forty-eight hours go by fast, and it'sinvariably a
weekend. Wheress, if you write an affidavit that you can
giveto ajudge prior to the tap, you' re authorized for up
to 30 days. The affidavit in a48-hour emergency hasto
be based solely on what the Attorney General knew when
she approved the emergency tap. When you go to court
after the emergency authorization, you can only tell the
judge as much as the Attorney General knew at thetime
she approved it, because the court has to validate the
emergency interception. Now, if you' ve had some
pertinent calls over the tapped phone in between, and you
want to keep up on the tap after 48 hours, you need a
separate extension request. The information in the
extension request will be different than in the 48-hour
emergency affidavit. Y ou have to be careful to keep the
documents separate because the first area of attack later
on is going to be that the 48-hour affidavit contained
something that the Attorney General didn’t know at the
time of her okay. If you have the bare-bones affidavit
presented to court to start with, you can intercept for up
to 30 days and won't have to worry about the 48-hour
paperwork and an immediate extension request.

MK We lost one where ajudge decided it wasn't atrue
emergency. We went up on awiretap pursuant to the
emergency provision and, when we applied for the
follow-up order, the judge ruled that it wasn’t an emer-
gency because we had time to file an affidavit in the first
place. Some cases are true emergencies. A child is
kidnapped and you' ve got to move fast. Most cases do

not fall into that category. What I’ ve discovered is that
the agencies often think it's easier to get an emergency
wiretap than it isto do the paperwork up front. They
think an emergency wiretap requires no paperwork from
the agents. But a 48-hour emergency means more
paperwork and in a much shorter time frame.

FH: 1 want to make a point also about the Electronic
Surveillance Manual. We published the manual
originally in 1991 and sent it to every office. It contains
draft forms for every conceivable pleading in a wiretap,
pen register, you name it. It has been updated, and will
soon be available on disk and on USABook. If an
Assistant has read this and has tailored the affidavit to
meet the requirements in the manual, then it can go
through our office very quickly.

DN: Do you have any final message for Assistants?

FH: I've been through this for 15 years and every so
often agreat case comes along that you' Il look back on
for years. I'm thinking of the Pizza Connection casein
which we worked with Rudy Giuliani when he was
United States Attorney in the Southern District of New
York. Louis Freeh was the AUSA in charge of the case.
Several of these cases have been summarized el sewhere
in this publication. (See pages 10 and 11.) These cases
are memorable and you know that the wiretap was the
thing that made the case. The wiretap is a great
investigative tool and it can make your case for you.
Cherish it, preserveit, and protect it. Don’t ask usto
push it beyond whereit is supposed to go. Live with our
pen register policy, because it has made the judges,
Congress, and others happy. We will work with you to try
to make it work in your case. Thisinvestigative tool is
too important to play games with.

DN: How do you think the AUSAs are doing on
wiretaps?

FH: They're doing great! «
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The information concerning provisions or applications of Title I11 in the articles by Assistant United States Attorneysin this
issue of the United States Attorneys' Bulletin are the opinion of the authors and not necessarily those of the Office of

Enforcement Operations, Crimina Division, or the Department.

T he Office of Enforcement Operations—|ts Rolein the

Area of Electronic Surveillance

Prepared by the Saff of the Electronic Surveillance Unit
Office of Enforcement Operations
Criminal Division

he Office of Enforcement Operations (OEO) isthe

Criminal Division office responsible for overseeing

the use of the most sophisticated investigative tools
at the Federal Government’ s disposal in furtherance of
domestic crimina investigations, including the
interception of wire, oral, and electronic communications
under Title 11 of the Omnibus Crime Control and Safe
Streets Act of 1968, as amended. As provided for in 18
U.S.C. § 2516 and Department of Justice (DOJ)
regulations, the Department’ s approval must be obtained
before applying to a Federal court for an order
authorizing such surveillance.” OEO also hasa
supervisory rolein the use of court-authorized video
surveillance, as well as the consensual monitoring of
non-telephonic communicationsin certain sensitive
circumstances.

In FY 1996, OEO’s Electronic Surveillance Unit
(ESU) reviewed over 1,300 electronic surveillance
requests—a figure amost 30 percent greater than that for
FY 1995. The ESU’s efforts in supervising the use of
electronic surveillance also include providing legal
adviceto investigators and Assistant United States
Attorneys (AUSAS), assisting with trial/appellate briefs
and motions when requested, providing training, and
assisting and commenting on all electronic surveillance
meatters that come through the Division. Julie P. Wuslich
isthe head of ESU and Janet D. Webb is the deputy
chief. Nancy Brinkac, Gina DiGiuseppe, Robert Gerardi,
Joan Holmes, Paul Joseph, Andrew Simonson, Natalie
Thornton, and Steven Wasserman support the Unit and
aredirectly involved in the review of wiretap requests.
OEO Senior Counsel Stephen Harwood assists ESU in

"While 18 U.S.C. 2516(3) alows United States Attorneysto
apply for a court order authorizing the interception of electronic
communications without the need for prior Crimina Division
approval, the United States Attorneys’ Manual, at 9-7.000, et
seg., requires prior Division approval for al applicationsto
intercept electronic communications except those involving the
interception of apha-numeric pager communications.

answering Title I11-related questions from the field. Once
recommended by ESU, requests for Title 11 approval go
to either Associate Director CarlaH. Raney, Senior
Associate Director Maureen H. Killion, or Director
Frederick D. Hessfor find review and recommendation
by OEO. (See accompanying interview and sidebar.)
Then the requests are sent to the Assistant Attorney
Generd’s (AAG) office for review and possible approval
by aCriminal Division Deputy Assistant Attorney
General, or by the AAG or Acting AAG. The application
must be reviewed and approved by the AAG or Acting
AAG if aroving interception isinvolved. (Anin-depth
description of this approval process appears elsewhere in
thisissue.)

OEO's ahility to keep pace with the demands of the
United States Attorneys' offices (USAOs) and the
Federal investigative agenciesin their use of electronic
surveillance is constantly being challenged by shifting
investigative priorities. An increase in funding for the
Drug Enforcement Administration (DEA) or the
Organized Crime Drug Enforcement Task Forces, or a
policy decision to increase the FBI’ sinvolvement in drug
investigations, clearly resultsin more work for OEO's
ESU. Thisis because Federal drug investiga-
tions—which target major drug importation and
distribution organizations—draw upon wiretaps, because
of investigative necessity, as one of their primary
investigatory tools. The use of electronic surveillanceis
likely to increase substantially with the expected creation
of dedicated wiretap unitsin a number of DEA field
offices. From ESU’ s experience, it is clear that even
relatively minor changes in electronic surveillance laws
can increase substantially the workload of that unit.

AUSASs should be aware that the growing number
of Titlel11 requests received in OEO has forced the
ESU’ sreviewersto prioritize their caseload to ensure
expeditious review of the most time-sengitive Title 11
pleadings. As such, it isimperative that pleadings be
submitted to OEQO as soon as practicable. Thisis
especialy true in the case of requests for extensions of
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interceptions of wire, oral, and/or electronic communi-
cations.

Criminal Division’s Review of
Title 111 Electronic Surveillance
Requests

Pursuant to 18 U.S.C. § 2510, et seq., the Attorney
General has delegated her authority to authorize
applicationsfor Title I11 electronic surveillance to the
Assigtant Attorney General, Acting Assistant Attorney
General, Deputy Assistant Attorneys General, and Acting
Deputy Assistant Attorneys General of the Criminal
Division. The Division has established the following
authorization process for applications for Title I11 court
orders authorizing the interception of wire and/or oral
communications:

1. A USAO and/or Federa criminal investigative
agency submits an affidavit and related
pleadings to the ESU.

2. The ESU refers the pleadings to the substantive
office or section of the Criminal Division for a
determination of the significance of the
investigation. Concurrently, the investigative
agency’ s headquarters personnel review the
affidavit to determine whether the pleadings are
legally sufficient and to make certain that the
objectives of the investigation are within the
general mandates and budgetary constraints of

the agency.

3. Also, concurrent to 2, an ESU attorney reviews
the pleadings to ensure legal sufficiency,
significance, and compliance with the
procedura requirements of Title 111 and with
Department policies.

4. Thenthe ESU prepares an authorization memo
for the signature of a Criminal Division official
who is designated by the Attorney General to
authorize regquests. In a separate memo, OEO’s
Director recommends to the reviewing official
that the request for

traditional investigative methods lesslikely to be
successful. These cases a so involve complex offenses

interception be authorized or rejected. The official may
then accept or reject this recommendation.

5. If approval is granted, a copy of the authoriza-
tion memo, the Attorney Genera’s Order of
Specia Designation, and aletter from the
Director of OEO are sent to the USAO advising
the United States Attorney of the approval. The
first two documents are to be filed with the
court as part of the court authorization process.

6. The USAO then files the respective pleadings
and authorization memorandum with the district
court and, if the judge agrees with the request to
intercept, he/she will sign the court order
authorizing the interception.

Although not statutorily mandated by Title 111 or the
Electronic Communications Privacy Act of 1986
(ECPA), asimilar review procedure isin placein OEO
to handle USAO requests for court orders authorizing the
interception of electronic communications (e.g.,
computers and facsimile machines), except those being
placed to digital display paging devices. (For digital
display paging devices, authorization by a supervisory
attorney in the USAO isrequired.) ECPA requirements
that must be complied with prior to the interception of
pager communications, including the need for a court
order, are believed sufficient to address applicable
privacy concerns without the need for prior Criminal
Division authorization.

Government Use of Electronic
Surveillance—
Extremely Important Cases

The following are just a sample of the major law
enforcement investigations where electronic surveillance
was critical to a successful resolution of the matter,
whether obtaining the conviction of drug traffickers and
the forfeiture of millions of dollarsin drug assets or
preventing the destruction of Government property and
the loss of innocent lives. Generally, what distinguishes
these investigationsis the extremely secretive and
sophisticated nature of the targeted individuals, whose
knowledge of law enforcement techniques and intense
fear of being detected and arrested leads them to be
highly cautious in dealing with persons they don’t know.
These characteristics make

and/or alarge number of defendants. In each of these
Title 11 cases, wiretaps and bugs were essentia to the
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arrests and prosecutions of the defendants, and the
seizure of millions of dollarsin narcotics proceeds or
other forfeitable assets.

The Commission Case—Organized Crime
Convictionsin Southern District of New York

In September 1983, the FBI began the firstina
series of wiretaps and bugs targeting “the Commis-
sion”—the bosses of organized crime’ sfive leading
families. The Title 111 electronic surveillancein this
investigation, employed continuoudly for 18 months, was
extremely productive, providing the FBI with details of
organized-crime-related activities that were well beyond
the knowledge of any FBI informant. The information
obtained from the Title 11 surveillance was used to put
together an airtight case against the defendants.

Based in large part on the electronic surveillance
information, the defendants were charged in the Southern
District of New Y ork with racketeering activities,
including murders, loansharking, labor pay-offs, and
extortion in the concrete industry. The prosecution
presented more than 100 taped conversations at trial to
bolster the informant information, other witnesses
testimony, and surveillance photographs. Eight
defendants were convicted, including the heads of the
Genovese, Lucchese, and Colombo organized-crime
families.

Paul Castellano/John Gotti—Organized Crime
Convictionsin Eastern District of New York

In the early 1980s, the FBI commenced a Titlell1
investigation of Paul Castellano, the reputed boss of the
Gambino organized crime family. Agentsinstalled bugs
in Castellano’ s residence, and the intercepted
conversations reveal ed that Castellano’ s organization
was involved in numerous racketeering activities,
including internationa car theft and conspiracy to
murder. In February 1986, six of Castellano’ s associates
were convicted of running the car theft ring.

In December 1985, Castellano was murdered by
associates of John Gotti in apower struggle for control of
the Gambino organization. To obtain evidence of the
murder, FBI agents installed bugs and wiretapsin a
socia club frequented by Gotti. Based on intercepted
conversations, Gotti was convicted in April 1992 of
racketeering and conspiring to murder Castellano. Gotti's
efforts to challenge his Federa conviction were rebuffed
by the United States Supreme Court, and his conviction
was upheld. Heis currently serving a sentence of
multiple terms of life imprisonment without the
possibility of parole.

Herrera-Buitraga Organization—Cali Cartel
Investigation in Eastern District of New York

One of the most successful uses of wiretapsin a
narcotics investigation occurred in connection with the
DEA'’sinvestigation of the Herrera-Buitraga organiza-
tion. The investigation, which targeted New Y ork City-
based operatives for the Cali, Colombia, cocaine cartel,
was largely dependent upon approximately 18 months of
continuous court-authorized wiretaps of cellular
telephones used by members of various New Y ork cells
reporting to mgjor drug lordsin Cdli. During the
investigation, the DEA was able to identify and tap over
100 cellular phones. The conversations led directly to
millions of dollars’ in cocaine and cash, which were
seized by the DEA at various pointsin the investigation.
At the conclusion of the tapsin December 1991, the
DEA arrested more than 100 individuals and seized
$14.6 million in cash. Records seized during the arrests
indicated that this group had been shipping $50 million a
month in cocaine profits from New Y ork to Cali.

The wiretaps were of critical importancein this
investigation because the sophisticated and compart-
mentalized method of operation of the organization made
the limited informant information of little importance. No
oneinformant was in a position to provide more than the
barest details on any area of the operation. Without the
wiretaps, the DEA would not have successfully tied the
operation to the Cali Cartel, or identified the participants
and their method of operation.

Operation Illwind—Defense Procur ement Fraud
Convictionsin Eastern District of Virginia

Between January 1987 and July 1988, the United
States Attorney for the Eastern Digtrict of Virginiaand
the FBI conducted a series of court-authorized inter-
ceptions of wire and oral communications of severa
defense procurement consultants in the District of
Columbia, the Eastern Digtrict of Virginia, the Middle
Didtrict of Florida, and the Eastern District of New Y ork.
The investigation, known as “ Operation Illwind,”
focused on allegations of bribery and fraud being
committed by Department of Defense employees,
contractors, and consultantsin the award of massive
procurement contracts for the military.

After 18 months of court-approved Titlell!
interceptions, including approximately 30 “ spinoff”
wiretaps, the FBI executed approximately 45 search
warrants and seized massive amounts of personal and
corporate records. The investigation resulted in
64 convictions and $622 million in fines, including a
$190 million fine against the Unisys Corporation.
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Walter Moody—Murder of a Federal Judge
Conviction in the Northern District of Georgia

In December 1989, Robert VVance, ajudge on the
United States Court of Appeals for the Eleventh Circuit,
was killed by abomb that was mailed to his residence. In
April 1990, Federal agents targeted Walter Moody as a
suspect in the bombing and, pursuant to a Title 111 court
order, placed bugsin Moody’ s residence. Agents learned
that Moody talked to himself about the bombing. In June
1990, Moody was arrested on an unrelated charge, and
agents placed a bug in his prison cell. In June 1991,
Walter Moody was convicted of first degree murder for
killing Judge Vance. Prosecutors used evidence obtained
from the bug in the prison cell to prove that Moody had
created and sent the bomb.

Chinese Organized Crime—Gang Kidnapping
Southern District of New York

On March 18, 1994, four Chinese nationals were
kidnapped from alocation in New Y ork City by six men.
This case, like severa others recently, concerned illegal
alien smuggling. Over the following day and a half, the
kidnappers made 15 to 20 telephone calls to an associate
of the victims, demanding money in exchange for their
safe release. The kidnappers provided the associate with
the number of acellular phone and instructed him to
contact them on that telephone. During this period of
time, apen register installed on the cellular phone
revealed numerous telephone calls from the cellular
phone to other phones.

On March 19, 1994, the Attorney General
authorized the emergency interception of communi-
cations over the cellular telephone used by the
kidnappers. The wiretap was credited with leading to a
successful resolution of the situation: the four victims
were recovered, relatively unharmed, and 12 people were
arrested.

RUKBOM—Domestic Terrorism
Northern District of Illinois

In RUKBOM, adomestic terrorism case, the
El Rukn street gang in Chicago, attempting to act asa
surrogate for the Libyan Government, proposed to shoot
down acommercia airliner with a stolen military rocket,
in return for financial remuneration. Electronic
surveillance enabled law enforcement agents to prevent
this attack, thereby saving over 100 lives (and possibly
more) by averting a domestic disaster similar to the
terrorist bombing of Pan Am Flight 103 over Scotland.

Zorro ll—Cali Cartel’sOperationsin the
United States

Central Digtrict of California and nine other
United States Attorneys Offices

An extremely successful use of wiretapsin anar-
coticsinvestigation, code-named Zorro |1, occurred in
DEA'sinvestigation of the Cali Cartel’ s operationsin the
United States. This investigation was concluded in the
spring of 1996 and used over 90 court-authorized
wiretaps (including extensions) that were conducted over
nine monthsin ten judicial districts. Based on
information produced by the taps, over 130 persons were
arrested and 5,598 kilograms of cocaine and
approximately $9 million in cash from drug proceeds
were seized. (Commendationsissued to AUSASIn
connection with this matter were previously detailed in
the July 1997 issue of the USAB.)

Use of Electronic Surveillance—
Questions and Answers

Q:  Why does OEO have a21-day current probable
cause requirement in wire, oral, and electronic
interceptions?

A: Intertwined with the probable cause requirement of
the Fourth Amendment and the provisions of Title Il is
the requirement that the information of criminal conduct
and facility/premises usage—even if clearly
established—not be stale; i.e., isnot just historical in
nature but is also such that ajudge could reasonably
conclude that the information is still current and the
criminal activity is ongoing. Over the years, OEO has
established a“ 21-day rule”’ to show that the probable
causeistill “fresh.” This means that when the Assistant
Attorney Genera’ s office receives the request to
authorize aTitle 111 application, the latest use of the
targeted facility or premisesin connection with the crime
must be within 21 days of that review. Thistime frame
allows afew daysto transpire before the application is
presented to the district judge, thus ensuring that the
information establishing probable cause will not become
stale in the intervening period. While the 21-day rule may
seem arbitrary, it has served the Government well. The
various agency headquarters understand the basis for the
rule and do their best to ensure that the affidavits meet
this requirement before they are sent to OEO for review.
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Q:  What isthe Criminal Division's pen register policy
for wireinterceptions?

A:  The Crimina Division’s pen register policy
(instigated and supported by Acting Assistant Attorney
General John C. Keeney) isthat pen register information
aloneis not sufficient to establish probable cause for a
wiretap.”™ Pen register records only show that one phone
is being used to call another phone. They do not show
that the phones are being used to discuss criminal
meatters. Therefore, there must be a showing (indepen-
dent of pen register records) from which ajudge may
conclude that the phone to be tapped has been used in
furtherance of specified criminal activities within the six-
month period preceding the application. Obvioudly, the
easiest way to do thisisfor an informant to have a
consensually recorded conversation about criminal
activities with a subject using the target phone. There
are, however, other ways to show that the phoneis being
used to further criminal activities of the subjects. For
example, an informant may see or overhear a subject
using the target phone in connection with the criminal
activities.

Finaly, adetailed analysis of pen register activity
showing a pattern of calls from the target phone at or
around the time of known criminal activity may often be
sufficient to establish probable cause for awiretap. For
example, probable cause will be established if, after each
payment of a bribe to arepresentative of a public official,
the pen register analysis shows that thereisacall to the
phone of the targeted official. Alternatively, if pen
register analysis shows consistently that, before the
delivery of adrug shipment, there were callsto the
source of drugsin Mexico or Colombiaor to contactsin
each of the places where the drugs will be transiting,
followed by aflurry of callsto known drug customers
when the drug shipment is delivered, such a pattern is
usually sufficient to establish probable case that the
phoneis being used in connection with the specified
crimina activity. Each of those instances, coupled with
pen register analysis showing calls from the target phone
to known criminal associates within the preceding 21
days, should be sufficient to obtain Criminal Division
authorization to apply for awiretap. It isimportant to
stress that raw pen register data, showing callsto
suspected criminal associates, without an extensive
analysisto establish patterns of activity such as described

"" OEO Director Frederick Hess provides additional
commentary regarding OEO’s pen register policy in his
interview.

above, will normally not be sufficient to establish
probable cause for awiretap.

Q: Do therequirements differ regarding the use of
Title 11 to intercept electronic and wire communications
generated via computer or PC? Who in OEO handles
these types of Titlel11s?

A:  If acommunication is neither “wire” (which
requiresan “aural,” or voice transfer) or “oral,” thenitis
electronic, and thereisno distinction in Title 1l asto the
interception of different facilitiesthat are used in
connection with sending and recelving el ectronic com-
munications (e.g., computers, fax machines). If investi-
gators wish to intercept a computer-to-computer
transmission, then thisis a purely electronic communi-
cation, and isintercepted as provided for in 18 U.S.C. §§
2516(3) and 2518. If the communication has been sent
and becomes a “ stored electronic communication,” it may
be retrieved as provided for in 18 U.S.C. § 2703
(whether it is stored with a service provider or in a
remote computing service). ESU attorneys who review
Title 111 requests can provide assistance with these
computer transmissions.

In situations where a computer has been seized and
investigators wish to gain access to its contents, this
planned seizure of informationisnot a Titlell!
interception. Questions in this area should be directed to
the Computer Crimes and Intellectual Property Section of
the Criminal Division. Note, however, that if the
computer user can be considered a“publisher,” then any
attempt to retrieve information stored in the computer
may implicate provisions of the Privacy Protection Act of
1980 (42 U.S.C. 2000aa), and an approval process
relating to conducting such a search would be handled by
OEO's Policy and Statutory Enforcement Unit.

Q: Does OEO have arolein coordinating multi-
district investigations that use Title [11s?

A:  Yes Generaly, inamulti-jurisdictiona investi-
gation, OEO assigns one attorney to review al the

Title 11 applications. This attorney ensures that the
applications submitted by the various districts are
consistent with each other asto probable cause, the
identification of subjects, and investigative objectives,
and that each application correctly refersto the other
applicationsfiled, and establishes the investigative need
for each wiretap, addressing specifically how each
wiretap interrelates with the others. Moreover, the OEO
attorney may help identify potential conflictsin the
investigation that might be caused by the planned
takedown of acase in one jurisdiction while the
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investigation continues elsewhere. Finally, the OEO
attorney attends investigation strategy sessions where
such strategies are discussed and plans are formulated to
initiate additional wiretap cases.

Q:  Under what circumstances does the Government
need to obtain a Title 111 order to intercept electronic
communications to a pager? When will a search warrant
suffice? Are there any exceptions?

A:  Threetypes of pagers are addressed specificaly in
Titlel11: (1) tone-only pagers, (2) digital display pagers,
and (3) tone-and-voice pagers. Tone-only pagers simply
beep when acall isreceived, digital display pagers
exhibit messagesin letters and numbers on a small
screen, and tone-and-voi ce pagers receive the spoken
message sent by the caller. Only digital display and tone-
and-voice pagers require Title I11 authorization before
interception. Because digital display pagersreceive

€l ectronic communications for which an expectation of
privacy exists, the Government must obtain an order to
intercept electr onic communications pursuant to 18
U.S.C. § 2516(3) and § 2518, when it seeksto usea
clone of the targeted pager to intercept the electronic
communications being transmitted to the targeted pager.
Interception orders for digital display pagers may be
sought for any Federal felony. On the other hand, tone-
and-voice pagers require an authorization to intercept
wire communications and, thus, the application must
specify one of the Federal offenseslisted in 18 U.S.C.

§ 2516(1), and must be authorized by a specified
Department of Justice official.

While pager applications are not reviewed by
OEO, and authorization by Criminal Division officialsis
not required, they must be authorized by a supervisory
attorney in the USAO. It isimportant to remember that
the affidavit, application, and order must meet all
requirements of 18 U.S.C. § 2518, including probable
cause, statements of prior application, and duration.
Progress reports must be filed if requested by the court,
and extensions also must be approved by a supervisory
attorney in the USAO. Additionally, pager Title I11s may
be signed only by district court judges, not by
magistrates[18 U.S.C. 88 2516(1) and 2516(3)].

It isimportant to distinguish between using aclone
pager to intercept electronic communications as they are
transmitted, for which a Title 111 order isrequired, and
obtaining stored paged messages directly from a pager
after it has been lawfully seized incident to an arrest.
When agents arrest an individual and lawfully seize the
individual’ s pager, the agents are in lawful possession of
the pager, but may they retrieve the stored messages
without obtaining a search warrant? While no

expectation of privacy exists for those persons who sent
messages to the seized pager, [see United Sates .
Meriwether, 917 F.2d 955 (6th Cir. 1990) (where
defendant could not claim an expectation of privacy in
the phone number he input into a pager that was seized
by agents)], an expectation of privacy does exist for the
person in possession of the pager at the time of the
seizure. This expectation may be overcome, however, by
one of the exceptions to the warrant requirement,
especially where agents are aware that pager messages
could be logt if not retrieved, and thus exigent
circumstances may exist. [See also United Statesv.
Chan, 830 F.Supp. 531 (N.D. Cal. 1993) (pager seized
incident to arrest); United States v. Lynch, 908 F.Supp.
284 (D. V.l. 1995) (same); United Statesv. Ortiz, 84
F.3d 977 (7th Cir. 1996) (same); United States v. Reyes,
922 F.Supp. 818 (S.D.N.Y. 1996).] These courts upheld
the warrantless retrieval of numbers from the memories
of pagers seized incident to alawful arrest and during
consensual searches of cars.

Q:  Why dowe need aTitle 111 application to intercept
apager? lsn’t the privacy right in wire communications
entirely different in nature than electronic
communications?

A:  Whiletelephone calls and communications over a
digital display pager are different in nature, they are il
“communications’ protected both by Title 111 and the
Fourth Amendment. While some argue that pager
intercepts provide similar information to that obtained
from pen registers, thisis not totally true. What a pen
register records— and which the Supreme Court has held
isnot protected by the Fourth Amendment—are the
numbers dialed from atelephone in order to reach
another party and carry on a conversation. The numbers
dialed wer e not the intended communication. In contrast,
the numbers a pager intercept records are the numbers
the caller punches into his or her phone after making
contact with the pager company. These numbers—often
the phone number to be called to return the incoming
call, or codes like “911” for emergencies or types of
access numbers—are, in fact, the intended
communication. Thisisadistinction that makes all the
difference, both statutorily and congtitutionally.

Q:  What aredigital anayzersand cell site simulators,
and isacourt order required to use them?

A: Itisnow possible for agents to capture electron-
ically the unknown electronic serial number (ESN) or
telephone number of a cellular telephone through the use
of adevice known asadigital analyzer. It can be
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programmed to identify the telephone number assigned to
the subject cellular telephone and tel ephone numbers
dialed from this phone, aswell asits ESN; i.e., a number
assigned by the cellular telephone manufacturer and
programmed into the telephone. Although this deviceis
also capable of intercepting both the numbers dialed
from the cellular phones and the voice (wire)
communications to and from cellular telephones, the
digital analyzer is programmed so it will not intercept
cellular conversations or dialed numberswhenitis used
for the limited purpose of seizing ESNs and/or the
cellular telephone’ s number.

Similarly, acell site simulator (CSS) can provide
agents with a cellular telephone’ s ESN and mobile
identification number (“MIN,” which contains the
cellular telephone number and other information related
to the operation of the phone). The CSS simulates some
of the activities of acellular service provider's cell site
transmitter, albeit in a much smaller area, and alows
agentsto query cellular phones for their ESNs and MINs
through “autonomous registration,” an activity acell site
transmitter normally conducts to identify cellular phones
operating within its cell or area. Like areal cell site
transmitter, the CSS can determine ESNs and MINs of
cellular phones that are “ powered up” or turned on. (The
phone need not bein a“use’” mode; the information can
be obtained unbeknownst to the cellular phone user.)

In addition to capturing ESNs and MINs of cellular
telephones, digital analyzers/CSSs can capture the cell
site codes identifying the cell location and geographical
sub-sector from which the cellular telephoneis
transmitting; the call’ sincoming or outgoing status; the
telephone numbers dialed (pen register order required);
and the date, time, and duration of the call. Thiscell site
datais transmitted continuously from acellular telephone
(not by the user) as a necessary part of call direction and
processing. The service provider uses thisinformation to
connect with the account in order to direct calls, and
constantly reports to the customer’ s telephone a readout
regarding the signal power, status, and mode of the
telephone.

If a Government agent, without involving the
cellular telephone service provider, uses adigital
analyzer or CSS either to obtain from a cellular phone its
MIN and ESN, it does not appear that there are
constitutional or statutory constraints on the warrantless
use of such a device by the Government. See In The
Matter of the Application of the United Sates of
America for an Order Authorizing the Use of a Cellular
Telephone Digital Analyzer, 885 F. Supp. 197 (C.D.
Cal. 1995), and Smith v. Maryland, 442 U.S. 735 (1979)
(the Fourth Amendment provides no privacy protection
for numbers dialed on atelephone). With regard to 18

U.S.C. §8 3121-3127 (pen register/ trap and trace
statutes), the Department’ s policy is that, to the extent
CSSs and digital analyzers are used as pen registers or
trap and trace devices, they should only be used pursuant
to a court order issued pursuant to these statutes.

Specificaly, Title l11’s provisions (18 U.S.C.

8§ 2510-2522) would not apply to the use of adigital
analyzer or a CSS when they are used to capture call
processing information (MIN, ESN, cell site location,
status of call, etc.) because they do not intercept the
contents of any wire, oral, or electronic communication
asthe term “ contents” is defined by Title I11. Currently,
Section 2510(8) states, “‘ contents,” when used with
respect to any wire, oral, or electronic communication,
includes any information concerning the substance,
purport, or meaning of that information.” ESNSMINs
and other automatic call processing information that are
technologically necessary for the service provider to
process cellular calls are not the types of transmissions
Congress included within Section 2510(8)’ s definition of
“contents’ when it was amended in 1986. [See S. Rep.
No. 541, 99th Cong., 2d Sess. 13 (1986).]

In addition, there is no “ electronic communication”
[as defined by 18 U.S.C. § 2510(12)] unlessthe MIN or
ESN is“transmitted in whole or in part by awire, radio,
€l ectromagnetic, photo electronic, or photo optical
system that affects interstate or foreign commerce.” A
transmission normally contemplates a sender and a
receiver. The ECPA legidative history regarding the
definition of wire communication warns against an
improper mechanical reading of the phrase “in whole or
inpart. .. by theaid of wire. . . ,” and states that the
phrase “isintended to refer to wire that carriesthe
communication to a significant extent from the point of
origin to the point of reception, even in the same
building. It does not refer to wire that isfound inside the
terminal equipment at either end of the communication.”
[S. Rep. 99-541, 12.] Thus, it does not appear that MINs
and ESNs “forced” from the cellular telephone by the
CSS or obtained by adigital analyzer are “electronic
communications” within the contemplation of 18 U.S.C.
§2510(12).

If cell siteinformation istreated as a subscriber
record or other information rather than a contempo-
raneous electronic communication covered by Titlelll,
then 18 U.S.C. § 2703 (regarding stored electronic
communications) might apply. It should be noted,
however, that Section 2703 controls disclosures by
service providers to Government entities and does not
prohibit the Government from obtaining such information
on its own without involving the service provider.
Additionally, because CSSs and digital analyzers do not
access communications in electronic storage in afacility
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with electronic communication service, Section 2703
does not apply.

Q:  Arecordlesstelephones covered by Title 111?

A:  Sections 2510(1), 2510(12), and 2511(4)(b) of
Title 18, U.S.C., were amended in 1994 to include the
radio portion of cordless tel ephone communications as
protected wire or electronic communications. Conse-
quently, there is no longer an exception to the Title 111
requirements for the radio portion of a cordless phone.
Now aTitleI1l order isrequired to intercept all wire
communications over a cordless, cellular, or landline
telephone. lllegal interception of the radio portion of
cordless telephone communications is subject to the same
criminal penalty scheme that is applied to theillegal
interception of cellular telephone communications. The
penalty for afirst offense isafine of not more than
$5,000 if the interception was not for atortious or illegal
purpose, or for purposes of direct or indirect commercial
advantage or private commercial gain, and the wire or
€lectronic communication is not scrambled or encrypted.

Two practical effects of this provision are that
agents may no longer use a scanner to monitor any
telephone conversations without obtaining court
authorization [18 U.S.C. § 2510(1)], and second, the
provision applies not only to law enforcement but to
private citizens monitoring cordless phone conversations
on their scanners. Citizens may not monitor scanners and
then give that information to law enforcement. Existing
case law states clearly that only inadvertent
interceptions can be used by law enforcement. If acitizen
isintentionally monitoring cordless or cellular phone
conversations, that information is not admissible and the
person could bein violation of Title 111 [Thompson v.
Dulaney, 970 F.2d 744 (10th Cir. 1992); Bessv. Bess
929 F.2d 1332 (8th Cir. 1991); and Shaver v. Shaver
799 F. Supp. 576 (E.D.N.C. 1992)].

Q:  What process can the Government take to seize
information contained in an €l ectronic notebook?

A:  Electronic notebooks are small, electronic address
books used to store names, numbers, and other
information often found in drug ledgers. When an agent
seizes one of theseitems, aTitle 111 order is not needed to
search the information contained in the notebook because
theretrieval of the datais not an “intercept” as defined in
18 U.S.C. § 2510(4). However, a search warrant may be
needed depending on the circumstances described below.
There is a protected expectation of privacy in the
memory of an electronic data notebook. [United States v.
David, 756 F.Supp. 1385, 1390 (D. Nev. 1991); United

Satesv. Chan, 830 F.Supp. 531, 534 (N.D. Cal. 1993)]
An electronic address book is “indistinguishable from
any other closed container and is entitled to the same
Fourth Amendment protection.” [David, 756 F.Supp. at
1390. See al'so United Statesv. Blas, 1990 WL 265179
(E.D. Wis. 1990)]

The expectation of privacy exists regardless of
whether the notebook has password protection or not. A
password to an electronic address book is analogousto a
key to alocked container. [David, 756 F.Supp. at 1391]

Because closed containers are accorded Fourth
Amendment protection, an exception must exist to justify
awarrantless search of an electronic data notebook. For
example, as with other closed containers, police may
examine the contents of containers found on or near an
arrestee during a search without a search warrant. [New
York v. Belton, 453 U.S. 454, 461 (1981)]

In David, an agent seized the defendant’ s address
book based on the agent’ s belief that the defendant was
deleting information from it. [David, 756 F.Supp at
1392] Once the address book was seized, however, the
exigency that justified the seizure evaporated, and the
warrantless search of the contents of the book was
unjustified. [1d] Fear that the device's batteries would die
and, therefore, the information would be lost, was not
sufficient to justify asearch. [Id. at 1392 n.1.]

As noted in David, the data contained in electronic
data notebooks can be deleted easily and, therefore,
exigencies may arise that justify seizure of the devicesto
prevent loss of evidence. [Id. at 1389] However, the
“difference between possessory interests and privacy
interests may justify awarrantless seizure of a container
for the time necessary to secure awarrant, where a
warrantless search of the contents would not be
permissible.” [Id. at 1392]

Q:  What isrequired to seize stored wire
communications in avoice mail system?

A:  There has been much debate about whether a Title
[11 order or asearch warrant is needed to seize wire
communications stored in avoice mail system. The
confusion exists because the statutory definition of wire
communications—the body of case law defining the
meaning of an interception—and the legidative history
do not give asuccinct and cohesive answer. It is
Department policy that if the Government is seeking to
seize wire communications stored in a voice mail system,
asearch warrant isrequired. If the Government seeksto
capture wire communications contemporaneoudly as they
areleft on avoice mail system, then aTitle 11 order is
required. Recently, in United Satesv. Moriarty,
F.Supp. ___ (D. Mass. 1997) (1997 WL 249206, May 7,
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1997), the court accepted the magistrate’ s report and
recommendations concerning a motion to dismiss a count
of an indictment. Specifically, the Government indicted
the defendant on charges of illegal wiretapping, under 18
U.S.C. 8 2511(1)(a), and unlawful accessto voice mail,
inviolation of 18 U.S.C. § 2701. Pursuant to the Double
Jeopardy Clause of the Fifth Amendment, the defendant
sought dismissal of the wiretapping count, arguing that
the wire

tapping counts and voice mail counts were duplicitous.
The Government argued that Section 2511(a)(1) requires
the defendant to actually acquire the content of a
communication, and Section 2701 only requires access to
it which, by implication, does not necessitate the
acquisition of the communication. In other words, when
the defendant listened to the voice mail messages, he did
more than just access them, he intercepted them. The
court’s analysis, too, focused on the differences between
the terms “intercept” in Section 2511(a)(1) and “access’
in Section 2701. The court, however, determined that the
term “‘intercept’ reguires the contemporaneous
acquisition of the information, whereas ‘ access' could
apply to both contemporaneous and stored trans-
missions.” Under the facts of this case, the court found
that the defendant’ s listening to the voice mail messages
did not make it an intercept within the meaning of 18
U.S.C. 8 2511(8)(1) because “[o]nly the interception of
voice mail whilein transmission, like awiretap on a
telephone in use, can amount to a violation of Section
2511 [of Title 18, United States Code].” Accordingly, the
wiretap count was dismissed.

Based on this court decision, it appearsthat only a
search warrant would be needed to obtain stored wire
communications on avoice mail system, because
accessing the communications after transmission would
not be a contemporaneous interception for which a Title
[11 order would be needed.

Conclusion

On the opposite page is a chart that shows for each
type of communication, the applicable section in the
U.S.C., who approves the order, and other stepsto take
when court orders are necessary to obtain access to wire,
oral, and electronic communications.

For further information, please contact Electronic
Surveillance Unit attorneys during work hours at
(202) 514-6809 or, for after-hour emergencies, through
the Justice Command Center at (202) 514-5000. <«
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M echanisms by Which the Government Can Obtain Wire, Oral, and
Electronic Communications and Related Infor mation™"

Subpoena (Admin.,

communicationsin electronic
storage more than 180 days,
see 18 U.S.C. § 2703(a)

U.S.C. § 2703(d); prior
notice to customer or
subscriber unless noticeis

U.S.C. § 2703(a), (b); no
prior notice

Type of Communication Court Order Search Warrant grand jury, trial)
Wire, electronic, or oral Pursuant to 18 U.S.C. N/A N/A
communications (e.g., § 2510, et seq. (Title 111);
telephone calls, pager must be signed by a Federal
messages, faxes, Emails, district court judge
computer transmissions, and
face-to-face communications)

Stored electronic N/A Asprovided forin 18 N/A
communications (e.g., Emails, U.S.C. §2703(a); no

pager messages, and voice prior notice to customer

mailsin storage 180 days or or subscriber

less); see 18 U.S.C. § 2703(a)

Stored electronic Drafted pursuant to 18 As provided for in 18 As provided for in

18 U.S.C. § 2703(a),
(b); prior noticeto
customer or

credit records, payroll

aremote computing service
(e.g., Email, business records,

U.S.C. § 2703(d); prior
notice to customer or
subscriber unless noticeis

U.S.C. § 2703(b); no
prior notice

delayed pursuant to § 2705; subscriber unless
magistrate may sign noticeis delayed
under § 2705
Material held or maintained on | Drafted pursuant to 18 Asprovided forin 18 Asprovided for in

18 U.S.C. § 2703(b),
prior notice to
customer or

" This table does not address prison monitoring, consensua monitoring, or the use of video surveillance. Questions regarding the use

records); see 18 U.S.C. § delayed under § 2705; subscriber unless
2703(b) magistrate may sign noticeis delayed
under § 2705
Continued

of these investigative techniques should be referred to the Office of Enforcement Operations' Electronic Surveillance Unit.
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Subpoena (Admin.,
Type of Communication Court Order Search Warrant grand jury, trial)

Toingtal or useapenregister | Pursuant to 18 U.S.C. N/A N/A
or atrap and trace device § 3121, et seq.; magistrate

may sign; order sealed until

otherwise ordered by court
Government use of adigital N/A N/A N/A
analyzer, Trigger-fish, cell site
simulator, or other deviceto
capture cellular phone ESNs,
MINs, and cell sitelocale,
without the aid of the service
provider
A record or other information Drafted pursuant to 18 Asprovided forin 18 N/A
about a subscriber or customer | U.S.C. § 2703(d); U.S.C. § 2703(c)(1)(B);
of acommunications service magistrate may sign; notice | notice to customer or
provider or remote computing | to customer or subscriber is | subscriber is not required
service (not including the not required
contents of communications);
see 18 U.S.C. § 2703(c)(1)(B)
Name, address, local andlong | Drafted pursuant to 18 Asprovided forin 18 Asprovided for
distance toll records, U.S.C. § 2703(d); U.S.C. § 2703(c)(2)(C); in18 U.S.C.
telephone numbers, or other magistrate may sign; notice | notice to customer or §2703(c)(1)(C);
subscriber numbers or to customer or subscriber is | subscriber isnot required | noticeto customer or
identities, and types of service; | not required subscriber is not
see 18 U.S.C. § 2703(c)(1)(C) required
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Electronic Survelllance Guide

Michael R. Klaire, Trial Attorney
Narcotic and Dangerous Drug Section
Criminal Division

“We just arrested the main target of our investi-
gation and he had a pager on him. |s a search warrant
required to look at the stored messages?’

“1 have a case involving fraud over the Internet, and
| want the subscriber information for atarget subject’s
account. Do | need a court order or will asubpoenabe
sufficient?’

“1 know | need aTitle 11 to record the bad guy’s
conversations. What if | want to put avideo camerain his
residence. Do | need aTitle 11?7 Do | haveto send the
affidavit to Washington for approval ?’

Every Assistant United States Attorney (AUSA)
working with agents on ongoing criminal investi-

gations will be asked these types of questions.
Specificadly, the agents want to know what type of court
order, if any, is needed to obtain electronic information
such as phone records, dialed numbers, and computer
files. Attached is a chart of the most commonly requested
searches conducted in a criminal investigation, from real-
time interceptions to stored computer records. Please
note that there are many issuesinvolved in doing
electronic searches that are not covered here.
Specificaly, the statutes and case law dictate different
notice, disclosure, minimization, and reporting
requirements for each type of search. Please contact the
Electronic Surveillance Branch of the Office of
Enforcement Operations (OEO), at (202) 514-6809, or
the Computer Crimes Section at (202) 514-1206, with
any questions concerning these requirements. The chart
is broken down into the following headings:

1. Information Sought: Set forth below are genera
categories of requested information, ranging from the
numbers dialed from a subject’ s phone to the sub-
scriber’ s name, to the actual intercepted conversations.
Asdefined in 18 U.S.C. 2510, a“wire communication”
isany communication involving a phone (cordless,
residential, business, even cloned). An “oral communi-
cation” isany conversation intercepted through the use of
abug or listening device placed in the room. An
“electronic communication” is anything intercepted over
a pager, computer, or facsimile machine. Under Federal
law, if one party to awire, oral, or electronic

communication consentsto therecording or
monitoring of that communication, then no order,
warrant, or Titlel11 isrequired. The categories set
forth in this chart apply to situations when no party
consents to the interception of the communication.

2. Device: This category provides common terms for
interception or access devices. Some agencies may refer
to apen register asa“DNR” (Dialed Number Recorder).
A Caller ID deviceisthe samething asa“trap and
trace.”” A “cell site simulator” or “digital analyzer” isa
device that captures the electronic serial number and
phone number of acellular phone. A “cloned cellular
phone” isadevice that is programmed to copy and
capture the billing information of another phone so that
any calls made by or to the cloned cellular phone are
billed to the legitimate subscriber.

3. Paper Needed: A generd ruleisthat if your agents
want to intercept a conversation or message “real-time,”
while the communication is occurring, then a Title 111
warrant is needed. If they desire communicationsin
storage, such as stored pager or computer messages, then
asearch warrant is needed. If the desired information is
toll records or transactional data (subscriber names and
addresses), then a subpoenaisrequired. A Titlel11
affidavit must contain much more information than just a
showing of probable cause. Also, the probable cause
section of aTitle 11 is much more extensive than in an
affidavit for a search warrant. Contact OEO for samples.
For stored communications and data, be sure to check the
case law and contact the Department’ s Computer Crimes
Section.

4. Statute: Sections 2510-2520 of Title 18 should be
referred to when doing real-time interceptions of wire,
oral, and electronic communications. Sections 3121-
3123 should be referred to when conducting pen
registers and trap and trace devices (real-time inter-
ception of dialed digits). Sections 2701-2710 should be
referred to when dealing with “stored electronic com-
munications,” otherwise known as computer files off a
network, toll records from the phone company, historical

"United States . Fregoso, 60 F.3d 1314 (8th Cir. 1995)
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pager communications, etc. Section 2703 sets forth
whether you need a search warrant, court order, or
subpoena for the stored information. Finally, Rule 41 of
the Federal Rules of Crimina Procedure (FRCP) governs
any search warrant.

5. Authorizing Official(s): Only district court judges
may authorize Title 111 interceptions (real-time com-
munications). Magistrates may authorize search warrants,
pen registers, and court orders for stored
communications. In addition, before you get district court
authorization for aTitle 111, remember the statute
requires that the Assistant Attorney Genera of the
Criminal Division, or one of the Deputy Assistant
Attorneys General (DAAG) authorize the interception.
That is accomplished by contacting OEO’ s Electronic
Surveillance Branch. All Title 111 paperwork must be
sent to OEO for approval, with the exception of clone
pagers, which can be approved in the respective United
States Attorneys' offices. In addition, the use of a Closed
Circuit Television (CCTV) needs to be approved by
OEO before getting awarrant signed.

6. Duration: The genera ruleisthat you have 30 daysto
conduct a Title 11 and 60 days to conduct a pen register,
before you must go back to court (and OEO in the case of
Title 1) for new authorization. However, if the
objectives of theinvestigation have been met prior to the
end of the 30-day period, then interception must be
terminated. For a Title 111, the 30-day interception period
begins either when the interception isfirst conducted
pursuant to the court order, or 10 days after the judge
signs the order, whichever comesfirst.

7. Standar d of Review: For pen registers, trap and trace
devices, and Caller ID devices, you must show the
magistrate smply that the information is“relevant and
material to an ongoing criminal investigation.” For court-
authorized disclosure of phone records, subscriber
information, and other “transactional data,” as defined in
18 U.S.C. 2703(c), you must show “ specific and
articulable facts’ that reflect why thisinformation is
relevant and material. For aTitle I11 search warrant, your
affidavit must reflect more than probable cause for a

search warrant, “ probable cause plus.” The probable
cause standard for a Title 111 is higher than for anormal
search warrant. In essence, you must show the court that
the particular phone (fax, computer, pager . . .) isclearly
being used for illegal purposes. Mere inferences that the
phoneis being used based on pen registers and toll
records are not usually sufficient. Common ways to
achieve “probable cause plus’ are through the use of
consensua calls made to the target facility, combined
with pen register or toll record analysis reflecting that the
facility has been and is till being used for illegal
purposes.

A Title 1l order differs from anormal search
warrant aso in the statutory requirements of necessity
and aternative investigative techniques contained in 18
U.S.C. 2518. The Government must show the court why
normal investigative procedures have not succeeded in
obtaining the required evidence concerning criminal
activity. Further, in aTitle 111 affidavit, minimization
provisions must be set forth.

In addition, for a“roving” wiretap where the targets
change phones every few days, the court must make a
specific finding that the phones are being dropped so
often to thwart interception by law enforcement [18
U.S.C. 2518(11)(b)]. Note that there is also a provision
for “roving” oral interception, whereby it is not possible
(or practical) to identify the location of the interception
prior to the communication occurring [18 U.S.C.
2518(11)(a)].

For aCCTV that isinstalled surreptitiously by the
agents, the standard of review is probable cause, the
same as a search warrant. However, many circuits have
now adopted the standard set forth in the Ninth Circuit in
United Sates v. Koyomegjian,** whereby the CCTV
search warrant must resemble a Title I11 warrant in terms
of including such Title 11 requirements as minimization,
alternative investigative techniques, and duration. Often,
areguest for CCTV isfiled at the same time as a request
for Title I11 interception of oral communications (bug).
Contact OEOQ for further details. <

**970 F.2d 536 (5th Cir. 1992)
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Commonly Requested Sear ches

" For information in storage more than 180 days, a subpoena or court order may be sufficient.

Authorizing Standard of
Info Sought Device Paper Needed Statute Official(s) Duration Review
Phone Number Pen Register Court Order 18USC Magistrate 60 Days Relevance
Dialed— Red Time 3121
(outgoing)
Phone Number Trap and Court Order 18USC Magistrate 60 Days Relevance
Didled— Real Time | Trace/ Caller 3121
(incoming) ID
Incoming and Toll Records Grand Jury 18USC Grand Jury/ Specific and
Outgoing Phone Subpoena 2703(c) Agency/ Articulable
Numbers Dialed and Magistrate Facts (Relevant
Subscriber Info—in Admin Subpoena and materia to
Storage an ongoing
Court Order investigation)
Ora Bug Titlelll 18USC District Court | 30 Days Probable
Communications 2518 Judge (from 1st Cause+
and DOJ - interception,
DAAG/ OEO | or 10days
from
signing)
Wire Cellular Phone | Titlelll 18U.S.C. District Court | 30 Days Probable
Communications 2518 Judge Cause+
(Readl Time) Hardline and DOJ-
Phone DAAG/ OEO
(business or
residential)
Cordless Phone
Faxed Documents FAX Machine Titlelll 18U.S.C. District Court | 30 Days Probable
(Real Time) (electronic 2518 Judge Cause+
communica and DOJ
tions) DAAG/OEO
Computer Files/ Computer Search Warrant 18USC Magistrate Probable Cause
Stored or Down- Stand-aone (ifinfoinstorage | 2703(a)
loaded 180 daysor and
less)™ Rule 41
FRCP
Continued
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Authorizing Standard of
Info Sought Device Paper Needed Statute Official Duration Review
Computer Messages | Computer Title 1 (if red- 18U.SC District Court | 30 Days Probable
Sent via Email, Network timeinterception) | 2518 Judge/and Cause+
Internet, Network (America DOJ DAAG/
System (Real Time Online, OEO
Interception) DOJ Phoenix,
for example)
Wire Cloned Cdlular | Titlelll 18USC District Court | 30 Days Probable
Communications Phone (wire 2518 Judge Cause+
over Fraudulent com- and DOJ
Phone munications)" DAAG/OEO
Use of Multiple Roving (wire Titlelll 18USC District Court | 30 Days Probable Cause
Cellular Phones communica 2518(11) Judge and & Changing
(changing so often tions- (b) AAG- Contact Facilities with
that the numbers Changing OEO purpose to
cannot beidentified) | phonesevery 2- thwart
5 days) interception
Video (Ingtalled by Video-CCTV Rule 41 Search Rule 41 District Court | No More Probable Cause
Agentsin (Closed Circuit | Warrant + Titlelll | FRCP Judge and than 30 with Title 111
Residence/ Television) Reguirements OEO (DOJ Days Reguirements
Business) policy) (Duration,
Minimization,
aternative
techniques,
etc.)
Video Camera Security Titlelll 18USC District Court | 30 Days Probable
Already on Premises | Camera (electronic 2518 Judge and Cause+
(aready in communication) DOJ
place—need DAAG/OEO
interception
equipment to
monitor
Video (Outside Pole Camera No Warrant
Premises—Public Needed (unless

Area)

viewing protected
area, then search
warrant
required)'”

TA Title 111 is needed even if the phoneis fraudulent or stolen because the “communication” is protected under Title 111, regardless of

the facility used.

TTExamples of protected areas include the installation of afence, closed curtains, or closed garage door. When the subjects exhibit an
EXPECTATION OF PRIVACY, then a search warrant is required.
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Authorizing Standard of
Info Sought Device Paper Needed Statute Official Duration Review
Names and Elec. Data Search Warrant Rule 41 Magistrate Probable Cause
Numbers from Notebook FRCP
Electronic Address
Book
Tracking Device Transponder, Search Warrant'™ | Rule41 Magistrate Probable Cause
Bumper (Toingtal or FRCP
Beeper, monitor signal in
GPS (global 4th Amendment
positioning protected area.)
system)
Identify Cell Phone Cdl Site 1. 2703 Court 1.18USC 1. Magistrate 1. Specificand
by Electronic Serid Simulator, order if only 2703(d) 2. Magigtrate Articulable
Number (ESN) or Digita ESN/phone 3. District Facts
Phone Number Analyzer (reads | number requested | 2. 18 USC Court Judge
(MIN) Electronic and search re- 3121 and DOJ- 2. Relevance
Serial Number quires phone DAAG/OEO
and Phone company’s 3. TITLE 3. Probable
number of cooperation’ 1] Cause +
cellular phone) | 2. Pen Register
order if dided
numbers
requested
3. Titlelll if
conversation
intercepted
Info from Seized Pager-seized Search Warrant Rule 41 Magistrate Probable Cause
Pager (unlessincidentto | FRCP
arrest—then no
paper needed)™
Realtime Intercept- Pager-cloned Titlelll 18USC District Court | 30 Days Probable
Messages Sent to (electronic 2518 Judge and Cause+
Pager (Clone) commun- DOJUS
ication) Attorney
Approva
Needed
Voice Messagesin Voice Mail Search Warrant Rule 417 Magidrate Probable
Storage (Contact Cause+
Answering OEQ!)
Machine

Don't Forget To. ..

™1 those rare instances when you know that the car will remain in public view at al times, then a search warrant is not required.

No paper is needed if the agent is using this device to find this information without the phone company’ s assistance.

he case law suggests that if a pager is searched immediately following the legitimate arrest, then no warrant is necessary pursuant

to an exigent circumstances argument. However, any delay removes the exigency and a search warrant would be required.

i The legisiative history of Title 111 suggests that voice messages in storage are covered by Title 111. However the case law pertaining

to answering machine tapes suggests that a search warrant is sufficient. Contact OEO for further details.
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Michael R. Klaire, Trial Attorney
Narcotic and Dangerous Drug Section
Criminal Division

So you have completed a successful Title 11
nvestigation. The subjects used the phone to talk

about their illegal activity, the interceptions led to
the identification and eventual arrest of numerous co-
conspirators, and you were able to seize drugs and money
from the organization. The takedown went smoothly, the
grand jury had no doubts, and the case is proceeding to
trial.

And then THE MOTION arrives. Defense counsel
has conveniently pointed out to you and the court that you
forgot to seal up the tapes at the end of the investigation.
Result: Wire interceptions suppressed. So much for the
successful investigation!

Every Assistant United States Attorney (AUSA)
who has conducted wiretap investigations wakes up in
the middle of the night with the same nightmare
involving one of those annoying statutory requirements
that, if not done, will sink the investigation. Title 11
requires certain ministerial tasks that force an AUSA to
get involved in an investigation more than with any other
investigative technique. From the drafting of the wiretap,
to the monitoring of conversations, to the termination of
interceptions, suppression lurks for the AUSA who
forgets these tasks.

Section 2518 of Title 18, United States Code, sets
forth the procedures for obtaining Title 11 authorization
and for conducting the interceptions. Among those
procedures are requirements for (1) including prior
applications of al target subjects and facilities,

(2) conducting the investigation within a 30-day period,
(3) minimization, and (4) sealing. If not done, each of
these requirements could result in suppression,
regardless of the quality of the interceptions. Below are
some tips to guarantee that the wiretap evidence will be
presented to the jury.

Prior Applications

Section 2518(1)(e) of Title 18, United States Code,
requiresthat a Title 111 affidavit must include,

“afull and complete statement of the facts
concerning al previous applications known to the
individual authorizing and making the application,
made to any judge for authorization to intercept, or
for approval of interceptions of wire, oral, or
€lectronic communications involving any of the
same persons, facilities, or places specified in the
application.”

In each affidavit, whether an original, extension, or
aspinoff, the agent must list every prior interception for
each of the target subjects named, the location (if the
application isfor abug), and the target facility (for a
phone, pager, computer, or fax machine). Each
investigative agency has an electronic surveillance unit
(“ELSUR") that keeps computer records of all Federal
prior interceptions for each of these categories. The agent
must state in the affidavit that those indices have been
searched. That search must be conducted within 45 days
of the court’s order. Note that this only appliesto Federa
interceptions. The case law has reflected that the agent
need not check every state’ sindices, only those of which
the agent (or AUSA) has personal knowledge. See U.S.
v. Persico, 1994 WL 36367 (E.D.N.Y. January 28,
1994).

Severa courts have held that if the failure to include
the prior applications was inadvertent or a good faith
error, then suppression is not the remedy. [U.S v.
Bianco, 998 F.2d 1112 (2d Cir. 1993); U.S. v. Lujan,
936 F.2d 406 (9th Cir. 1991).] However, the Court of
Appealsfor the D.C. Circuit has suppressed awiretap for
not including those prior applications that were known to
the affiant at the time the affidavit wasfiled. [U.S v.
Bellosi, 501 F.2d 833 (D.C. Cir. 1974).]

Query the agents before filing an affidavit to ensure
that they have checked with the EL SUR units as well as
their fellow agents, for any prior interceptions of all
persons named in the affidavit, not just the principal
interceptees. [Bianco, 998 F.2d at 1128.]

Period of I nterception

Section 2518(5) of Title 18, specifiesthat once a
judge signsaTitle I11 order, the agents have 30 daysto
conduct the interception, or no “longer than is necessary
to achieve the objective of the authorization.” At the end
of the 30-day period, if the investigation has not been
completed and the objectives have not been met, then the
interception must be terminated. If an extension is
sought, the judge must sign the extension order before
the expiration of the 30-day period. Any interceptions
conducted after the 30-day period will not only be
suppressed but considered illegal, in violation of 18
U.S.C. § 2511

The statute provides that the 30-day period begins
at the time and date of the first interception (i.e., when
the interception deviceisturned on for the first time), or
ten days after the judge signs the order. The 10-day grace
period was created for situations where technical
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problems and interceptions cannot begin immediately.

The 30-day period should then be computed as thirty 24-
hour periods from the date and time of the first
interception, or forty 24-hour periods from the date and
time the judge signed the order. For example, if the first
interception takes place on August 2 at 4:00 p.m., then
the wiretap order expires at 4:00 p.m. on September 1.

Section 2518(5) does not clarify whether the 10-day
grace period appliesto extensions. To avoid scrutiny,
measure the 30-day period for extensions from the date
and time of the judge’ s extension order.

M inimization

Before every Title Il investigation begins, an
AUSA must sit down with al monitors, agents, and
contract employees conducting the wiretap to discuss the
procedures for minimizing non-criminal conversations.
Section 2518(5) states, in part, that “[€]very order and
extension thereof shall contain a provision that the
interception shall be. . . conducted in such away asto
minimize the interception of communications not
otherwise subject to interception.” Minimization means
that the agents can only listen to criminal conversations,
and must turn off interception devices when the subjects
engage in non-criminal conversations. In U.S. v. Scott,
the Supreme Court stated that the determination of
whether or not to minimize a conversation should be
viewed as “ objectively reasonable’ based on the
circumstances confronted by the monitor at the time of
interception. [436 U.S. 128, 140 (1978).]

Agents and monitors must determine what
constitutes a crimina conversation before determining
whether the conversation needs to be minimized. The
AUSA must define the alleged criminal activity for all of
the monitors, and describe the statutory violations and
give them an indication of what types of conversations
will be expected. Especially in white collar cases, itis
difficult to distinguish a criminal from anon-criminal
conversation. Therefore, AUSAs need to carefully
discuss the alleged violations and must feel comfortable
that everyone in the wire room understands the need to
minimize non-criminal calls.

In addition, the AUSA needsto explain the
privileges to the agents and monitors before each wiretap
begins. Agents need to know that generally attorney-
client, husband-wife, priest-penitent, and doctor-patient
conversations should not be intercepted, unlessthe
privilege has been waived or there is evidence that the
participants will be discussing ongoing criminal activity.
The AUSA needs to be available throughout the
interception to address questions as they arise.

Agents should understand the concept of “spot
monitoring,” whereby they may check non-criminal
conversations every few minutesto seeif they have
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turned criminal. AUSAS should also discuss “after-the-
fact minimization” of conversationsthat arein a code or
foreign language where no trandator is “reasonably
available.” [18 U.S.C. 2518(5).] When the trandlator
becomes available, they need to minimize as if
monitoring the conversation real-time.

Each United States Attorney’ s office should have
sample minimization instructions that can be used to
conduct minimization conferences with the agents and
monitors, and each participant must read and sign them.
Maintaining close supervision of the Title 111
interceptions and making sure that the agents understand
the law and privileges will ensure that the wiretap will
not be suppressed as an “unnecessary intrusion” on the
privecy rights of the target subjects. [See U.S. v. Ozar,
50 F.3d 1440 (8th Cir. 1995), and U.S v. Oriakhi, 57
F.3d 1290 (4th Cir. 1990).]

Sealing

At the end of every wiretap investigation, the tapes
or recordings of the communications must be sealed, as
stated in 18 U.S.C. § 2518(8)(a). Thisincludes pager
messages, faxed transmissions, and computer records.
Sedling involves placing the recorded tapes into evidence
envel opes and packages that are brought to the issuing
judge by the agent and AUSA.. The judge observesthe
sealing of the boxes and then issues an order stating that
the tapes have been sealed. Sealing protects the tapes
from tampering and ensures that the interceptions are not
disclosed. It must occur “[iimmediately upon the
expiration of the period of the order.” [18 U.S.C.
2518(8)(a) (emphasis added).] Any delay in bringing the
tapes to the judge will result in scrutiny of the AUSA's
actions, and may result in the suppression of the wiretap
evidence. [See
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U.S v. Ojeda-Rios, 495 U.S. 257 (1990). (The
Government must explain why adelay occurred and why
the delay was objectively reasonable), and U.S v. Feiste,
961 F.2d 1349 (8th Cir. 1992).]

Excuses such as the termination of the wire over a
weekend or the unavailability of ajudge will be
considered reasonable. [U.S. v. Pitera, 5 F.3d 624 (2d

Cir. 1993).] Other excuses will require the AUSA to
judtify reasons for the delay. [U.S v. Vastola, 989 F.2d
1318 (3d Cir. 1993), and U.S. v. Carson, 969 F.2d 1480
(3d Cir. 1992).] Sea up the tapes after every 30-day
period, even if you are requesting an extension, to avoid
having to provide an explanation to the court. <

Defending Wiretaps: “ Think in the Beginning

What the End Will Bring”

Assistant United States Attorney Jeffrey W. Johnson
Deputy Chief, Narcotics Section
Central District of California

A s prosecutors, we frequently evaluate wiretaps and
oral interceptions on the basis of the number of

targets against whom courtroom-quality evidenceis
gathered and the quantity of contraband seized asa
consequence of intercepted conversations. However,
there is another important and more accurate barometer
of the success of court-authorized interceptions—that is,
how the wiretap or oral interception weathers the
suppression motions that are inevitably filed when a case
isinitiated. The primary focus of any prosecutor
supervising wiretaps, oral interceptions, or other
electronic surveillance should be how each step taken by
the investigative team before and during the electronic
surveillance will be considered by the district court judge
who ultimately decides whether a given interception
complied with statutory requirements. Far too often,
prosecutors find themselves in the unenviable position of
having to explain to a court why an interception should
not be suppressed as a consequence of some newly
exposed error or omission, when afew precautionary
steps before and during the interception would have
eliminated the problem.

Moreover, we must not forget the zeal with which
defense counsel attack electronic interception. Some
criminal defense lawyers have told me that they view
wiretaps and interceptions of oral communications as a
form of “investigative cheating.” In short, they believe
that such techniques destroy the “level-playing field” that
affords a defendant the opportunity to pit hisword
against the word of the investigators. Thus, in cases that
are built primarily upon court-authorized wiretaps or
interception of oral communications, defense lawyers can
be counted upon to launch full-scale

attacks against every aspect of theinterception.
Obvioudly, when defense lawyers succeed in excluding
intercepted conversations from trial, in many instances,
they have cut off the Government’s case at the neck.
Frequently, these attacks are of the shotgun variety,
intended to uncover any chink—major or minor—in the
conduct of the court-authorized interception. Usualy, a
defendant’ s attack is double-edged: on one hand, a
defendant will allege failure by the Government to
establish probable cause within the four corners of the
affidavit, as required by 18 U.S.C. § 2518(1)(b), (3)(a)
and(3)(b); on the other hand, the defendant will allege
that the affiant recklesdy or intentionally made material
misstatements or omissions. See Franksv. Delaware,
438 U.S. 154, 155-56 (1978); United Satesv. Tham,
960 F.2d 1391, 1395-96 (9th Cir. 1992). At other times,
these attacks may take the form of surgical attemptsto
discredit the affidavit supporting the interception
application or to claim that the Government misled the
authorizing judge with false progress reports; these
attacks can be based upon perceived inconsistencies
within the affidavit, suspected misstatements, or
omissions stemming from the defense’ s own
investigation and/or speculation, as well as defendant
affidavits which contradict the Government’ s account of
specific events that underlie the Government’ s probable
cause and/or necessity showings.

In this process, the prosecutor istruly the captain of
his own destiny. By enforcing just afew common sense
standards, the prosecutor can usually guarantee that the
inevitable suppression hearing will end with those
wonderful words, “MOTION DENIED.”
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Probable Cause

In the vast mgjority of cases, most reasonable
judges and prosecutors would agree when thereisor is
not probable cause that a particular crimeis being
committed by a particular target over a particular
telephone facility; those are the easy cases. However,
there are occasions when the existence of probable cause
isa“closecdl”; i.e., when reasonable prosecutors and/or
judges might differ over the question of whether thereis
sufficient probable cause to justify use of awiretap or
bugging device. In light of the statutory and practical
requirement that wire or oral interception applications
pass muster with the Office of Enforcement Operations
and, subsequently, with the Attorney General or one of
her statutorily-authorized designees, some prosecutors
advocate being as aggressive as the Department will
permit in seeking authorization where the probable cause
isa“closecall.” Thisapproach can backfire. Asmuch as
we hate to admit it, one judge’ s probable cause can
sometimes be another judge’ s mere suspicion.

No one knows the judicia preferences and
tendencies of Federal judges better than the attorneys
who appear before them regularly. Therefore, it is
incumbent on prosecutors to exercise their own good
judgment in the fir st instance as to whether or not to
pursue interception based on “arguable”’ probable cause.
After al, it is those same prosecutors who ultimately will
have to defend that interception in a suppression hearing.
In larger Federa districts, prosecutors obviously cannot
anticipate what judge will be scrutinizing an affidavit in
some future suppression hearing. However, even in those
districts, institutional experience gives a prosecutor a
sense of whether a particular affidavit would face more
than aminimal risk of being found inadequate by a
significant minority of the bench. In the United States
Attorney’ s office for the Central Digtrict of California, we
take great care to submit for approval only those inter-
ception affidavits that we would be comfortable
defending in the courts of our district. In keeping with
this philosophy, we are sometimes forced to decline
interception affidavits that are likely to be unsatisfactory
to at least asignificant minority of our Federal bench.
This approach minimizes the possibility that time and
resources will be wasted gathering evidence that we can
not use—at least not until after an appedl.”

“If an interception were suppressed, the district court’s
conclusion would be subject to de novo review; however, any
factual determinations that the district court madein
conjunction with the suppression would be subject to a clear
error review. United Sates v. Hill, 953 F.2d 452, 456 (9th Cir.
1991).

Dotting thei’sand Crossing thet’'s

All prosecutors should be from Missouri.”™ With
electronic surveillance, and al other aspects of our work
for that matter, we should personally verify al factsina
wiretap affidavit that can be verified.”” An investigative
agent will not be offended when we ask to see copies of
the pen register or trap and trace data, or toll records
which constitute part of the probable cause for an
application. This persona review not only affords the
prosecutor an opportunity to verify the accuracy of such
information in the affidavit, it also gives him or her an
opportunity to identify other information that might be
pertinent immediately or at some future point in an
investigation. Likewise, the prosecutor should review any
and all surveillance and interview reportsthat are
connected to events described in an affidavit." Such
review not only enables a prosecutor to confirm the
accuracy of accounts set forth in the affidavit, it also
permits the prosecutor to identify any information that a
defense lawyer may later claim was improperly misstated
or omitted from the affidavit. Armed with such
information, the prosecutor stands a much better chance
of diffusing potential bases of suppression.

Clarifying Necessity Issuesin
Camera

In the context of interception applications, prose-
cutors often face the problem of how much information
should be disclosed to the issuing judge in order to
comply with the statutory requirement that we provide a
“full and complete statement as to whether or not other
investigative procedures have been tried and failed, or
why they reasonably appear to be unlikely to succeed if
tried or to be too dangerous.” Most often, this problem
occurs where the investigative agency is seeking to
protect the identity of an informant for security reasons.
Frequently, it is necessary to give the issuing judge a
little more detail to avoid defense claims that the judge
was mised by the circumspect way in which certain facts
or events were described in the application affidavit. An

HMissouri isthe“Show M€’ state.

*

HThe prosecutor should be aware of, and the Government
should disclose to the authorizing judge all investigative
techniques that have been, are being, or will be used.

TNatural ly, this approach has limitations. Occasionally, such
reports are not even generated until some time after an
interception affidavit has been submitted. And, of course, some
events are never documented in areport.
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alternative that should be considered in such instancesis
thefiling of a supplementa in camera affidavit,
concurrent with the interception application, which
elaborates on necessity-related details that the
Government might hope to avoid disseminating when the
interception is disclosed to the defendants. Such
affidavits should contain express language that the
Government is providing the information only to clarify a
necessity issue, and not for consideration by the issuing
judge in determining whether or not there is probable
cause or necessity for the contemplated interception. See
United Statesv. Falls, 34 F.3d 674, 682 (8th Cir. 1994),
wherein the court of appeals emphasized that the
Government should use sworn testimony before the
issuing judge to disclose fully “the fact of and the reason
for masking the [confidential] witness's identity in [an]
affidavit” seeking silent video surveillance authorization.
Cf . United States v. Danovaro, 877 F.2d 583, 587-88
(7th Cir. 1989) (Government may redact information
released under 18 U.S.C. § 2518(9) if both dangerous to
informants and unnecessary to sustain order).

Whiletria judges sometimes order disclosure of
supplemental affidavits over Government objection, the
mechanism at least gives the Government afighting
chance. Additionally, the separate filing approach gives
the Government the opportunity to highlight the
information that is pertinent to the issuing judge's
decision to authorize the interception, and the portion
that was not. At the same time, at a suppression hearing,
such filings can bolster the Government’ s contention that
it did not misead the issuing judge as to the information
contained in the supplemental affidavit. T+

Conclusion

Good defense lawyers will always find ways to
attack the Government’ sinterception affidavits.
Therefore, suppression hearings will remain aregular
part of the electronic interception process. At least if we
follow the simple guidelines discussed above,
suppression hearings will rarely result in premature
termination of our prosecutions. <

11 Of course, if security considerations change at some point
after the interception, the Government can then seek court
authorization to disclose the supplemental affidavit aswell.

ective

Wiretaps: A DEA Agent’s Per
ark Styron

| nterview with Special Agent

Snce 1987, Special Agent Mark Styron has worked
or the Drug Enforcement Administration (DEA).

Heiscurrently assigned to DEA’s officein Ddlas,
Texas, as acting Group |l Supervisor. Prior to going to
work for DEA, Mark Styron served as a Dallas Police
Officer. He has an extensive background in the use of
wiretaps in drug investigations. He has participated in
numerous foreign language wiretaps, as well as wiretaps
involving multi-drug and multi-jurisdictional trafficking.
Agent Styron serves alongside agents from Miami, Los
Angeles, and New Y ork, as an instructor for DEA’sin-
house training program on the administration and use of
wiretaps. Agent Styron also providesinstruction to DEA
personnel on the identification of cellular phones and
pagers being used by drug traffickers; how to use
“trigger-fish” technology; how to use pen registers and
trap and traces; and how to organize this information for
usein awiretap affidavit and/or at trial.

Agent Mark Styron (MS) was interviewed by

Assistant United States Attorney Jennifer E. Bolen (JB),
Northern District of Texas, Dallas Division. AUSAS St.

Clair Theodore and Rose Romero, Northern District of
Texas, assisted with this article.

JB: What is DEA’s current policy regarding the use of
wiretaps in drug investigations?

M S: DEA has recently taken a more aggressive stance
on the use of wiretapsin its drug investigations. One of
the reasons for thisis that wiretaps have proven to be an
effective tool in dismantling entire drug organizations. A
wiretap can expose the entire conspiracy— across city
limits, state lines, and even the country. Also, DEA has
recently relaxed its funding restrictions so that case
agents are more likely to commit to awiretap in an
investigation that merits the use of the same. In the past,
DEA relied on other agencies for monitors and support
personnel to run wiretaps. Now, DEA has obtained more
technical equipment to outfit in-house wire rooms. DEA
also uses these budget funds to pay for contract monitors
and transcription services. This change in position has
increased the effectiveness of DEA wiretap operations.
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JB: Obvioudy, awiretap is an expensive investigative
tool, both in terms of equipment and personnel. What
type of budget considerations do you as a case agent have
to consider when seeking to use awiretap during a drug
investigation?

M S: The agency hasto consider the cost of leasing the
lines to implement the wire; monitor services (including
overtime amounts); transcription services; and supplies
such as tapes, monitoring equipment, etc.

JB: Within DEA, what steps does an agent have to take
to use awiretap in an investigation?

MS: Thefirst thing a case agent must do is determine
whether the investigation merits awiretap. This step
necessarily involves adetailed analysis of the targets of
the investigation; the evidence gathered to date; and a
determination as to whether the goals of the agency can
be met without awire; in other words, whether there can
be a successful and complete prosecution of the drug
organization based on all evidence short of awiretap.
Because one of DEA’s major goasisto identify and
prosecute large-scale drug importers and major
distribution organizations, traditional law enforcement
techniques are usualy not sufficient to do thisand a
wiretap becomes an automatic consideration. However,
the agent must be able to articulate to his or her boss
precisely the reasons a particular investigation merits a
wiretap. Second, the agent must determine where the
money will come from to actually administer the wiretap.
Wiretaps are personnel intensive, requiring the complete
dedication of numerous individuals to perform avariety
of tasks. The agent must be able to tell his or her bossthe
expected time frame for the wire (how long it will run)
and the number and type of telephone lines to be targeted
(single or multiple, ground or cellular), and to provide an
estimate of the number of people needed and their
proposed schedules in order to work the wire (including
monitors, trandators, transcribers). Often it is difficult to
provide this information with any certainty because the
evidence gathered during alarge-scale investigation
usualy resultsin

“gpin-off” investigations which may also merit wiretaps.
Obvioudly, these factors make it difficult to accurately
estimate the time frame and extent of awiretap.

JB: Where does DEA get its money to finance awiretap?

M S: Funding might come through the DEA case agent’s
Divisiona Office or through DEA Headquarters,
depending on the cost of the wire and the magnitude of
the targeted organization. The larger the investigation,
the more likely funding will come from DEA
Headquarters. Alternatively, funding for awire might be
tied into another investigation; i.e., the wiretap isthe
result of a“spin-off” from a case that already has wiretap
funding. So, for example, if Los Angelesis conducting a
wiretap on an organization and has intercepted calls that
reveal that the organization has tiesto Dallas, then, based
on these intercepted calls, DEA-Dallas would initiate a
wiretap on the local telephone lines. Again, the purpose
of the “spin-off” or extended wiretap would be to
dismantle the entire drug trafficking organization.

JB: What other issues arise when an agent is considering
the use of awiretap in an investigation?

M S: The agent must continuously evaluate the evidence
gathered during the investigation and attempt to identify
the most important telephone(s) to be targeted for
wiretap consideration. Sometimes this issue and those we
have already discussed are affected by the number of
other wiretaps going on in aparticular Division.
Consequently, the question becomes: Can the
investigative group handle the burden of yet another
wire—both physically and financially? Finally, the agent
must consider what impact, if any, the use of awiretap
might have on the investigation. In other words: Will the
wiretap result in fewer or more seizures of narcotics?
Will theinvestigation be compromised as a consequence
of having to use more surveillance teams to back up the
conversations on the wire or to follow a shipment of
drugs? Can the wiretap be effectively completed if there
aretime or budget constraints? Will other offices conduct
“gpin-off” investigations if sources of supply or
distribution cells are identified within their jurisdiction?
Basically, questions of this nature are considered by the
case agent for the purpose of evaluating the benefits and
cost of using awiretap.

JB: In summary, give us your best laundry list of acase
agent’ sresponsibilities in securing and administering a
wiretap.

MS: A case agent has the ultimate responsibility for an
investigation “numbered” under his or her name. When
an investigation merits the use of awiretap, the case
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agent has, at a minimum, the following responsibilities:
(2) prepares the wiretap affidavit; (2) coordinates with
state and local law enforcement agencies regarding
investigative intelligence and support resources;

(3) coordinates and schedules surveillance; (4) coordi-
nates and schedules monitors, trandators (if necessary),
and transcribers; (5) makes recommendations regarding
overtime funding (number of people and amount of
overtime); (6) makes decisions regarding the use of
contract monitors (how many and where from);

(7) obtains supplies for wire room (tapes, pen register
equipment, wiretap equipment, call logs, etc.);

(8) coordinates and schedules undercover transactions
and/or use of informants, which may or may not be tied to
activity on the wire; (9) coordinates decisions regarding
the use and timing of search warrants during the wiretap
process; (10) prepares 10-day reports; (11) reviews
pertinent tel ephone calls and transcripts for accuracy (or
reviews the same with the trandator); (12) updates the
AUSA regularly about the wire and the ongoing
investigation; (13) prepares agency reports tracking the
progress of the investigation; (14) secures pen
registerg/trap and traces for new telephones identified
during the investigation; (15) secures pager intercept
orders; (16) administers activities relating to the use of
informants and document meetings and debriefings; (17)
serves as overseer of all wire room activities, and often
sits on the wire for a shift; (18) communicates
intelligence gathered during the wiretap and related
investigation to other DEA Divisions; (19) prepares
crimina complaint affidavits if merited during the
investigation; (20) debriefs individuals arrested during
the investigation; and (21) whatever else needsto be
done.

JB: Have you developed a checklist that you and your
fellow agents use during the administration of awiretap
case?

MS: Yes. DEA-Dallas uses a basic checklist that can be
modified and adapted as a particular case demands. The
checklist is basically atime-line or chronology of the
administrative and legal aspects of the investigation, and
consists of severa listswithin itself. For example, one
purpose of the checklist isto record the dates that pen
registers, trap and traces, pager intercepts, and wiretaps
areinitiated or extended, and to record the minimization
meeting and the due dates for 10-day reports. Another
purpose of thelist isto keep track of the supplies
necessary to conduct the wire. Similarly, the checklist is
used to keep track of the necessary OCDETF paperwork
and teletypes to DEA Headquarters regarding funding of
the investigation and identification of the investigative
goals. The checklist is aso used to establish and maintain
monitor schedules, the supervising agent’ s schedules,

and surveillance schedules. Thereis no magic to the
content of a checklist; my only comment isthat a case
agent should definitely use one.

JB: Obvioudy therole of a case agent during awiretap
operation is extensive and very important. What are your
thoughts on the role of an Assistant United States
Attorney in acaseinvolving awiretap?

MS: Overal, the role of an AUSA depends on the nature
of the case—its size, expected number of defendants,
time frame, reactive status (meaning whether it will
involve few or many criminal complaints, search
warrants, pen registers, trap and traces, tracker
applications, trigger-fish operation, pager intercepts,
etc.). It has been my experience that AUSAs aretypicaly
very involved in the large-scale drug investigations,
whether awiretap is used or not. When a case merits a
wiretap, the agent usually spends agreat deal of time
advising the AUSA of the investigative history. This
process usually resultsin the preparation and review of a
wiretap affidavit. The agent prepares the affidavit, and
the AUSA reviewsit. Asan agent with al of the above-
described responsibilities, | expect the AUSA to review
the wiretap affidavit in a“timely” manner. The timeliness
of an AUSA’sreview is critical because much of the
information contained in awiretap affidavit relates to
dated events; e.g., we often use confidentia informant
information, controlled purchase transactions, or
consensually monitored telephone calls to establish
probable cause for atarget telephone. When the wir