Law Enforcement: Training Objectives and Resources 
(Query Only)  
Purpose 
THE PURPOSE OF THIS DOCUMENT IS TO PROVIDE AN OVERVIEW OF THE NATIONAL CRIME DATABASES IN WHICH LAW ENFORCEMENT HAVE ACCESS TO. TRAINEES WILL LEARN ABOUT THE NATIONAL CRIME INFORMATION CENTER (NCIC), INTERNATIONAL JUSTICE AND PUBLIC SAFETY NETWORK (NLETS), NATIONAL DATA EXCHANGE (N-DEX), AND THE INTERSTATE IDENTIFICATION INDEX (III) AND AVAILABLE RESOURCES THROUGH THE TRIBAL ACCESS PROGRAM. LAW THIS DOCUMENT ADDRESSES QUERY TRANSACTIONS ONLY.  ENTRY OF INFORMATION INTO THESE SYSTEMS IS ADDRESSED IN A SEPARATE DOCUMENT.
Objectives 
At the end of TAP training, law enforcement attendees will understand:
I. How to initially log on to JWIN with default settings, change password, set up challenge questions and reset own password 
II. What a Transaction Form is and how to access Transaction Forms in the JWIN screen layout
III. How to conduct NLETS Queries for Drivers and Vehicles
a) DQ – Drivers’ License Query/ KQ – Vehicle Registration Query/ RQ – Drivers’ History
IV. How to conduct Person and Property Queries via NCIC
a) QW/QWA – Query Wanted
b) QV – Vehicle Query
c) QG - Gun Query
d) QA – Query Article
V. How to run and read Criminal Histories (NCIC and NLETS)
a) NCIC: QH + QR / NLETS: IQ + FQ
VI. How to use the National Data Exchange (N-DEx) to search local, state, tribal and federal criminal justice records
 
I. INTIAL LOGON AND USER REGISTRATION
Introduction and Objectives 
1. Understand where to locate JWIN 
2. Understand the login procedures for JWIN
3. Understand JWIN password and pin requirements 

Practical Exercises 
a. Access the JWIN in Chrome from the Justice Web Interface to NCIC: https://csa.justice.gov/jcis/jwin_index.php 
b. Demonstrate Logon Procedures:
c. User ID: GT + 2 digit tribal code + 1st letter of 1st name and 1st 3 letters of your  last name (e.g. Jenna Dee is GT00JDEE)
d. Password:  Initial password if User ID in lower case (e.g. gt00jdee)
e. Confirm your Device ID:  M156########. Click NEXT to continue. 
1. Demonstrate registration procedures: 
a. Create a PIN (can be alpha-numeric), and enter into the PIN and Confirm PIN fields.
b. Enter a security phrase, and select a security image. These items will appear on the logon page at future logons to indicate that the logon page is valid.
c. Password – Enter temporary initial password supplied by administrator.
d. Security Questions – Select three security questions and supply answers that will be easily remembered, but not known to others. One of these questions will be asked at each logon to verify identity. Click the “Register” Button
e. The system will then prompt you to change your initial password. 
f. The assigned password will also have to be up-dated at initial logon. When prompted, enter current temporary password, and then enter new password and enter new password again in the Confirm New Password field. Follow password composition rules shown to enter an accepted combination of letters, numbers, and special characters.
g. Click Update to proceed. 
2. Demonstrate how to update password via the profile information section 

Resources 
1. JWIN Quick Start Guide 
2. JWIN User Password Request and Reset Job Aid

II. Understanding Transaction forms

Introduction and Objectives 
1. Understand how to locate transaction forms 
2. Understand how transaction forms are organized 

Practical Exercises
1. Demonstrate how to search for forms using: 
a. Forms Tab: located at top of page 
b. Forms menu: located on left menu 
c. Forms Search: by entering message key or partial key in Find Form field  
2. Favorites and Recent 
a. Discuss how forms are organized. Drop-down menu is organized in six categories:
i. Commonly Used Inquiry Forms: Displays 18 commonly used MKE’s along with four Interpol Inquiries
ii. DOJ Quick Checks: Displays the three Quick Checks (QWI, QWKCHK, QWKCHKV) designed for DOJ and a Master Query for multiple transactions at once
iii. NCIC – property and person files 
iv. Nlets – inquiries of state systems criminal histories, driver’s licenses, and moto vehicle registrations
i. NICS – used to determine persons’ eligibility to buy firearms or explosives
ii. ORI - displays the MKEs to query, modify ORIs in NCIC and the ORION File within Nlets
3. Demonstrate how to set a favorite form. User can set up to 10 favorite forms. 
a. Select Transaction form, Click on “Star” at top of form. The Star will turn blue to indicate that it has been set as a favorite. 
b. The MKE will be place on the left side under “Favorite Forms”
c. Click “Star” again to remove favorite.
4. Review form fields and highlight the following: 
a. Mandatory fields are indicated in blue. 
b. Field Help is available for select fields by clicking the field title. Fields having field help available are indicated by an underlined field title, indicating a link to the help.
c. Submit the completed query form by clicking the Submit button at the top or bottom of the form, or by pressing the big “+” key at the far-right of the keyboard.

Resources 
1. JWIN Transaction Form Job Aid  
2. Message Keys for NCIC and Nlets


III. Nlets Queries for Drivers and Vehicles 
Introduction and Objectives
1. Understand the difference in data returned from Nlets and NCIC and how to run basic queries
2. Understand the following about Nlets: 
a. How to query Nlets: Query Driver’s License (DQ), Query Vehicle Registration (RQ), Query Driver’s History (KQ)
b. Returns vary by state
c. How to access State Administrative Help Files
Practical Exercises
1. Instructor to demonstrate how to conduct Nlets queries using the following test records: 
a. Run a DQ, or if in person, the student can run their own driver’s license
b. Run a RQ using State: North Carolina; LIC/VIN: 2C3EL56F0PH685679 
c. Discuss KQ but do not run.  Some states process manually and send results via U.S. Mail to DOJ
2. Instructor to run that state’s Nlets Administrative Help File (xxOLNHELP, xxLICHELP, xxSIRHELP)
Resources
1. Nlets User and Technical Guide 
2. Nlets User Policy Manual 

IV. NCIC Queries for Property and Persons Files 
Introduction and Objectives
1. Understand how to query both NCIC Person Files and Property Files
2. Review the most common person and property queries and how to access them 

Practical Exercises 
1. Instructor to demonstrate how to conduct queries using the test records below: 
a. QW/QWA – Coyote, Wile E.; DOB 19490304; Sex: M; Race: UKN
a. Note that subject’s record may also return information on protection orders, sex offender caveats, etc. 
b. QV – Red 1991 Porsche 911, Idaho Plate GEF786
c. QG – Glock, 40 cal., semi-automatic pistol, SER- L244BA
d. QA – “Nikon Camera”, OAN 333445555
e. DQ (OLN Query) –Your Name, Your DOB, OLN, Your SEX, Race: UKN
f. QO – ORI AZDIT0200
Resources
1. NCIC Operating Manual 
2. NCIC Code Manual
3. Message Keys for NCIC and Nlets and Message Field Codes


V. Run a Criminal History (NCIC and Nlets) 
Introduction and Objectives
1. Understand which agencies can conduct criminal history checks, what information is required to run one, and how to determine if an individual has a criminal history.
2. Understand the steps in running a Criminal History in III
a. How to run and read an Index Query (QH)
b. How to run and read a Record Request (QR)
3. Understand when and when not to run an Nlets Criminal History and the steps involved
a. How to run and read an Identity Query (IQ)
b. How to run and read a Full Record Query (FQ)
4. Understand what Purpose Code to use
a. “J” Jobs/ Employment ; “C” Criminal Case; “D” Domestic Violence and Stalking

Practical Exercises
1. Instructor to demonstrate how to conduct a criminal history check using the test records below: 
a. QH/QR on Spradlin Lea Ann, DOB: 19700817; Purpose/C; Sex: F; Race: White
b. IQ/FQ on Spradlin Lea Ann, DOB: 19700817; Purpose/C; Sex: F; Race: White

Resources
1. III/NFF Manual
2. Job Aid - How to Run and Read a Criminal History 
3. Webinar - How to Run and Read a Criminal History 

VI. National Data Exchange (N-DEx) 

Introduction and Objectives

1. Understand that N-DEx is a National investigative information sharing system that is accessed through the LEEP portal via your LEEP account.  It is available to Criminal Justice Agencies only. Over 6,000 State, Local,  & Tribal agencies contribute:
a. Incident Reports, Arrest Reports, Booking & Incarceration Reports, Probation & Parole, Reports, Traffic Citations
2. Understand how to run a basic query in N-DEx
3. Understand if information is used, permission must be obtained from the entering agency 
4. Understand that Tribal agencies can contribute information to N-DEx (requires Tribal IT support)
Practical Exercises 
1. Instructor to demonstrate how to access N-DEx via LEEP 
2. Instructor to demonstrate how to conduct a search using the following test record: 
a. Kelly Lynn Hogg; DOB: 09/10/1963; Sex: F: Race: White 
 Resources
1. Job Aid- How to Request Access to N-DEx
2. Job Aid – How to Apply for a LEEP Account 
3. N-DEx Webinar for Law Enforcement
4. N-DEx Best Practices

Resources 
The resources listed throughout this document are available by link below and at https://www.justice.gov/tribal/onboarding-and-vetting. Contact your Tribal Access Program Business Relationship Manager with additional questions. 
NATIONAL CRIME INFORMATION CENTER (NCIC) 
NCIC Operating Manual 
NCIC Code Manual
Message Keys for NCIC and Nlets
JWIN Quick Start Guide 
JWIN User Password Request and Reset Job Aid

INTERNATIONAL JUSTICE AND PUBLIC SAFETY NETWORK (NLETS)
Nlets User and Technical Guide 
Nlets User Policy Manual 

INTERSTATE IDENTIFICATION INDEX (III)
III/NFF Manual
Job Aid - How to Run and Read a Criminal History 
Webinar - How to Run and Read a Criminal History 

NATIONAL DATA EXCHANGE (N-DEX)
Job Aid- How to Request Access to N-DEx
Job Aid – How to Apply for a LEEP Account 
N-DEx Webinar for Law Enforcement
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