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COMES NOW the United States of America, by and through undersigned counsel,
and hereby files this Sentencing Memorandum. For the reasons stated herein, the United
States respectfully asks the Court to impose a sentence of 12 months and one day of
imprisonment, followed by a three-year term of supervised release.

l. INTRODUCTION
a. Summary

The defendant has pleaded guilty to operating a DoS for-hire service, commonly
known as a “booter” or “stressor.” Denial of service attacks (DoS) are a mechanism by
which criminals can manipulate (in most cases stolen) bandwidth and architecture for the
purpose of damaging the targeted victim’s access to the internet by flooding them with
internet traffic with the intent of causing damage or financial loss. Such attacks can
range in scale and scope from those executed using the “Mirai” botnet, which channeled
sufficient distributed bandwidth that they were capable of threatening not just individual
devices or networks, but the upstream internet service providers as well, to those
executed using amplification techniques common to less sophisticated booter services
such as those operated by the defendant.

This court has previously imposed sentence on three individuals responsible for
developing and deploying the Mirai botnet. PSR 9. That botnet was an assembly of
thousands of hijacked Internet of Things (I0T) devices that were collectively
compromised by that criminal group, and then used to target victims such as videogame
servers with occasionally disastrous consequences for adjacent network infrastructure and

the ISPs themselves, even those that had access to sophisticated DDoS mitigation.
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After becoming aware of the FBI investigation into the Mirai botnet, those same
defendants also created a successor botnet that was leased to other criminal groups for the
purposes of conducting pervasive online advertising fraud. A simplified diagram
depicting an loT DDoS botnet is depicted below, illustrating a criminal’s use of C2 server
(or domain) to direct a botnet comprised of tens or hundreds of thousands of hijacked 10T

devices to conduct a distributed denial of service attack on a victim device or network.

Botmaster

C2 Server
Scanning and Compromise

Victim loT Victim loT Victim loT

Device Device Device

Use of victim bandwidth
to attack DDoS target

The purpose of this defendant’s enterprise, by contrast, was to provide the ability
to conduct wide-scale, if lower-level DoS attacks to paying customers who were not
sufficiently sophisticated to develop their own DoS architecture, and who sought to target
victims that did not have access to sophisticated DoS mitigation services. Lacking the
technical skill necessary to scan the internet for vulnerable devices and compromise them
at scale for the purposes of developing an 10T botnet, individuals like the defendant in
this case use different techniques that capitalizes on existing architecture to conduct DoS

attacks, such as that depicted below.
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In this model, booter services such as Quantum use techniques such as DNS
amplification, depicted in the simplified diagram above, to steal bandwidth in order to
provide paying customers to conduct DoS attacks against third-party victims. This
technique involves the use of an attack server to send UDP packets with spoofed IP
addresses to DNS recursors that point to the victim device. This causes the DNS resolver
to send a high volume of otherwise innocuous data to the victim device, which can
overwhelm not only the victim but network adjacent infrastructure as well, resulting in a
denial of service. This technique victimizes not only the DoS target but the servers
providing the bandwidth to conduct the attacks based on the spoofed requests generated
by the booter service. In simple terms, these attacks are analogous to a prank caller
directing an innocent third-party to call the victim’s telephone and leave a long
voicemail, thus preventing the victim from receiving phone calls during that period.

Such attacks have become a persistently problematic feature of the contemporary
internet landscape, as each attack individually may not be sufficiently significant to gain
law enforcement attention, but when taken as a whole represent a significant threat to
victims in the United States and abroad. The United States provides the summary below
United States v. David Bukoski
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of both the nature of the offense conduct and the steps undertaken in the investigation to
complement the information provided in the pre-sentence report and supplement the
undisputed factual basis of the plea agreement. All of the information discussed below
was previously shared with the defendant through his counsel.
b. Features and Purpose of QuantumsStress.net

As part of a coordinated and ongoing inter-District operation, FBI agents began
investigating individuals in the United States and abroad operating what were suspected
to be the longest running and most prevalent “booter” services. The Defendant is one
such individual, and during the period in question operated a website (or domain)
operating under different names, but most recently “quantumstress.net.” A screen
capture of the Defendant’s booter service operated through the domain
“quantumstress.net.” In the course of investigating the defendant’s booter service, the
FBI subscribed in an undercover capacity and conducted test attacks in order to verify

that the defendant was in fact providing the services that he advertised, as seen below.

Our stress testing services are able.

Systarms Modarn Experience
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The defendant made a number of different subscription plans available to his
approximately 70-80,000 subscribers, all of which entailed payment by the subscriber in
exchange for some period of access to the attack infrastructure controlled by the
defendant. An example of the defendant’s advertisement of the features available to his
subscribers is reflected in the following screen capture from the service:

Starting at $5.00
From 10 minutes up to 12 hour launch durations!
Simulate up to 50 Gbps network connectivity!
©One month to lifetime subscriptions
Up to 2 concurrent slots
Unlimited unrestricted launches!
Instant Setup

Around the clock weekday customer service

Fully equipped modern platform

Join over 70,000 other members!
AME RICAN - "
payeol VISA @) EEEE obecon
Build Your Package

Those features reference “launch duration,” “network connectivity,” “unlimited
unrestricted launches” and “instant setup.” Those terms are euphemisms for the type,
volume, and duration of the criminal DDoS attack services the defendant provided to his
paying customers.

Paying subscribers would gain access to a private web accessible dashboard,

depicted below. That dashboard would allow users to configure settings and launch
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DDoS attacks against victims of their choosing using the architecture made available by
the defendant in exchange for subscription fees that varied base on the type, magnitude

and duration of the attacks purchased.

L & Secure | hitps:/ fquantumstress.net/indax2 ot

[} K Sinkhole © CDET 4 Known baaters & MO

Quantum Stress #Main  @lounch AScttings @ Support i Logout

Memaorial Day promotion is now active. Use promo code MEMORIAL” for 30% off any package.

-
& Usars ;Hnss ? Activa I.nun]-hgs

Latest Updates Personal Notepad

Two Factor Security & admin £ August 2181, 2017 This is your private notepad, use it for whatever you want....

We have rolled out the ablity to add extra security to your account through Twe
Factor. You couid haad over to your User Seftings page and navigate to 2EA page

to enable it today. if any Is2uss arise, plaase get in touch with our Support team.

- Removal of Tools & admin 7] November Sth, 2018

The Teols section on our platform will ba removed at the end of the day on

November Bth, 2018 After the removal, all data will be deleted from our system

and not recoverable, i you have any data inside our tools you need to save, please m
da s0 immediately. i you have any questions or concems, you may submit o

SUPROIT roqUAasE

. New Package Buiider & admin £ August 31st, 2016
Win hava finizhad ralling out our newty devaiopad Package Bullder You will ba abis
to build your own package with your desired duration, subscription langth and
concurrent siots. With the new package builder we have finished rolling cut up to
12 hour attack durations,

Several features of the defendant’s dashboard depicted above are significant. The
dashboard at the time the FBI took the snapshot referenced 15 other users being online at
that time, with two servers available to conduct attacks, and 10 attacks underway. The
defendant also configured his service to reference a tally of the number of registered
(although not necessarily current) users of his service, numbered here at over 80,000.
The defendant also references in the August 31, 2016 admin note that he has developed

the capacity for his customers to launch attacks lasting as long as 12 hours.
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The defendant configured the subscriber dashboard of his booter website to allow
his customers to manually configure the settings to best tailor DoS attack types to their

individual needs. An example of the customer dashboard is copied below.

<« C @ Secure hitps://guantumstress.net/nub.php Gw O 1
2 ppps [3 K Sinkhole % CDET §5 Known booters  [B MOL
Quantum Stress #Main  ©launch &Settings @ Support & Logout
= Available Slots ¥ Running Slots @ Scheduled
10 6 0
Launch commenced! Launch sent from server Alpha.
Launch a Stress Test! Your Slots (1used out of 1 available)
Host Host Port Duration Method
Host 19283.242.4 53 51 seconds left CHARGE |
Time 192.83.2424 53  60seconds  CHARGEN &
192.83.2424 53 60 seconds LDAP <
Port 192.83.2424 53 60 seconds NTP <
53 352253560 53 60 seconds NTP <
Wethod 35.230.51.200 53 60 seconds NTP s

LDAP

Slot Usage

15lot

As seen above, “stress test” is a euphemism for “DoS attack,” and the defendant
configured his service to allow subscribers to manually enter the desired target for their
attacks, along with the attack duration, port targeted, and attack method.

c. ldentifying the Defendant as the Operator of Quantumstress.net

Having determined that the booter quantumstress.net did in fact provide the
criminal services advertised, the FBI then undertook an investigation that ultimately
resulted in the identification of the defendant as the individual operating and profiting
from the service. One of the first steps taken by the FBI was straightforward —

performing a so-called “whois” query to determine basic information about the domain
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itself. The results of that query are depicted below, and alerted investigators to the fact
that the defendant was using a prominent internet service provider.

Address lookup

canonical name quantumstress.net.
aliases

addresses 104.27.132.250
104.27.133.250
2606:4700:30::681b:85fa
2606:4700:30::681b:B4fa

Domain Whois record
Queried whois.internic.net with "dom quantumstress.net"...

Domain Name: QUANTUMSTRESS.NET

Registry Domain ID: 2105005520 DOMAIN NET-VRSN

Registrar WHOIS Server: whois.name.com

Registrar URL: http://www.name.com

Updated Date: 2018-07-08T22:04:382

Creation Date: 2017-03-14T21:06:152

Registry Expiry Date: 2019-03-14T21:06:15Z

Registrar: Name.com, Inc.

Registrar IANA ID: 625

Registrar Abuse Contact Email: abusefname.com

Registrar Abuse Contact Phone: 7202492374

Domain Status: clientTransferProhibited https://icann.org/epp#clientTransferProhibited

Name Server: BRIT.NS.CLOUDFLARE.COM

Name Server: VERN.NS.CLOUDFLARE.COM

DNSSEC: unsigned

URL of the ICANN Wheois Inaccuracy Complaint Form: https://www.icann.org/wicf/
>>> Last update of whois database: 2018-12-05T04:36:29Z <<<

Records associated with that internet service provider received in response to legal
process gave investigators a number of email addresses that the defendant intended to be
anonymous, but in fact allowed the FBI to work backwards and ultimately establish that
the defendant was the owner and operator of the quantumstress.net booter service. By
using additional process issued in the District of Alaska, the FBI was able to review
records associate with internet accounts used by the defendant while operating
quantumstress.net, including some of the defendant’s internet browsing history. An

excerpt of that history is copied below.

T MM e L e s PR

2017-12-1@ 22:12:16 UTC: Visited https://krebsonsecurity.com/2017/11/ddos-for-hire-service-launches-mobile-app/ (https://
krebsonsecurity.com/2817/11/ddos-for-hire-service-launches-mobile-app/)

2017-12-10@ 22:11:37 UTC: Visited https://krebsonsecurity.com/2017/11/ddos=for-hire-service-launches-mobile-app/ (https://
krebsonsecurity.com/2017/11/ddos-for-hire-service-launches-mobile-app/)

2017-12-1@ 22:11:29 UTC: Searched for guantumservicesweb@gmail.com (https://www.google.com/search?q=quantumservicesweb%40gmail.com;
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That excerpt of the defendant’s web browsing history was significant to

investigators for a number of reasons, including the fa

ct that it shows that the defendant

browsed an article written by a prominent security researcher referencing both the

defendant’s enterprise along with a competing service

researcher in the article to an advisory posted by the F

, including a link provided by the

Bl warning that the operation of

booter services was potentially punishable under federal law.

KrebsonSecurity

nd | ation

09 DDoS-for-Hire Service Launches Mobile App

In May 2013 KrebsOnSecurity wrote about Ragebooter, a service that paying customers
can use o launch powerful distributed denial-of-service (DDoS) attacks capable of knocking
individuals and Web sites offline. The owner of Ragebooter subsequently was convicted in
2016 of possessing child pornography, but his business somehow lived on while he was in
prison. Now just weeks after Poland made probation, a mobile version of the attack-for-hire
service has gone up for sale on the Google Play store.

In the story Ragebooter: ‘Legit’ DDoS Service, or Fed Backdoor, I profiled then 19-year-old
Justin D. Poland from Memphis — who admitted to installing code on his Ragebooter

service that allowed FBI investigators to snoop on his customers.

Rageservices[dot]net advertises itself as a store for custom programming and Web site
development. Its content is identical to a site called QuantumServices. A small purchase
through the rageservices[dot]net site for a simple program generated a response from
Quantum Services and an email from quantumservicesweb@gmail.com. The person
responding at that email address declined to give his or her name, but said thev were not
Justin Poland.

Figures posted to the home page of ragebooter[dot]net claim the service has been used to
conduet more than 310,000 NDS attacks. Memberships are sold in packages ranging from
4 per day to §300 a year for an “enterprise” plan. Ragebooter{dot]net includes a notice at
the top of the site indicating thal rageservices[dot]net is indeed affiliated with Ragebooter,

If Poland still is running Ragebooter, he may well be violating the terms of his parole.
According to the FBI, the use of DDoS-for-hire services like Ragebooter is illegal.

In October the FBI released an advisory warning that the use of booter services — also called
“stresgers” — is punishable under the Computer Fraud and Abuse Acl, and may result in

arrest and criminal prosecution.

“Booter and stresser services are a form of DDoS-for-hire— advertised in forum
communications and available on Dark Web marketplaces— offering malicious actors the
ahility to anonymously attack any Internet-conneeted target. These services are obtained
through a monetary transaction, usually in the form of online payment services and virtual
currency. Criminal actors running booler and stresser services sell access to DDoS bolnels, a
network of malware-infected computers exploited to make a vieim server or network
resouree unavailable by overloading the deviee with massive amounts of fake or illegitimate
traffie.”

The portions of the defendant’s web browsing history reviewed by the FBI also

showed his own use of the quantumstress.net booter:

1D l8RL030830T80CfOrDIECTOrs.e)

2018-01-28 22:31:59 UTC: Visited Quantum 5tress [https
2018-91-28 22:31:53 UTC: Visited Quantum Stress [(https
2018-01-28 22:31:49 UTC: Visited Quantum Stress (https
2018-01-28 22:31:45 UTC: Visited Quantum Stress (https
2818-91-28 22:25:46 UTC: Visited Quantum 5tress - Hub
2018-01-28 22:24:44 UTC: Visited Quantum Stress (https
2018-91-28 22:24:39 UTC: Visited Quantum Stress (https
2018-91-28 22:24:33 UTC: Visited Quantum Stress (https

tf/quantumstress.net/ launches?do=stophkid=4526@3)
://quantumstress.net/launches?do=stophkid=452615)
1/ /quantumstress. net/launches Tdo=stop&id=452617)
i/ /quantumstress.net/launches7do=stopbkid=452620)
(https:/fquantumstress.net/hub. php)

1/ /quantumstress., net/launches7do=stophkid=452564)
1/ fquantumstress.net/launches?do=stophkid=452588)
i f/quantumstress. net/launches?do=stopskid=452568)

2018-91-28 22:24:25 UTC: Visited IP-API.com - Free Geolocation API (http://fip-api.com/#65.96.167.141)
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The defendant’s administration of his booter service resulted in so-called ‘terms of
service’ (“ToS”) violation notices from a variety of platforms that did not wish to be
associated with criminal DDoS for hire enterprises such as quantumstress.net. For
example, the prominent e-commerce platforms such as PayPal and FastSpring, as well as
the chat platform Discord all terminated the defendant’s accounts as a result of the
criminal conduct that came to their attention through his administration of

quantumstress.net. Examples of those notices to the defendant are copied below:

service@paypal.com ¥

Your account has been limited

d427pp@gmail.com <d427pp@gmail.com> %7

Dear David Angrego,

A recent review of your account activity identified products/services on
your website violate PayPal's Acceptable Use Policy. Specifically, DDOS
stressors that are associated with https://quantumstress.net and are not
permitted on our platform.

Please remove all references to PayPal from your website/s and/or
auction/s. This includes not only removing PayPal as a payment option, but
also the PayPal logo and PayPal shopping cart.

Please refer to:
- Transaction BLT98027U6417631V

After a recent review of your account activity, it has been determined that
you are in violation of PayPal's Acceptable Use Policy. Therefore, your
account has been permanently limited.

Please remove all references to PayPal from your website/s and/or
auction/s. This includes not only removing PayPal as a payment option, but
also the PayPal logo and PayPal shopping cart.

ticket@fastspring.com ¥r 9 Reply 9 Reply All v |+ Forward | (2 Archive | @) Junk [ Delete  Mare v
[FastSpring Support Desk] Re: Account termination 6/23/18, 7:30 AM
Dav i 4

B8 7o protect your privacy, Thunderbird has blocked remote content in this message Preferences | X

:’(\fhl]‘ Ken White (FastSpring) (FastSpring Support Desk)
ite

https://quantumstress.net/
EDa?(fid David Bukoski (quantumservices)
uko

How can | find out more information regarding the “"selling something else”

Thanks.

aehr] Ken White (FastSpring) (FastSpring Support Desk)
ite

It has come to our attention you were selling something other than what you claimed you were. Your account has been terminated immediately. The June 30 payment has been cancelled and those
funds will be held until the end of July. If no chargebacks/refunds between now and then, we will release the remaining funds to you at that time.
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QuantumlS David <david@quantum.is>¥r “Reply 9 ReplyAlll~ - Forward (& Archive | @) Junk [ Delete | More ~
Re: Account Disabled - Violation of TOS/C: i ideli ificati 1/30/18, 5:09 PM

Discord <abuse@discordapp.com> ¥
Hello,

Discord is focused on maintaining a safe and secure environment for our community, and your account has been flagged by the Discord community for violations of our
Terms of Service and Community Guidelines. Our team has reviewed the claim and taken action by disabling your account.

You were found to have been involved in a server where you were promoting or encouraging illegal activity including, but not limited to, hacking, cracking or distribution of
pirated software, or cheats or hacks for our or another company or person's service.

Sincerely,
Discord Trust & Safety Team

maniac

My Discord e-mail is david@quantum.is
My account was disabled, and the Twitter account said usually due to a ToS violation. So | wanted to reach out for more information regarding why | was banned.

Thank you.

In addition to evidence relevant to the defendants state of mind and knowledge
regarding the activities of the quantumstress.net booter, the review of his internet
accounts yielded the identifying information necessary for the FBI to apply for and
execute a search warrant at the defendant’s residence, including emailed receipts for

pizzas that the defendant would have delivered to his home address:

Customer Information
Mame on Order: DAVID B

Delivery Address: . HANOWVER TOWNSHIP, PA 18706-1807
Callharck Phans #:

Your -Stare (9067). 2244 Sans Soucl Parkway Hanover Twp PA 187086 |
570-735-B700
Delivery Time: Approximately 30-40 minutes

Order Details
Order #: 291079
Date: 05/18/2018 B:23PM

The fellowing order is being delivered hot and fresh to your door:
|

Quantity Description Amount

Medium (12"} Handmade Pan Pizza

1 Whole: Bacon, Premium Chicken, Robust Inspired Tomalo Sauce, $13.99
Chease
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d. Interview and Search of the Defendant

In November, 2018 the FBI executed a search warrant at the defendant’s residence
in Hanover Township, Pennsylvania. In a recorded interview, the defendant, to his credit,
was largely straightforward with investigators, admitting that he was the administrator of
the booter service quantumstress.net; that he operated the booter service for profit for
approximately seven years; and that he understood that the majority of his subscribers
used the service to attack victims using DoS attacks facilitated by the architecture he
provided. During the course of the search, the FBI seized and imaged devices including
the defendant’s primary cell phone and computers. The defendant also provided a copy
of recent database entries associated with the operation of quantumstress.net to the FBI.

Those database records further corroborated the FBI’s understanding of the
operation of the quantumstress.net and the various pseudonyms used by the defendant
during his administration of the booter service. The database included customer service
tickets, or communications between the defendant and other individuals regarding the
service.

In addition to records establishing that the defendant’s quantumstress.net booter
service had been used both by individuals outside of Alaska to attack Alaskan victims
and individuals in Alaska to attack others outside, the database also contained records
associated with the test attacks launched by the FBI using their undercover account
(“lacroix777”), as seen below. It should be noted that the test attacks conducted by the

FBI targeted safe IP ranges that would not actually be damaged, although the defendant
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had no reason to know that was the case when the attacks were executed using his

service.

', o'1ge, ‘1Y, '1°,

, 'May 38th, 2018 at 8:42 PM', 'June 13th, 2018 at 12:47 PM', 'Mozilla/5.@ (Macintosh; Intel Mac DS X 18_13_3) Apple

‘6@', '53', 'June 12th, 2018 at 8:07 PM', 'NTP*, **,
‘6@', '53', 'June 12th, 2018 at 8: ,ONTRY, Y, 3
'60', '53', 'June 1 ', 'NTP', !
', 'LDAP',
', 'CHARGEN',
, "SSN', 'Y,

6b35ddfd38755ee ne 11th, 2018 at 2:24 PM', 'CPCFSMTVE GWGNMPDPBAH3®, 'Joe’,

3917aaf61f6851798a9228ca fBaefd7', 'May 3@th, 2018 at PM', '172.68.174.56',

The database provided by the defendant during the search of his residence also
yielded communications to quantumstress.net from victims of attacks conducted by
subscribers to the defendant’s booter service. Two such communications asking the
defendant to stop the attacks launched via quantumbooter.net by his paying customers are

excerpted below:

|c48, 'Misuse of service', 'Abuse', 'Hello. I wrk
in the IT department of a small marketing company. . Through some research I was able to
find out that my networks recent dos attacks have been coming from your stresser. The
IP attacked was (comcast) then launched my backup and that was also hit,
they actually removed me from network and will not host me until I can fix this issue. I
don''t have the other IP on me, but if you can please blacklist that IP and get back to
me over phone that would be great. We lost a lot of money this week and I suspect the
stresser used a few other times in the last month as well, just not as constant.

', @, '"N/A', 'N/A',
'N/A'),

'To whom it may concern,\r\n\r\nas far as we understood from
your website, Quantum Booter is a legit company targeted at users who want to
stress-test their own network. Unfortunately, it appears that some of your customers
abuse yourservice in order to launch illegal denial of service attacks against our
network, causing significant damages. We do not [consent] to any stress testing torwards
our network (AS19961@).\r\n\r\nPlease prevent your customers from launching attacks
against our network. and confirm to us that voulr\nhave done so.\r\n\r\nKind
regards\r\ 1st, 2018
at 5:21 PM', 'Closed', 'Support Bot', 'High', 'Support', @, '20180801', 0,
'2a03:4d40:1337:3:816:3eff:feea: fd47'),
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1. Procedural History and Sentencing
a. Procedural History
The defendant was charged by indictment in the District of Alaska on December
12, 2018. Doc. 2. He was arraigned on the indictment on January 3, 2019. Doc. 11. The
defendant pleaded guilty as charged on August 13, 2019, pursuant to the terms of the plea
agreement filed at Docket 62. Doc. 73.
b. Pre-Sentence Report
The pre-sentence report filed at Docket 82 (PSR) accurately calculates the
defendant’s adjusted offense level as follows: base offense level of six for a violation of
18 U.S.C. § 1030(a)(5)(A) pursuant to U.S.S.G. 82B1.1; with a two-level enhancement
for an offense involving 10 or more victims pursuant to 82B1.1(b)(2)(A); a four-level
enhancement for sophisticated means pursuant to 82B1.1(b)(10)(C); and a four-level
offense-specific enhancement resulting from the offense of conviction pursuant to
2B1.1(b)(19)(A)(ii), resulting in an adjusted offense level of 16, less three levels for
acceptance of responsibility pursuant to U.S.S.G. §83E1.1 for a total offense level of 13.
PSR 122. Given the fact that the defendant does not have any juvenile or adult criminal
convictions in the United States, his guideline sentencing range as noted in the PSR is 12
to 18 months incarceration.
c. Probations’ Sentencing Recommendation
Probations recommends a substantially below guideline sentence of five years’

probation, largely based on the sentences imposed by this court in the matters related to
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the Mirai botnet. For reasons the court is aware of, those cases are not analogous to this
matter.
d. Sentencing Recommendation of the United States

Consistent with the terms of the plea agreement filed at Docket 61, the United
States recommends that the court impose a sentence at the low end of the applicable
advisory guideline range of 12 months (or 12 months and a day).

In the context of the nature and circumstances of the offense of conviction as well
as the history and characteristics of the defendant himself, this recommended sentence is
consistent with the imperatives of 18 U.S.C. § 3553(a), prioritizing the need for the
sentence to imposed to afford adequate deterrence; protect the public from further crimes
of the defendant; and provide the defendant with needed educational or vocational
training as well as medical care or other treatment in the most effective manner.

The defendant made a modest but consistent income of, at times, between $1,500
and $2,500 monthly and totaling at least $101,273 during the time he operated the
quantumstresser.net booter service. Doc. 62 { 10-12 (Plea Agreement). That income was
derived from the fact that he aided and abetted a substantial number of comparatively
low-level DoS attacks committed by the approximately 84,000 individuals subscribing to
his service at various times. Doc. 62 116. As illustrated in the service tickets excerpted
above, even these comparatively low level DoS attacks facilitated by the defendant’s
booter service had substantial effects on the targeted victims, which included personal
computers on home networks as well as schools, universities, public utilities, and internet

service providers. Doc. 62 {17.
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While he took some steps to obscure his identity while operating his booter
service, the defendant likely acted with impunity under the assumption that no single
instance of criminal conduct he aided and abetted for profit would rise to the threshold of
triggering a federal investigation and his subsequent prosecution in the District of Alaska.
That assumption is not necessarily uncommon among individuals like the defendant who
seek to profit by victimizing others.

It is appropriate for the court to take into consideration the defendant’s poor
health, comparative youth, and lack of prior criminal convictions, but those mitigating
considerations should be weighed against the significant universe of those victims
harmed by the defendant’s actions and the concurrent need to not only specifically deter
him from engaging in such conduct in the future, but also to serve as a deterrent to
equally situated individuals and protect the public from this type of comparatively low-
level but nevertheless persistent and wide-spread criminal activity.

IIl.  CONCLUSION

For the above stated reasons, the United States respectfully recommends a sentence

of no less than 12 months and a day, to be followed by three years of supervised release.

RESPECTFULLY SUBMITTED this 8th day of November, 2019, in Anchorage,
Alaska.

BRYAN SCHRODER
United States Attorney
s/ Adam Alexander

ADAM ALEXANDER
Assistant U.S. Attorney
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