United States Attorney’s Office - District of Colorado

How to Decrypt Media Encrypted with Check Point:
A Step-by-Step Guide

The United States Attorney’s Office has provided you with discovery or other materials that
have been encrypted using Check Point software. This document provides step-by-step
instructions for decrypting that data.

You should have received a password for decrypting the data in an email or other separate
correspondence. If you do not have a password, please contact the U.S. Attorney’s Office
employee who provided the data to you.

SPECIAL NOTE FOR MAC USERS: Check Point does not operate on Mac computers. If you only
have access to a Mac, contact the USAO employee who provided the data to you.
Decrypting Check Point Encrypted Media

If you have Check Point installed on your computer, use Windows Explorer to open the media,
and enter the proper password.

If you do not have Check Point installed on your computer, follow these steps:

1. Insert the encrypted optical media into your computer’s CD/DVD drive.
2. In Windows Explorer, double-click the Unlock.exe file on the disk.

& - » Computer b DVD RW Drive (Dt) EPM Encrypted Disk

Organize » B to dise . ]

{ Favorites
M Desidop + Files Currently on the Disc (3)
8] I
8 Downloads e
| Recent Places
dvrem . epm

I"Llnluek Applicab 576 I

i Libranes

4 Documents
o' Music

k| Pictures
M videos
‘B Computer
BL Local Disk (€

£ DD RW Dirive (£} EPM Encrypted Disk

W Metwerk

L_— Unlock Size: 975 KB
S Applicat




United States Attorney’s Office - District of Colorado

3. Enter the password you received in separate communication. Click the Unlock button.
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4. Click the top level container in the panel on the left and then click the Extract button in
the toolbar.

\: e Edit View Help
i roct @Y Add Files [ Add Folder D Delete | Change Ful Access Password  ® Change Reod Only Possword L)
& ncrypled Levice] me Type Size
1 Uscs Guides Fil folder
12015-April.doox Microsoft Waord Document 13KB
B412015- August.docx Microsoft Word Document 13KB
£512015-Decemberdocx Microsoft Word Document 13KB
ﬂ! |2015-Feb.docx Microsoft Word Document 13KB
412015 January. docx Microsoft Werd Document 13KB
@201 5-July.docx Microsoft Werd Document 13KB
%201 5-June docx Microcoft Werd Document 13KB
§412015-March.docx Microsoft Word Document 13K8
©4)2015-May.docx Microsoft Word Document 13KB
B512015-November.docx Microsoft Werd Document 13KR
*)2015-October.docx Microsoft Word Document 1268
842015-September.docx Microsoft Werd Document 13KB
< 2 < »
object(s) selected B Full Access

5. Browse to the location where you want to save the unencrypted files. Click OK.
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6. Once the files have been decrypted, open their location using Windows Explorer.
CAUTION: When you close the Endpoint Security Media Encryption EPM Explorer
window, you will see a prompt regarding deleting all of the files you extracted from
the encrypted media. Click No unless you do want to delete the files you just

decrypted.

r &
EPM Explorer - Confirm Secure Deletion @

Fndpoint Securiy ) -
Media Encryption gl [} Check Point

Syt is recommended to securely erase from this computer all files and
w folders that were extracted during this session of Endpoint Security
*  Media Encryption EPM Explorer,
Would you like to proceed and erase these files and folders securely?
Waming: Any changes you made to the extracted files
will be lost!

[ liRemember my choice and do not prompt again!

| ys I ne |

If you have problems related to your password or using Check Point, please contact the USAO
employee who sent you the encrypted data. If you have problems related to available disk
space on your computer, firewall access, or download speed, you will need to confer with your

own IT staff.
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