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UNITED STATES DISTRICT COURT 
FOR THE DISTRICT OF COLUMBIA 

 

IN THE MATTER OF THE SEIZURE OF 
ONE TELEGRAM CHANNEL FOR 
VIOLATIONS OF 18 U.S.C. §§ 1349, 1956 

CASE NO. 26-SZ-32

FILED UNDER SEAL 

Reference: USAO No. 2026R00309; Target Account: t.me/pogojobhiring2023 

AFFIDAVIT IN SUPPORT OF SEIZURE WARRANT 

1. I make this affidavit in support of an application for a seizure warrant for the 

Telegram Channel associated with the invite link t.me/pogojobhiring20231 (TARGET 

PROPERTY). The TARGET PROPERTY to be seized is described in the following paragraphs 

and in Attachment A.  

2. A search of publicly available information for the TARGET PROPERTY shows 

that the property is hosted by TELEGRAM, a cloud-based, cross-platform social media and 

instant messaging (IM) service, registered in the British Virgin Islands (BVI) with a legal address 

for correspondence usually listed as Conyers Trust Company (BVI) Limited, Commerce House, 

Wickhams Cay 1, P.O. Box 3140, Road Town, Tortola, VG1110, British Virgin Islands. 

 
1 According to Telegram’s website, a  Telegram channel is a tool for broadcasting one-way 
messages to unlimited subscribers, functioning as a public or private feed rather than a 
conversational group. It allows creators to send text, media, or large files (up to 2GB) to a large 
audience, with features like silent notifications, post-view counts, and optional linked discussion 
groups.  Each Channel has an “owner,” who can “broadcast messages, delete any messages, add 
subscribers (the first 200 only), remove subscribers, change the Channel’s name, profile image and 
link, as well as delete the Channel completely. Any user can find and join a public channel, which 
has its own username. 
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3. 

4. 

PURPOSE OF AFFIDAVIT 

5. The facts in this affidavit come from my personal observations, my training and 

experience, and information obtained from other agents, witnesses, and agencies. This affidavit is 

intended to show merely that there is sufficient probable cause for the requested warrant. It does 

not set forth all my knowledge, or the knowledge of others, about this matter. Based on my training 

and experience and the facts as set forth in this affidavit, I respectfully submit that there is probable 

cause to believe that violations of 18 U.S.C. §§ 1343, 1349 (Fraud by wire, radio, or television, 

and conspiracy), and 18 U.S.C. § 1956(a)(1)(B)(i) & (h) (Laundering monetary instruments and 

conspiracy) have been committed by numerous unknown individuals operating out of a Cambodia-
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based scam compound and their co-conspirators. There is also probable cause to seize the

TARGET PROPERTY described in Attachment A as property subject to forfeiture pursuant to 

18 U.S.C. §§ 981(a)(1)(A), 982(a)(1), and 28 U.S.C. § 2461(c). 

6. The United States, through its agencies the FBI and the U.S. Secret Service (USSS),

is investigating international criminal organizations operating fraud scams out of southeast Asia. 

Numerous schemes are run out of industrial-scale scam compounds in Cambodia. The criminal 

syndicates behind these compounds often lure unsuspecting persons to travel to Cambodia on the 

offer of high paying jobs. However, many of these persons instead have their identification 

documents seized and are forced to work in these scam compounds. Within these compounds, 

these trafficked persons, themselves victims, are forced to work long hours to conduct fraud 

schemes against victims from the United States and other countries.  

7. According to victim reporting, discussed in more depth below, law enforcement is 

investigating a compound in the Anlong Veng district of Oddar Meanchey Province in northern 

Cambodia, near the Thai border. The compound is across the street from a large casino. Also 

according to victim reporting, trafficked persons brought to work at the compound have been 

subject to torture, abuse, and extortion. The compound is reportedly run through a mix of Chinese 

criminal actors. 

STATUTES, JURISDICTION, AND VENUE 

8. Title 18, United States Code, Section 1343 criminalizes devising or intending to 

devise any “scheme or artifice to defraud, or for obtaining money or property by means of false or 

fraudulent pretenses, representations, or promises, transmits or causes to be transmitted by means 

of wire, radio, or television communication in interstate or foreign commerce, any writings, signs,

signals, pictures, or sounds for the purpose of executing such scheme or artifice.” Title 18, United 
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States Code, Section 1349 criminalizes the conspiracy to commit wire fraud, as defined in Section 

1343. 

9. Title 18, United States Code, Section 1956(a)(1)(B)(i) criminalizes “knowingly”

“conducting or attempting to conduct a financial transaction which involves the proceeds of 

specified unlawful activity” where the defendant knows “that the transaction is designed in whole 

or in part to conceal or disguise the nature, the location, the source, the ownership, or the control 

of the proceeds of specified unlawful activity.” Violations of 18 U.S.C. §§ 1343, 1349 qualify as 

specified unlawful activity under the statute. Title 18, United States Code, Section 1956(h) 

criminalize the conspiracy to commit money laundering, as defined in Section 1956(a).

10. This Court has jurisdiction to issue the requested warrant. Section 853(f) of Title 

21 of the U.S. Code authorizes the government to obtain a seizure warrant from the court in the 

same manner as a search warrant under Federal Rule of Criminal Procedure 41. Further, Section

853(l) provides that a federal court has “jurisdiction to enter orders as provided in this section 

without regard to the location of any property which may be subject to forfeiture” (emphasis 

added). Section 853(f) provides that a court shall issue a criminal seizure warrant if it determines 

that the property to be seized would, in the event of a conviction, be subject to forfeiture and that 

a restraining order would be inadequate to assure the availability of the property for forfeiture. 

Neither a restraining order nor an injunction is sufficient to guarantee the availability of the 

TARGET PROPERTY for forfeiture. By seizing the TARGET PROPERTY, the government 

will prevent third parties from controlling or acquiring TARGET PROPERTY and using it to 

commit additional violations of 18 U.S.C. §§ 1343, 1349, and 1956. 

11. This court has the authority to issue seizure warrants for assets located in a foreign 

jurisdiction pursuant to 18 U.S.C. § 981(b)(3). Section 981(b)(3) provides that a seizure warrant 
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may be issued by a “judicial officer in any district in which a forfeiture action against the property 

may be filed under [28 U.S.C.] section 1355(b), and may be executed in any district in which the 

property is found, or transmitted to the central authority of any foreign state for service in 

accordance with any treaty or other international agreement” (emphasis added).2 Pursuant to 28 

U.S.C. § 1355(b), a forfeiture action may be brought in any district court where any of the acts or 

omissions giving rise to the forfeiture occurred, even as to property located in a foreign 

jurisdiction. Further, the criminal offenses under investigation began or were committed upon the 

high seas, or elsewhere out of the jurisdiction of any particular State or district, and no offender is 

known to have, or have had, residence within any United States district. See 18 U.S.C. § 3238.  

12. This affidavit also is being submitted in support of a civil seizure warrant for the 

property pursuant to 18 U.S.C. § 981(b)(2). Such a warrant requires a finding of probable cause 

and may be obtained on an ex parte basis. Section 981(b) applies to all property subject to civil 

forfeiture under section 981(a). Under section 981(a)(1)(A), property subject to forfeiture to the 

United States includes “[a]ny property, real or personal, involved in a transaction or attempted 

transaction in violation of [18 U.S.C. §1956].” As discussed below, there is probable cause to 

believe that violations of 18 U.S.C. §§ 1343, 1349, and 1956 have been committed by numerous 

 
2 Notwithstanding the provisions of Rule 41(a), a seizure warrant may be “transmitted to the central 
authority of any foreign state for service in accordance with any treaty or other international 
agreement.” Here, however, Telegram has generally agreed to accept service of law enforcement 
process through its web portal. The United States will first attempt to serve Telegram through its 
web portal.  
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unknown individuals operating out of the Cambodia-based scam compound and the individuals 

responsible for the use of TARGET PROPERTY. 

PROBABLE CAUSE 

I. Background on Scam Compounds in Cambodia 

13. Based on my training and experience in this and other investigations, I know that 

numerous cryptocurrency investment fraud (CIF) schemes are operated from industrial-scale scam 

compounds in Cambodia. The criminal syndicates behind these compounds often lure 

unsuspecting persons to Cambodia or neighboring Thailand with the offer of high-paying jobs. 

Upon arrival, however, many of these persons instead have their identification documents seized 

and are trafficked to scam compounds. Within these compounds, the trafficked persons, 

themselves victims, sometimes joined by willing scam workers, are forced to work long hours to 

conduct CIF schemes against victims from the United States and other countries. 

14. According to public reporting, one of the original goals of these compounds was to 

host gambling operations, both online and in-person, for Chinese customers—an activity that is 

illegal in China. After the COVID-19 pandemic disrupted business plans for gambling centers, 

Chinese criminal organizations in these zones turned to fraud schemes, especially CIF, as a new 

source of revenue. And as lockdowns and border controls meant Chinese workers could not travel 

to Cambodia, these organizations began trafficking workers from around the world.3 A U.S. 

government funded study reported that beginning in 2021 “criminal trafficking networks” began 

to “lure a new multinational labor force into scamming enclaves in Cambodia, Myanmar, Laos, 

 
3 United States Institute of Peace (USIP), Senior Study Group Final Report May 2024, 
Transnational Crime in Southeast Asia A Growing Threat to Global Peace and Security, at 8, 
available at https://www.usip.org/sites/default/files/2024-05/ssg_transnational-crime-southeast-
asia.pdf. 
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and elsewhere with promises of well-paid, high-tech jobs. Today, there are an estimated 300,000 

cyber scammers in the Mekong region, many of whom are held captive in prisonlike conditions 

and forced to spend long hours scamming unsuspecting targets . . . .”4

15. According to public reporting, Cambodia has been a hub of scamming activity for 

over the last ten years. “Between 2014 to 2019, . . . the number of casinos in Cambodia increased 

by 163 per cent: from 57 in 2014 to 150 in 2019.”5 “The Office of the United Nations High 

Commissioner for Human Rights estimates that criminal gangs are holding at least 220,000 people 

from more than 40 countries at scam centers in just Cambodia and Myanmar. . . . Though there are 

no official figures, the return on cyber scamming in Cambodia is estimated—by multiplying a 

conservative estimate of 100,000 laborers thought to raise an average of $350 per person per day 

times the number of days in a year—to exceed $12.5 billion annually, which is equivalent to nearly 

half the country’s formal GDP.”6  

II. The Compound 

A. Location  

16. Anlong Veng district of Oddar Meanchey Province in northern Cambodia is located 

near the Thai border. The below map (Fig. 1) shows the location in Cambodia. 

17. According to trafficking victims, described further herein, there is a compound 

located on Cambodia’s National Road 67, directly across from a casino, which is holding 

trafficking victims against their will and forcing them to commit scams (hereinafter “Anlong 

 
4 Id. at 18. 
5 Office of the High Commissioner for Human Rights, Online Scam Operations and Trafficking 
into Forced Criminality in Southeast Asia (Aug. 2023), at 6, available at 
https://bangkok.ohchr.org/sites/default/files/documents/2025-01/online-scam-operations-
2582023.pdf (last accessed March 5, 2026).
6 A Growing Threat (May 2024) at 19 (emphasis added). 
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Compound”). Based on information provided by a trafficking victim (TV-1), law enforcement 

identified the location of the Anlong Compound. The approximate location of the Anlong 

Compound is 14.342082740033003, 104.0568921576074. Aerial of the location and street 

imagery of the location, as identified by a trafficking victim, follow (see Fig. 2).  

Figure 1 - Aerial Map of Anlong Compound

Figure 2 - Street View Identification of Anlong Compound by TV-1

18. In addition to TV-1, records of a U.S. Internet Service Provider (U.S. Provider 1)

indicated scam activity coming from the same location. Specifically, U.S. Provider 1 records 
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showed ACCOUNT 1 and ACCOUNT 2 were identified according to location data as operating at 

the same location, and records of activity for ACCOUNT 1 and ACCOUNT 2 suggest that the 

accounts were involved in contacting unsuspecting victims located in the United States. Users of 

ACCOUNT 1 and ACCOUNT 2 engaged in unsolicited communications with users located in the 

United States and asked personal questions regarding their employment and investment accounts. 

Additionally, as is common in these schemes, the users of ACCOUNT 1 and ACCOUNT 2

suggested maintaining contact through mobile encrypted communication applications such as 

WhatsApp or Microsoft Teams. U.S. ISP 1 identified at least an additional 35 accounts conducting 

similar activity at the same location.  

B. Trafficking Victim 1  

19. Between March 18, 2026 and March 25, 2026, TV-1 was interviewed by law 

enforcement in the United States During these interviews

and communications with TV-1, TV-1 provided detailed information regarding recruitment, 

transportation, and working conditions at the Anlong Compound. 

20.

 TV-1 reported there 

were several individuals overseeing the compound who exercised control over workers, restricted 

 
7 TV-1 contacted the Department of Justice on their own volition in order to report this conduct. 
TV-1 has not been compensated and has not asked for any benefits from the Department of Justice. 
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their movement, and closely monitored their activities. TV-1 further reported that there were 

approximately 20 employees at the scam center and the employees were required to work 12-hour 

shifts. Workers at the compound were not permitted to leave the compound without authorization.

21. TV-1 further described conditions consistent with coercion and stated that

compound leaders confiscated TV-1’s identification documents, money, and personal belongings, 

limiting TV-1’s ability to independently leave the compound. Additionally, TV-1 observed that

individuals who attempted or failed to comply with directives were subjected to threats and 

physical abuse. 

  

22. TV-1 reported the compound housed multiple foreign nationals, including Filipino 

workers, many of whom stated that they had been recruited under similar false pretenses. TV-1 

indicated some individuals appeared unaware of the true nature of the work prior to arrival, 

consistent with the pattern of deceptive recruitment. 

23. TV-1 reported that TV-1 was required to engage in scam activities directed by 

individuals overseeing the compound. This included the use of scripted communications with 

unsuspecting victims, including victims in the United States. These activities were supervised by 

the managers of the compound, all of whom were Chinese nationals, and performance-driven work

and compliance were enforced through monitoring, correction, and punishment. According to TV-

1, supervisors and project leaders directed and monitored the scamming communications to ensure 

adherence to the scripts. TV-1 identified three individuals by name involved in managing the 
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operations, and provided law enforcement with the names those individuals used. TV-1 further 

stated that an interpreter was used by the Chinese bosses to translate instructions and ensure that 

all workers understood and properly executed the scripted communications.

24. 

 Based on TV-1’s statements, the 

conditions described are consistent with forced labor, fraud, and coercion that is typical to the CIF 

scam compounds described in publicly available reporting.  

C. The Scheme 

25. According to TV-1, individuals operating within the compound engaged in a 

coordinated scheme to defraud victims through the use of structured and scripted communications. 

26. TV-1 stated workers in the compound were required to initiate and maintain contact 

with potential victims using designated communication platforms, specifically WhatsApp or 

Microsoft Teams, both of which are run by U.S. Internet Service Providers and use wires in 

interstate and foreign commerce to run the platforms. These interactions involved written scripts, 

which workers were required to follow. These scripts were designed to manipulate victims and 

induce compliance with financial or other demands.  

27. TV-1 described that the scheme occurred in several stages. TV-1 stated that each 

successive stage increased the level of pressure on the victim and was intended to escalate the 

situation in order to induce the victim to comply with demands. The scam workers initiated contact, 

usually by telephone based on a list of U.S. persons, their phone numbers, and their Social Security 

Numbers, which was provided by the Chinese bosses. The scam workers were given a script and 

told to establish communication using the scripted language. 
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a. Phase One: The scam worker poses as a bank employee, usually JP Morgan Chase, 

a U.S. financial institution, and tells the victim that a credit card issued in their 

name had purchased firearms and that the bank had flagged the transaction. The 

scam worker alleges that the victim’s information was used to purchase firearms 

via the website of an actual U.S. firearm vendor (Firearm Vendor 1) and that such 

information needs to be provided to law enforcement. A copy of the script follows: 
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b. Phase Two: The scam worker notifies the victim that they need to be transferred to 

law enforcement, usually the New York Police Department. The scam worker 

transfers the call to another scam worker, who uses a “law enforcement script.” The 

scam worker convinces the victim to file a police report and elicits personal details 

from the victim. The scam worker tells the victim that their account has been linked 

to a known criminal organization and asks for a video call on Microsoft Teams or 

WhatsApp, both run by U.S. Internet Service Providers, to verify the victims’ 

identity. A copy of the script provided by TV-1 follows. 
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with another bank (often Citibank) in their name has been linked to a money 

laundering investigation, purportedly being conducted by Homeland Security 

Investigations. During this portion of the scam, the scam worker also elicits from 

the victim (under the guise of cooperating with an investigation) the victim’s 

personal bank account information. A copy of the script provided by TV-1 follows.
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d. Phase Four: the scam worker transfers the victim to an alleged court facility, 

sometimes referred to as the Supreme Court of New York. TV-1 did not have access 

to the script for this phase; however, as described further herein, several U.S. 

victims reported to the FBI that they were told they needed to pay fines to 

“cooperate” and avoid any criminal charges.   

28. TV-1 reported that workers were evaluated based on their ability to effectively 

implement the scrips and communication with victims. According to TV-1, individuals with 

stronger English-language skills, particularly those able to speak fluent American English, were 

preferred for certain roles within the operation.  

29. TV-1 further stated that workers’ activities were monitored and controlled and that 

failure to comply with directives or meet performance expectations could result in punishment. 

30. Based on TV-1’s statements, the operation utilized scripted misrepresentations and 

impersonation tactics to induce victims to provide money or other things of value, consistent with 

a coordinated CIF scheme.  

D. Trafficking Victim 1 Identifies TARGET PROPERTY 

31. On or about March 18, 2026, and several times thereafter, TV-1 reported that 

TARGET PROPERTY was used by the compound to recruit other trafficking victims to work in 

the compound. The TARGET PROPERTY has an invitation link and associated domain address 

of  t.me/pogojobhiring2023. The group name is POGO JOB HIRING 2023!!!!, and the group 

has 6,564 members. 

32. A display of the publicly available website for the TARGET PROPERTY shows 

as follows:  
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Figure 3 - Landing Page for TARGET PROPERTY
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Figure 4 - Job Post Solicitation from member in TARGET PROPERTY

Figure 5 - Job Post Solicitation from member in TARGET PROPERTY
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Figures 6 & 7 - Job Post Solicitation from members in TARGET PROPERTY

                Figure 8 - Job Post Solicitation from members in TARGET PROPERTY
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33. I have reviewed the TARGET PROPERTY, and it is consistent with that account 

provided by TV-1. Generally the activity in the TARGET PROPERTY demonstrates that 

members “post” what appear to be lucrative job opportunities in customer service, telemarketing, 

casino agents, and other opportunities at various purported locations such as Malaysia, Philippines, 

and Cambodia among other countries. Many of the job opportunities advertised on the TARGET 

PROPERTY purport to offer attractive salaries, commissions, travel expenses, and meals. 

Additionally, some of the job opportunities advertised request that the applicant meet certain 

physical characteristics such as no visible tattoos, marks, or braces.  

34. Based on my training and experience, I know that individuals engaged in fraudulent 

schemes often use messaging platforms such as Telegram to advertise purported job opportunities 

that are misleading or entirely fictitious. Legitimate and reputable companies do not typically rely 

on Telegram as a primary means of recruiting applicants, making such postings indicative of 

potential fraud. 

35. Additionally, based on my training and experience, I know that in the commission 

of the fraud scheme, the individuals recruited to work in these compounds are often required to 

have video and telephone conferences with unsuspecting victims. Therefore, the job opportunities 

posted on the TARGET PROPERTY request applicants with specific physical appearances or 

language abilities in order to meet their specific illicit objective.  

D. Identification of Fraud Victims

36. Your Affiant queried the FBI Internet Crimes Complaint Center (ic3.gov) for any 

reports by victims who identified being defrauded via the scheme, specifically involving the 
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firearms sale website listed in the script above (WEBSITE 1).8 Your Affiant identified 

approximately 267 victims who filed reports consistent with the scheme, as described above.  

37. Each ic3.gov complaint includes a narrative in which the fraud victim describes the 

scheme by which they were defrauded. Your affiant has reviewed these narratives and the 

corresponding reported information, all of which appear consistent with the information provided 

by TV-1 about the manner in which the scam campaigns were conducted by the co-conspirators.

Examples follow.  

U.S. Fraud Victim 1

38. One such U.S. fraud victim, Fraud Victim 1 (FV-1), located in La Jolla, California, 

was a victim of the scheme described above. FV-1 reported to the FBI that in or around August  

2025, FV-1 received a phone call from an unknown caller posing as an American Express 

representative. This unknown caller told FV-1 that a credit card account was opened in FV-1’s 

name and was used to purchase firearms on WEBSITE 1. FV-1 believed FV-1 was the victim of 

identity theft. Sometime later in or around November 2025, FV-1 received a phone call from 

someone posing as a Citibank representative. The unknown caller claimed a credit card account 

was opened in FV-1’s name and was used to conduct fraudulent activity. The unknown caller 

posing as the bank representative claimed that FV-1 needed to report this incident to law 

enforcement. Believing that the prior phone call from in or around August was related, FV-1 agreed 

to be connected telephonically to whom FV-1 believed was law enforcement. This second 

unknown caller told FV-1 that FV-1’s account was linked to criminal activity and that FV-1’s status 

could change from “suspect” to “victim” only through full cooperation with the unknown caller. 

 
8 Your affiant has made multiple (unsuccessful) attempts to contact the owner of WEBSITE 1, a 
resident of Florida.  



29
 

FV-1 was later told by an unknown caller posing as a “prosecutor” that a “manual review” needed 

to be conducted of FV-1’s investment funds and demanded that FV-1 cash out FV-1’s 401k 

investments.  

39. FV-1 was fraudulently induced by the coconspirators to send the following amounts 

from FV-1’s U.S. financial institution (USFI) to several accounts held at different financial 

institutions. Each of these wire transfers was to a different company, the details of which and the 

account numbers were provided by an unknown caller posing as a “prosecutor”. Based on my 

training and experience in this and other investigations, they appear to be “shell companies” used 

to move funds in a money laundering scheme.9  

DATE TYPE FACILITY AMOUNT BENEFICIARY 

a. 12/01/2025 Wire Transfer USFI 1 $595,000 Shell Company 1

b. 12/18/2025 Wire Transfer USFI 1 $589,000 Shell Company 2

c. 1/2/2026 Wire Transfer USFI 1 $414,000 Shell Company 2

d. 2/3/2026 Wire Transfer USFI 1 $100,369.36 Shell Company 3

 

U.S. Fraud Victim 2

40. Fraud Victim 2 (FV-2), located in Sugarland, Texas, was a victim of the scheme 

described above. FV-2 reported to the FBI that in or around September 2025, FV-2 received a call 

from an unknown caller posing as a Wells Fargo Bank representative. The unknown caller falsely 

and fraudulently told FV-2 that an account was opened in FV-2’s name and was used to purchase 

multiple firearms on WEBSITE 1. The unknown caller posing as a bank representative told FV-2 

 
9 For the purposes of this affidavit, a “shell company” is a corporate entity that does not have an 
online or physical presence and does not appear to conduct business beyond the movement of 
funds.  
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that FV-2 needed to report this identity theft to the FBI and transferred the call to a second caller 

posing as a law enforcement officer with the FBI in New York. The second caller posing as a law 

enforcement officer told FV-2 that FV-2 in fact was the suspect of a money laundering investigation 

and would be arrested and “taken from [FV-2’s] family”.  

41. FV-2 was fraudulently induced by the coconspirators to send the following amounts 

from FV-2’s USFI to several accounts held at different financial institutions. Each of these wire 

transfers was to the same shell company, the details of which and the account number was provided 

by an unknown caller posing as a “prosecutor”.   

 

U.S. Fraud Victim 3 

42. Fraud Victim 3 (FV-3), located in Pompano Beach, Florida, was a victim of the 

scheme described above. FV-3 reported to the FBI that in or around November 2025, FV-3 received 

a phone call from someone posing as a representative from the JP Morgan Chase fraud department. 

The unknown caller posing as a bank representative told FV-3 that an account was opened in FV-

3’s name and was used to purchase firearms on WEBSITE 1. The caller told FV-3 that FV-3 was 

the victim of fraud and needed to report this incident to the New York Police Department (NYPD). 

The second caller posing as a detective with the NYPD told FV-3 that the matter was confidential 

and later transferred FV-3 to a separate unknown caller posing as a “prosecutor”. FV-3 was 

instructed to send funds to an “FBI Account” for verification. 

 DATE TYPE FACILITY AMOUNT BENEFICIARY 

a. 11/25/2025 Wire Transfer USFI 2 $50,000 Shell Company 4

b. 11/26/2025 Wire Transfer USFI 2 $120,000 Shell Company 4

c. 12/09/2025 Wire Transfer USFI 2 $121,000 Shell Company 4
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43. FV-3 was fraudulently induced by the coconspirators to send the following amount 

from FV-3’s USFI to another likely shell company account at a financial institution; the account 

number was provided by an unknown caller posing as a “prosecutor”.  

 

U.S. Fraud Victim 4

44. Fraud Victim 4 (FV-4), located in Saint George, Utah, was a victim of the scheme 

described above. FV-4 reported to the FBI that in or around September 2025, FV-4 received a 

phone call from someone posing as a representative from the JP Morgan Chase fraud department. 

The unknown caller posing as a bank representative told FV-4 that a credit card account was 

opened in FV-4’s name and was used to purchase firearms on WEBSITE 1. The caller told FV-4

that FV-4 needed to report this incident to the FBI and purported to transfer the call to the FBI. 

The second caller posing as a law enforcement officer with the FBI told FV-4 that FV-4’s name 

was associated with a large money laundering investigation. FV-4 was asked by the unknown caller 

to send photos of FV-4 for verification, was asked to maintain daily contact, and was asked to 

make a recorded statement. Approximately a week later, FV-4 was told by an unknown caller 

posing as law enforcement that FV-4 would be detained if “bail money” was not sent. 

45. FV-4 was fraudulently induced by the coconspirators to send the following amounts 

from FV-4’s USFI to two accounts held at different financial institutions located in Hong Kong. 

Each of these wire transfers was to a different bank held in the name of different account holders, 

the details of which and the account numbers were provided by an unknown caller posing as law 

enforcement.   

 DATE TYPE FACILITY AMOUNT BENEFICIARY 

a. 12/01/2025 Wire Transfer USFI 3 $2,500 Shell Company 5 
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 DATE TYPE FACILITY AMOUNT BENEFICIARY 

a. 9/17/2025 Wire Transfer USFI 4 $10,000 Shelly Company 7

b. 11/06/2025 Wire Transfer USFI 4 $28,000 Shell Company 8

U.S. Fraud Victim 5

46. Fraud Victim 5 (FV-5), located in Orlando, Florida, was a victim of the scheme 

described above. FV-5 reported to the FBI that on or around January 2026, FV-5 received a phone 

call from someone posing as a representative from the JP Morgan Chase fraud department. The 

unknown caller posing as a bank representative, told FV-5 that a credit card account was opened 

in FV-5’s name and was used to purchase firearms on WEBSITE 1. The caller told FV-5 that FV-

5 needed to report this incident to the NYPD and purported to transfer to the call to the NYPD. 

The second caller posing as a law enforcement officer with the FBI asked FV-5 for their identifying 

information and told them their name was associated with a large money laundering and human 

trafficking investigation. FV-5 was told by the unknown caller that FV-5 would be transferred to 

someone who would be conducting a “trace review”. 

47. FV-5 was fraudulently induced by the coconspirators to send the following amount 

from FV-5’s USFI to an account at a financial institution; the account number was provided by an 

unknown caller posing as someone affiliated with the NYPD:  

 DATE TYPE FACILITY AMOUNT BENEFICIARY 

a. 02/02/2026 Wire Transfer USFI 5 $58,379.20 Shell Company 6
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E. TARGET PROPERTY Involvement in Cryptocurrency Money Laundering  

48. In addition to the above reports, multiple victims reported transferring money to the 

coconspirators via cryptocurrency wallet transfers. A list follows: 

Victim 
No. 

Date of 
Transfer 

Amount of Transfer Wallet ID 

FV-6 12/4/2025 $23,000 Ending in ***pw7w5 
 

FV-7 12/30/2025 $150,000 Ending in ***975b9 
 

FV-7 1/21/2026 $235,000 Ending in ***87d01 
 

FV-7 1/26/2026 $20,000 Ending in ***87d01 
 

FV-7 2/17/2026 $150,000 Ending in ***87d01 
 

 
U.S. Fraud Victim 6

49. Fraud Victim 6 (FV-6), located in Rockyhill, Connecticut was a victim of the 

scheme described above. FV-6 reported to the FBI that on or around December 4, 2025, FV-6 

received a phone call from someone posing as a representative from a bank fraud department. The 

unknown caller posing as a bank representative, told FV-6 that a credit card account was opened 

in FV-6’s name and was used to purchase firearms on WEBSITE 1. The caller told FV-6 that FV-

6 needed to report this incident to law enforcement and purported to transfer to the call to a law 

enforcement agency located overseas. The second caller posing as a law enforcement officer asked 

FV-6 for their identifying information and told them their name was associated with a large money 

laundering and human trafficking investigation. FV-6 was told by the unknown caller that FV-6 

had a freeze order on their accounts and monies needed to be sent to a crypto platform to complete 

a “funds notarization process”.

50. FV-6 fraudulently induced by the coconspirators to send the above amounts from 

FV-6’s account at a U.S.-based cryptocurrency exchange, Coinbase.
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U.S. Fraud Victim 7

51. Fraud Victim 7 (FV-7), located in Chicago, Illinois, was a victim of the scheme 

described above. FV-7 reported to the FBI that on or around March 12, 2026, FV-7 received a 

phone call from someone posing as a representative from the Wells Fargo fraud department. The 

unknown caller posing as a bank representative, told FV-7 that a credit card account was opened 

in FV-7’s name and was used to purchase firearms on WEBSITE 1. The caller told FV-7 that FV-

7 needed to report this incident to a law enforcement agency overseas and purported to transfer to 

the call to the law enforcement agency. The second caller posing as a law enforcement officer 

asked FV-7 for their identifying information and told them they were a suspect of an ongoing 

investigation and there was an “extradition order” to send FV-7 to Shanghai detention center for a 

sentence of up to two years. FV-7 told the unknown caller they did not want to go to China. The 

unknown caller sent FV-7 a “bail letter” and told them they needed to pay $300,000 through 

cryptocurrency.  

52. FV-7 fraudulently induced by the coconspirators to send the above amounts from 

FV-7’s account at a U.S.-based cryptocurrency exchange, Coinbase. 

53. Analysts from the USSS, who specialize in cryptocurrency tracing, reviewed the 

publicly-available blockchain regarding the transfers of these victim funds. The transactional 

patterns used to move the victims’ proceeds revealed that many of the funds originating from the 

scam addresses engaged in “token-swapping.” This process involves the transfer of one form of 

virtual currency token, in this case Bitcoin, for another, such as USDT. The swapping of virtual 

currency provides opportunities for money launderers to introduce additional complexities in 

obfuscation. Money launderers often swap coins or tokens for USDT because of its attractive 

features. USDT is desired because of its low transaction fees and stability compared to other more 
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volatile cryptocurrencies, as well as its demand in global markets making it easier to cash out once 

it reaches its destination point. Additionally, USDT is compatible on several different blockchains. 

CIF syndicates will use tokens that can be traded on multiple blockchains to help in concealing the 

origin of illicit funds and to add to the complexity, knowledge, and required steps needed for those 

who are tracing them. This money laundering technique is often referred to as “chain-hopping” 

and in this case’s instance occurred through “bridging”, the process of transferring assets between 

blockchain networks.  

54. Both techniques of “chain-hopping” and “bridging”, also known as “token-

swapping”, require an otherwise unnecessary and costly number of transactions. Criminals will 

deploy these techniques in the transfer of funds to layer ill-gotten funds, ultimately to conceal or 

disguise the nature, location, source, ownership, or control of those proceeds. The large number of 

rapid transfers, each occurring fees associated with the transactions, and with no apparent business 

purpose, of transactions throughout this case is a strong indication that the movement of funds was 

performed in a manner meant to conceal or disguise the nature, location, source, ownership, or 

control of the proceeds of a specified unlawful activity (in this case, wire fraud). 

55. Blockchain analysis showed that the controllers of the scam addresses utilized this 

technique of “bridging” on multiple occasions throughout the movement of the victims’ proceeds 

to include in the movement of proceeds derived from FV-6’s transactions on or about December 

4, 2025, and FV-7’s transactions on or about December 30, 2025. 

56. As shown in Figure 9 below, the controllers of the scam addresses utilized the 

bridging technique to swap FV-6’s originating Bitcoin transfer for USDT on the Tron network 

[REF: TXID: ending in ***57966]. Following the bridging, the controllers transferred FV-6’s 

proceeds to a wallet address ending in ***2Fq34 (scam address E2Fq34). Scam address E2Fq34 
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was blocklisted by Tether International S.A. de C.V. (d/b/a Tether Limited) at the request of law 

enforcement.  

Figure 9 - Transactional pathway of Victim A.A. funds through bridges to blocklisted 
scam address E2Fq34. 

57. A review of scam address E2Fq34 showed that it engaged in direct funds transfers 

between several high risk exchanges to include Xinbi Guarantee, a Chinese language telegram 

marketplace that was designated in or around March 2026 by the United Kingdom’s Foreign, 

Commonwealth and Development Office (FCDO), as an illicit marketplace responsible for crypto-

enabled scam infrastructure scam services and pig-butchering fraud models [REF TXID: ending 

in ***e4dee9], and Hawang Guarantee, an associated entity of cryptocurrency exchange Huione 

Guarantee that in 2025 was declared by the U.S. Financial Crimes Enforcement Network (FinCen) 

as a primary money laundering concern for scam centers and crypto investment fraud [REF TXID: 

ending in ***756e2].  

58. Blockchain analysis associated with FV-7’s transactions showed that the controllers 

of the scam addresses utilized “bridging” techniques before splitting the victim proceeds between 

multiple destinations. One of the destinations included a transfer to the cryptocurrency exchange 

Nested Exchange Limited (d/b/a Binance), 4606 Addax Tower Abu Dhabi, UAE, via the deposit 

address:  ending in ***ZaN4iF [REF: ending in ***b6e52]. 
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Figure 12 - Binance Record Flagging #1195669929 Withdrawal Attempts

61. In conclusion, as shown above, TARGET PROPERTY was a Telegram channel 

used by scammers to entice workers to travel to Cambodia, after which they were held against 

their will and forced to scam U.S. victims through the use of U.S. wires, and further convince them 

to wire money from their financial institutions and transfer money through cryptocurrency wallets, 

which was then laundered. As such, the TARGET PROPERTY is a key node in soliciting actors 

to commit wire fraud against U.S. persons, through the use of U.S. wires (i.e., WhatsApp, 

Microsoft Teams, and multiple U.S. financial institutions). The TARGET PROPERTY is further 

property involved in a money laundering conspiracy, in which the funds that are procured through 

the wire fraud enabled by the TARGET PROPERTY are thereafter laundered through multiple 

cryptocurrency wallets, as stated. In other words, the TARGET PROPERTY was involved in and 

facilitated the transfer of funds from a place in the United States to a place outside the United 

States with the intent to promote a specified unlawful activity of wire fraud.

SEIZURE PROCEDURE

62. The top-level domain for TARGET PROPERTY is hosted by Telegram

Messenger Inc. (“Telegram”), a company registered in the BVI with a legal address for 

correspondence usually listed as Conyers Trust Company (BVI) Limited, Commerce House, 

Wickhams Cay 1, P.O. Box 3140, Road Town, Tortola, VG1110, BVI.

63. Upon execution of the seizure warrant, the United States shall seek to directly serve 

Telegram with the warrant and seek enforcement of the seizure warrant as detailed in Attachment 
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A-1. Telegram would restrain and lock the TARGET PROPERTY pending transfer of all rights, 

title, and interest in the TARGET PROPERTY to the United States upon completion of forfeiture 

proceedings, to ensure that changes to the TARGET PROPERTY cannot be made absent court 

order or, if forfeited to the United States, without prior consultation with the FBI or the Department 

of Justice.

64. In addition, upon seizure of TARGET PROPERTY by the FBI, Telegram will be 

directed to associate TARGET PROPERTY to a new authoritative name server(s) to be 

designated by a law enforcement agent. The government will display a notice on the website to 

which TARGET PROPERTY will resolve indicating that the site has been seized pursuant to a 

warrant issued by this Court. 

REQUEST TO SUBMIT WARRANT BY TELEPHONE OR OTHER RELIABLE 
ELECTRONIC MEANS 

65. I respectfully request, pursuant to Rules 4.1 and 41(d)(3) of the Federal Rules of 

Criminal Procedure, permission to communicate information to the Court by telephone in 

connection with this Application for a Seizure Warrant. I submit that Assistant U.S. Attorney Karen 

Seifert, an attorney for the United States, can identify my voice and telephone number for the 

Court.

CONCLUSION

66. The TARGET PROPERTY was used to recruit trafficked workers, located 

outside the United States, to a compound facility in Cambodia, wherein the trafficked workers 

participated in a wire fraud conspiracy in which U.S. victims were instructed to send their U.S.-

based funds to actors outside the United States, via the use of U.S. wire facilities, in violation of 

18 U.S.C. §§ 1343, 1349. The TARGET PROPERTY was involved in a conspiracy to commit 

international promotional money laundering, 18 U.S.C. §§ 1956(a)(1)(B)(i), (h) specifically the 
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laundering of cryptocurrency funds, and can be seized and forfeited pursuant to 18 U.S.C. 

§§ 981(a)(1)(A), 982(a)(1).  

67. Based on the foregoing, I submit that the TARGET PROPERTY is subject to 

seizure and forfeiture, pursuant to the above referenced statutes, and I request that the Court issue 

the proposed seizure warrant.  

68. Because the warrant will be served on the company that controls the TARGET 

PROPERTY, and the company at a time convenient to them will transfer control of the TARGET 

PROPERTY to the government, there exists reasonable cause to permit the execution of the 

requested warrant at any time of day or night. 

       
         

Subscribed and sworn pursuant to Fed. R. Crim. P. 4.1 and 41(d)(3) on April 22, 2026. 

     

__________________________________ 
HONORABLE MATTHEW J. SHARBAUGH
UNITED STATES MAGISTRATE JUDGE
DISTRICT OF COLUMBIA  




