UNITED STATES DISTRICT COURT

District of Kansas
(Kansas City Docket) F'i = D
' ' A" 282021
UNITED STATES OF AMERICA, Tt o2
Plaintiff,
v. CASENO. &1 -A00M7-HT/TPe
FHEEB-UNBERSEAR
PAVEL ALEKSANDROVICH AKULOY,
MIKHAIL MIKHAILOVICH GAVRILOV, and
MARAT VALERYEVICH TYUKOV
Defendants.
INDICTMENT
THE GRAND JURY CHARGES:
INTRODUCTION
1. At all times relevant to the indictment, from at least in and around July 2012

through at least in and around November 2017, the Russian Federation (“Russia”) operated
an intelligence and law enforcement agency called the Federal Security Service (“FSB”).
The FSB was headquartered in Moscow, Russia, and was comprised of multiple units,
including Military Unit 71330, which was also known within the FSB as “Center 16.” The

Conspirators in this case are members of a discrete operational unit within Center 16 known



by cybersecurity researchers as “Dragonfly,” “Berzerk Bear,” “Energetic Bear,” and
“Crouching Yeti.” FSB Center 16 was primarily located at 12 Prospekt Vernadskogo in

Moscow, Russia.

2. Defendants PAVEL  ALEKSANDROVICH AKULOV (Ilasen
Anexcanposuy Axynos), MIKHAIL MIKHAILOVICH GAVRILOV (Muxaun
Muxaiinosu4 I"'aBpunos), and MARAT VALERYEVICH TYUKOV (Mapar BanepseBuy
TroxoB) were FSB officers working for Center 16. The Defendants, along with other
members of FSB Center 16, knowingly and intentionally conspired with each other and
with persons known and unknown to the grand jury (collectively, the “Conspirators”) to
undertake a sophisticated campaign to target and compromise (i.e., “hack’) and maintain
persistent access to the networks of critical infrastructure and energy companies
worldwide, including in the District of Kansas. Cybersecurity researchers referred to the
two phases of the Conspirators’ campaign relevant to the allegations herein as: (i)
“Dragonfly” or “Havex”; and (ii) “Dragonfly 2.0.”

3. A common theme of both campaign phases was the Conspirators’ focus on
software and hardware that controls equipment in power generation facilities, known as
Industrial Control Systems [“ICS”] or Supervisory Control and Data Acquisition systems
[“SCADA™] systems. During the Havex phase, the Conspirators compromised the
computer networks of ICS/SCADA manufacturers and software providers and then hid
their malware inside the legitimate software updates for such systems (known as a “supply
chain attack”). Upon being downloaded by unsuspecting customers, the Conspirators’

malicious software, among other functions, located and compromised the customers’
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6. Images of Defendants are included below:

Pavel Aleksandrovich Akulov
(ITaBen AnexcasapoBud AKYIIOB)
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Marat Valeryevich Tyukov
(Mapat Banepsesud TrokoB)












PAVEL ALEKSANDROVICH AKULOV #
MIKHAIL MIKHAILOVICH GAVRILOV, and
MARAT TYUKOV
knowingly and intentionally combined, conspired, confederated, and agreed together, with
each other and with others known and unknown to the grand jury, to commit the following
oftenses against the United States:

a. to knowingly and willfully cause damage to the property of an energy
facility that would have, if completed, caused a significant interruption and
impairment in the function of such energy facility, in violation of Title 18, United
States Code, Section 1366;

b. to access a computer without authorization and to obtain thereby
information from a protected computer, in furtherance of a criminal and tortious act
in violation of the laws of the United States, that is, conspiracy to commit wire fraud,
in violation of Title 18, United States Code, Section 1349, in violation of Title 18,
United States Code, Sections 1030(a)(2)(C) and 1030(c)(2)(B)(ii);

c. to knowingly cause the transmission of a program, information, che;
and command, and as a result of such conduct, to cause damage withou:
authorization to a protected computer, and where the offense did cause and would.
if completed, have caused loss aggregating more than $5,000 in value to at least one
person during a one-year period from a related course of conduct affecting a
protected computer and damage affecting at least 10 protected computers during a

one-year period, in violation of Title 18, United States Code, Sections 1030(a)(5)(A)

and 1030(c)(4)(B); and



























a one e-mail sent on or about May 24, 2017 to an NRC account;
b. ten nearly identical emails sent on or about May 5 and 15, 2017, to
eight Wolf Creek accounts belonging to eight Wolf Creek employees (“Employees

1 through 8”);

e twenty-nine emails sent on or about May 19, 2017, to nineteen
KEPCO accounts;
d. nineteen emails sent on or about May 19 and 24, 2017, to nineteen

Westar Energy accounts;

e. thirty-seven emails sent on or about May 24 and 29, 2017 to twenty-
nine Company Four accounts;

f. eighteen emails sent from on or about May 11, 2017, to May 24, 2017,
to fourteen Company Eight accounts;

g. three emails sent from on or about May 15, 2017, to May 24, 2017,

to two accounts at Company Nine.

43,  The Conspirators sent the May 5, 2017 spearphishing emails to Wolf Creek

Employees 1 through 7 over the course of about five minutes, after AKULOV had

conducted reconnaissance against Wolf Creek, Westar Energy, and international energy

sector networks.

44. The Conspirators specifically targeted users likely to have access to

ICS/SCADA data and systems, since these emails, as well as the malware-laced

attachments, typically referenced SCADA systems. An example of one of these emails is

included below.
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62. Additionally, on or about September 29, 2017, GAVRILOV used the
MS_BACKUP account to access some of the conspiracy’s other hacking infrastructure.
COUNT 2

COMPUTER FRAUD - UNLAWFUL ACCESS TO OBTAIN INFORMATION FROM
PROTECTED COMPUTERS
{18 U.5.C. §§ 1030(a)(2)(C), 1036(c)(2)(B)(ii), and 2]

63. The allegations contained in paragraphs 1 through 62 are repeated, re-
alleged, and incorporated by reference as if fully set forth herein.

64. From on or about May 11, 2017, to on or about May 29, 2017, in the District
of Kansas and elsewhere, the defendants,

PAVEL ALEKSANDROVICH AKULOV and
MIKHAIL MIKHAILOVICH GAVRILOYV,

intentionally accessed a computer without authorization and thereby obtained information
from a protected computer, in furtherance of a criminal and tortious act in violation of the
- laws of the United States, that is, wire fraud, in violation of Title 18, United States Code,
Section 1343, and aided and abetted the same, to wit, AKULOV and GAVRILOV
accessed, and aided and abetted accessing, without authorization Wolf Creek’s computer
network and obtained user credentials.

65.  Allin violation of Title 18, United States Code, Sections 1030(a)(2)(C) and

1030(c)(2)(B)(ii) and 2.
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68. Each in violation of Title 18, Unitéd States Code, Sections 1030(a)(5)(A),

1030(c)(4)(B), and 2.
COUNT 7

WIRE FRAUD CONSPIRACY
[18 U.S.C. § 1349]

69. The allegations contained in paragraphs | through 13 and paragraphs 18

through 62 are repeated, re-alleged, and incorporated by reference as if fully set forth

herein.

THE CONSPIRACY AND ITS OBJECTS

70.  Beginning at least in and around July 2012 and continuing through at least in
and around November 2017, the exact dates being unknown to the grand jury, in the Distric:

uof Kansas and clsewhere, the defendants,

PAVEL ALEKSANDROVICH AKULOV
MIKHAIL MIKHAILOVICH GAVRILOV, and
MARAT VALERYEVICH TYUKOV
knowingly and intentionally conspired, combined, and agreed together, with each other,
and with others known and unknown to the grand jury, to commit an offense against the
United States, that is, wire fraud, contrary to the provisions of Title 18, United States Code,
Section 1343; to wit, the defendants, PAVEL ALEKSANDROVICH AKULOV,
MIKHAIL MIKHAILOVICH GAVRILOV, and MARAT VALERYEVICH TYUKOV,
together with conspirators, devised and intending to devise a scheme to defraud, and to

obtain property by means of false and fraudulent pretenses, representations and promises,

transmitted and caused to be transmitted by means of wire communication in interstate and
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the defendants,

PAVEL ALEKSANDROVICH AKULOV and
MIKHAIL MIKHAILOVICH GAVRILOV,

knowingly transferred, possessed and used without lawful authority, a means of

identification of another person, and aided and abetted the same, during and in relation to





















