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STEPHIE Step 2: Step 3:
Identify a Target Grooming Exchange of Information

EMAIL

From: Finance Director
SUBJECT: Initiate Acquisition
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Organized Crime groups target
US and European businesses,
exploiting information available
online to develop a profile on
the company and its executives.

The victim is convinced he/she is
conducting a legitimate business
transaction. The unwitting victim

is then provided wiring instructions.

Spear phishing emails and/or telephone calls target
victim company officials (typically an individual
identified in the finance department.)

Perpetrators use persuasion and pressure to
manipulate and exploit human nature.

Grooming may occur over a few days or weeks.






