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This guide provides information and resources for individuals on how to protect
themselves from unemployment insurance fraud and steps they can take if they suspect
they have had their identity exploited by ctiminals.

The U.S. Secret Service, U.S. Department of Labor—Office of Inspector General (DOL-OIG), Federal
Bureau of Investigation, Homeland Security Investigations, Internal Revenue Service—Criminal
Investigation, U.S. Postal Inspection Service, Social Security Administration—Office of the Inspector
General, and the U.S. Department of Homeland Security—Office of Inspector General, coordinating
with the U.S. Department of Justice, are investigating numerous fraud schemes targeting the
unemployment insurance (UI) programs of various state workforce agencies (SWAs) across the United
States. Fraudsters, some of which are transnational criminal organizations, are using the stolen
identities of U.S. citizens to open accounts and file fraudulent claims for Ul benefits, exploiting the
unprecedented expansion of these benefits provided in response to economic disruption caused by
the COVID-19 pandemic.

Members of the National UI Fraud Task Force are working with SWAs, financial institutions, and
other law enforcement partners across the country to fight this type of fraud, and consumers should
be vigilant in light of this threat and take appropriate steps to safeguard themselves. This guide
provides information and resources for individuals on how to protect themselves from Ul fraud and
what they can do if they suspect their identity has been exploited by criminals.

Who is at risk of becoming a victim?

e Those who have already been the victim of identity theft;

e Those who have had their personally identifiable information (PII), such as their name, date of
birth, address, and social security number, exposed in a past data breach (you may have received a
notice via email or regular mail about your PII being contained in a past data breach); and

e Those who have given their PII to an individual who claims to be facilitating the filing of UI claims
with SWAs, often for a fee.




Signs that you may be a victim of this crime:

Many victims of this crime have no knowledge that criminals have applied for Ul benefits in their
name. You may only discover that you were a victim of this crime upon seeing the following red flags:

e  You file a lawful Ul claim on behalf of yourself, and you receive a notice that your claim was
rejected because that SWA has already received a claim under your name;

e You did not apply for UI benefits, but you receive a determination letter from a SWA in your state
of residence or another state regarding a Ul claim filed under your name;

e You receive a notification that you failed the security verification process for your Ul claim; and

e You are told by a current or former employer that a UI claim has been submitted with your PII.

What can you do if you believe you have been victimized?

e If you learn that an Ul claim has been filed in your name, and you did not file the claim, report it
to the relevant SWA immediately. Please refer to the state-by-state list of “Where to file a report
of UI Fraud” links at the end of this guide to find the right point of contact for making the report.
Reporting the crime immediately to the SWA is important if the improperly disbursed UI benefits
are to be recovered.

e If you are presently working, notify your employer of the fraudulent claim, because they will also
need to file documentation.

e File a complaint with the National Center for Disaster Fraud by going
to https://www.justice.gov/disaster-fraud /ncdf-disaster-complaint-form or by calling (866) 720-
5721.

How can you protect yourself from fraud?

¢ Do not share your PII with unknown third parties. If someone you don’t know asks for your
PII in order to perform some service for you, beware that the offer of services may be a scheme
to collect your PII and use it for illegal purposes, including UI fraud.

e Follow good computer hygiene and cybersecurity practices. Ensure that the passwords to all
of your financial and other accounts are unique and sufficiently complex; and change those
passwords often. Wherever you can, add a second factor for authentication, such as a cell phone
number, a security token, or a biometric factor, such as a fingerprint or facial scan.

o Take advantage of credit monitoring services if you have been notified your information was
exposed in a data breach. If you do not have access to credit monitoring, use
www.annualcreditreport.com, where you can get a free credit report from each credit reporting
bureau once each year.

e DPlace a freeze on your credit to prohibit any new credit applications from being be opened in
your name. Visit the FTC credit freeze guide for instructions.
https://www.consumer.ftc.gov/articles /0497-credit-freeze-fags.

Please contact the DOL-OIG Hotline at https://www.oig.dol.gov/hotline.htm or (800) 347-
3756 if you have questions or need more information about UI fraud.



https://www.justice.gov/disaster-fraud/ncdf-disaster-complaint-form
http://www.annualcreditreport.com/
https://www.consumer.ftc.gov/articles/0497-credit-freeze-faqs

State Unemployment Insurance Fraud Resources and Links

Alabama

Department of Labor »

Where to File a Report of UI Fraud »
FAQs »

Arkansas

Division of Workforce Services »

Where to File a Report of UI Fraud »
FAQs »

Connecticut

Department of Labor »
Where to File a Report of UI Fraud »

FAQs»

Florida

Department of Economic
Opportunity »
Where to File a Report of UI Fraud »

FAQs »

Idaho

Department of Labor »
Where to File a Report of UI Fraud »

lowa

Workforce Development »

Where to File a Report of UI Fraud »
FAQs »

Louisiana

Workforce Commission »

Where to File a Report of UI Fraud »
FAQs »

Massachusetts

Department of Unemployment

Assistance »

Where to File a Report of UI Fraud »
FAQs »

Mississippi

Department of Employment Security »
Where to File a Report of UI Fraud »

FAQs »

Alaska

e  Department of Labor and Workforce
Development »

e  Where to File a Report of UI Fraud »

e FAQs»

California
e  Employment Development
Department »

e  Where to File a Report of UI Fraud »
e FAQs»

Delaware

e  Department of Labor »

e  Where to File a Report of UI Fraud »
e FAQs»

Georgia
e  Department of Labor »
e Where to File a Report of UI Fraud »

e FAQs»

Illinois

e  Department of Employment Security »
e  Where to File a Report of UI Fraud »

e FAQs»

Kansas

e  Department of Labor »

e  Where to File a Report of UI Fraud »
e FAQs»

Maine
e  Department of Labor »

e  Where to File a Report of UI Fraud »
e FAQs»

Michigan
e Department of Labor and Economic
Opportunity»

e  Where to File a Report of UI Fraud »
e FAQs»

Missouri

e  Department of Labor and Industrial
Relations »

e Where to File a Report of UI Fraud »

e FAQs»

Arizona

e  Department of Economic Security »

e  Where to File a Report of UI Fraud »
e FAQs»

Colorado

e  Department of Labor and
Employment »

e  Where to File a Report of UI Fraud »

District of Columbia
e  Department of Employment

Services »

e  Where to File a Report of UI Fraud »
e FAQs»

Hawaii

e  Department of Labor and Industrial
Relations »
e  Where to File a Report of UI Fraud »

e FAQs»

Indiana

e  Department of Workforce
Development »
e Where to File a Report of UI Fraud »

e FAQs»

Kentucky
e (Career Center»

e  Where to File a Report of UI Fraud »
e FAQs»

Maryland
e  Department of Labor »

e Where to File a Report of UI Fraud »
e FAQs»

Minnesota
e  Employment and Economic
Development »

e  Where to File a Report of UI Fraud »
e FAQs»

Montana
e  Department of Labor and Industry »
e  Where to File a Report of UI Fraud »

e FAQs»



https://labor.alabama.gov/
https://labor.alabama.gov/isec/fraudprog.aspx
https://labor.alabama.gov/uc/claims.aspx
https://www.arunemployment.com/
https://www.dws.arkansas.gov/unemployment/reporting-ui-fraud/
https://arunemployment.s3-us-west-2.amazonaws.com/AR+Unemployment+Programs+Flyer+ZAC_V1_Final.pdf
https://www.ctdol.state.ct.us/
https://www.ctdol.state.ct.us/BPCU/fraud.htm
http://www.ctdol.state.ct.us/DOLCOVIDFAQ.PDF
http://www.floridajobs.org/
http://www.floridajobs.org/
http://floridajobs.org/Reemployment-Assistance-Service-Center/reemployment-assistance/claimants/fraud-and-overpayments
http://floridajobs.org/docs/default-source/reemployment-assistance-center/unemployment/connect/english_external_guide_claimant.pdf?sfvrsn=e18878b0_2
https://labor.idaho.gov/dnn/
https://labor.idaho.gov/dnn/Businesses/Report-Fraud
https://www.iowaworkforcedevelopment.gov/
https://www.iowaworkforcedevelopment.gov/report-potential-unemployment-claimant-fraud
https://www.iowaworkforcedevelopment.gov/COVID-19
http://www.laworks.net/
http://www.laworks.net/FraudMenu.asp
http://www.laworks.net/FAQs/FAQ_COVID-19_QandA.asp
https://www.mass.gov/topics/unemployment
https://www.mass.gov/topics/unemployment
https://www.mass.gov/info-details/report-unemployment-benefits-fraud
https://www.mass.gov/covid-19-and-unemployment-what-you-need-to-know
https://mdes.ms.gov/
https://mdes.ms.gov/information-center/fraud-and-integrity/
https://mdes.ms.gov/unemployment-claims/covid19/
https://labor.alaska.gov/unemployment/
https://labor.alaska.gov/unemployment/
https://labor.alaska.gov/unemployment/fraud.htm
https://labor.alaska.gov/unemployment/faq.htm
https://edd.ca.gov/Unemployment/
https://edd.ca.gov/Unemployment/
https://askedd.edd.ca.gov/ReportFraud.aspx
https://edd.ca.gov/about_edd/coronavirus-2019/faqs.htm
https://dol.delaware.gov/
https://ui.delawareworks.com/ui-fraud.php
https://news.delaware.gov/2020/05/28/the-de-dept-of-labor-releases-fraud-prevention-guidelines/
https://dol.georgia.gov/
https://www.dol.state.ga.us/public/uiben/fraud/reportType
https://dol.georgia.gov/report-ui-fraud
https://www2.illinois.gov/ides/Pages/default.aspx
https://www2.illinois.gov/ides/Pages/Reporting_Unemployment_Insurance_Fraud.aspx
https://www2.illinois.gov/ides/Pages/FAQ_COVID-19.aspx
https://www.getkansasbenefits.gov/Home.aspx
https://www.getkansasbenefits.gov/faqs/UiFraud.aspx
https://www.getkansasbenefits.gov/faqs/UiFraud.aspx
https://www.maine.gov/labor/index.shtml
https://www.maine.gov/unemployment/idtheft/
https://www.maine.gov/labor/covid19/faq/index.shtml
https://www.michigan.gov/leo/0,5863,7-336-78421_97241---,00.html
https://www.michigan.gov/leo/0,5863,7-336-78421_97241---,00.html
https://miwam.unemployment.state.mi.us/ClmMiWAM/_/#2
https://www.michigan.gov/documents/uia/MiWAM_toolkit_for_Claimants_July_2019_662197_7.pdf
https://labor.mo.gov/
https://labor.mo.gov/
https://labor.mo.gov/DES/report_fraud
https://labor.mo.gov/coronavirus
https://des.az.gov/services/employment/unemployment-individual/apply-ui-benefits
https://fraudreferralexternal.azdes.gov/
https://des.az.gov/services/employment/unemployment-individual/how-do-i-and-frequently-asked-questions
https://www.colorado.gov/cdle
https://www.colorado.gov/cdle
https://www.colorado.gov/pacific/cdle/fraud-prevention
https://does.dc.gov/
https://does.dc.gov/
https://does.dc.gov/page/what-unemployment-insurance-fraud
https://does.dc.gov/page/what-unemployment-insurance-fraud
https://labor.hawaii.gov/ui/
https://labor.hawaii.gov/ui/
https://labor.hawaii.gov/ui/information-on-ui-fraud/
https://labor.hawaii.gov/covid-19-labor-faqs/
https://www.in.gov/dwd/
https://www.in.gov/dwd/
https://www.in.gov/dwd/2464.htm
https://www.in.gov/dwd/3704.htm
https://kcc.ky.gov/Pages/default.aspx
https://kcc.ky.gov/career/Pages/UI%20Fraud.aspx
https://kcc.ky.gov/Pages/COVID19-UI-Frequently-Asked-Questions.aspx
http://www.dllr.state.md.us/
http://www.dllr.state.md.us/employment/uistopfraud.shtml
http://www.dllr.state.md.us/employment/uicaresfaqs.pdf
https://www.uimn.org/
https://www.uimn.org/
https://www.uimn.org/applicants/needtoknow/fraud/ui-fraud.jsp
https://www.uimn.org/applicants/needtoknow/news-updates/covid-19.jsp
https://montanaworks.gov/
https://montanaworks.gov/Report-Claimant-Fraud
https://montanaworks.gov/#covid19

Nebraska

e Department of Labor »

e Where to File a Report of UI Fraud »
e FAQs»

New Jersey
e Department of Labor and Workforce
Development »

e Where to File a Report of UI Fraud »
e FAQs»

North Carolina

e  Division of Employment Security »

e Where to File a Report of UI Fraud »
e FAQs»

Oklahoma

e  Employment Security Commission »
e Where to File a Report of UI Fraud »

e FAQs»

Rhode Island

e Department of Labor and Training »
e Where to File a Report of UI Fraud »

e FAQs»

Tennessee

e Department of Labor and Workforce
Development »

e Where to File a Report of UI Fraud »

e FAQs»

Vermont

e Department of Labor »

e Where to File a Report of UI Fraud »
e FAQs»

West Virginia

e WorkForce West Virginia »

e Where to File a Report of UI Fraud »
e FAQs»

Nevada

e  Department of Employment, Training
and Rehabilitation »

e Where to File a Report of UI Fraud »
e FAQs»

New Mexico

e  Department of Workforce Solutions »
e  Where to File a Report of UI Fraud »

North Dakota

e Job Service »

e Where to File a Report of UI Fraud »
e FAQs»

Oregon

e  Employment Department »
e Where to File a Report of UI Fraud »

e FAQs»

South Carolina

e  Department of Employment and
Workforce »

e Where to File a Report of UI Fraud »

Texas
e  Workforce Commission »

e  Where to File a Report of UI Fraud »
e FAQs»

Virginia
e  Employment Commission »

e  Where to File a Report of UI Fraud »
e FAQs»

Wisconsin

e Department of Workforce
Development »

e  Where to File a Report of UI Fraud »
e FAQs»

New Hampshire

e  Employment Security »

e Where to File a Report of UI Fraud »
e FAQs»

New York
e  Department of Labor »

e  Where to File a Report of UI Fraud »
e FAQs»

Ohio
e Department of Job and Family
Services »

e  Where to File a Report of UI Fraud »
e FAQs»

Pennsylvania
e  Department of Labor and Industry »
e Where to File a Report of UI Fraud »

e FAQs»

South Dakota

e  Department of Labor and
Regulation »
e Where to File a Report of UI Fraud »

e FAQs»

Utah

e  Department of Workforce Services »

e  Where to File a Report of UI Fraud »
e FAQs»

Washington
e  Employment Security Department »

e Where to File a Report of UI Fraud »
e FAQs»

Wyoming

e Department of Workforce Services »
e Where to File a Report of UI Fraud »
e FAQs»



https://dol.nebraska.gov/home/index
https://dol.nebraska.gov/Fraud/ReportIndividualFraud
https://dol.nebraska.gov/PressRelease/Details/141
https://www.nj.gov/labor/
https://www.nj.gov/labor/
https://myunemployment.nj.gov/labor/myunemployment/help/contact-us/reportfraud/index.shtml
https://myunemployment.nj.gov/labor/myunemployment/help/faqs/
https://des.nc.gov/
https://des.nc.gov/need-help/report-fraud
https://des.nc.gov/need-help/faqs/fraud-faqs
https://oesc.ok.gov/
https://www.ok.gov/oesc/About_OESC/Policies_and_Disclaimers/Internal_Audit/
https://oesc.ok.gov/#yourquestionsanswered%20AND%20https://oesc.ok.gov/unemployment-fraud-victimizing-jobless-oklahomans
http://www.dlt.state.ri.us/
https://risp.ri.gov/fcu/FUICI.php
http://www.dlt.state.ri.us/ui/UIFraud.htm
https://www.tn.gov/workforce.html
https://www.tn.gov/workforce.html
https://www.tn.gov/workforce/unemployment/unemployment-records-redirect/report-ui-fraud.html
https://www.tn.gov/workforce/covid-19.html
https://labor.vermont.gov/
https://labor.vermont.gov/unemployment-insurance/unemployment-insurance-fraud
https://labor.vermont.gov/FAQs
https://www.workforcewv.org/
https://www.workforcewv.org/report-fraud
https://www.workforcewv.org/cares-act-questions
https://detr.nv.gov/
https://detr.nv.gov/
https://detr.nv.gov/Page/DETR_Unemployment_Insurance_Fraud_Reporting_Form
https://detr.nv.gov/Page/Coronavirus
https://www.dws.state.nm.us/en-us/
https://www.dws.state.nm.us/en-us/Unemployment/Unemployment-for-an-Individual/What-You-Should-Know-About-UI/UI-Fraud
https://www.jobsnd.com/
https://www.jobsnd.com/unemployment-business-tax/report-unemployment-fraud
https://www.jobsnd.com/pandemic-emergency-unemployment-compensation-peuc
https://www.oregon.gov/employ/pages/default.aspx
https://secure.emp.state.or.us/public/IDTheftReporting/compose.cfm?lang=E%20AND%20https://www.oregon.gov/employ/Unemployment/Pages/Fraud.aspx
https://www.oregon.gov/employ/Unemployment/Pages/UI-FAQ.aspx
https://dew.sc.gov/
https://dew.sc.gov/
https://dew.sc.gov/tools-resources/report-ui-fraud
https://www.twc.texas.gov/
https://www.twc.texas.gov/reporting-fraud
https://www.twc.texas.gov/news/frequently-asked-questions-about-unemployment-insurance-benefits-related-covid-19
https://www.vec.virginia.gov/
https://www.vec.virginia.gov/unemployed/resources/report-unemployment-insurance-fraud
https://www.vec.virginia.gov/covid19
https://dwd.wisconsin.gov/
https://dwd.wisconsin.gov/
https://dwd.wisconsin.gov/ui/fraud/
https://dwd.wisconsin.gov/ui/faqs/fraud.htm
https://www.nhes.nh.gov/index.htm
https://www.nhes.nh.gov/contact/ui-fraud.htm
https://www.nhes.nh.gov/faq/index.htm
https://dol.ny.gov/
https://www.labor.ny.gov/agencyinfo/uifraud.shtm
https://dol.ny.gov/pandemic-unemployment-assistance
http://jfs.ohio.gov/
http://jfs.ohio.gov/
http://jfs.ohio.gov/ouio/BPC_FAQ_Claimants.stm
http://jfs.ohio.gov/factsheets/IdentityTheft.pdf
https://www.uc.pa.gov/Pages/default.aspx
https://www.uc.pa.gov/Pages/Report-Fraud-Here.aspx
https://www.uc.pa.gov/Fraud/Pages/default.aspx
https://dlr.sd.gov/
https://dlr.sd.gov/
https://dlr.sd.gov/ra/overpayments/report_fraud.aspx
https://dlr.sd.gov/ra/cares.aspx
https://jobs.utah.gov/index.html
https://jobs.utah.gov/department/contact/fraud.html
https://jobs.utah.gov/covid19/index.html
https://esd.wa.gov/
https://fortress.wa.gov/esd/file/SecureUpload/unemploymentfraud/report
https://esd.wa.gov/unemployment
http://www.wyomingworkforce.org/
http://www.wyomingworkforce.org/contact/fraud/
http://www.wyomingworkforce.org/workers/ui/
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