FILED
IN CLERK’S OFFICE
US DISTRICT COURT E.D.N.Y.
* MAY 07,2024 *
BROOKLYN OFFICE
DMP/JAS:AFM/EHS/BZM
F. #2019R00476

UNITED STATES DISTRICT COURT
EASTERN DISTRICT OF NEW YORK

........................... X
UNITED STATES OF AMERICA SUPERSEDING
INDICTMENT
- against -
Case No. 23-324 (S-1) (PKC)
(T. 18, U.S.C.
ARTEM ALEKSANDROVYCH 3551 et seq.; T 21, U.S.C., § 853(p))
STRYZHAK,
Defendants.
........................... X
THE GRAND JURY CHARGES:
INTRODUCTION

At all times relevant to this Superseding Indictment, unless otherwise noted:

l. “Malware” was a malicious software program designed to disrupt
computer operations, gather sensitive information, gain access to private computer systems and
take other unauthorized action on a computer system. Common examples of malware included
viruses, ransomware, worms, keyloggers and spyware.

2 “Ransomware” was a type of malware that infected a computer or
computer network and encrypted some or all of the data. Distributors of ransomware typically
extorted the user of the encrypted computer by demanding that the user pay a ransom in bitcoin

to receive a decryption code and recover the data from the encrypted computer.
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3. “Encryption” was the translation of dat‘a into a secret code. In order to

access encrypted data, a user needed access to a password, commonly referred to as a

“decryption key” or “decryptor,” that enailed the user to decr‘ypt the data.

4, “Bitcoin” (abbreviahed as “BTC”) was a type of virtual currency circulated
over the Internet as a form of value. Bitcoin were not issued I‘Jy any government, bank or

company, but were generated and controlled through computer software operating via a
i
decentralized, peer-to-peer network. To acquire bitcoin, typically a user purchased them from a

bitcoin seller or “exchanger.”
. . . | Lo . . .

5. “Bitcoin addresses” were particular locations to which bitcoin were sent

and received. A Bitcoin address was analogous to a bank account number and was represented

\
as a 26-to-35 character, case-sensitive string of letters and numbers. Each Bitcoin address was

controlled through the use of a unique corresponding private k‘ey that was a cryptographic

equivalent of a password and was needed t% access the Bitcoin} address. Only the holder of a

Bitcoin address’s private key could authori‘re a transfer of bitcpin from that address to another

Bitcoin address. Little to no personally identifiable informatidn about a Bitcoin account holder
was transmitted during a Bitcoin transaction. |

6. “Tor” was a comput#r network designeci to facilitate anonymous
communication over the internet. Typically, user activities on ithe internet could be attributed to
the user via Internet Protocol (“IP”) addresses assigned by an internet service provider. The Tor
network routed a user’s communications through a globally distributed network of relay

computers or proxies (“Tor network™), whi1 h typically prevenfed identification of users by IP

address.





































































