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transmit and cause to be transmitted by means of wire communication in interstate and
foreign commerce, writings, signs, signals, pictures and sounds, to wit: the defendants
HUAWEI, SKYCOM and MENG, together with others, (2) made, and caused to be made, a
series of misrepresentations through email communications, written communications
otherwise conveyed through the wires, and oral communications made with knowledge that
the oral communications would be memorialized and subsequently transmitted through the
wires, about, among other things, the relationship between HUAWEI and SKYCOM,
HUAWEI’s complianpe with U.S. and U.N. laws and regulations, and the kinds of financial
transactions in which HUAWEI engaged through the Victim Ins’;itutions ; and (b) as a result
of the misrepresentations, caused a series of wires to be sent by financial institutions from
outside of the United States through the United States.

(Title 18, United States Code, Sections 1343, 2 and 3551 et seq.)

COUNT SEVEN
(Conspiracy to Defraud the United States)

39.  The allegations contained in paragraphs one through 26 are realleged
and incorporated as if set forth fully in this paragraph. |

40.  In or about and between July 2007 and the date of the filing of this
Superseding Indictment, both dates being approximate and inclusive, within the Eastern
District of New York and elsewhere, the defendants HUAWEI and SK'YCOM, together with
others, did knowingly and willfully conspire to defraud the United States by impairing,
impeding, obstructing and defeating, through deceitful and dishonest means, the lawful

governmental functions and operations of OFAC, an agency of the United States, in the



15

enforcement of economic sanctions laws and regulations administered by that agency and the
issuance by that agency of appropriate licenses relating to the provision of financial services.
41.  In furtherance of the conspiracy and to effect its objects, within the
Eastern District of New York and elsewhere, the defendants HUAWEI and SKYCOM,
together with others, committed and caused to be committed, among others, the following:

OVERT ACTS

a. On or about July 11, 2007, Individual-1 stated to FBI agents that
HUAWEI did not conduét any activity in violation of U.S. export laws, that HUAWEL
operated in compliance with all U.S. export laws, that HUAWEI had not dealt directly with
any Iranian company and that he believed HUAWEI had sold equipment to a third party,
possibly in Egypt, which in turn sold the equipment to Iran.

b. On or about September 13, 2012, a Senior Vice Presiden;c of
HUAWEI testified before U.S. Congress that HUAWEI’s business in Iran had not “violated
any laws and regulations including sanction-related requirements.” ’ |

c. On or about September 17, 2012, the Treasurer of HUAWEI
met with a principali of U.S. Subsidiary 4, an individual whose identity is known to the Grand

Jury, in New York, New York, and informed U.S. Subsidiary 4 that HUAWETI and its global

affiliates did not violate any applicable U.S. law.

N

d. On or about July 24, 2013, SKYCOM caused U.S. Subsidiary 1

to process a U.S.-dollar ciearing transaction of $52,791.08.

e. On or about July 24,2013, SKYCOM caused a bank located in
the Eastern District of New York (“Bank 1), an entity whose identity is known to the Grand

Jury, to process a U.S.-dollar clearing transaction of $94,829.82.
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f. On or about August 20, 2013, _SKYCbM caused Bank 1 to
process a U.S.-dollar clearing transaction of $14,835.22.

g. On or about August 28, 2013, SKYCOM caused Bank lto
process a U.S.-dollar clearing transaction of $32,663.10.

h. On 0} about April 11, 2014, SKYCOM caused a bank located in
the United States (“Bank 2”), an entity whose identity is known to the Grand Jury, to process
a U.S.-dollar clearing transaction of $118,842.45.

(Title 18, United States Code, Sections 371 and 3551 et seq.)

COUNT EIGHT
(Conspiracy to Violate IEEPA)

42.  The allegations contained in paragraphs one through 22 are realleged
and incorporated as if set forth fully in this paragraph.

43, Through the International Emergency Economic Powers Act
(“IEEPA”), the President of the United States was granted authority to address unusual and
extraordinary threats to the national security, foreign policy or economy of the United States.
50 U.S.C. § 1701(a). Under IEEPA, it was a crime to willfully violate, attempt to violate,
conspire to violate or cause a violation of any license, order, regulation or prohibition issued
pursuant to the statute. 50 U.S.C. §§ 1705(a) and 1705(c).

44.  To respond to the declaration by the President of a national emergency
with respect to Iran pursuant to IEEPA, which was most recently continued in March 2018
(83 Fed. Reg. 11,393 (Mar. 14, 2018)), OFAC issued the ITSR. Absent permission from

OFAC in the form of a license, these regulations prohibited, among other things:
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a. The exportation, reexportation, sale or supply from the United
States, or by a U.S. person, wherever located, of any goods, technology or services to Iran
and the Government of Iran (31 C.F.R. § 560.204);

b. Any transaction by a U.S. person, wherever located, involving
goods, technology or services for exportation, reexportation, salé or supply, directly or
indirectly, to Iran or the Government of Iran (31 C.F.R. § 560.206); and

&, Any transaction by a U.S. person, or within the United States,
that evaded or avoided, had the purpose of evading or avoiding, attempted to Viole{te, or
caused a violation of any of the prohibitions in the ITSR (31 C.F.R. § 560.203).

45.  The ITSR prohibited providing financial services, fnoluding 155,
dollar-clearing services, to Iran or the Government of Iran. 31 C.F.R. §§ 560.204, 560.427.
In addition, the prohibition against the exportation, reexportation, sale or supply of services
applied to services performed on behalf of a person in Iran or the Government of Iran, or
where the benefit of such services was otherwise received in Iran, if the services were
performed (a) in the United States by any person; or (b) outside the United States by a United
States person, including an overseas branch of an entity located in the United States. 31
C.FR. § 560.410.

46.  In or about and between November 2007 and November 2014, both
dates being approximate and inclusive, within the Bastern District of New York and
elsewhere, the defefldants HUAWETI and SKYCOM, together with otﬁefs, did knowingly and
willfully conspire to cause thé export, reexﬁ;ort, sale and supply, directly and indirectly, of
goods, technology and services, to wit: banking and éther financial services from the United

States to Iran and the Government of Iran, without having first obtained the required OFAC
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license, contrary to Title 31, Code of Federal Regulations, Sections 560.203, 560.204 and

560.206.

(Title 50, United States Code, Sections 1705(a), 1705(c) and 1702; Title 18, -

United States Code, Sections 3551 et seq.)

COUNT NINE
(IEEPA Violations)

47.  The allegations contained in paragraphs one through 22 and 43 thr[;)ugh
45 are realleged and incorporated as if fully set forth in this paragraph.

48.  In or about and between November 2007 and November 2014, both
dates being approximate and inclusive, within the Eastern District of New Yoﬂ< and
elsewhere, the defendants HUAWEI and SKYCOM, together with others, did knowingly and
willfully cause the export, reexport, sale and supply, directly and indirectly, of goods,
technology and services, to wit: banking and other ﬁﬁancial services from the United States
to Iran and the Government of Iran, without having first obtained the required OFAC license,
contrary to Title 31, Code of Federal Regulations, Sections 560.203, 560.204 and 560.206.

(Title 50, United States Code, Sections 1705(a), 1705(c) and 1702; Title 18,
United States Code, Sections 2 and 3551 et seq.) |

COUNT TEN
(Conspiracy to Violate IEEPA)

49.  The allegations contained in paragraphs one through 22 and 43 through
45 are realleged and incorporated as if fully set forth in this paragraph.
50.  Inor about and between 2008 and 2014, both dates being approximate

and inclusive, within the Eastern District of New York and elsewhere, the defendants
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HUAWETI and SKYCOM, together with others, did knowingly and willfully conspire to
cause the export, reexport, sale and supply, directly and indirectly, of goods, technology and
services, to wit: telecommunications services provided by Employee 1, a U.S. citizen, to Iran
and the Government of Iran, without having first obtained the required OFAC 1icénse,
contrary to Title 31, Code of Federal Regulations, Sections 560.203, 560.204 and 560.206.

(Title 50, United States Code, Sections 1705(a), 1705(c) and 1702; Title 18,
United States Code, Sections 3551 et seq.)

COUNT ELEVEN
(IEEPA Violation)

51.  The allegations contained in paragraphs one through 22 and 43 through
| 45 are realleged and incorporated as if fully set forth in this paragraph.

52.  In or about and between 2008 and 2014, both dates being approximate .
and inclusive, within the Eastern District of New York and elsewhere, the defendants
HUAWEI and SKYCOM, together with others, did knowingly and willfuﬂy cause the
export, reexport, sale and supply, directly and indirectly, of goods, technology and services,
to wit: telecommunications services provided by Employee 1, a U.S. citizen, to Iran and the
Government of Iran, without having first obtained the required OFAC license, contrary to
Title 31, Code of Federal Regulations, Sections 560.203, 560.204 and 560.206.

(Title 50, United States Codé, Sections 1705(a), 1705(c) and 1702; Title 18,
Thifted States Code, Sections 2 and 3551 et eq.) |

COUNT TWELVE
(Money Laundering Conspiracy)

53.  The allegations contained in paragraphs one through 22 and 43 through

45 are realleged and incorporated as if fully set forth in this paragraph.
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54.  In or about and between November 2007 and November 2014, both
ziates being approximate and inclusive, within the Eastern District of New York and
elsewhere, the defendants HUAWEI and SKYCOM, together with others, did knowingly and
intentionally conspire to transport, transmit and transfer monetary instruments and funds, to
wit: wire transfers, from one or more places in the United States to and through one or more
places outside the United States and to one or more places in the United States from and
through one or more places outside the United States, with the intent to promote the carrying
on of specified unlawful activity, to wit: conspiracy to violate IEEPA, in violation of Title
50, United States Code, Section 1705, all contrary to Tiﬂe 18, United States Code, Section |
1956(a)(2)(A).

(Title 18, United States Code, Sections 1956(h) and 3551 et seq.)

COUNT THIRTEEN
(Conspiracy to Obstruct Justice)

55.  The allegations contained in paragraphs one through 22 and 26 are
realleged and incorporated as if fully set forth in this paragraph.

56.  Inor about and between J anuafy 2017 and thé date of the filing of this
Superseding Indictment, both dates being approximate and inclusive, within the Eastern
District of New York and elsewhere, the defendants HUAWEI and HUAWEI USA, together
with others, did knowingly, intentionally and corruptly conspire to obstruct, influence and
impede an official proceeding;, to wit: a Federal Grand Jury invéstigation in the Eastern
District of New York, contrary to Title 18, United States Code, Section 1512(c)(2).

(Title 18, United States Code, Sections 1512(k) and 3551 et seq.)



21

CRIMINAL FORFEITURE ALLEGATION
AS TO COUNTS ONE THROUGH SIX

\

57.  The United States hereby gives notice to the defendants charged in
Counts One through Six that, upon their conviction of such offenses, the government will
seek forfeiture in accordance with Title 18, United States Code, Section 982(a)(2), which
requires any person convicfed of such offenses to forfeit any property constituting, or derived
from, proceeds obtained directly or indirectly as a result of such offenses.

58.  Ifany of the above-described forfeitable property, as a result of any act
or omission of the defendants:

a. cannot be located upon the exercise of due diligence;

b. has been transferred or sold to, or deposited with, a third party;

@ has been placed beyond the jurisdiction of the court;
d. has been substantially diminished in value; or
&. has been commingled with other property which cannot be

divided without difficulty;
it is thé intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
as incorporated by Title 18, United States Code, Section 982(b)(1), to seek forfeiture of any
other property of the defendants up to the value of the forfeitable property described in this
forfeiture allegatibn. |

(Title 18, United States Code, Sections 982(a)(2) and 982(b)(1); Title 21, -

United States Code, Section 853(p))
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CRIMINAL FORFEITURE ALLEGATION
AS TO COUNTS EIGHT THROUGH ELEVEN AND THIRTEEN

59.  The United States hereby gives notice to the defendants charged in
Counts Eight through Eleven and Thirteen that, upon their conviction of such offenses, the
government will seek forfeiture in accordance with Title 18, United States Code, Section
981(a)(1)(C) and Title 28, United States Code, Section 2461(c), which require any person
convicted of such offenses to forfeit any property, real or personal, constituting, or derived
from, proceeds obtained directly or indirectly as a result of such offenses.

60.  Ifany of the above-described forfeitable property, as a result of any act
or omission of the defendants:

a. cannot be located upon the eiercise of due diligence;

b. has been transferred or sold to, or deposited with, a third party;

e, has been placed beyond the jurisdiction of the court;
d. has been substantially diminished in value; or
g, has been commingled with other property which cannot be

divided without difficulty;
it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),
to seek forfeiture of any other property of the defendants up to the value of the forfeitable

property described in this forfeiture allegation.
(Title 18, United States Code, Section 981(a)(1)(C); Title 21, United States

Code, Section 853(p); Title 28, United States Code, Section 2461(c))
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CRIMINAL FORFEITURE ALLEGATION
AS TO COUNT TWELVE

61.  The United States hereby gives notice to the defendants charged in
Count Twelve that, upon their conviction of such offense, the government will seek
forfeiture in accordance with Title 18, United States Code, Section 982(a)(1), which requires
any person convicted of such offense to forfeit any property, real or personal, involved in |
such offense, or any property traceable to such property.
62.  If any of the above-described forfeitable property, as a result of any act
or omission of the defendants:
a. cannot be located upon the exercise of due diligence;

b. has been transferred or sold to, or deposited with, a third party;

C. has been placed beyond the jurisdiction of the court;
d. has been substantially diminished in value; or
e. has been commingled with other property which cannot be

divided without difficulty;
it is the intent of the United States, pursuant to Title 21, United States Code, Section 853(p),

as incorporated by Title 18, United States Code, Section 982(b)(1), to seek forfeiture of any
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other property of the defendants up to the value of the forfeitable property described in this

forfeiture allegation.

(Title 18, United States Code, Sections 982(a)(1) and 982(b)(1); Title 21,

United States Code, Section 853(p))
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