
DMP:SKW 
F. #2021R00318

UNITED STATES DISTRICT COURT 
EASTERN DISTRICT OF NEW YORK 
----------------------------------X 

UNITED STATES OF AMERICA 

- against -

IL YA BALAKAEV, 

Defendant. 

----------------------------------X 

THE GRAND JURY CHARGES: 

INTRODUCTION 

I N D I C T M E N T

Cr. No. 
---------

( T. 18, U.S.C., §§ 371, 554(a), 
98l(a)(l)(C), 2 and 3551 et�.; T. 
21, U.S.C., § 853(p); T. 28, U.S.C., 

§ 246l(c); T. 50, U.S.C., §§ 1705(a),

1705(c), 4819, 4819(d){l} and 
4819(d)(2); T. 15, C.F.R., §§ 736.2, 
746.4, 746.8 and 764.2) 

At all times relevant to this Indictment, unless otherwise indicated: 

I. The Defendant and His Co-Conspirators

1. The defendant IL YA BALAKAEV was a 47-year-old Russian national

who resided in Moscow, Russia. Since at least 2017, BALAKAEV served as the Chief 

Executive Officer and owner ofRadiotester LLC, a company based in Moscow, Russia. 

BALAKAEV previously worked at the Russian Ministry of Culture through which he 

traveled to China and the Democratic People's Republic of Korea ("DPRK," also referred to 

as "North Korea") as part of his official duties. A photograph ofBALAKAEV is below. 

Filed Under Seal 
File Date: February 21, 2023 
Case Number: 23-cr-00079 
Judge Frederic Block 
Magistrate Judge Vera M. Scanlon



        

          

          

           

             

            

            

         

            

            

            

             

             

          



           

         

            

              

          

     

          

                

          

            

  

     

         

       

             

             

               

                

           

 

           

            

             



            

                

              

            

              

           

          

             

        

             

              

               

                  

               

 

         

              

         

           

          

              

           



               

             

             

           

             

        

          

           

         

             

                

          

               

   

         

            

        

           

             

          

           



            

           

            

                

          

           

              

          

         

          

 

         

         

           

            

              

               

             

            

     

           

              

              



           

              

             

             

            

              

             

           

          

         

         

            

           

              

            

              

            

              

               

                 

            

                



              

            

            

         

              

             

            

           

                

               

           

             

          

           

              

             

           

             

            

              

             



     

          

            

             

                 

             

           

              

      

           

             

           

           

             

                 

            

             

             

    

        

           

              

             



             

            

              

             

            

            

          

           

        

          

              

             

          

            

             

              

               

   

        

                

            



             

             

          

             

           

          

         

            

                

            

           

  

           

              

           

           

         

            

             

          

                

           

     



         

            

              

           



           

         

 

          

           

           

          

            

            

             

               

            

               

          

           

              

             

             

           

              

 

          

            



              

         

            

           

           

             

              

           

             

           

           

               

 

           

          

         

              

        

        

                

             

           



             

           

          

            

         

       

           

               

             

          

           

             

             

          

               

             

           

          

               

   

         

          

          



            

               

        

              

          

             

          

              

      

           

        

           

              

           

         

           

          

               

           

           

              

               



           

   

        

              

              

     

           

             

          

          

            

              

            

           

        

            

             

              

             

              

  

            

             



             

    

              

            

            

 

     

          

         

            

             

         

           

             

             

               

 

            

           

            

 

          

        



         

         

          

        

          

           

          

          

             

 

          

           

           

          

             

       

         

                

    

          

             

   

          



 

   

          

         

            

             

           

              

            

                

             

    

           

     

 

   

          

         

            

             

           

             

             

                



               

              

   

           

     

 

   

          

         

            

             

           

             

             

               

           

           

           

     

 

     

          

         



            

             

          

              

             

             

             

            

          

             

  

           

  

     

            

              

            

             

            

   

             

    

         



            

         

       

         

  

                

                

     

          

         

  

     

            

              

            

              

               

             

                

            

             

    

         







 
 

 
 

 
 

 




