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IN THE UNITED STATES DISTRICT COURT

FOR THE EASTERN DISTRICT OF PENNSYLVANIA

UNITED STATES OF AMERICA : CRIMINAL NO. 16-
V. : DATE FILED: May 9, 2016
MARC FOX : VIOLATION:

18 U.S.C. § 1030(a)(5)(A)
(intentional damage to a computer
- 1 count)

INFORMATION

THE UNITED STATES ATTORNEY CHARGES THAT:
Between on or about September 11, 2015, and on or about October 2, 2015, in the
Eastern District of Pennsylvania, defendant

MARC FOX

knowingly caused the transmission of programs, information, codes and commands and as a result
of such conduct intentionally caused damage without authorization to a protected computer. That
is, defendant FOX sent commands to a computer hosting telephone call routing instructions for
customer telephone calls to UGI Utilities, Inc. (UGI), a supplier of natural gas to customers in
Pennsylvania, and without authorization intentionally impaired the integrity of the data, system
and information of the system for routing calls within UGI by intentionally changing passwords
and permissions and by rerouting emergency calls to UGI during certain time periods so that these
emergency calls were not directed to the proper UGI telephone representatives, thus delaying the

response to these high priority calls, all of which caused a loss of at least $5,000, and which caused
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a threat to public health and safety.

In violation of Title 18, United States Code, Section 1030(a)(5)(A).
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United States Attorney
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