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@United States MDistrict Court

FOR THE
NORTHERN DISTRICT OF CALIFORNIA 7, 7/

VENUE: SAN FRANCISCO

UNITED STATES OF AMERICA, g oy,

DMITRY DOKUCHAEYV, a/k/a "Patrick

Nagel," IGOR SUSHCHIN, ALEXSEY VC
BELAN, a/k/a "Magg," and KARIM

BARATOV, a/k/a "Kay," a/k/a "Karim
Taloverov," a’k/a "Karim Akehmet

Tokbergeno(; |} 1 "¢ o 108

DEFENDANT(S).

INDICTMENT

18 U.S.C. § 1030(b) — Conspiracy To Commit Computer Fraud And Abuse; 18 U.S.C. § 1831(a)(5) — Conspiracy To
Commit Economic Espionage; 18 U.S.C. § 1832(a)(5) — Conspiracy to Steal Trade Secrets; 18 U.S.C. § 1831(a)(1) —
Economic Espionage; 18 U.S.C. § 1832(a)(1) — Theft of Trade Secrets; 18 U.S.C. § 1349 — Conspiracy to Commit
Wire Fraud; 18 U.S.C. § 1030(a)(2)(C) — Unauthorized Access to Protected Computers; 18 U.S.C. § 1030(a)(5)(A) —
Damaging Protected Computers; 18 U.S.C. § 1029(b)(2) — Conspiracy to Commit Fraud in Connection with Access
Devices; 18 U.S.C. § 1030(a)(2)(C) — Unauthorized Access to Protected Computers; 18 U.S.C. § 1029(a)(1) —
Trafficking in Counterfeit Access Devices; 18 U.S.C. § 1028A — Aggravated Identity Theft; 18 U.S.C. § § 982(a)(2)(B)
& 1030(i) and (j) — First Forfeiture Allegation; 18 U.S.C. § § 1834 and 2323 — Second Forfeiture Allegation; 18 U.S.C.
§ §981(a)(1)(C), 982(a)(2)(B) and 1029(c)(1)(C) and 28 U.S.C. § 2461(c) — Third Forfeiture Allegation.

A true bill.

—

H.
Filed in open court this Q;S - day of

Foreman

feb 9017
(; <AL ;7

United States Magisirate Judge
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s

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.§, DISTRICT,.COURT

ii['l o

~ AO 257 (Rev. 678)

t

av: L] compLant L] INFORMATION INDICTMENT
[ supersEDING

OFFENSE CHARGED
[] Petty
SEE ATTACHED (] Minor — DEFENDANT - U.S
Misde-
[ meanor ' DMITRY DOKUCHAEV
2| | @RI 103
OWRT NUMBER
PENALTY:  SEE ATTACHED ’ -
DEFENDANT
PROCEEDING IS NOTIN CUSTODY
. s Has not been arrested, pending outcome this proceeding.
Name of Complaintant Agency, or Person (& Title, if any) 1) If not detained give date any prior
summons was served on above charges '
H person is awaiting trial in another Federal or State Court, 2) [ ] Is a Fugitive

give name of court

3) [] Is on Bail or Release from'

D this person/proceeding is transferred from another district
per (circle one) FRCrp 20, 21, or 40. Show District
IS IN CUSTODY

4) [] On this charge

this is a reprosecution of

harges previously dismissed 5) [_] On another conviction

e ismi : SHOW
which were dismissed on motion Federal State
of DOCKET NO.

6) [_] Awaiting trial on other charges

.S. ATTORNEY DEFENSE . .
D us D If answer to (6) is "Yes", show name of institution

this prosecution relates to a

X lf lIY "
[] pending case involving this same Has detainer L] Yes giveedsate
defendant MAGISTRATE been filed?
CASE NO L] No s
prior proceedings or appearance(s) DATE OF ' WDy vear
|:| before U.S. Magistrate regarding this ARREST
defendant were recorded under Or... if Arresting Agency & Warrant were not
Name and Office of Person DATE TRANSFERRED Month/Day/Year
Furnishing Information on this form BRIAN J. STRETCH TO U.S. CUSTODY
U.S. Attorney [] Other U.S. Agency
Name of Assistant U.S. |:| This report amends AO 257 previously submitted

Attorney (if assigned) JOHN H. HEMANN
ADDITIONAL INFORMATION OR COMMENTS

PROCESS:
[] SUMMONS [ ] NO PROCESS* WARRANT Bail Amount: no bail

If Summons, complete following:
[] Arraignment [_] Initial Appearance

Defendant Address:

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

Date/Time: Before Judge:

Comments:
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PENALTY SHEET ATTACHMENT
United States v. Dokuchaev

Count(s)

Charge

Statute

1

Conspiring to commit computer
fraud and abuse

18 U.S.C. § 1030(b)

CR17

§250,0000 of Weice

the grciﬂ cass
Not more than 3 years

ed release

‘

Conspiring to engage in
economic espionage

18 U.S.C. § 1831(a)(5)

AF
assessmen\
15 years \
$5 million or twice the
gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

Conspiring to engage in theft of
trade secrets

18 U.S.C. § 1832(a)(5)

10 years

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

4-6

Economic espionage

18 U.S.C. § 1831(a)(1),
(a)(4), and 2

15 years (each count)

$5 million or twice the
gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

Theft of trade secrets

18 U.S.C. §§ 1832(a)(1), and

2

10 years (each count)

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release
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PENALTY SHEET ATTACHMENT

United States v. Dokuchaev 20y 7 .
R17 309

7 ] o

“EHF$100 special>
45“‘ ¥ oL, VA ; .
e, S5 A 50
10 Conspiring to commit wire 18 U.S.C. § 1349 20 yééi1 Ci COun »
fraud $250,000.0b or twice
the gross gain or loss
Not more than 3 years
supervised release
$100 special
assessment
11-13 Accessing (or attempting to 18 U.S.C. §§ 1030(a)(2)(C), 5 years (each count)
access) a computer without 1030(c)(2)(B)(i)-iii), and 2 $250.000.00 or twice
authorization to obtain iz ;oss ) s 57 (o
information for the purpose of Bross &
commercial advantage and Not more than 3 years
private financial gain. supervised release
$100 special
assessment
14-17 Transmitting code with the 18 U.S.C. §§ 1030(a)(5)(A), 10 years (each count)
intent to cause damage to 1030(c)(4)(B), and 2 $250.000.00 or twice
computers. the gross gain or loss
Not more than 3 years
supervised release
$100 special
assessment
18-24 Accessing (or attempting to 18 U.S.C. §§ 1030(a)(2)(C), 5 years (each count)
access) a computer without 1030(c)(2)(B)(i)-iii), and 2 $250.000.00 or twice
authorization to obtain e ;oss ' ain or loss
information for the purpose of & &
commercial advantage and Not more than 3 years
private financial gain. supervised release
$100 special
assessment
25-36 Counterfeit access device fraud | 18 U.S.C. § 1029(a)(1), 10 years (each count)
1029(b)(1), and 2 $250,000.00 or twice
the gross gain or loss
Not more than 3 years
supervised release
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PENALTY SHEET ATTACHMENT

o

United States @K Lx e? {%?j; rc\« ; .

s L

v B

37

Counterfeit access device
making equipment

18 U.S.C. §1029(a)(4)

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

38

Conspiring to commit access
device fraud

18 U.S.C. §§ 1029(b)(2)

7.5 years

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

39

Conspiring to commit wire
fraud

18 U.S.C. §1349

20 years

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

40-47

Aggravated identity theft

18 U.S.C. § 1028A(a)(1)

2 years (at least one to
run consecutively)

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment




Case 3:17-cr-00103-VC Document 1 Filed 02/28/2&7 Page 6 of 53

AO 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U. S DISTRICT COURT

sy: [ COMPLAINT [l INFORMATION X INDICTMENT
L SUPERSEDING

Name of District Cogrt and/or Judge/ Aa fs’trate Location

NORTHERN HI‘ST,FygT OF CALIFORNIA
SAN, FRANClsco‘blvésioy -

-

Y o 2

B IGOR SUSHCHIN '

“bEFENDANT

— OFFENSE CHARGED
[] Petty —
SEE ATTACHED [] Minor — DEFENDANT - U.S
Misde-
D meanor
Felony
PENALTY: SEEATTACHED DISTRICT COURT NUMBER
PROCEEDING IS NOTIN CUSTODY

Name of Complaintant Agency, or Person (& Title, if any)

D person is awaiting trial in another Federal or State Court,
give name of court

D this person/proceeding is transferred from another district
per (circle one) FRCrp 20, 21, or 40. Show District

this is a reprosecution of
N charges previously dismissed

. o ) SHOW
which were dismissed on motion
oF DOCKET NO.
[ ] U.S.ATTORNEY [ _| DEFENSE
this prosecution relates to a
|:] pending case involving this same
defendant MAGISTRATE
CASE NO.

prior proceedings or appearance(s)
[] before U.S. Magistrate regarding this
defendant were recorded under

Name and Office of Person
Furnishing Information on this form BRIAN J. STRETCH

[X] U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.
JOHN H. HEMANN

Attorney (if assigned)

PROCESS:
[ ] SUMMONS [ ] NO PROCESS* WARRANT

If Summons, complete following:
[] Arraignment [_] Initial Appearance

Defendant Address:

Date/Time:

Comments:

2) [] Is a Fugitive

3) [] Is on Bail or Release from (show District)

4) [] On this charge
5) [] On another conviction

6) [ ] Awaiting trial on other charges

Has not been arrested, pending outcome this proceeding.
. If not detained give date any prior
summons was served on above charges '

IS IN CUSTODY

[ ] Federal [ ] State

If answer to (6) is "Yes", show name of institution

Has detainer L] Yes } giv:?js;te
?
been filed? D No filed
DATE OF ' Month/Day/Year
ARREST
Or... if Arresting Agency & Warrant were not
DATE TRANSFERRED Month/Day/Year

TO U.S. CUSTODY

ADDITIONAL INFORMATION OR COMMENTS

Bail Amount; no bail

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

[] This report amends AO 257 previously submitted

Before Judge:
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PENALTY SHEET ATTACHMENT

United States v. Igor Sushchin

Count(s)

Charge

Statute

1

Conspiring to commit computer
fraud and abuse

18 U.S.C. § 1030(b)

CR1%7

10 years

$250,000.00 or twice
the gross gain or loss

than 3 years
supervised release

$100 special V

Conspiring to engage in
economic espionage

18 U.S.C. § 1831(a)(5)

assessment
15 years

$5 million or twice the
gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

Conspiring to engage in theft of
trade secrets

18 U.S.C. § 1832(a)(5)

10 years

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

4-6

Economic espionage

18 U.S.C. § 1831(a)(1),
(a)(4), and 2

15 years (each count)

$5 million or twice the
gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

Theft of trade secrets

18 U.S.C. §§ 1832(a)(1), and

2

10 years (each count)

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release
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United States v. Igcnclnv e
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1

v 8

a4y 2
Fes

5y 4
<K

103 Ve

100 special

&t Stio
{4 ® ass@sr?f;n‘:t_g
A - bt
10 Conspiring to commit wire 18 U.S.C. § 1349 “years
fraud $‘2:§_556fé@;00 or twice
the gross gain or loss
Not more than 3 years
supervised release
$100 special
assessment
11-13 Accessing (or attempting to 18 U.S.C. §§ 1030(a)(2)(C), 5 years (each count)
access? a c.omputer vspthout 1030(c)(2)(B)(i)-(iii), and 2 $250,000.00 or twice
authorization to obtain the eross ain or loss
information for the purpose of & &
commercial advantage and Not more than 3 years
private financial gain. supervised release
$100 special
assessment
14-17 Transmitting code with the 18 U.S.C. §§ 1030(a)(5)(A), 10 years (each count)
intent tto cause damage to 1030(c)(4)(B), and 2 $250,000.00 or twice
i the gross gain or loss
Not more than 3 years
supervised release
$100 special
assessment
18-24 Accessing (or attempting to 18 U.S.C. §§ 1030(a)(2)(C), 5 years (each count)
access? a gomputer V\'Ilthout 1030(c)(2)(B)(i)-iii), and 2 $250,000.00 or twice
authorization to obtain the oross oain or loss
information for the purpose of & &
commercial advantage and Not more than 3 years
private financial gain. supervised release
$100 special
assessment
25-3' Counterfeit access device fraud | 18 U.S.C. § 1029(a)(1), 10 years (each count)

1029(b)(1), and 2

$250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release
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PENALTY SHEET%(;;M?NT 1
United States v. hin ,
niie aires v. 0 AY l P {)g?j '
&g, T8

{@};O‘Q;;Spgciar IS)
dssessmient -

nt -,

NF

37 Counterfeit access device 18 U.S.C. §1029(a)(4) 15 years “° o ,: 5{7&’@

making equipment $250,000.00 or twicje
the gross gain or loss

Not more than 3 years
supervised release

$100 special

assessment
38 Conspiring to commit access 18 U.S.C. §§ 1029(b)(2) 7.5 years
device frand $250,000.00 or twice

the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment

39 Conspiring to commit wire 18 U.S.C. §1349 20 years

frand $250,000.00 or twice
the gross gain or loss

Not more than 3 years
supervised release

$100 special
assessment
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AO 257 (Rev. 6/78)

DEFENDANT INFORMATION RELATIVE TO A CRIMINAL ACTION - IN U.S. DISTRICT COURT

BY: O COMPLAINT [ INFORMATION X INDICTMENT
[l SUPERSEDING

— OFFENSE CHARGED
[] Petty
SEE ATTACHED [] Minor
Misde-
D meanor
Felony

PENALTY:  SEE ATTACHED

Name of District Court, and/of; Oyge/Maglstrate' Lf cation
NORTHERN DISTRIC dE&ALIFORNtA

(— DEFENDANT - U.S

B ALEXSEY BELAN

(:Rsi{c?oum r\iJMBER 1 0 a

DEFENDANT

PROCEEDING

Name of Complaintant Agency, or Person (& Title, if any)

D person is awaiting trial in another Federal or State Court,
give name of court

u this person/proceeding is transferred from another district
per (circle one) FRCrp 20, 21, or 40. Show District

this is a reprosecution of
n charges previously dismissed

: i : SHOW
which were dismissed on motion
of DOCKET NO.
[] US.ATTORNEY [ _| DEFENSE
this prosecution relates to a
[] pending case involving this same
defendant MAGISTRATE
CASE NO.

prior proceedings or appearance(s)
D before U.S. Magistrate regarding this
defendant were recorded under

Name and Office of Person
Furnishing Information on this form BRIAN J. STRETCH

[x]U.S. Attorney [] Other U.S. Agency

Name of Assistant U.S.
JOHN H. HEMANN

IS NOTIN CUSTODY
Has not been arrested, pending outcome this proceeding.
. If not detained give date any prior
summons was served on above charges

2) [] Is a Fugitive

3) [[] Is on Bail or Release from (show District)

IS IN CUSTODY
4) [] On this charge

5) [] On another conviction
[] Federal [ ] State

6) [_] Awaiting trial on other charges
If answer to (6) is "Yes", show name of institution

Has detainer L] Yes

If"Yes"
i give date
been filed? D No } filed

Month/Day/Year

DATE OF )
ARREST

Or... if Arresting Agency & Warrant were not

DATE TRANSFERRED Month/Day/Year
TO U.S. CUSTODY

Attorney (if assigned)

PROCESS:
[ ] SUMMONS [ ] NO PROCESS* WARRANT

If Summons, complete following:
[] Arraignment [_] Initial Appearance

Defendant Address:

Comments:

ADDITIONAL INFORMATION OR COMMENTS

Date/Time:

|:| This report amends AO 257 previously submitted

Bail Amount; no bail

* Where defendant previously apprehended on complaint, no new summons or
warrant needed, since Magistrate has scheduled arraignment

Before Judge:
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