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UNITED STATES DISTRICT COURT

for the | ry;
Northern District of Oklahoma ; D/Sraf)?
RicBe,

In the Matter of the Search of
Routers Infected with Ssocks and Anyproxy Malware
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APPLICATION FOR A SEARCH WARRANT

I, a federal law enforcement officer or an attorney for the government, request a search warrant and state under
penalty of perjury that I have reason to believe that on the following person or property (zdem{ﬁ/ the person or describe the
property to be searched and give its location): ;

See Attachment “A” 1

located in Multiple Federal Judicial Districts, there is now concealed (identify the person or azescn'be the property to be seized):
|
See Attachment “B” ;'
£
The basis for the search under Fed. R. Crim. P. 41(c) is (check one or more): |
M evidence of a crime;

M contraband, fruits of crime, or other items illegally possessed; :

B property designed for use, intended for use, or used in committing a crime;
O a person to be arrested or a person who is unlawfully restrained. !
The search is related to a violation of: !

Code Section Offense Descriptioﬁ
18 U.S.C. § 371 Conspiracy
18 U.S.C. § 1030(a)(5)(A) Damage to a Protected Computer

The application is based on these facts:
See Affidavit of Camron Borders, attached hereto.

M Continued on the attached sheet.
™ Delayed notice of 30 days (give exact ending date if more than 30 days ) is requested

under 18 U.S.C. § 3103a, the basis of which is set forth on h%

=g Applicant’s signature
SA Camron Borders, FBI

Printed n(_ame and title
1

Subscribed and sworn to by phone. i
— 1
Date: Wl_ﬂ//’f 2/ 2/0—2/5 ( j%l/w I_——
v

Judge s signature

City and state: Tulsa, Oklahoma Christine D. Little, U.S. Magistrate Judge

Printed name and title




IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF OKLAHOMA

N
!

In the Matter of the Search of Case No. j
Routers Infected with the 5socks and
Anyproxy Malware FILED UNDER SE?AL

AFFIDAVIT IN SUPPORT OF RULE 41(b)(6)(B) WARR/

I, Camron Ellis Borders, being duly sworn, hereby declare as follows:

1
i

INTRODUCTION |
1. I make this affidavit in support of an application f(i)r a search warrant
under Federal Rule of Criminal Procedure 41(b)(6)(B) to use remo:ie access techniques
to search infected internet routers that are located in the United iStates, described in
Attachment A, and to seize or copy electronically stored data relatcizd to the 5socks and

Anyproxy malware and proxy services, further described in Attachment B, which are

the evidence and instrumentalities of violations of 18 U.S.C. § 371 (Conspiracy) and
18 U.S.C. § 1030(a)(5)(A) (Damage to a Protected Computer). j

2. The proposed warrant does not authorize the collectic;fan of the content of
communications from infected routers, nor does it authorize law ei;lforcement officers
to alter the operating systems, files, or software on the infecteci routers except as
expressly provided in this affidavit. ;

3. The facts in this affidavit come from my person,ai observations, my
training and experience, and information obtained from other agei:nts and witnesses.

This affidavit is intended to show merely that there is sufficient 'proibable cause for the

requested warrant and does not set forth all of my knowledge abouit this matter.
!
H
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4. I am a federal law enforcement officer as defined unider Rule 41(@)(2)(C)
and am authorized to request this search warrant because I am 9 government agent

who is engaged in enforcing federal criminal laws and I am W1t'hm the category of

]

officers authorized by the Attorney General to request such a wax;?’rant. I am a Special
Agent of the Federal Bureau of Investigation (“FBI”) and have been employed by the

FBI since January 2024. I am currently assigned to the Oklahoma City Division, Cyber

Squad. In this capacity, I am charged with investigating violations of federal criminal
!

law to include computer intrusions, cyber-criminal infrastructurée and other crimes
involving the use of computers. I have participated in the executiox}1 of multiple federal
' z

warrants.

STATEMENT OF PROBABLE CAUSE E

A.  Background into the 5socks and Anyproxy criminal proxy servi;bes
S. Since July 2024, the FBI has been investigating t;he proxy services!

}

5socks, located at “Ssocks.net,” and Anyproxy, located at “Ariyproxynet,” being

i

advertised on online criminal discussion forums. |

6. Based on my training and experience, criminals utili%e Proxy services to
gain anonymity and obfuscation from law enforcement by routing Fhen- internet traffic
through the proxy server. Proxy services can also circumvent ﬁ.;rewalls of targeted

computers that attempt to filter out-of-state or foreign interne:t traffic. Although

' A proxy service or specifically a proxy server, is a system or router that provides a
gateway between users and the internet. It acts as a server, |referred to as an
“intermediary” because it goes between end-users and the web pages they visit online.
See www.fortinet.com/resources/ cyberglossary/proxy-server. §
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legitimate proxy services exist for lawful purposes, criminal proxy;j services typically do

not comply with legal process or record any information on their ysers so that the users
of the proxy servers can remain fully anonymous from police intervention.
i

Additionally, criminal proxy services often use compromised computers infected with

malware without the computer owner’s knowledge. These include methods such as,

installing viruses or backdoors on users’ computers, tablets, or cellular phones through

various means, including but not limited to, illegitimate VPN, app store applications,

and other methods.?

7. In particular, the Ssocks and Anyproxy proxy servic?s have been used by

i
cyber actors to facilitate criminal activity, such as ransomware attétcks, cryptocurrency
|

heists, and other computer intrusions affecting victims in the; United States and

.!

elsewhere. i
8. Ssocks.net’s website advertises for sale over 7,000 'anonymous proxies
available in locations across the world, including in the United Stlates. Customers can

either purchase a preset number of proxies that expire daily orja preset number of

proxies that expire monthly. Both of these plans are paid on a monthly subscription
basis, with prices ranging from $9.95 to $110 per month. Additi%)na]ly, the website’s

slogan “Working since 2004!” indicates this service has been opel'fational for 20 years.

i

2911 S5 Residential Proxy Service was a large residential proxy service that was taken
down by U.S. law enforcement that used illegitimate VPNs to {facilitate the proxy
network. See www.ic3.gov/PSA/2024/PSA240529.
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the Anyproxy.net server also operated as one part of the Command and Control

(“C2”) infrastructure. This server is hosted in the Netherlands by a company known

as Webzilla. Based on information provided by the Dutch National Police, this server

supports the list of proxies available for purchase through both the Anyproxy and

Ssocks services.

12. The Anyproxy.net website shows a basic login screen and a link to

another page providing a description of the service, pricing plans, terms of service, and

contact information. This page further provides an invitation to become a re-seller of

the Anyproxy proxies.

B.
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Identifying the 5socks and Anyproxy proxies

13. Ssocks accepts payment on Ssocks.net in cryptocurrency such as Bitcoin.

On September 23, 2024, an FBI Online Undercover Employee (“OCE”) transferred
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0.00323987 Bitcoin, excluding fees,* into several cryptocurrency viva]lets created by the
FBI. The OCE then registered for an account with Ssocks.net’s iwebsite, selected the
option to purchase five daily proxies, and agreed to send paymen% using Bitcoin.

14. The OCE received an email from reg@Ssocks.net Wlth a username and
password for login. Upon logging in, the OCE was directed 'to “pay by Perfect
Money.”> The OCE used Perfect Money to deposit 0.0006 Bitc,?ins, excluding fees,
into a wallet designated by 5socks.net.

15.  On September 24, 2024, the OCE logged back into| Ssocks.net and was
presented with a message stating the account was successfully) funded. The OCE
navigated to the main menu and was presented with a list of Ii)roxies available for
purchase. The OCE filtered the list of available proxies down to those located in the

State of Oklahoma. This list returned eight Oklahoma-based proxies available for

purchase.

i
i
!
}

e - e

1
i

4 A user pays a small transaction fee to process the transfer of Bitcoin.

5 Perfect Money is an online payment system, similar to PayPal, allowing users to send
and receive funds through various national currencies. Perfect Money is popular in
Russia and Eastern Europe.
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18. The E1200 router is a popular older-model routerithat features remote
access connectivity, allowing users who do not have physical co%n:rol of the router to
nevertheless reconfigure it. However, this router has known ‘vuhle%abilities in its remote
access connection protocols that allow skilled computer hackersi to hijack the device
for their own purposes.$

19. The FBI also identified and contacted the owner of the router listed as
the Oklahoma-based “Pauls Valley” proxy on 5socks.net, a car wash business located

in Tuttle, Oklahoma (“Business 6”), which agreed to allow the] FBI to successfully

extract a copy of the malware from their infected router.

20. Based on my training and experience, Business |1, Business 4, and

Business 6 are victims of S5socks. The proxy servers being s;ﬁ:ld via Ssocks and
]

Anyproxy are compromised residential’ internet networks. This 13* a common tactic of

criminal proxy services, to compromise individuals or small bus;inesses, then to sell

i
H

§ Home and office routers are frequent targets of hackers seeking té) use the equipment
in further crimes. See, e.g., Jessica Lyons, Someone is Slipping a Hidden Backdoor into
Juniper  Routers Across the Globe, THE REGISTER (Jan. 25, 2025),
https://www.theregister.com/2025/01/25/ mysterious_backdoor_ijuniper__routers/ ;
Dan Goodin, Thousands of Hacked TP-Link Routers Used In Yearslt%ng Account Takeover
Attacks, ARS TECHINCA (Nov. 1, 2024), https://arstechnica.com/information-
technology/2024/11/ microsoft-wams—of-8000-strong-bomet-used-in-password-
spraying-attacks/; Dan Goodin, Bizarre Attack Infects Linksys' Routers With Self-
Replicating Malware, ARS TECHNICA (Feb. 13, 2024), https://arstechnica.com/
information-technology/2014/ 02/bizarre-attack-infects-linksys-routers-with-self-
replicating-malware/
7 The term “residential” is used by these services to relay to potential customers that

the services being offered are not data-center proxies but are individuals or businesses,
which can lead to greater anonymity for the customer.

i
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access to those networks to utilize as a proxy server which will érovide anonymity to
the criminals and make it appear their internet traffic is comi;ilg from the victim’s
networks. Customers of 5socks and Anyproxy who access thése and other victim

routers are essentially using the internet services belonging to tlile rightful owners of

the victim routers. :
|
C. Remote Access, Searches, and Seizures :

21. The Dutch National Police, based on their access to 5socks and

Anyproxy C2 infrastructure located in the Netherlands, have obtiained,. and provided
U.S. authorities with, a list of victim router IP addresses. The SSEOCks and Anyproxy
C2 infrastructure located in the Netherlands has transmitted p%oxy traffic through
these victim router IP addresses during the past sixty days. In orde% to do so, they must
be infected with the 5socks and Anyproxy malware.

22. Based on an analysis of the victim router IP éddresses, FBI has
determined that approximately eight hundred to nine hundred ljio.uters appear to be
both currently infected with 5socks and Anyproxy malware and! also located in the

United States. j

23.  These hundreds of infected routers with IP addressesf that are geolocated
in the United States appear to be located in at least five or moire judicial districts,
including, but not limited to the following: Northern District of Oklahoma, Western

District of Oklahoma, Eastern District of Virginia, Southern District of West Virginia,

and Central District of California.
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24. Infected routers located in the United States cé)nstitute “protected
computers” within the meaning of Rule 41(b)(6)(B) and 18 IﬁSC § 1030(e)(2)(B)
because they are used in or affecting interstate or foreign commerc;e or communication,
based on their connection to the internet. The infected routers éimve been damaged
within the meaning of Rule 41(b)(6)(B) and 18 U.S.C. § 1030(e)(8§) because the Ssocks
and Anyproxy malware has impaired the integrity and availabilitsir of data, programs,
systems, and information on the infected routers. :

25. The FBI has partially reverse engineered the malwaire that was installed
onto a victim device. Analysis of the reverse engineered malwa%re revealed that the
malware operates from the router’s short-term memory, which onuId be wiped off the
device if it were to shut off or lose power for any reason. To re-esitablish control over
the victim router in these circumstances, a different portion of the C2 infrastructure
located in Turkey attempts to contact the compromised devices é:very 60 seconds to
determine if the malware is still running. If it is not, the C2 inﬁ'agstructure located in
Turkey will attempt to re-exploit the victim router and re-install th:é malware. This will
bring the victim router back under the control of Anyproxy and; 5socks to again be

sold to their customers.

26. Through its investigation, the FBI has gained| a comprehensive

understanding of the structure and function of the 5socks and Anyproxy proxy
services. Based on that knowledge, the FBI has developed a meansg to identify infected
routers, disconnect them from the proxy services, and prevent the é.dministrators from
|

Page 10 of 14



further communicating with those infected routers. This Warrant would authorize
certain aspects of that identification and search process as describéd below:

27. First, the FBI will identify the IP addresses of the vfctlm routers, Whir:h
are infected with 5socks and Anyproxy malware and are part fiof the 5socks and
Anyproxy proxy services. FBI will do so based on information o@tajned from Dutch
authorities, including the proxy leasing page obtained from the QSZ server located in
the Netherlands. This information includes a list of IP addressesi and port numbers
used by each infected router. Only routers that are part of the pro:fcy network, or have
communicated with the C2 infrastructure in the past sixty days, wé)uld be on this list.

28. Second, the FBI, from an FBI-controlled computer loicated in the United
States, will connect to each of those routers using known vulnerabiiities. FBI will issue
a remote command to reboot the router, which will clear the route;’s volatile memory,
including the malware. FBI will then close the vulnerability used by the administrators

of the proxy services by disabling internet-facing remote managefment of the router.

Disabling remote access will not interfere with the victims’ internetiaccess, and remote

management will still be accessible through the router’s Local Area§ Network. FBI will

'

commit that change to the router’s non-volatile memory. These acf;tions will have the

effect of removing the router from the proxy network and preventing the router from
being vulnerable to reinfection. |

29. The proposed warrant would authorize the FBI to restart the routers and
disable remote access. The proposed warrant also authorizes law erfzforcement officers

to seize or copy from the infected routers any electronically s;tored information,
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including encryption keys and access logs used by the 5S§0Cks and Anyproxy
administrators to communicate with computers that are part of the proxy service
infrastructure, as well as IP addresses and routing information, n%cessary to determine
whether the infected router continues to be controlled by the Sisocks and Anyproxy
Proxy services.

30. The FBI will not collect content from the infected %routers, nor will FBI
alter the functionality of the infected routers’ operating systenils, files, or software,
except as expressly provided in this affidavit. The owners of the élctlm routers will be
able to reverse the FBI’s changes by re-enabling remote mmaéement. The actions
authorized by this warrant are designed to prevent the routersgfrom being used as
proxies and to prevent additional malware from being mstalled on the routers, by
removing the victim routers from the proxy services and disablinié remote access. The
FBI has tested these actions to ensure that they operate properl;f/ and do not impact
any other files or services on the infected routers.

TIME AND MANNER OF EXECUTION‘

31. I request, pursuant to Rule 41(e)(2), that the Court authorize the
execution of this warrant for a period of fourteen days, beginning %m May 2, 2025, and
ending on May 16, 2025. ’

32. Because FBI intends to minimize the impact of reistarting the routers,
which only takes a matter of minutes, good cause exists to permit the execution of the

requested warrant at any time in the day or night.

Page 12 of 14




DELAYED NOTIFICATION ;

33. I request, pursuant to Rule 41(f)(3) and 18 USC' § 3103a(b), that the
Court authorize the officers executing this warrant to delay noitice until thirty days
after the collection authorized by the warrant has been cé)mple,ted, including
extensions. There is reason to believe that providing immediatée notification of the
warrant may have an adverse result, as defined in 18 USC; § 2705. Providing
immediate notice to the subscriber or user of the infected rouiter‘s would seriously
jeopardize the ongoing investigation, as such a disclosure would .I%kely become known
to the proxy service administrators and would give them an opfportunity to destroy
evidence, change patterns of behavior, notify confederates, and 'ﬂée from prosecution.
See 18 US.C. § 3103a(b)(1). The proposed search warrant docés not authorize the
seizure of any tangible property. See 18 U.S.C. § 3103a(b)(2). F:lrther, to the extent
that the warrant authorizes the seizure of any wire or electronicjcommunication (as
defined in 18 U.S.C. § 2510) or any stored wire or electronic ilf;lformation, there is
reasonable necessity for the seizure for the reasons set forth aboveE See id.

34. Inthe event that providing notice to the subscriber or user of the infected
computer no longer seriously jeopardizes the ongoing investigation, U.S. authorities

will take steps to provide such notification earlier than thirty da,ysi after the collection

authorized by the warrant has been completed, including extensions.
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CONCLUSION

35. For all the reasons described above, there is probable cause for a warrant
to use remote access to search electronic storage media described in Attachment A and
to seize or copy electronically stored information described in Attachment B.

Respectfully submitted,

Camron Ellis Borders
Special Agent
Federal Bureau of Investigation

Subscribed to and sworn to by phone on May 2 ; 20285, |

CHRISTINE D. LITTLE
UNITED STATES MAGISTRATE JUDGE
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ATTACHMENT A
PROPERTY TO BE SEARCHED
This warrant applies to the electronic storage media contair;%ed in victim routers
located in the United States onto which malicious cyber actors haive installed, without
authorization, malware, and which routers have communicated ,w1th the Ssocks and

Anyproxy proxy service infrastructure.




ATTACHMENT B
ITEMS TO BE SEIZED
This warrant authorizes the search of the electronic storageé media identified in
Attachment A and the seizure or copying of electronically storied information that
constitutes evidence and/or instrumentalities of the 5socks and Ai.nyproxy conspiracy
and computer fraud in violation of 18 U.S.C. § 371 (Conspir%tcy) and 18 US.C

§ 1030(a)(5)(A) (Damage to a Protected Computer). This Watérant authorizes the

government to remotely access and search the victim routers idenfﬁﬁed in Attachment
A by issuing commands to: »

1. Seize or copy from those routers any electronically istored information,
such as encryption keys and server lists, used by the administratoirs of the Ssocks and
Anyproxy proxy services to communicate with computers that a;ie part of the proxy
services infrastructure; :

2. Seize or copy from those routers any electronically _’istored information,
such as IP addresses and routing information, necessary to detejrmine whether any
router identified in Attachment A continues to be controlled by the 5socks and
Anyproxy administrators after the seizure or copying of the eilectronically stored
information identified in Paragraph 1; {

3. Reboot the router; and

4. Disable the internet-facing remote management of the router.

This warrant does not authorize the seizure of any tangible i:)roperty. Except as

provided above, this warrant does not authorize the seizure or copj(ing of any content
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from the electronic storage media identified in Attachment A. or the alteration of the

functionality of the electronic storage media identified in Attachment A.
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