"UNITED STATES DISTRICT COURT

DISTRICT OF NEW JERSEY
UNITED STATES OF AMERICA : Hon. Edward S. Kiel
V. : Mag. No. 22-15027
BABA DIAKITE and : CRIMINAL COMPLAINT

NASIR JOHNSON

1, Brendan Nally, being duly swom, state the following is true and correct to the best of my
knowledge and belief:

SEE ATTACHMENT A

I further state that [ am a Postal Inspector with the United States Postal Inspection Service
and that this complaint is based on the following facts:

SEE ATTACHMENT B

continued on the attached page and made a part hereof.

B_r ctor
United States Postal Inspection Service

Postal Inspector Brendan Nally attested to this Affidavit by telephone pursuant to F.R.C.P.
4.1(b)(2)}(A) on

February 8, 2022
at Newark, New Jersey

HONORABLE EDWARD S. KIEL
UNITED STATES MAGISTRATE JUDGE ISR Y VL VAL LRl









ATTACHMENT B

I, Brendan Nally, a Postal Inspector with the United States Postal Inspection Service
(“USPIS”), having personally participated in an investigation of the conduct of defendants BABA
DIAKITE and NASIR JOHNSON, and having spoken with other law enforcement officers and
individuals, have knowledge of the following facts. Because this Complaint is submitted for the
limited purpose of establishing probable cause, 1 have not included all facts known to me
concerning this investigation. The contents of documents and the statements and conversations of
individuals referenced below are provided in substance and in part, unless otherwise indicated.

Defendant and Entities

1. At all times relevant to this Criminal Complaint:

a. Defendant BABA DIAKITE (“DIAKITE”) was a resident of East Orange,
New Jersey.

b. Defendant NASIR JOHNSON (“JOHNSON™) was a resident of Hillside,
New Jersey.

c. The United States Postal Service (“USPS”) operated a post office located at
2101 State Route 27, Edison, New Jersey (the “Edison Main Post Office”)

d. The victim financial institutions, including Bank-1 through Bank-21: (1)
were “financial institutions” as that term is defined in Title 18, United States Code, Section 20,
offering, among other things, checking and savings accounts to customers; (2) had deposits insured
by the Federal Deposit Insurance Corporation (FDIC) and/or accounts insured by the National
Credit Union Insurance Fund (NCUIF), and (3) had branches in New Jersey.

Overview of the Conspiracy

2, An investigation by law enforcement revealed that from in or about January 2020
to in or about October 2021, in multiple towns and cities throughout New Jersey, DIAKITE and
JOHNSON participated in a scheme to steal envelopes containing checks from the United States
mail, in order to sell the stolen checks for profit or fraudulently obtain funds from financial
institutions using the stolen checks. As part of the scheme, DIAKITE and JOHNSON obtained
stolen USPS arrow keys (which can be used to access a variety of USPS receptacles containing
mail) from USPS employees. After using these arrow keys to steal checks from the mail,
DIAKITE, JOHNSON, and their co-conspirators sold the checks, or deposited them in original,
altered, or duplicate form to fraudulently obtain funds from the victim financial institutions.

Goal of the Conspiracy

3. It was the goal of the conspiracy for DIAKITE and JOHNSON to steal checks from
the mail and enrich themselves by selling stolen checks or arranging for the deposit of stolen
checks to fraudulently obtain money from the victim financial institutions.









amount of $86.82. That check was recovered by Essex County Sheriff’s Officers
during the December 7, 2020 search.

On or about November 29, 2020, JOHNSON sent DIAKITE and Co-Conspirator 2
a photograph of a check written from the account of Individual 3, a resident of
Plainfield. The check number depicted in the photograph was 599, Individual 3°s
check numbered 600 was recovered by Essex County Sheriff’s Officers during the
December 7, 2020 search. Several hours later, JOHNSON followed up with another
text, in which he wrote: “We’re doing this tomorrow,” and included Individual 3’s
name, address, and date of birth.

. On or about November 29, 2020, JOHNSON sent DIAKITE photographs of two
checks written from the account of a business in Newark, New Jersey (“Business
2”), one in the amount of $3,468.66 and the other in the amount of $281.77.
Business 2 reported to the police that the checks had been placed into the mail at a
USPS collection box located in or around Watchung on or about November 27,
2029, and the actual payees of the checks did not receive them.

. On or about November 30, 2020, JOHNSON sent DIAKITE and Co-Conspirator 2
photographs of checks written from the accounts of Individual 4 and Individual 5,
residents of Edison and South Plainfield respectively. On or about December 1,
2020, JOHNSON followed up with fext messages containing the names and
addresses of Individuals 4 and 5. JOHNSON then sent a subsequent text message
approximately 30 minutes later, in which he wrote, “We need these dob!” Based on
my training and experience, “dob” is a reference to the dates of birth of Individuals
4 and 5, which JOHNSON likely needed to deposit the checks and withdraw their
value from the victim financial institutions and arrange other fraudulent
transactions. On or about April 19, 2021, Individual 5 reported fraudulent activity
in his bank accounts to the police. The police learned that, on or about that same
date, an unidentified man posing as Individual 5, who was in possession of
fraudulent identification in Individual 5°s name and a debit card issued to Individual
5, engaged in a number of fraudulent transactions in Middlesex County, New
Jersey: (1) the in-person purchase of a smartphone in or around New Brunswick;
(2) two mm-person cash withdrawals, one in or around Woodbridge and the other in
or around Piscataway, from Individual 5°s accounts totaling approximately
$12,000; (3) an in-person transaction in or around Metuchen cashing a check made
out to Individual 5 in the amount of approximately $4,200; and (4) the withdrawal
of approximately $1,000 at an ATM located in or around Carteret.

On or about December 3, 2020, DIAKITE sent a text message to another co-
conspirator (“Co-Conspirator 3”) indicating that he had obtained USPS arrow keys,
including one for Jersey City, and was about to obtain an arrow key for USPS
collection boxes in Somerset : “N[----] gotta jc key for 3k I hit him. & ] was abouta
get a somerset key today but he taking to long.”












17.  According to bank records, on or about November 30, 2020, using personal banking
information obtained from a Complicit Accountholder (“Complicit Accountholder 2”°), DIAKITE,
JOHNSON, and their co-conspirators arranged for the deposit of approximately 12 checks written
from the account of Business 2 and totaling approximately $38,960.85 at an ATM located in or
around Monroe, New York. The checks had been stolen from a USPS collection box in or around
Watchung, according to Business 2, and were deposited into the TD Bank account of Complicit
Accountholder 2 instead of the accounts of the actual payees of the checks.

18.  According to bank records, on or about November 17, 2020, also using personal
banking information obtained from Complicit Accountholder 2, DIAKITE, JOHNSON, and their
co-conspirators arranged for the deposit of approximately two checks written from the account of
a business in North Plainfield, New Jersey (“Business 3”) totaling approximately $11,293.97 at an
ATM located in or around Easton, Pennsylvania. The checks had been placed into the mail at the
Business 3 address in North Plainfield, according to Business 3, and were deposited into the TD
Bank account of Complicit Accountholder 2 instead of the accounts of the actual payees of the
checks.

19.  In addition, based on a review by law enforcement of bank records and text
messages and photographs recovered from Diakite Phones 1 and 2 and Johnson Phones 1 and 2,
the investigation has shown that DIAKITE and JOHNSON sold stolen checks to other co-
conspirators. Upon receiving confirmation from such co-conspirators of mobile payments made to
DIAKITE or JOHNSON via the Cash App, DIAKITE and JOHNSON provided confirmation of
the sale in the form of images of the stolen checks. Having collected payment, DIAKITE and
JOHNSON provided the physical checks to the co-conspirators, who then deposited the checks in
original or altered form.

20.  For example, according to bank records, on or about December 1, 2020, using
personal banking information obtained from a Complicit Accountholder (“Complicit
Accountholder 3”), Co-Conspirator 8 deposited or arranged for the deposit of the Business 2
Check—which was originally issued in the amount of $1,088.44, stolen from the mail, purchased
from DIAKITE, and then altered by Co-Conspirator 8 to reflect a check amount of $14,088.44
payable to Complicit Accountholder 3—in or around Cranston, Rhode Island. The Business 2
Check had been stolen from a USPS collection box in or around Watchung, according to Business
2, and was deposited into the Santander account of Complicit Accountholder 3, who was not the
payee of the check.

21.  In total, as part of their fraudulent scheme, DIAKITE, JOHNSON, and their co-
conspirators deposited and arranged for the deposits of stolen checks that resulted in actual losses
to the victim financial institutions of more than $400,000.



