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UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF RHODE ISLAND ¢

|- S-LOK-

UNITED STATES OF AMERICA mpoct 13 P b 23
V. Criminal Case No. ;5 'If;f ‘.A\ S 0 ‘s 1T AND
AMBULAIR. SHEKU, 18 US.C. § 1349 ms TRICT U nivae o}
Defendant. 18 US.C. § 641 Q/W W’ O
18 U.S.C. § 1030(a)(4) & (c)(3)(A)
18 US.C.§2
INFORMATION

The United States Attorney charges that:
Background

1. The Social Security Act of 1935 initiated the Federal and State Unemployment
Insurance System (hereinafter “UI”), which was designed to provide benefits to
individuals out of work through no fault of their own. The purpose of Ul was to lessen
the effects of unemployment through payments made directly to unemployed workers,
thereby enabling said individuals to pay for the necessities of life, such as food, shelter
and clothing on a weekly basis while the individual sought employment. The UL
program was administered by State Workforce Agencies. The Rhode Island
Department of Labor and Training (“DLT”) is the State Workforce Agency in the State
of Rhode Island responsible for the implementation and operation of various state and
federal workforce programs including the Ul program.

2. The Department of Labor and Training operates its programs using a
combination of federal and state dollars. The Unemployment Insurance Program

within the Income Support Division pays Unemployment Insurance Benefits to eligible
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recipients. The benefit payments are typically funded by tax dollars paid by Rhode
Island employers. However, during times of extreme unemployment or in special
programs, the federal government offsets the cost of unemployment benefits for the
states. All DLT administrative operational costs, including salaries and systems, are
funded via grants from the United States Department of Labor.

3. The Unemployment Insurance Program provides temporary income support
("UI benefits”), in the form of weekly cash benefits for the period of time that the
eligible employee seeks new work. The unemployed worker must file an application
for benefits with DLT for the Ul benefits. This application in Rhode Island was filed
either over the internet or via the telephone. The amount of weekly UI benefits paid to
a claimant was based on the claimant's prior earnings, as reported by the employer for a
specified time period called the “base period.”

4. After meeting the initial requirements, a UI claimant has to meet the
following eligibility requirements to maintain UI benefits: (a) keep all scheduled
appointments; (b) be able to work; (c) be available for work; (d) actively seek work; (e)
not refuse any offer of suitable work; and (f) claim weekly Ul benefits by telephone or
the Internet.

5. The resulting claim for benefits must be certified for each week in order to
receive benefit payments. During the time set forth in the Information, certification was
made via the internet or telephone using the claimant’s social security number, benefit
year ending code and personal identification number. Each weekly certification

resulted in a payment being issued to the claimant, if otherwise eligible, via the
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payment method selected at the time the claim is filed. During the time described in
this Information, the available payment methods were direct deposit to a financial
institution or via electronic payment card (EPC) which functions like a bank debit card.
Funds for the benefits were drawn from state-controlled accounts at financial
institutions which operated in interstate and foreign commerce. The electronic payment
cards were distributed to claimants by U.S. mail.

6. The computer system that DLT used to administer unemployment insurance
benefits is a comprehensive benefits system that allowed for initial claims, continued
claims, refiled claims and extensive special programs. Staff members at DLT were
given limited authorized access to DLT’s computer system.

7. From in or about February 2009 to on or about February 13, 2015 Defendant
AMBULAI R. SHEKU was a Senior Employment and Training Interviewer for DLT. In
his role, SHEKU was responsible for answering customer calls, processing claims,
providing customer service via telephone and email, issuing payments and other
related functions as directed by management, all subject to the limitations on his
authority set by DLT. SHEKU had general call center level access to DLT’s computer
system; however, he did not have access to certain areas of the system. Further,
changes in a claimant’s profile, including address changes, had to be authorized by the
claimant.

COUNT 1
(Conspiracy to Commit Mail Fraud)

8. Paragraphs 1 through 7 are incorporated herein and realleged by reference.
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9. Beginning as early as in or about June 2009, and continuing until in or about
February 2015, the exact dates being unknown to the United States, in the District of
Rhode Island and elsewhere, the defendant, AMBULAI R. SHEKU, did knowingly,
intentionally and unlawfully combine, conspire, confederate and agree with others,
both known and unknown to the United States, to commit the following offense against
the United States, namely, to devise and intend to devise a scheme and artifice to
defraud the Rhode Island Department of Labor and Training, and to obtain money by
means of materially false and fraudulent pretenses, representations and promises, and
for the purpose of executing such scheme and artifice, to cause matters to be placed in
any post office and authorized depository for mail matter to be sent and delivered by
the U.S. Postal Service and private or commercial interstate carriers, in violation of Title
18, United States Code, Section 1341 (Mail Fraud).

a. It was part of the scheme and artifice to defraud that SHEKU
would, without authorization and exceeding his authorized access to the DLT computer
system, change the addresses of legitimate Ul beneficiaries, thus causing the banks
funding the Ul benefits to send by U.S. mail a new EPC card to another member of the
conspiracy, who would then be able to fraudulently obtain cash and/or goods by
utilizing the EPC card.

b. It was further part of the scheme and artifice to defraud that
SHEKU would, without authorization and exceeding his authorized access to the DLT
computer system, take steps to extend the expiration of benefits members of the

conspiracy;
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C. It was further part of the scheme and artifice to defraud that
SHEKU would, without authorization and exceeding his authorized access to the DLT
computer system, cause fraudulent claims, including claims by individuals who were
employed and thus ineligible for UI benefits, to be approved such benefits;

d. It was further part of the scheme and artifice to defraud that
SHEKU would, without authorization and exceeding his authorized access to the DLT
computer system, fraudulently increase the balance of Ul benefits available to one of his
coconspirators; and

e. It was further part of the scheme and artifice to defraud that
SHEKU would, without authorization and exceeding his authorized access to the DLT
computer system, fraudulently remove blocks or “stops” on the payment of further
benefits that DLT had validly imposed, thus allowing a coconspirator to continue
receiving benefits to which he was not entitled.

f. From in or about June 2009, and continuing until in or about
February 2015, SHEKU fraudulently obtained Ul benefits for himself and others of
approximately $508,691, more or less, of which approximately $350,606 were federal
funds.

All in violation of 18 U.S.C. § 1349.

COUNT 2
(Theft of Government Funds)

10. Paragraphs 1 through 9 are incorporated herein and realleged by reference.

11. Beginning as early as in or about June 2009, and continuing until in or about
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February 2015, the exact dates being unknown to the United States, in the District of
Rhode Island and elsewhere, the defendant, AMBULAI R. SHEKU, did knowingly
embezzle, steal, purloin and convert to his use and the use of others, money and things
of value of the United States and of an agency and department thereof, to wit the
United States Department of Labor, and did aid, abet, counsel, command, induce and

procure the commission of this offense.

All in violation of 18 U.S.C. §§ 641 and 2.

COUNT 3
(Accessing a Protected Computer to Commit Fraud)

12. Paragraphs 1 through 9 are incorporated herein and realleged by reference.

13. Beginning as early as in or about June 2009, and continuing until in or about
February 2015, the exact dates being unknown to the United States, in the District of
Rhode Island and elsewhere, the defendant, AMBULAI R. SHEKU, knowingly and with
intent to defraud accessed a protected computer without authorization and exceeding
his authorized access and by means of such conduct furthered the intended fraud and

obtained something of value, specifically, fraudulently obtained unemployment
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insurance benefits, and did aid, abet, counsel, command, induce and procure the
commission of this offense.
All in violation of 18 U.5.C. §§ 1030(a)(4), 1030(c)(3)(A), and 2.

PETER F. NERONHA

UNITED STAIES ATTORN [/

ol I DATED: October 13, 2016
LLIAM J. FERLAND

Assistant U.S. Attorney

Criminal Division Chief
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