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7. BILLY RIBEIRO ANDERSON, a/k/a “Anderson Albuquerque,” 

a/k/a “AlfabetoVirtual,” the defendant, has also committed 

unauthorized intrusions of thousands of web servers located 

around the world by surreptitiously installing malicious code on 

victim web servers that provided ANDERSON with administrative 

rights to the victimized web servers, thereby enabling ANDERSON 

to commit defacements and to otherwise maintain persistent 

unauthorized access to the victimized web servers.  

 

The New York City Comptroller Defacement 

 

8. Based on my review of reports and documents provided 

to the FBI by the NYC Comptroller, I have learned the following, 

in substance and in part: 

 

a. On or about July 10, 2015, a website owned by the 

NYC Comptroller was defaced (the “NYC Comptroller Defacement”), 

and a hacker using the online pseudonym “AlfabetoVirtual” took 

public responsibility for the intrusion and defacement. 

 

b. The contents of the NYC Comptroller website were 

modified to display the text “Hacked by AlfabetoVirtual,” 

“#FREEPALESTINE” and “#FREEGAZA.”  The following is a screenshot 

of the defacement of the NYC Comptroller website: 
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online pseudonyms, and frequently post screenshots of defaced 

webpages.  Based on my review of Zone-H, I have learned the 

following, in substance and in part: 

 

a. Between on or about October 8, 2016 and at least 

on or about March 13, 2018, Zone-H listed over 11,000 website 

defacements by a hacker using the online pseudonym 

“AlfabetoVirtual.” The defacements featured, among other things, 

comments in English, Spanish, and/or Portuguese, as well as 

music playing in English or Spanish.  

 

b. The defacements by “AlfabetoVirtual,” which were 

mirrored with screenshots on Zone-H, involved government, 

business, and charitable websites around the world, including in 

the United States.  More than 300 of the over 11,000 defacements 

were assigned a star on Zone-H, which, according to the Zone-H 

website, denote a “special defacement (special defacements are 

important websites).”  Those defacements that were assigned a 

star largely involved government websites with a “.gov” domain, 

including, for example, a defacement of the website for the 

Ronald Reagan Presidential Library that occurred in or about 

January 2016.  

 

c. On or about July 10, 2015, the NYC Comptroller 

Defacement was listed on Zone-H and attributed to 

“AlfabetoVirtual.” 

 

d.  On or about October 4, 2016, the West Point 

Defacement was listed on Zone-H and attributed to 

“AlfabetoVirtual.”  The following is a screenshot of the CTC 

Website Defacement posted on Zone-H: 

 

 


























