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~:\JITI~D ~TATtS OF ANfERlCA 

v. 

AN DRE\V f\1ANTO V .ANT, 
a/k/a "Deck, 11 

rtik'a "d3ck," 
~k/a ''BlahBlah.BlhSTFU," 
a./k/a "Dcckerdlsfv!issin," 
a/k!a ''ThnkYouPlcase.Die," 

l)AVID APPLEYARD, 
a/kia "Black Ops," 
~·k;a "BlaGkBagTricks," 

A·~:\"l'OLY TYlJK.AuN'OV, 
~k/a ·'vox,'' 
a/k/a "thcvoxa,,. 
uik/a "nu~ngcle,, 

KE:\INETH J. FLURRY, 
rJk/a ··on Th~ Fringe," 
;·u'k/~ ''OTF;' 
a!k:'a "S(' . .(Jl'F!,. 

KL\,f TJ\ Y ~OR, 
a.:k/a .. !nncgyver," 

JER::~lY STEPHENS, 
:.:.:'k/a "Greywolf," 
a/k/a ''qwcst4~tcrnal," 
a/k/a "titningbeJt2000," 

IvlATTHE\V JOHNSON, 
a/k/a "Carsen," 
a/k/a "Knight Rider," 
alk/a ''Guinnl:!ss.Hawk," 

Bf{.t'\1\TDON L. NlONCHAlvJ.P, 
UJ'k/a ''PVTHC," 
•1:'kh1. "K.in!=,"Pin." 
a.:kfa "sk33l0," 

\VESI.EY A. LANNING, 
;.t~k/a '"Sigep 1234," 
aik/u ''Sigep," 
a/kla "Dirty Hany," 

ALEXA~DER PALACIO, 
a/k/a .. Scri lla,'' 
~:./k/a ''DNDSikncer," 
aikht "Troublesotne714," 

UNITED STATES DJSTIUCT COURT 
DISTRrCT OF NEW JERSEY 

Hon. 

18 u.s.c. §§ 371 (~. 2 ; 
18 U.S.C. § 1 028(a)(2); 
18 U.S.C. § 1 028(a)(7); 
tS U.S.C. § 1029(a)(l); 
18 U.S.C. § 1029(a)(2); and 
l ~ U.S.C. § 1 029(a)(6)(A) 

INDICTMENT 

I HEREBY CERTIFY that the above and 
foregoing Is a true and correct copy of 
the original on file in my office 

ATTEST • 
WILLIAM T. WALSH, Clerk 
United States District court 
District of New Jersey 

/fj{' I ( • · 

By: l__p. i;t;( I . -rJ_J_" ,~~( '-
q __ uty Clerk 

: /· ... :_:) tl/ j,. 
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a/k!a "\!otoriousCarder," 
OMAR DHANA1"\f1, 

a/k/a ''Voleur," 
'lik/a "J a eden/' 

\-lARCELO DEL ~1AZO, 
a/k/a ··~~fA Lpadre," 

PAUL A. :V·lENDEL, JR., 
a/k!a "1'vl i nt floss," 
;·tfkJa "mojo2000x," 

BEAt; A:\ rHONY FRA.NKS, 
:~/k/a .. Scarface,'' 

J ERE!vt Y ZIELlNSKJ, 
aJk/a "FraMd323," 

· n/k/a ''BunkerBusterBill," 
ALEKST KOLAROV, 

afkja "APK,u 
KASPAR KJVt 

a/kia "!!quid-technique, 
a/Iv'a "LiqDust," 

ROCERIO RODRIGUES, 
a!kht "Kcrberos,'' 
a.i'k/a .. Empir~_k~rbcros," and 

K .'\RIN AN'DERSSON, 
~k/a "K~ fka'' 

The Grand Jury in and for the Disttict of New Jetscy, sitting at Newark, charges: 

COUNT1 
(Conspiracy) 

The Shadowcrcw Criminal Organization 

i. At various limes r~levant to lhis l.ndictrnent: 

a. Shadowcrcw was an inten1ational organization of approxilnately 4!000 

tnemhcrs whil:h prmnoted and facilitated a wide variety of criminal activities including, among 

others, electronic thefl of personal identifying information, credit t:ard and debit card Fraud, und 

th~ prodl!ction and sale of false identification documents. 

b. Shadowcrew operated and maintained the Internet weh site 
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www.shadowcrew.com (the '\Sbadowcrew web site,) jn Secaucus and Jersey City
1 

New Jersey, 

a!~ a comnumications mediurn to facilitale the conunission of their crirninal activities. 

Sl~ndowcrew members gained access to the Shadow~;rew web site by typing in their chosen 

usen:arn(j or nickmune ("nic") and password at the login screen for the web site. Once they had 

logged in to the weh site, Shadowcrew members \Vcre able to send and receive secure privaLe 

messug-:.s to each other via the Shadowcrew web site in furtherance (>f their criJninal conduct. 

Shado\vcrew members also were able to access, ini6ate, and respond to n1essagcs posted to a 

variety of infon11ational and discus~ion !onuns on the Shadowcrew \veb site, tnost of which were 

open only to Shadowcrew m~rnbcrs. These forums provit.led guidance to Shado\vcrew members 

OH, among other things, producing
1 

selling and using stolen credit card and debit card 

i:1funnario:1 and false idenli fication documents. The Shadowcrew web site was desig11ed and 

t~ti1iz~x1 to promote and l~lcilitate rhe commission of criminal activity. 

c. Shadowcrew members collectively trafficked in and rnade unauthorized 

use of ~~t least 1.5 million stolen credit card numbers, resulting in actual losses in excess of $4 

million to credit card con1panies, financial institutions, and credit card account holders. 

The Structure of the Shadow crew Criln1 nal Organization 

1. Shadowcrew mcrnbers operated the Shadowcrew web site and oversaw the 

activitie-s of lhe n1cnlbership through the tbllowing hierarchical fran1ework: 

a. Defendants ANDRE\V .tvlANTOV ANl, a/k/a "Deck," alk/a "d3ck,'1 ~L1k/a 

11 BlahRbhBlhSTFU," alk/a ••Deckcrdlsivlissin,'• a/k/a "ThnkYouPleaseDie;" DAVID 

,.\ f'PLEY :\ RD, a!kla 11Black Ops," alk/a "Black.BagTrit:ks;" A.1'JATOL Y TY1JK.A!'l0V, 
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~!.1kla "vox~" alk/a "thcvoxa," a/k/a "mengelc;'' and others served as Shadowcrew 

~dministrat.ors/ forum tcchs (hereinafter "administrators"). Administrators collectively contrnllt:~d 

the thn.:ctio:1 of the organization, handling day-to-day managcrnent decisions as well as long-

tcra: strategic pbnning for its continued viability. Adn1inistrators detezmined which individuals 

W\·~.:-c permitted t.o become and remain 1nen1bers of Sltadowcrew; the tlmctions, responsibilities 

and lcvds of access lo infonnation for all members of the organization~ and the re\vards 

accorded ~11cmbt:.r~ for their loyalty to Shadowcrcw (~. elevated status within the organization) 

as well :1s tht! punislunents n1eted o·ut to tnembers disloyal to the organization. The 

administrators had ruiJ access to the computer s~tvers hosting the Shadowcrew web site and, 

c0rrc~pondingly, had ult\matc responsibility f()r the physical administration, nlaintt:nancc and 

security of these computer servers as well as for the content of Lhe web site. Defendants 

~1ANTOVANI and APPLEYARD also served as n1oderators and reviewers, as described below. 

b. Defendants KENNETH J. FLURRY, a/k/a "On The Fringe," a/k/a "OTF," 

a/k/a ''SC-OTF;" Kllvl TAYLOR, aik/a "macgyver;'' JEREMY STEPHENS, a/kla ''Greywolf," 

~tlkia "qwt:.~t4t:tt!rnal," ai"k/a "timingbelt2000;'1 MATTHEW JOHNSON, a/k/a "C~rsen)" a/k/a 

11K.night Rider," a;k/a "GuinnessHi:lwk;" BRANDON .L f\.·fONCHAlv1P, a/kla "PVTHC," alk/a 

''Kingpin," a/k/a "sk3310;'' WESLEY A. LANNING, a/k/a 11Sigep1234/' a/k/a "Sigep," a/kJa 

.;Dirty Han)';'' ALEXANDER PALACIO, a/k/a "Scrilla," \u'k/a HDNDSilencer," alk/a 

"Troublesome714/' a/k/a "NotoriousCan.lcr; 11 OMAR DHANA.NL. a/k/a "'Voleur," a/k/a 

".Tacdcn;" tv!A.RCET .0 DEL ?\1AZO, a/kla" !vf ALpadre; '' and others served as Shado\vcrcw 

modera~ors. :'\.1odcrators oversaw and administered one or tnore of the informational and 

discussion fonuus on the Shadow crew \Vt!b site that either fell within an area of their expertise or 



(>i:3t:; ~~·J4-IJ-00786-VV.JM Document 6 Filed 10/28/04 Page 5 of :32 PageiO: 41 

cov~n:d their geographic locahun. In this capacityt they established and cnforct:d n1lcs for 

pa:-ricipJting in the various fonuns as well editing and deleting posts by Shadowcrcw men1bcrs 

on LhesL: torums. 

c. Defendants FLURRY, TAYLOR, STEPHENS, JOHNSON, 

tv[ONCHAMP, LAL'JNlNG, PALACIO, DHANANT, PAUL A. tvfENDEL, JR., a/k/a 

"!\1intflos.':i ... ~!ik/a "niojo2000x;" and ROGERIO RODlUGUES, alkla "Kerheros," afk/a 

''Empirt: _kerbero~:" and others also rre~uently served as reviewers for particular products or 

service~; with \vhich they had an expertise. Reviewers cxmnined and/or tested illicit merchandise 

and services that Shadowcrcw men1bers desired to advertise and sell via the Shadowcrew web 

:-;itc (~. stolen t;redit card, debit card, and bunk acc(1unt inf01n1alion, and other stolen personal 

:denti fying information; counterfeit passports, dri vcrs, licenses, Social Secllrity curds, credit 

curds, debit cards~ birth certificates, college student identification eards, heullh insurance cards 

~:1d or her false idcnti tlc.:ation docmnents, ~md related services), and posted a written sununary of 

that cxan1inalion or testing on the web site. A t:·nrorable written revie\v \vas (l prerequisite to 

oftering such illicit merchandi~c and services for sale on the Shadowcrew web site. 

d. Defendanls STEPHENS, JOHNSON·, ~[ONCHM'IP, LANNING, 

PALACIO, DHANANT~ MENDEL, BEAU ANTHONY FRA.L"JKS, a/k/a "Scarface;,, JEREMY 

ZlEl..lNSKT, aJl~,./u ''FraMdJ23," a/kJa "BunkerBusterBill;" ALEKST KOL..t\.ROV, a/k/a "APK:" 

KASPAR Kl VI. a/kia "liquid-technique" -.llkfa HLiqDust;" and other:s \\l'erc Slu1dowcre\v 

ve::dors. Vendors advcttised and sold the above-rerercnced il1icit ruerchandisc and services to 

Shadowcrc\v members via the Shadow~rew web site after such rncrchandise or service had 

received a favorablt! written review from a reviewer. Once a reviewer was designated, a 
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prospective vendor was required to ship multiple samples of the illicit n1erchandise or provide 

· [tcccss to the illicit service to facilitate completion of the review. 

~- Gt=neral members of Shadowcrew, including defendant TV\RJN. 

A.>JDERSSON, a/k!a "Kafka," typically used the Shadowcrew web site to gather and share 

:nfurmation about perpetrating ct:iminal conduct, as rnore fully desc1ibed in paragraph 5, 

rhrougJ1 post\ngs on the vmions infon1u1tional and discussion forums and through secure private 

messaging to utht:r Sh~tdowcrcw members. 

111e Conspiracy 

1. 'From in or about August 2002 through on or about October 26, 2004, at J erscy 

CiLy, in the D:strict of New Jersey and elsewhere, defendants 

ANDRE\¥ IVfANTOVANI, 
alk!a 11Deck," 
a/k/a "d3ck," 

alk/a "B1ahBlahBlhSTFU," 
a/kla ''Deckerdlsivlissin," 

a/k/a "ThnkYouPleascDie," 
DAVID APPLEYARD, 

afk/a "Black Ops," 
aik/u ''Blackl3agTricks," 

ANATOLY TY1JKANOV. 
a/k/a "vox," 

a/kla "thevoxa,'' 
aJkl a Hrn engcle," 

KENNETH J. FLURRY, 
a/k/a "On The Fringe," 

a/k/a "OTF," 
aik/a "SC-OTF,, 
KTh1 T A>{J JOR, 

u/k/a "n1acgyvcr/' 
JEREiviY STEPHENS, 

tvkla "Greywolf," 
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a/k/a "qwest4etc::mal," 
a/k/a "timingbelt2000," 

MATTHEW JOHNSON, 
a/k/a "Carsen," 

a/k/a "Knight Rider," 
a/k/a ''Guim1essHawk," 

BRAJ'\fOON L. MONCHAl\1P, 
a/k/a "PVTHC," 
a/kia "Kingpin," 
a/k/a "sk3310," 

WESLEY A. LANNING, 
a/kJa .. Sigepl234," 

alk/a ~'Sigep, 11 

aikla '"Dirty Harry," 
ALEXANDER PALACIO, 

a!k/a uscrilla," 
a/k/a "DNDSilencer," 

a/k/a "Troublesome714,'' 
a!k/a "NotoriousCurder," 

OtvlAR DHANANI, 
a/k/a '"Voleur," 
alk/a "Jacden,, 

~ .. fARCELO DEL MAZO, 
a/kla "T'vfALpadre," 

PAUL A. ~'v1ENDEL, JR., 
a/k/a "Mintfloss," 

a/k/a "n1ojo2000x," 
BEAU ANTHONY FRANKS, 

i'llk/a \'Scarface," 
JER El\1Y ZIELINSKI_, 

alk/a "Fratvfd323 ," 
a/kia "BunkerBusterBill," 

ALEKSI KOLAROV, 
a/kla ''APK," 

KASPAR KIVI, 
<lik/a ''liquid-technique" 

alk/a ~'LiqDust," 
ROGERIO RODRIGUES, 

aJk/a "Kerberos," 
a/k/a ''Empirc_kerberos," and 

KARIN ANDERSSON, 
a/k/a ''Kafka," 
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dict knowingly and \villfully conspir~ and agree with each other and with others to con1111il 

offenses against tl1c l!nitcd States, that. is: 

·• t!1~ kr~owing transfer of an identification document, authentication feature, 

or a t~lse ickntitication doemnent knowing that such document or feature was stolen or produc~d 

\\·itho:It l;nv f.~ I anthority, contrary to Title 18, Uniled States Code, Section 1 028(a)(2); 

b. the knowing transtcr or usc, without lawful authority, or a 1neans of 

i .. ~entification of another person with the intent to commit, or lo aid and abet, unlawful activity 

that constillllt;!s il violation or Federal law, contrary to ·ritle 18, United States Code, Section 

~. the knowing and fraudulent production, ust:~ or trafficking in one or more 

l~otmterfeil access devices, contrary to Title 18, ·united States Code, Section 1 029(a)(I ). 

The Ptincipal Goal of the Conspiracy 

4. The principal goal of the conspiracy was to commit and assist Shadowcrew 

n;c:nbc.:r~ in the corn.rJ1ission of a "vide variety of criminal activities including electronic theft of 

p:.::·soaal identifying information, credit card and debit card fraud, and the production and sale of 

t;dse identification docmnen.Ls. 

The Means and Methods of the Conspiracy 

:5. Among the n1eans and methods employed by the defendants and their co~ 

~·unspir~tors to carry out the conspiracy and effect its unlawful objects were those set forth 

below. 

8 
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~L lt was part of the conspiracy that tht! deiendants and their coconspirators 

permitted, illllderatcd, contributed to, and accessed posts by Shadov..-c.rew tncznbers to 

i:lf()rtn~tional and disc.ussion forums on the Shac.iowcrcw web site that provided instructions, 

guid~nce ,\nd tutorials on committing offenses involving a wide variety of crirninal conduct 

inc!u<~:ng electronic theft of personal identifying information, c.rcdit card and debit card fraud, 

and t.ht:. production and sa1e or false idcnli tication docunu~nts. 

b. It ~vas a further part of the conspiracy that the defendants and their 

conHlspirators permitted adverli~ement of and advertised via the Shadow(:rcw web site and, 

corn.:sp~l:lt.lingly~ solJ to Shadowcrcw members in response to interest generated by such 

advcnisements, stolen credil ci·trd and bank account infonnation, a11d other stolen individual 

idcntifyi ng infonnation; C()tmterfcit passports, drivers' licenses, Social Security cards, credit 

cards, debi l cards, birth ceni fkatcs, college student identi flcation cards, health insurance cards 

and other fal!~e identification docttmcnts~ and other illicit ~erviccs. 

c. Jt was a rurthcr part of rhc conspiracy that prior to allo\v1ng the 

aJvertis\!mcnt of such illicit merchandise and services on the Shadowcrew web site, the 

tle!cndants and Lheir coconspirators reviewed these items and services and caused these items 

and services to be reviewed in an eff~1rt to ensure that only the highest quality illicit n1erchandisc 

<1nd services was being sold to Shadowcrew members. 

d. Tr was a furlhet part of the conspiracy that t11e defendants and thdr 

coconspirators pt:nnitted the auctioning of and auctioned via the Shadowcrew web site tCJ 

ShJt:<.n.vcrcw members counterfeit passports, drivers' licenses, Social Security cards, credit 

canJs, de hi l (.::ards, birth certificates, college sludcnt idenli fication canis, health insurance cards 

9 
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~uH.i olh~.:-r :'alst~ id8ntitication docLtmcnts; equipment and matelials used to comn1it credit card 

:tnd dc:bit card fraud and produce false identification documents; and nterchandise acquired 

through $uCh illicit activities. 

c. It was a further part of the conspiracy that the defendants and their 

~_·.oennspirmors verified and advertised services for verifying whether stolen credit card numbers 

\Vould bt! ~JCcept~d hy vendors prior to using then1 to actually purchase goods and services. The 

mnst cnz:mhm m~nner by which this service was offered was through access to tbe electronic 

\:red it ca:·d authorization device of a legitimate retailer obtained by hacking into that retailt:r's 

c.ompult:r network. l.n essenct:, such services pem1itted the defendants and their coconspirators 

to rnak.:: unauthorized u.se of an electronic credit card authorization device to electronically 

"'swi;Je" stolen credit ~ani numbers to detennine their continued viability. 

r. lt was a further part of the conspiracy that the defendants and their 

~()Ccnspin:.~ors commonly sent and received payment for illicit merchandise and services via 

\Vesten1 Union money transfers or through transfers of d1gita1 currencies such as E-Gold or \iV eb 

Money. 

g. Tt was a futther part of the conspiracy that the defendants and their 

Goc.onspiralors established, contributed to, and t:ncouraged olhers to conhibutc to the 

Shatiowcn.~\\. dona~ion fund to help defray the ongoing operational expenses of the Shndowcrew 

web s1l~ ::1 n:l.trn tor the assistance that the Shadowcrew \veb site provided thcn1 in successfully 

i..:Ommitting their crin1inal activity. 

b. lt was a further pm1 of the conspiracy that the defendants and their 

~(H.:onspirators pcn11itt~tl Shadowcre\v memhcrs to send and receive, and sent and received, 

lO 



secure private 1nessages through the Shadowcrew web site to facilitate and prOtnote the 

connnission of criminal conduct includ1ng electronic theft of personal identifying infonnation, 

credit card and debit card fi·aud, and lhe production and sale of false identification doetunents. 

1. It was a further part of the conspiracy that Shadowcrew members were 

.1blc to atH111)•1110usly cond\lct their ctiminal activity and cotnmunicalc with other Shadowcrew 

members through their <.:hoscn nic,s. Shadowcrew mctnbers often \Vcre known by and conducted 

Shadowt~rc\v busine~s under more than one nic. 

11 
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Overt Acts 

6. ln ful1ht:.rance of the conspiracy and to effect its unlawful objects, the defendants 

and their coconspirators comrnitteu and caused to he conunitted the following ov(;rt nets, among 

ot!1crs, in the District of New Jersey and elsewhere: 

a. ln or about August 2002, tlefendru1t ANDRE\V MANTOV ANI, a/k/a 

"Deck," ~Ilk/a ''d3ck,'' a/k/a 11BlahBlah.BlhSTFU: 11 a/k/a "DeckerdlsMissin," alkfa 

"ThnkYouPlcaseDie," eo-founded the Shauowcrcw crirn1nal organization and established the 

Sh~H.io"':crc\v \v~b 5i te. 

b. On or about August 23, 2002, defendant KENNETH J. FLURRY, a/k/a 

':On Tht: Fringe:," a/k/a "OTF," a/k/a "SC-OTF," in his role as a Shadowcrcw rnoderator, postt~d 

a tulorial :o the '·TutoJials and How-To's" forum of the Shadowcrcw web site describing the use 

of cryptograp.hy in magnetic strips on credit cards~ dehit cards and ATM cards. 

c. On or ahout Nove1nber 29, 2002, defendant JEREMY STEPHENS, aik/a 

"Grr)'\voit:'' a/k/a "qv.'est..:Jctenwl," ~k/a "timingbelt2000," in his role as a Shadowcrcw vendor, 

posted a message ou the Shadowcrew web site ollcring to auction off a stolen bank credil card 

~tccotmt wit:• :: $5,000 credit limit. 

d. On or about November 30, 2002, defendant JEREMY ST'EPHENS, 'v'k/a 

"G:·cyv:olf." 'dik/a ''qwcst4etcnlal," a/k/a ''tim.ingbelt2000," in his role as a Shadowcrcw vendor, 

posted a message on tht:! Shadowcrew web site otieting to auction off a stolen bank <;red it card 

account wi lh ::t $12,000 credit limit. 

c. On or about February 11, 2003, defendant DAVID APPLEYARD, a/k/a 

· l3lack Ops," a/k/a "Black.BagTiicks," in his role as a Shadowcrew adn1inistrator, punished 

12 
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s:,auo\\'Cfl!\V member "CCSHpplicr" for failing to rcfi.md n1oncy to ruultiple Shadowcrew 

; nemher ~~ frnn: business transactions by posting on the Shadowcrew web site his tn1e name, 

;ukircss. home telephone nurnbcr, and cellular tclt=phone nnmbcr. 

1: On or about January 5, 2004, defendant NIATTHE\V JOHNSON, aJk/a 

"Carsen~" a/k/a "Knight Rider," a!k/a "GuinnessHawk,'' transferred to another Shadowcrew 

memhcr one counterfei l Arizona driver's license, one counterfeit Tufts health insurance c.ard, 

~~nd one counterfeit Arizona Slale University sluJent identification card. 

g. On or about January 23, 2004, defendant A.LEKSI KOL1\ROY, a/kla 

... APK." 111 his role as a Shadowcrew vendor, post~d a message on the Shadowcrcw web sire 

offerit~g lo sdl counterfeit Thomas Ccok travelers' checks. 

h. Oa or about February 2, 2004, defendant JEREMY ZIELINSKI, a/k/a 

"Fr:·a\tld323," a/k/a ''DunkerBnstcrBill," transferred to anothet Shadowcrew tnemb~r nine 

eou:lterft:il Vis;l c:c:dit cards. 

1. On or ahout Fcbn1ary 10, 2004, deftmdant DAVID APPLEYARD, a/k/a 

"R!.:.ck Ops." a/k/a "BiackBagTricks," in his role as a Shadowcrew administrat<>r, agreed to 

speak Lo the registered owner or the domain name www.shndo·wcrcw.cc in aa efforllo secure 

:he rights to that domain for Shadowcrew. 

J. On or about 1\1arch 5, 2004~ defendant MATTHEW JOITNSON, a/k/a 

''Carsca," a/k/a ~~Knight Rider," a/k/a ''GuinnessHawk," transfen·t~d to another Shadowcrew 

t:1cn1her on~ couaterfeit Arizona driver's License and one counterfeit Tennessee driver's license. 

k. On or about 1-farch 5, 2004, defendant PAUL A. MENDEL, JR.t afk/a 

"~·1 intfloss, ·• a/k/a "mojo2000x," transfeiTet.l. to another Shadowcrew men1bcr one counterfeit 

1.3 
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~:;\v 'r' ork dnvcr's hcense, one counterfeit Empire Bhw Cross health insurance card, and one 

cotu:tt!rr'cit l Jr:ivcrsity of Albany student idenli.fication card. 

I. On or about March 13,2004, defendant MATTHEW JOHNSON, a/k/a 

··carsc!l," <vk/a "Knight Rid~r," ~v'k/a "GuirmessHawk,'' transferred to another Shadowcrew 

Hlt:tnber <.Hie counterfeit Arizona driver's license and one com1terfeit Tennessee driver's license. 

m. On or about April 21, 2004, defendant ALEXANDER PALACIO, a!k/a 

··st:: ilb." ~1/k/a ''DNDSiknccr~" a/k/a "Trouble.some714," a/kla '~"NoloriousCarder," electron.i.c.:ally 

:r;m$rt~rrcd to ~tnothcr Shadowcrew member six stolen credit card numbers. 

n. On or ahout April24, 2004, defendant ALEXANDER P ALAClO, a/kla 

uScrilla.'' aik/a '"DNDSilenccr," a/kia "Troublesomc714," a/k/a "NotoriousCarder," electronically 

transrcricd to another Shadowcrew rnt::mbcr three stolen credil card nurnbers. 

o. On or about !\.lay 13, 2004, dcJcndant ALEXANDER PALACIO, a/k/a 

··scrilla," 3-·k;a ·'DNDSilt!r.cer," n/k/a "Troublesmne714~'' a/k/a "NotoriousCanJer,'' electronically 

transfen·ed to another Shadowcrew 1ne1nber two stolen credit card numbers. 

p. On or about May 13, 2004, defendant BEAU ANTHONY FRANKS, a/lela 

"Scarface.'' declronica1ly transferred to another Shadowcrcw tucmber 100 ~tolen credit card 

numbers. 

q. On or about May 19, 2004, defendant BEAU ANTHONY FRANKS, aik/a 

"Scart:lcc," dcctronic.ally transferred tu another Shadow crew mctnber 115,695 stolen credit 

cards. 

r. On or about June 1, 2004, defendant .TEREiVlY STEPHENS, a/k/a 

"Greyv.-oll~'' ~1/k/a "qwest.4etcrnal,'' a/k/a "tirn1nghelt2000," in his role as a Shadowcrew vendor .. 

14 



posrcd a ml·~~agt~ on the Shndo\:vcrcw web site off~ring to auction off two counterfeit gift cards 

for ~ retail store. 

s. On or about June 7, 2004, uerendant \VESLEY A. LANNING .• a/k/a 

"Sigcp 1234," a/k:'a "Sigep,'' a/k/a 11 Dirty HMry," electronically transferred to another 

Sha~ow.::~·~.:~'v r::t!mber six ~loien credit c.r,rd numbers. 

t. On or about June 29~ 2004. defendant ANDRE 'vV j\1ANTOV i\Nl, a/kJa 

"Deck,'' a/kla ''d3ck," alk/a "BlahBlnh.BlhSTFU," u!k/a "Dcckcrdisl\.1issin," a/k/a 

,.. l'hnk '{ouPJeaseDic," electronically transferred to another Shadowcn::w member five slc.1len 

~redit card numbers. 

u. On or about June 29, 2004, defendant ANDREW !vlANTOV ANI, a/kfa 

"Dec..~k." •v'k/a "d3ck," a/k/a "BlahBlahBlhSTFU," a/k/a "DeckerdisMissin/' a!k/a 

''T::nk '{,:uPlc.::scDic," cle.ctronically transferred to another Shadowcrcw n1en1ber one stolen 

cr~dit can.J !lumber. 

v. On or about .July 8, 2004, defendant 1\..LEKSI KOLA ROY, a/k/a ~'APK," 

transferred to another Shadowcrew member one counterfeit United Kingdon1 passport 

w. On or about July 14, 2004, defendant ANA.TOLY TYUKANOV, a/k/a 

"n1x.'' a k.·~~ "thevt>.,J." a/k/a "mengele," electronically transferred to another Shado'-vcrew 

:ne:1~hi..!r D:1e stolen credit card number. 

x. On or about July 14,2004, defendant \VESLEY A. LANNING, alk/a 

"Sigep i 234," a/k/a uSigcp," a/k/a "Dirty Han-y," electronically transferred to another 

ShJdO\vcrcw metnber tive slokn credit card nmnbers. 

y. On or abt'>LLt August ll, 2004, d~fendant PAUL A. ~·lENDEL, JR., a/k/a 

15 



"\-1 int.£1oss," a/k/a "mojo2000x," transferred to another Shadowc.rew member one colinterfcit 

~ew '{ork driver's license, one counterfeit Empire Blue C(oss health insurance card, and one 

~oun:.crtcit City Univer::;ity of New York student identification card. 

z. On or ~lboul August 14, 2004, defendant BEAU ANTHONY FRA.NKS, 

:vk/a "Scarface," dectron.ic.al1y transferred to another Shadowcrew n1ember hvo stolen credit 

card numbers. 

aa. On or about August 18, 2004, defend~nt Kl.M TAYLOR, a/k/a 

"rnacgyver," began acting as the moderator of the Qualifications fon1m on the Sh.adowcrcw web 

bb. On or about August 19, 2004, defendant N'!ARCELO DEL NfAZO, a/k/a 

''MALp;l<:rc," received from another Sha<.lowcrcw tnember an electronic transfer of nine stolen 

crt:dit c<":rd numbers. 

<:<.:. On or about Augusl23, 2004, defendant KARIN A~TIERSSON, a/k/a 

'"Kalka," electronically tran.sferred to another Shadowcrcw member lwo stolen credit card 

manbers. 

dd. On or about August 23, 2004, <.lel'cndant MARCELO DeL 11AZO, a/k/a 

".\.lA.Lpadre." rccei ved li·om another Shatlowcrcw nleJnber an electronic tran~fer of six stolen 

crt!Jit card ntaubers. 

ce. On or aboul August 24, 2004, deftmdant MARCELO DEL l\1AZO, a/k/a 

"\·fA Lpadrc." received from another Shadowcrew member an eleclronic transfer of five stolen 

ncdir c:m.i t:ua:bers. 

ff. On or about August 25, 2004, defendant JEREtvrY ZIELINSKI, a/k/a 

L6 
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·-rra\tfdJ 23," a/k.'a uBunkerBusterBill," received from anoll1t:r Shadowcrew mcrnbcr an 

L'icctron:c transfer of ll stolen credit card numbers. 

gg. On or about August 25, 2004, defendant KARIN ANJ)ERSSON, ~t!k/a 

.. KafL1,'' l!lcctronically tnmsferTed to another Shadowcrew member five stolen credit card 

numbt::s. 

hh. On or about August 26, 2004, defendant KARlN. ANDERSSON, a/k/a 

"'K:1fka." clcct:·onicaliy transfetTed to another Shadowcrew mcn1bcr one stolen credil eard 

n ~1111 be. 

11. On or about August 31, 2004, dcfcndru1t BEAU A1"1TllONY FR--\NKS, 

nik/a "Scarface," electronically t.ransferTed to another Shadowcr~w mcn1ber 12 stolen credi.t card 

numbers. 

jj. On or about September I, 2004, defendant OMAR DHANANI, aik/a 

''Voleu:-,'' ~tik/a ''Jacdcn." in his role as a Shadowcrew vendor, offered Shadowcrew members an 

an0nymo·.1s electronic n1oney laundering service in unlitnitcd ru11ounts for a rninimnm fcc of 

l 0'% of a tr:-msaction. 

kk. On or about September 9, 2004, defendant KIM TAYLOR, a;k/a 

•·nwcgyver/' caused another Shado\vcrew member to electronically transfer eight stolen credit 

card munbcrs to him. 

ll. On or about September 27, 2004, defe.ndru1t ANDREW l\·1Al"1TOVA .. "JL 

a/k/a ''J)ec.~k." a/k/a "d3ck," a/kla "Blah13lahBlhSTFU," a/k/u "Deckcrdlsiv1issin,'' a/k/a 

''Ti1nkYouPlcaseDie," electronically transferred to anolher Shadow crew n1etnber approximately 

IS million e-mail accounts ·with associated us~mamcs, passwords, dates ofbirth, and other 

17 
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;'erscl::dly idem: :'ying in formation, apprn:<imntcly 60,000 of 'Nhich inc I u<.ieJ f1rst and !ast name, 

.~ende:·, cH.:drt:.ss, Gity, state, country and telephone number. 

rnrn. On or about September 29, 2004, def'endant \VESLEY A. LANNING, 

:1/k/a "Sigcp 1234!" a/k!a. ·~sigep,'' a/k/a "Dirty Harry," checked the viability of five stolen credit 

..:~:.rd numbers. 

nn. On or about October 5, 2004, defendant BRANDON L. ~.fONCHA!\1P, 

;~:k.:a "PVTLIC.'' a/k.ia "Kingpin," ~ik/a "~k3310," checked the viability of one stolen credit card 

number. 

oo. On or about October G, 2004, defendant BRANDON. L. :NIONCHAi'VlP, 

~-'k/a "PVTHC," a/k/a "Kingpin," a/k/a "sk3310," checked the viability of one stolen credit card 

munbc=r. 

pp. On or about October 7, 2004, defendant ROGER.lO RODRIGUES, a.:'k:"a 

'Kcrbl.!nJs." ~Lk/a "Empirc_kcrbcros," (,:hecked the viability of live stolen credit card numbers. 

qq. On or aboul Oclober 7, 2004, defendant PAUL A. Tv1ENDEL, JR., alk/a 

"~v1int£1o~s," aik/a "mojo2000x,'' checked the viability or 18 stolen credit card numbers. 

rr. On or about October 8, 2004, defendant ANATOLY TYUKANOV, alkht 

'\·o.'\_.'. a/k:'a ·•thcvoxa," a/kla "ruengele," in his role as a Shadowcrew administrator, changed the 

content of the main page or the Shadowcrcw web site. 

ss. On or ab()ut October 9, 2004, defendant ROGERIO RODRIGUES, u/k/a 

"Ke.rb.:ro~ ... aJ:.Ja ''Etnpirc_kcrbcros," checked the viability of two stolen credit card nurnbers. 

:t. On or about October 11., 2004, defendant BRANDON L. Nl0NC1IA.:.\1P, 

~·k:'a "PVTHC." ~k.Ja "Kingpin," a/k/a "sk3310," checked the viability of rour stolen credit card 

lS 
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numb..:rs. 

~Ill. On or about October 11, 2004, defendant ROGERlO RODRIGUES~ aik/a 

"Kt:rbero~." ;1,1\/a "Empire __ kerberos," checked the viability <Jf stolen credit card nun1bers. 

All in violation o.fTitl~ 18, United States Code., Section 371. 
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COUNT2 
( Un bn.vful Transfer of Means of Tdenti f1c.ation to Facilitate Crhninal Conduct) 

l. The alJ~g~1tions set forth in paragraphs I - 2 and 4- 5 of Count 1 of this 

In die lruen·~ ;"tr(~ re;allcged as if set forth herein at length. 

On or about September 27, 2004, al Secaucus, in the Distriet of New Jersey and 

ANDREW MAl'JTOVANT, 
a/lda "Deck:• 
a/k/a "d3ck," 

a!kla "BlahBlah.BlhSTFU," 
aik/a "Deckcrdls!vlissin," 

aik/a "ThnkYouPleascDie,'' 

did knowingly and will fully transfer and cause to be transfeneti in a manner affecting interstate 

cur.-:rn~rcc. without lawful authority, rncans of identification of other persons, that is 

approxin:;;!.'.dy 1 S million c-tnail accounts v..:ith associated usemamcs, passwords, dates of birth, 

and other personally identifying information, approxin1ate.ly 60,000 of which included !1rst and 

Jnst :l~H:l(, gt;nder. address, c.:ity, state, country and telephone number, each of \Vhich said e-mail 

:!CL~otmls co:-r~spo:H.led to a unique victim, \vith the intent to con1111it, and to aid and abet, 

ur~la\\ ful aet1 vity that constitutes a violation of Federal law, nmnely criminal dissctnination of 

ur:~ulicit~x: commercial e-mail, contrary to 18 U.S.C. § 1037. 

11: violaticn of Tille IS, United States Colle, Sections l028(a){7) & (b)(2)(B) and 2. 

20 
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COUNT3 
(Trafficking in Unauthorized Access Devices) 

Th~ alle!?,ations set fcn1h in paragraphs 1 - 2 and 4- 5 of Count 1 of this 

liJJicl:nt~nt are rc:alleged as if set lorth herein allength. 

On or about 1vlay 19, 2004, at Jersey City, in the District of New Jersey, and 

c:sl::whert\ defendant 

BEAU ANTHONY FRANI<S, 
a/k/a "Scarface," 

k!lO\Vingly. \VIllfulJy, and With intent lO uerraud did traffic in approximately 115,695 

unauthoriL.l'd a(-:ccss devices in a n1aru1cr affecting interstate comn1crcc, during a one-year 

period. and by such conduct did obtain more than S 1,000 during that period, each of which said 

:.mauthorizcd access devices corresponded to a unique victim. 

In violation ofT1tle 18, United States Code, Sedions l029(a)(2) & (c)(l)(A)(i) and 2. 
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COUNT4 
(l.l:lla\vful Transfer of Means ofldcntitication to Facilitate CriJninal Conduct) 

I. The allegations set forth in paragraphs l - 2 and 4 -- 5 of Count 1 of this 

Indietment are realJeged as 1 f set forth herein at length. 

From at least as early as on or about August 13, 2004 through on or about August 

l(i, 2004, at Secaucus, in the District of New Jersey and elsewhere, defendant 

KARTN ANDERSSON, 
a/k/a "Kalka/' 

diu knowingly and willful1y tran~fer and cause to be transferred in a rnam1er affecting interstate 

and foreign conunerce, w1thout lawful authority, means of identification of other persons, that is 

approximately Jl ; seLs or debit card numbers, associated personal identification (''PIN,) 

:1ut~1bcrs, ~~r:LI bank account mm1bers, e<1.Ch of which corresponded to a un.iqut! victirr1, with the 

intenl tu <:dmmit, and to aid and abet, unlawful activity that constitutes a violation of Federal 

Jaw, nameJy access device fraud, contrary to 18 U.S. C. §§ 1 029(a)(1 ), (a)(2), (a)(J), (a)(5), (a)(6), 

(c)(l)(A)(i) and (ii). 

Tn violation ofTitlc 18, United States Code, Sections 1 028(a)(7) & (b)(2)(B) and 2. 

22 
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COUNTS 5-37 
(Unla\vtul Tran~fer ofMcru1s of Identification to Facilitate Crinlinal Condnct) 

l. The alicgations set fmih in paragraphs 1 - 2 and 4- 5 of Count 1 of this 

:ndictme:lt r.rc realleged as if set forth herein at length. 

1 On or about the dates set forth below, at Jersey City, in the Oistriet of New 

J~rsey. aud elsC\VhGre, the identified defendants did knowingly and willfully transfer and cause 

:o b~ l:·an:;fcrred in a manner affecting interstate cornmerce, without lawfn1 autho1jty, tneans of 

identification of other persons, that is stolen credil card nutnbers, each of \Vhich con-esponded .to 

a unique victim, with the intent to commit, and to aid and abet, unlawful activity that constitutes 

a violi~tion ~)f Federal law, nam.e1y access device fraud, contrary to 18 U.S.C. §§ 1029(a)(L), 

(a)(2). (a)(3)~ (a)(5), (a)( G) ~mc.l (c)(I )(A)(i) & (ii): 

: 

I 

Appnu:imate Number 
c.Jlwt Dnlc Defcndnnt. of Stolen 

Credit Curd Numbers 
i 

i i 
Tnlnsferrcd 

j ALEXANDER PALACIO, 

I 
I 

a/k/a "Scrilla," 
5 April 25, 2004 a/k/a "DNDSilenccr," 20 

u/k!a .. Troublcsome714," 
alk/a ''NutoriousCarder11 

ALEXANDER PALACIO, 
a/k/a "Scrilla," 

6 
I 

N!ay 12, 2004 a/k/a "'DNDSikm.:~.:r,'' 71 
n/k/a ''Troubksome714," 

I ~!lk/a ''NoLoriousCarder" 

I 
i 

BEAU ANTHONY FRANKS, 100 7 May 13,2004 
a/k/a "Scarface" 

ALEXANDER PALACIO, 
a/kla "Scrilla," 

R :\·lay 18, 2004 u/kia .. DNDSilencer~" 62 
3/k/a "Troublcs~1me714.'' 
a/k/a "Notariou~Carder" ·-



_., ·.: · · :.i_,. --<':'>!.Sr)-\'\'.~~.'1 Document t3 Fiied 1 0/28/0-+ P;::ge :24 •Jt 32 Pa~e10: ·30 

I 

! 
l\NDRE\V MANTOVAN1, : 

~ a/kla "Deck," 
9 June Us, 2004 alk/a ''d3ck," 10 

I a/kia 11BlahBJahBlhSTFU," 
i . "J!k/a "Deckerdls:tvlissin, 11 

' a/k/a "Thnk YouPleaseDic" 

ANDREW MANTOV ANI, 
i 

a/k/a "Deck," . 
10 .Tun~ 2H, 200·1 alk/a "d3ck/' 101 

a/kJa "BlahBlahBihSTFU,'' 
ilfkla "DeckerdlsMissin," 

a/k/a "Thnk YouPleaseDic" 

ALEXANDER PALACIO, 
a/k/a "Scrilla," 

II July 19, 2004 a/k/a "DNDSilencer/' 17 
ill'kl'a 'Troublcsome714," 
a/Ida '' N otoriousCardcr" I 

ALEXANDER PALACiO, 

I 
a/k/a "Scrilla," 

12 

I 

July 21, 2004 a/k/a "DNDSilencer,'' 17 
a/k/a "Troublesome 714 ,'' 
a/kia "Notorio·usCarder" 

'-~ 

I 

13 i July 23, 2004 tvlARCELO DEL MAL.O, 100 
I 

I a/k/a "11ALpadre" 
I 

14 
I 

August 'J R, 2004 MARCELO DEL MAZO, 13 
afk/a "MALpadre" 

\VT.SLEY A. LANNING, 
15 August 19. 2004 n/kla "Sigep 1234," 12 

alk/a "Sigep," 
a/k/a "Dir1y Harry" 

I 
'NESLEY A. LANNING, 

16 Augu~t 22, 2004 a/kia "Sigep 1234," 12 
I a/Ida ''Sigcp," I 

i aikla ''Dirty I Tarry" : 
I 
I 

17 August 23, 2004 MARCELO DEL MAZO, 60 
;.vk/a "MALpadre" 

18 
i August 24, 2004 N'IARCELO DEL ivfAZO, 99 I 

-~--j a/k/a "MAI..padrc" 
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I 
I 

JEREMY ZlELlNSKI, 
l'J .\ugust 25, 2004 a/k/a ''FraMd323,'' 11 

a/k/a "BunkcrBuster13ill" 
. ~ 

I 20 A ~lgt~st 25, 2004 KARfN ANDERSSON, 5 ! 
I a/lela ''Kafka" I 
1-

- ....... --·-· .-, 
I 21 A~1gust 31, 2004 .BEA lJ A NTIIONY FRANKS, 12 
! a/kla "Scarface" ! 

r -

! ANDREW l'vfANTOVANl, 
alk/a "Deck,'' 

22 September 3, 2004 u/kla. "d3ck," G 
iL!k/a "BlahBlahBlhSTFU," 
alkfa. "DcckerdJsMissin," 

a/kJa "ThnkYouPleaseDh.:," 
-~~-- -----· 

23 September 4. 2004 J\'lARCELO DEL MAZO, 123 
a!k/a "l\1ALpadrc" 

~· 

) . 
•• ·1 Stptc:nbtr 9, 2C04 KlM TAYLOR, 8 

a/kla Hmacgyvcr" 

\VESLEY A. LANNING, 
25 September 30, 2004 a/k/a "Sigep 1234," 9 

alk/a usigep, II 
a!k/a "Ditty Hurry" 

PAUI. A. lVlEND.EL, JH .. , 
~() September 30. 2004 aik/a .. 1\.·fintfloss,., 21 

a/k/a .. mojo2000x" 

ROGERIO RODRIGUES, 
2"1 Octob,~r 5, 2004 a/k/a "Kcrbcros, '' 9 

a/k/a "Empire kerberos," 

ROGERIO RODRIGUES, 
28 October 6, 2004 "/k/a "K erberos," 17 

aikla .. Empire_ ke::rbcros," 
--

PAUL A. !VlENDEL, JR.~ 
2~) (ktober 7, 2004 a/k/a "Minttloss," 18 

a/k/a "mojo2000x" 

RRANDON L. ~10NCHAJ\;1P~ 
31) o~..·.tobe:· 8. 2004 a/k/a "PVTHC," 7 

a/k/a ''Kingpin," 

I 31'kia "sk3 310" 
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\VESLEY A. LANNING, 
31 October 10, 2004 alk/a "Sigcpl234," 6 

a/kla "Sigep," 
a/kla "Dirty Hatry" 

BRANDON L. MONC~IP, 
3:?. October 12, 2004 a/kla "PVTHC," 8 

a/k/a "Kingpin,'' 
afk/a "sk3310" 

ROGERTO RODRIGUES, 
33 October 12~ 2004 u/k/a "Kerberos,, 12 

a/k/a "'Empire_kcrbcros, .. 

j BRANDON L MONCHAl\.fP, 
I ' ' Octol:cr 13, 2G04 a/kia 11 PVTHC," 7 .~'-

i a/kla "Kingpin," 

I a/k/a 11sk3310" 
f--
I 
I ROGi::RJO RODRIGUES, I 

~5 O.:tob~.;r 13, 2004 a/k/a "Kerberos," 10 
a/k/a '"Empire_kerbcros," 

ROGERIO RODRIGUES, 
36 Cktobcr 14, 2004 a/k/a "Kerberos," 12 

a/k/a "Empire kcrberos," 

ln violation of Title l~. United States Code, Sections 102S(a)(7) & (b)(2)(B) and 2. 
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COUNTS 37-38 
(Trafficking in Couul~dl-~it Access Devices) 

l. The allegations set forth in paragraphs 1 · 2 and 4- 5 of Count 1 of this 

lndic.tmcnt are realleged as i r set forth herein at length. 

2. On or about the dates set forth below .• at Short Hills, in the Distlicl ofNcw Jersey, 

2.nd elsewhere, the iuentiiicd defendants did knowingly~ willfully, and with intent to defraud 

traffiG :n on~ or ~norc counterfeit access devic~s in a maimer affecting interstate con1mercc. each 

of whic.:h ~;aid enunrerfeit access devices conesponded to a unique victin1: 

Count Date Defendant 
Approximute Number u:ncl 
Type of Counterfeit Access 

Devices 

37 December 15, 2003 
BRANDON L. ~'10NCHA..l\11P, 

a/k/a "PVTHC~" 
alklu "Kingpin," 
a/k/a "skJ3lO" 

JEREMY ZIELINSKI, 
a/kla "FraMd323," 

4\ikla "AunkerBustcrBil\" 

5 Count<:rfL~t Visa 
Credit Cards 

9 Counterfeit Visa 
Credit Cards 

l.n violation of Title 18, United States Code, Sections 1029(a)(l) & (c)(l)(A)(i) and 2. 



CO LINTS 39- 51 
(Transferring False ldcntitication Docun1cnts) 

l. The allegations set forth in paragraphs 1 -· 2 and 4- 5 <Jf Count 1 of this 

l:1dictment are realleged as i r set forth herein at length. 

2. Ot: or about the dates set to11h hclow, at Short Hills, ia the District of New Jersey. 

ru:d dsc\vhere, the identified defendants did knowingly and willfully transfer false identification 

documents in a manner affecting inlerstatc and foreign commerce kllO'\\'ing that such doctuncnts 

were produced without lav-lful authority: 

! 
ApproJhnatc Number and Type I 

' 
Count 

I 

Approximate Date Defendant of False Identification Documents 

BRANDON L. 1'v10NCHNvlP, 
39 Decemb~:r 15~ 2003 aik/a "PVTHC," One Countl-"'fcit 

aik/a "Kingpin,'' Virginia Driver's License 
a/Ida "sk3310" 

I 
One Counterfeit A1izona Driver's 

l\1A TTITEW JOHNSON, License; One Counterfeit Tufts 
40 Janu<~ry 5, 2004 a/k/a "Carsen,'' Health Insurance Card; One 

a/k/a "Knight Rider," Ctlunterfeit Arizona State 
alk/a "GuinnessHawk" University Student 

Identification Card 

l 
WESLEY A. LA~TNG, 

41 h:~)rtl\lry II. 2004 a/k/a "Sigep 1234,'' One Counterfeit 

1--
alk/a "Sigcp," Michigan Driver's License 

a/k/a ''Dirty Harry" 

PAUL A. MENDEL, JR., One Counterfeit Ne'.v York 
.1., 
~ .. February 11, 2004 a/k/a ''Minttloss," Driver's License; One Ccuntert~it 

a/k.ia "mojo2000x" Empire I31ue Cross Health 
Insurance Card 

MATTHEW JOHNSON, One Counterfeit Arizona Driver's 
~u 

I 
[\{arch 5, 2004 alk/a "Carsen," Li(;<.:nsc; One Counterfei~ 

I 
a/k/a "Knight Rider," Tennessee Driver's License; 

I a/kiil "GuinnessHawk'' 
L... ·-~-·· -- .1_. "··· 
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n One Counterfeit New York 
PAUL A. l\·1ENDEL, JR., Driver's License; One Cmmtcrfrit 

I ... ~~ I ~·brch 5, 2004 afrda '' Mintiloss," Empire 13lue Cross Health 
atk/a ''mojo2000x" lnsurunee Card; One Counterfeit 

University of Alhany Student 
Identification Card 

t~---- t--
I 

I 
One Counterfeit New York 

PAUL A. MENDEL, JR., Driver's Licenst:; One Cmmter[cit 
45 l\:1arch 13, 2004 afkja "Minttloss," Empire Blue Cross Health 

a/kJa 11mojo2000x" Insurance Card; One Counterfeit 
University of Albany Studt-"'ll 

Tdentification Card -
f'vlA TTHE\V JOHNSON, One Counterfeil Ariz.ona Driver's 

46 ~·!arch 13~ 2004 a/k:/a 11 Carsen," License; One Counterfeit 
alk/a 11 Knight Rider,'' Tellllcssee Driver's License 

ailv'a ''GuirmcssHawk" 

I 
Three Counterfeit Arizona Drivers' 

.MA'fTHE\V JOHNSON, r .icenses; T\VO Counterfeit Tufts 
·~ \·brch 13. 2004 a/lda "Carscn," Health Tnsuram:c Cardc;; Two .. , 

a/k/a "Knight Rider," Countetfeit .Arizona State 
a/k/a ''GuinnessHawk11 University Student 

Identification Cards 

vVEST.EY A. LANNING, 
4S April 6, 2004 afk/a "Sigcpl234," One Counterfeit 

u/kJu uSigep," 't\.1ichigan Driver's License 
alk/a "Dirty llarry" 

' 49 JulyS, 2004 AJ ... J;;KSI KOLAROV, One Counterfeit I a/k/a '•APK" United Kingdom Passport 
I l 
! \VESLEY A. LANNING, 
! 50 At:g;;st 2, 2004 aik/a usigep 1234," Two Counterfeit I 

I a/Ida "Sigep," Michigan Drivei?' Licenses 
I 
I a/kJa "Uirty Harry" 
•----

One Counterfeit New York 

I 

PAUL MENDEL, JR., Driver's License; One Counterfeit 
51 August 11, 2004 a/kJa '' lvlintfloss," Empire Blue Cross Health 

a/kla "mojo2000x .. Insurance Card; One Cmmtcrfdl 

I I City University of N~w York 

t Student 1dentiJication Card 

[n vJobL1on o C Title 18, United States Code, Sections 1 028(a)(2), (b)(I )(A)(i i) & 

(h)(2)(:\) :tlld 2. 
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COlfNTS 52- 62 
(Unauthorized Solicitation to Offer Access Devices) 

•. Th~ ,·,negations set forth in paragTaphs 1 2 and 4- 5 of Count l of this 

l:Hilctment are re,!lleged as if set forth herein ilt length. 

2. On or about the dates set forth below, at Secaucus, in the District of New Jersey) 

and elsewhere, the identified defendants, without the iluthorization of the jssucrs of the access 

devices, did knowingly, \villfully} and with intent to defraud solicit other person~ for rhe purpose 

of offering :!C~(:t:ss d(;viccs. each of which said act;ess d(;viccs correspcnded to a unique vict1m: 

Approximate Numb~r 
ClJUJlt l Approximate Date Defendant and/or Type uf Access 

I Devices Offered 

JEREMY STEPIIENS, Stolen tvlastercard and 
52 "November 19, 2002 alk/a "Grc)'\volf," Americi.m Express Credit 

a/k.la "qwest4ctcmal," Card Numbers 
a/k!a "tjminghelt2000 11 

I 
JEREMY STEPHENS, Stolen I3ank Credit Card 

5J Decen:bcr 6, 2002 a/k/a 11 Greywolf," Accounts with S 12,000, 
I a/k./a ••qwcst4cternal,'' $14,000 and $24,000 

a/k/a "timingbelt200011 Credit Limits 

JERE~·IY STEPHENS, Ten Stolen Amerkan 
'i·1 

I 

December 7, 2002 u/k/a "Greywolf," Express Credit Card .. ~ I 

I 
aik/a "qwest4cl.cmal," Numbers 

. a/kla "timingbelt2000" 
-i 
! JER£l'v1Y STEPHENS, Stolen Online Credit Card 

55 December 12, 2002 alk/a "Gre)'\volf, 11 Accounts w.ith $7,000, 
a/k!a 11qwcst4etema1," $12,000 and$14,000 
a/kia "timingbelt2000" Credit Limits 

BRANDON L. MONCHA1\1P, 
so ~ovt".mber 19, 2003 a/k/a "PVTHC," Counterfeit Credit Cards 

I a/k/a "Kinf,rpin," 
I ,t/kla "sk3310" l 

i 

l 
ROGElUO RODRIGUES, 9 Stolen 

I 
57 December 17, 200J afk/a "Kerbcros," Credit Card Numbers 

L a/lda "Empire_kcrbcros 
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)~ January 23, 2004 ALEKST KOLAROV, Counterfeit Thomas Co~,.)k 
a/k/a ''APK" Travelers, Chec.ks 

BEAU ANTHONY FRANKS, 1,000 Counterfeit Visa 
59 

I 
January 30, 2004 a/k/a "Scarface" nnd 1-fastercard 

I Credit Cards 

BRANDON L. MONCHAlvlP, 
60 r: ebrum)' 13, 2004 a/k!a "PVTHC," Counterfeit Credit Cards l 

.vk/a 11 Kingpin," 

Counterfeit Crcd1t Cards I 
n/k/a 11 sk3310" 

JEREJ\fY ZIELiNSKI, 
61 February 15, 2004 a/kla ''Fralvld323," 

I :L,.kla "BunkerHusterBill" 
t 

l 62 May 13, 2004 BEAU ANTHONY FRANKS, 110,000 Stolen 

' 
a/k/a "Scarface, Credit Card Numbers 

; 

A TRUE BILL 

A~~~--
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CASE NUM3ER : 

United States District Court 
District ofNc·w Jersey 

UNI TED STATES OF AMERICA 

v . 

ANDREW MANTOVANI , et al. 
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